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Pandora FMS Interface

Introduction

This section shows some of Pandora FMS interface common bases.

Pandora FMS login screen

ONE TOOL TO MONITOR THEM ALL
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At the bottom of the screen, there is the version of Pandora FMS currently used. There are text entry
boxes at the center to enter the username and password with the button to log in. The login wallpaper
can be customized.

The default credentials are:

e User: admin
e Password: pandora

Once you enter the valid login credentials, the console displays the default Pandora FMS main
welcome page. Pandora FMS login screens can be customized. This will be explained in the Custom
welcome screen section.
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Pandora FMS main page

The Pandora FMS default main page shows basic and general information about the status of the
systems and the number and type of checks that Pandora FMS performs.
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The static elements, which do not change in different screens of the interface are:

e Operation menu

e Administration menu
¢ Defined links

e Header

The dynamic elements which do change in different screens are:

e Header information
o User information, pending messages, system notifications, etc. (this will be explained in
the header sub-section below).
e Site news
e Web console's last activity
e General basic information
e Pandora FMS Overview:
o Server health Server general status.
o Monitor health Monitor general status.
o Module sanity General status of the modules that collect data, compared to the non-
started ones.
o Alert level Alert general status.

This is the default home page, but the user can customize it.
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Pandora FMS Customized Page
In the Workspace - Edit my user view you can choose the Pandora FMS home screen.
USER DETAIL EDITOR ®
a Pand Extrainfo
a Pandors FMS BN =dmin@sxamplecom
a P &. Phone numbsar
a Login error
Seszion time 0
Global profile
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DCrefault

Eloch size for pagination

Skim

Mone

20

- Nones
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Wisuzl console
Ewventlist
Group view
Tactical wiew

Alertdetails
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e Default: Pandora FMS main page as shown above by default.

¢ Visual Console: You can pick the user's visual console.

e Event List: List of events.

e Group View: Agent group view.

e Tactical View: Agent tactical view.
e Alert Detail: Alert list

e Other: Users are able to customize their home page by entering the url that points to the

console. For instance, to see the agent detail:
sec=status&sec2=operation/agents/status agent .
e Dashboard: To choose a user dashboard.
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Click Update to save changes.

The operation menu

The operation menu allows you to view all checking done by Pandora FMS agents, visual maps,
network maps, inventory, see and manage the incidents (if you have the according permissions), see
the SNMP console, see the messages and use the extensions.
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Tools

From the Operation menu down to any submenu, there could be other drop-down elements.

Each of these elements links to other pages containing information and all of them will be explained
in the chapters dealing with operation in Pandora FMS in more detail.

The administration menu

The administration menu allows you to view and manage the checks carried out by Pandora FMS
agents, the modules and components of said checks, the alerts that these modules and agents can
launch and how these alerts work, the existing policies, the users, the user profiles, the Pandora FMS
servers and their assigned tasks, the system audit log, the general performance of Pandora FMS web
console, the database maintenance and console's extensions.
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Admin tools
Links
Update manager

Module library

There could be other elements which will be displayed when selecting menus in any Administration
drop-down submenu.

Each of these elements provides another page with information. All of them will be explained in detail
in the chapters of operation and management with Pandora FMS.

Links menu

The links menu simply displays a link to preconfigured sites. These can be added, modified and
deleted from the Pandora FMS Administration menu. These links allow you to link Pandora FMS with
other WEB applications of your organization and make Pandora FMS a central management point.

Event filter

Mone

The Header

Pandora FMS header offers several quick links or direct access to important features of the system
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and a search bar:

Enter keywords to search

Q D08 X0 ®Wen [

From left to right, the header provides the following:

» The search bar which allows to run a search in several elements: agents, reports, alerts, maps,
combined graphs, users and / or policies in Pandora FMS database.

Go to
Go to
— Goto
Go to
Go to
Go to
Go to
Go to
Go to

Go to

« Q
¢ Tactical view
@ | Agent Management
£¥ General Setup .
9, Manage Policies
B List Alerts
[w] Dashboard
:; Visual Console
&

ﬁl Task List

Manage Servers

&| Ma nage Agent Groups

e The auto-refresh button which, apart from updating the screen, can be configured to auto-
refresh in a certain time interval. This allows you to configure it to be refreshed every X time on
any page. By doing this, the session or the information in it will not get lost. It also displays the

updated data.

e |f there are pending system notifications, an alert icon will be displayed and by clicking on it, a
modal window with the current alerts will be displayed.

O 08 X0 ®em B

5 Log collector cannot connect to ElasticSearch -
ElasticSearch is not available using current configuration.

Default password for "Admin® user has not been changed
Please, change the default password since it 15 a commonly reported
vulnerability.
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These messages, much like Console email notifications,

|‘ redirec to the URL of the file /etc/crontab or to a public
&% URL with the option force enabled. If its configuration is

omitted, it will use as URL localhost by default .

¢ Alink to the system status, which shows Pandora FMS server status.

¢ Alink to the general support of Pandora FMS.

¢ Alink to the general contextual help content of Pandora FMS.

¢ Information about the logged in user, a direct link to its user page (between curly brackets).

¢ A button to log out.

e |f you have messages yet to be read, an icon of an envelope will be shown. The drop-down will
show a modal window with the available messages.

The link to the system status also alerts you when a service is down, changing icon:

—

2

By clicking on the link, it takes you directly to the server status, reporting different details about

them:

Pandora FMS servers

Mame Status Type Version

munchkin E TOMG. 754 (P 210608
munchkin E F.OMG.754 (F) 210608
munchkin @ F.OMG. 754 (P) 210608
munchkin *- F.OMG.754 (P) 210608
munchkin = F.OMG. 754 (P) 210608
munchkin 7.OMG.754 (P) 210608
munchkin @ F.OMG. 754 (P) 210608
munchkin { F.OMG.754 (P) 210608
munchkin E F.OMG. 754 (P) 210608
munchkin @ 7.OMG. 754 (P) 210608
munchkin F FOMG TS (P) 210428
munchkin 7.OMG. 754 (P) 210608
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In the user editing section, you may configure the auto-refresh for certain sections. If enabled in this
section, the auto refresh button allows you to update the page by clicking on it, or select an update
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frequency:

i .
(04:48 Untilmext) | % Q) (Refresh:| s minutes .|| 3R

Once this has been activated, the remaining time until the next update will be shown next to the link
name:

C)_JND: o _;'] < [ i (—

Auto refresh is only shown on some pages. It is disabled on other pages by default to avoid conflicts
and losing data when editing forms. The pages where it is allowed are:

e Tactical view

e Group detail

e Agent detail
Alert detail
Monitor detail
Service view
Dashboard
Event view
SNMP trap console
Network map
Cluster view

e Graph view

¢ Visual consoles

Search bar results
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In the search bar, by just entering a couple of letters, you are shown a fast access with a single click
to the components that match the entered letter or text string.

Go to Tactical view

Go to Agent Management
Go to General Setup

Go to hManage Policies

Go to List Alerts

Goto || Dashboard

Go to Wisual Console

Go to | Manage Servers

Go to Task List

Go to Manage Agent Groups

In addition, the search bar allows looking for terms in policies, visual consoles, reports, graphs, users,
alerts, modules or agents when entering a text string and pressing Enter. A summary of the found
elements is shown. The information is classified in tabs for each type of data, with the agent tab pre-

selected:
Ll 1] El !
Search: "Agent ul M B & e Q
E] 2 found @ 1 found 0 found 0 found @ 0 found @ 0 found D 0 found

Description Group Modules  Status Alerts Last contact 4 W

Sample_Agent

SatelliteAgent-

Agent for sample (ﬁj 10m @ 7:1:6 CRITICAL| & minutes 03 seconds #
generation purposes

Created by munchkin ﬁ‘ om a 3:3 1 minutes 18 seconds #

Show 2 of 2. Show all matching entities.

You may click on any any tab to see the rest of the categories, if there were any search results..
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Search: "Basic" O [ & 2 e Q
Description & W |d_proup #& W Status A W
Basic Windows Manitoring Basic local checks to monitor Windows Systems. Requires Powershell 3+. EL
Basic Linux Monitoring Basic local checks to monitor: - Centd5 - RedHat - Debian - SUSE EL
Basic Solaris Local Monitoring Basic local checks to monitor Solaris systems. EL
Basic AlX Local Monitoring Basic local checks to monitoring ALK systems. EL
Basic HF-UX Local Manitoring Basic local checks to monitoring HP/UX systems. EL
Basic Remote Checks Basic Remate Checks (ping, latency, ports). "'-i'-‘

Toral items: &

Icons within the Pandora FMS Interface

In Pandora FMS, there are several icons, whether text-side icons or icons together with other icons,
etc. Usually speaking, when hovering the mouse over them for a certain amount of time you are
shown a text tag showing its name and/or function. Here you have the most important ones
explained.

Contextual Help Icon

The Contextual Help Icon gives you general help on the field it comes with or in the application form

or page where it is located. It opens a pop up window (pop-up windows must be enabled in your
browser) and provides full help.

It may also represent:

Suggestion/Advice Icon

The suggestion and advice icon provides you with some help on the field it comes with. It is shown by
placing the cursor over it.

Management Icon

f
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The management icon comes with some lines in some tables. It represents a direct link to the
element's configuration. To have access to the linked page, click on it.

Full Screen Icon
LY
[ & |
It is present in mainly visual sections to display information in full-screen mode by hiding the menus.

Magic Wand Icon (Wizard)

The magic wand icon indicates that this feature will be useful to easily apply (via an assistant) to a

large number of items an action.

Remote Configuration Edit Icon

It is used to remotely edit the configuration file of the software agents.

Force Action Icon

O

Pandora FMS remote checking has an update interval, but this could be forced by clicking on the
button.

Refresh Icon (after a forced-update Action)

Once the force update icon has been clicked, it changes to show that it has been activated. It returns
to its usual state once the checking has been updated.

Alternative Texts on Icons and Images when hovering the Mouse over them
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Almost all Pandora FMS images have an alternative text which is shown when hovering over it with
the mouse pointer. You can obtain alternative textual information as well as the image information.

Agent a

Centos7

Server management

N

Server detailed view is used to know, besides the general status of the Pandora FMS servers, their

load level and execution delay.

Pandora FMS servers

MName Status  Type Versian
demos = 7.ONG.750 (P) 201110
demos [w] 7.0MG.750 (F) 201110
demos =] 7.0NG.750 (P) 201110
demos @ 7.0MG.750 (P) 201110
demos - 3 7.0NG.750 (P) 201110
demos il 7.0NG.750 (P) 201110
demos = 7.0MNG750 (P) 201110
demos E 7.0MG.750 (P) 201110
demos 7.0MG.750 (F) 201110
demos @ 7.0NG.750 (F) 201110
demos £ 7.0NG.750 (P) 201110
demos [w] 7.0NG.750 (P) 201110
demos [w] 7.0NG.750 (P) 201110
demos ﬁ‘ 7.0MG.750 (P) 201110
demos 7.0MG.750 (P) 201110
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In this view, you may see different information on each column:

e Name: Generally the hostname of the machine is used.
e Status: (green = active, gray = stopped or down).

» Type: Data server, network server, etc.
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e Version: It shows the current version of Pandora FMS server.

* Modules: Number of modules of this type executed by the server regarding the total number of
modules of this type.

e Lag: Highest time that the oldest module is waiting to receive data / Number of modules that
are out of their life time. This indicator is used to know if there are too many modules and to
know if the server is at the limit of its load capacity. Delayed modules indicates the number of
modules that have not reported to the server.

e T/Q (Current threads/queued modules currently): It shows the number of threads
currently active on each server. Total number of modules in queue waiting to be attended.
These parameters reflect status of excessive load. There should almost never be modules
gueued, this reflects the inability of the server to process data.

e Updated: Each server has a “Keepalive” that updates its status, to make sure it is active, also
updating its statistics.

e OP.: Available operations, icon column.

Some icons have special relevance:

Edit
Poll request Delete
O/ 1
& ii]
Edit remote &
configuration
B /S0
Manage _
N & 1

Discovery tasks

* Poll request: It requests the remote test server to execute all the checks it has, forcing it to
execute them again. Valid for all network servers, e.g. Network server, WMI server, Plugin
server, WEB Server, etc.

e Edit: Change IP address and server description. recon server tasks.

e Delete: Delete the server.

e Edit remote server configuration: Edit server remote configuration. Valid for Pandora FMS or
Satellite server servers.

¢ Manage Discovery tasks: Manage Discovery tasks. Suitable for Discovery servers.

Status and possible values of agents, modules and groups

Agents contain modules with the different checks that are carried out. Their status could be:

e OK: Green.
e Warning / Notice: Yellow.
¢ Critical: Red.
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e Unknown: Grey.
* Not started: They cannot be seen. They only appear in blue in the management view.

This would be the agent data view, which are called Modules in Pandora FMS. It shows the module
name, its status (in a colored box) and its numeric or alphanumeric value.

Agents_tsnknaen = W 5 minuts [ L gn! 1]
Avadlabletemary = | B 5 minutes Avvailable Fhysical Memary % (Free+Cached +CachedSwap P E i}
Cosrrechil vase = B 5 mines L (]
Ppr— = E- *d ]
CPU Load = R § minutes User CPU Usage (%) !' |j| 1]
Datshans Huntenncs ! § = & minutes " |j ﬁ
- B 3= i i * 0 o
Disk_{ boot = B 5§ minubes s of free space in this volume L Bl i

There is also the detailed agent view. This view quickly summarizes the agent's overall status and the
summarized status of the modules. We can see several agents in different states in this view:

L Craaned by damos qﬁi 5 minuces "T-"' 12:5 - May 9, 2017, 5:23 pm
Hhall
T Crasned by inclnea N 5 e 7= o Al 23, T016, 10:48 wm
Wanesa
Ciarso_lead_18004 an VM ﬁ 5 minusss -} 5:5 Apeil 5, 2007, 3136 pm
VMWareDatastores
Cresoed by ndnex 3 minutes m 5:5 Moy 9, 2017, T1Z3 pm
VMW s eDakastoresha-
datacenter_lead_18004 “remtad by demon 5 minutes E 5 vy 8, 5 o
2003 _kead 18004 .
i o e WM ﬁ 5 s =] 44 B Apeil & 2007, 336 gm
bk ¥
wablogic_server Crasond by daros !'_‘h & i -_i'.\- ;L1137 . May 8, 2017, 5:23 pm
Websphere
s Cremed by demas = 5 mnube: T 30 @ 30 - Hary 8, 2017, 520 p

IAgents will portrait in their status the worst situation of its modules, so it there is only one in critical
state, the agent will be red.

Group View

As before, the group view summarizes the status of all agents. A group could have one of the
following states:

e OK (green): All agents are working properly.

e Warning/Notice (yellow): At least one agent of this group is in a 'warning' status.

e Critical (red): At least one agent is in a 'critical' status.

e Unknown (grey): All agents of this group are in 'unknown' status.

¢ Without Modules (white): When the agents of a group do not have modules or if they are not
initialized.
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Module View

This view provides a list which contains all modules of all agents. The list shows the status of all
modules using the same color coding as described above.

This view is very useful for comparing module information from different agents thanks to its filtering
options.

The widget's auto-complete agent

On some pages under Pandora FMS, you may see something like this:

cent

centos?

This widget starts searching as you are typing and displays the agents which correspond to the
characters you typed in. The color coding of the results are:

* First block in green: The agents matching by name.
e Second block in yellow: The agents matching by description.
e Third block in purple: The agents matching by address.

Bear in mind that the widget starts working after you have
& typed at least two characters.

Network interface table

Given the special importance of communications through the network interfaces of the devices to be
monitored, Pandora FMS has a separate table to describe them.

This table can appear in places such as an agent overview, the detail view of an agent in the tree
view, certain report types, etc. As its name indicates, it displays information about the network
interfaces of a given agent.
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Interface information (SNMP)

eth1 [<] 1s2.168.1.240 00:1A:A0:33:A0:0D
eth2 [Z] 192.168.70.1 AC:F1:DF:86:88:34
eth3 EI 192.168.50.1 AC:F1:DF:86:B8:C8
lo [£] 127.0.01 --

tap0 EI 192.168.60.1 BA:04:61:A4:E9:F7

There are some ways this table might be shown:

e Recon script: This script will create agents and modules prepared to properly show the
information in case of being network interface modules.

e SNMP interfaces wizard: Through a simple setup, this assistant, which is located in the
agent's setup view, will show the found interfaces and the only thing left to do is choosing the
modules to be created. The module ifOperStatus is required to see the interface in the table.
To view the input and output traffic graph, the modules ifInOctets and ifOutOctets are
also required.

¢ Manual creation: To display the interface on the table, a module should be created following
certain naming conventions. This module should be called <interface name>_ifOperStatus
and should be of one of these types: remote snmp proc, remote icmp proc,
remote tcp proc and generic_proc. It is recommended to use the remote snmp proc
type and attack the ifOperStatus OID of the interface (.1.3.6.1.2.1.2.2.1.8.<index>) to get
its real status. To view the input and output traffic graph, two modules of remote snmp inc
type and called <interface name>_ifiInOctects_and <interface name>_ifOutOctets _
should be created. These modules should attack the OID .1.3.6.1.2.1.2.2.1.10.<index> and
1.3.6.1.2.1.2.2.1.16.<index>, respectively. To show the IP and the MAC of the interface on the
table, it is necessary to add this data to the above mentioned i fOperStatus module's
description.

Go back to Pandora FMS documentation index

From:
https://pandorafms.com/manual/ - Pandora FMS Documentation

Permanent link:

Last update: 2021/09/16 09:17

https://pandorafms.com/manual/ Printed on 2021/09/22 20:51


https://pandorafms.com/manual/pandora/documentation_en/recon_server#snmp_l2_recon_script
https://pandorafms.com/manual/en/documentation/start
https://pandorafms.com/manual/
https://pandorafms.com/manual/en/documentation/02_installation/03_interface

	Interface
	Pandora FMS Interface
	Introduction
	Pandora FMS login screen
	Pandora FMS main page
	Pandora FMS Customized Page
	The operation menu
	The administration menu
	Links menu
	The Header
	Search bar results


	Icons within the Pandora FMS Interface
	Contextual Help Icon
	Suggestion/Advice Icon
	Management Icon
	Full Screen Icon
	Magic Wand Icon (Wizard)
	Remote Configuration Edit Icon
	Force Action Icon
	Refresh Icon (after a forced-update Action)
	Alternative Texts on Icons and Images when hovering the Mouse over them

	Server management
	Status and possible values of agents, modules and groups
	Group View
	Module View

	The widget's auto-complete agent
	Network interface table



