2021/11/22 15:15 1/18 00o0oooooo

Jodoobotgdd

PandoraFMS OO O OOOOOOOO

Jooooodoogod

gd

Enterprise D0 0O[Goliat D OO0 O0OCOOO WebOOOODOOOOODOOOOOOWebODOOOO
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web threads 1
web timeout 60

Goliat DO OO ODOOODDOODODO(LWPOODOD CURL)ODDOOODODODODODODODODOODOODODODOODOOOO
OO000 CURLODOODOODOO0ODO0ODOODOO0ODOO0ODODOO

web _engine curl

guoooobbboogoogd

godgooogooogoooogoooogooooobo oo oo oo nooguoono
O0000000U(Create a new webservermodule) D OO UOOOO(Create) DO DD DODODOOO

Type| Create a new data server module v

Create a new data server module
Create a new network server module
Create a new plug-in server module
Create a new WMI server module

Create a new webserver module

goobooobobooobooobobbooobbuooobboobbbodbLbooobbooobL o
O00000OWebOODOOOOODODOOOODOOOODOO

“ Base options

Using
module --[anusl sstup-- v
component
Name Disabled [ |
Type@ Remcte HTTP module to chec v
Remote HTTF module to check server response
Remote HTTP module to retrieve numeric data
Warning Remote HTTP module to retrieve string data
threshold Remote HTTP module to check server status code

nverse interval|_|
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e Remote HTTP module to check latency: 0 00 0000000000000 DOOOOOOO
0000000000000 (oobooooobooooboo1lbooooooooooo
O0D00O0)Y§oooohoooooooobhoooooooooboooooooooooooo

e Remote HTTP module to check serverresponse: 1 0 0 000000000000 0O00O0OO
O0D01(@O)yoooooo(@O)oooooOooDOoOoOoOooODOoOooDoOoOoOoOooobooooooag
oD oo o
000000000 ooooooooboooooooooooonoDooDo@OooDoonogn
00ooo)o

e Remote HTTP module to retrieve numericdata: O O 0O 00000 HTTPOOOOOOO
goooag

e Remote HTTP module to retrieve stringdata: O 00000000 HTTPOOOOODOOO
gooogo

* Remote HTTP module to check server status code:: web engine curl 00000000
curlD 0000000000 0OOQHTTPOODOOODOOOOOOOOOO

gobogoo

OO00OO00DbOOo0ooO0obOOoO0obOOoOoweBBODODOOOODOODOO ODOOD1O0bDOoOOOOOODO
0000000000000 000 0DOO000ooodOWebOoOOoooooooooogoooO
O0000D00000D0D0O0OO000 task beginOOOOOtask endOOO0O0ODOO

gbobogoboodbobooobobooboog

task begin
head http://apache.org/
task end
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“ Base options

Using module

--[Manual zetup-- hd
component
MName Testing web_sngine cur Disabled [_|
Typeﬂ Remote HT TP module to chac
Warning i
threshold Inverse interval [_|
Critical str.
threshold Inverse interval [

Historical data

tzsk_begin
head http:/fspache.org/
Web Checks tzsk_end

gobooobboodbobooobbuooobbooobbooboboo

(O] @&  Testingweb_engine curl - MiA-M/A  HTTRALT zmlq

HTTP/1.1 2@8@ OK

gbooogoboboooon:

task begin

get http://apache.org/
cookie 0

resource 0
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check string Apache Software Foundation
task end

oo UUU U
check string 0 0000000 0D0O0OO0OOQHTMLOODOOOODOOOOO0DODODOOOODOOOOO

O0000000000000000 O0000QWebd OO http://apache.org O “Apache Software
Foundation" D0 0OOODOOOD0D O0DODO0OO0ODODOO0OO0DODOODOOOOKODOODDODODODODOODO
0000000000 HTTPODDOOOODDOO

O0O00O WebOOOOODOOOOODODOOOODOOQ'check not string' 00000000
check not string Section 3

check string0000000O0O00O0ODOOOOODOOOOOOODO OODOO” DODODOOOO
00 “Pandora FMS (4.0)" 00000000000 DOOOO0ODODOOO OOOOPandora FMS
\(4.0\) 000 0000000000000 UUOoN\NOOO
gooooooooooonoooooooogd

gobooobbodoobooobbooobbuooobood

resource (L0000 Oy 0O0000OO0 (DDOOODOOO)ODDODODODODODOOODODOOOO
cookie (1000 000D O00D0OD0DOODOODOODOODOOOOOOOODOOOOODO
variable name0 0000000000

variable value D OO OO000O0OO0O0OOO

g0 oooon
ggooooooo

’I godobooobboobobbooobbooobbooooo
. gobobooobobooobbbooobbooobbooonon
ugbobooobobooobbooobobooonoo

00000000 ewrlODOCOO0O0DOOOCOOOODOOO0ODOD -LOOODOODOODODODOOO
—locationOD OO OOJHTTP3IXX OO ODODODDODODODODDODODODODODODODODODODODDODOOoOoooooo
000000000 00O0fPandoraFMS OO0 00000000 DOOO0OOODOOODO
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%" Base options

Using
modula =Marusl petup=— b
Companent
Rarme Teat mode debug Disabled | Module group| Mersoriing W
Ty-peﬂ Remote HTTF module toche v
‘Warning ~ 100
threshold ~ “#+ O = W Normal Status
rwverse inferval [ a0 Warning Status
A0 B Critical Status
20
L A D
Critical o - 20
threshald e 40
& el -
-0
~100
Historical
o
data g
&7
zas g mmn
= =
=R -
task
F::cki Check L

Advanced options
%  Custom macros
»  Module relations
Creas
gooogoboboooboooobobooobbooobboobobbooobbooobbuooooo
gobooobobooobbooooobooobobuooobbuooobbooono

0000000000000 0000000(Debug) 00000000000 O00O0ODOOOODDOO
O000O(Query)DOOOOOODO
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Query

curl

== loratlon-trus Led

-A ‘Pandora FMS [ Webcheck®
‘Pragna: no-cache”

B A B e e e

"Accepl: text/himl® "hitps:,

R " SR W T SR W R S—

000000000 oDoOoOoOoOO(Executequery) 0000000000000 0000000O0O

ggobooobobdoooboboooboboo
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20

Query Results
1 cwrl <!DOCTYPE hitml> -
2 --location-trusted <himl lang="en-U5"»
3 -A 'Parndora FMS f Webcheck® <heaad:
4 -H 'Pragna: no-cache’ ¢mata charset="UTF-E" /»
5 -k meta http-equiv="X-UA-Compatible” content="1E=adge"»
6 -H 'Accept: text/himl' “hitps:, «1link rel="pingback” href="htps:{pandorafms.comiamirpcphp”™ /3
seript type="textavascoript»
document. documentElepent . clascsName = "js°;
<fseripts

<scriptr»var et_site wrl="https:/S/pandorafms.com’ jvar et post_id="@" ;function et_core
fseriptr<soript type="text(avascript™»pe_lb_classes = [.pc lo trig 357]; pe_ready_1b = [

seript data-cfasync="falze” data-pagespeed-no-defers(</[COATAL
var gtedwp_datalayer_name = "datalayer”;
var datalayer = dataLayer || O;

Tl

<fseripts

<titlexPage not found - Pandora FMS</titles
«meta name="robots” content="noindex follow™ >
<seript type="application/ldHson” ¢lass="yoast-schema-graph’»>{@oontext”: "hitps:/ischema.o

<1link rel="akernate” type="applcation/rss+xm” title="Pandora FMS &raquo; Feed” hred="ht
¢1link rel="alternate” type="applcation/rss#xm” title="Pandora FMS &raquo; Comments Feec
meta content="Dni Chid-Themev.” name="generator” f»<limk rel="styleshest’ id="wp-blo
<link rel="stylesheet” id='popupaci-public-style-css® href="hitps://pandoratms . comfe
<link rel="stylesheel” id='wpml-legacy-dropdown-2-css” href="//pandorafms . com/wWp-Cor
<style id="wpml-legacy-dropdown-8-inline-csis’ type="textfcss >
Jwpmnl-ls-statics-shortcode_actions{background-color : BFFFHHF ) wpal-1s-statics-shorto
<fstylex

: <link rel="stylesheet” id='wpnl-menu-item-8-css” href="/fpandoratms . comwp-content g
«link rel="styleshesl” id='parent-style-css” href="https://pandoratms. con/wp-content
1 <link rel="styleshesl” id="divi-style-cis® href="htips://pandorafms. comfwp-content/ 1
| ¢link rel="styleshest’ id='divi-plus-styles-css® href="hitps://pandorafns. com/up-cor T
L | 4 } 4 [
&
Exeoutsquery %
b
l

goboboboooood

Oo0ooO0O0OOOOOO0OOOOO0O0O0O0O000000O0O00 Remote HTTP module to check latency
O000000O000000OOd<https://pandorafms.com>0000000000000000O00O00OO
gooogooo

task begin
get https://pandorafms.com
task end

000000 resource 10000000000O00DOOOQavaScriptgCSSQoo0ooooooon
oo UUu o

0000000000000 D000D00000Og WebODOO
O0o00doooooooooooooooooooon
OJavaScript0 0000000 OO OO Goliat O JavaScriptd
O0ooooooooooooooood
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guoooobbooooooon

goouooouooooooooooooooooooooooooooooouooooo
O (Advanced options) 000D 0000000 O0OO0DOOOOOURL(Proxy URL) DO DO ODOODOOODO
OURLOODOOOOOOOOOOO

OO0O0OQURLODOOODOOOODOOO
http://proxy.domain.com:8080

0000000000000 0000000 my-user000000Omy pwd 0000000 OOODO
ggd

http://my user:my pwd@proxy.domain.com:8080

<

Timeout Agent browser id Pandora FMS [ Webct
Proxy URL httpffmy-uzermy_pwd@prosy.domain.com 20ac

HTTP auth (login) | HTTP auth (pass)

HTTP auth (server) HTTP auth (realm)

Requests 1

WebOOODOOOOO

000 WebODOOODODODOUODOUODOODOOODODODOODOUDOODOOOOODOODOOOOOO
O0Google DO D OODOODOODODODOODODOOODODODOOODODOODOODODOODOODO
O Remote HTTP module to retrieve numericdata O 00O OO0 Q0O0OQOQOoQgnoQ

task begin

get http://finance.google.com/finance/info?client = ig&gq = NASDAQ%3aG00G
get content \d+\.\d+

task end

goboooboobooooo

w] (3 * Google stock quote ::i 623.1 1:07 minutes

00000000 HTTPOOOOOOODODOOODODODOOODOOOOODOOOoOO
get content advanced DO O O0ODOOOOOOODO

task begin
get http://finance.yahoo.com/q?s = GOOG
get content advanced <span id ="yfs 184 goog">([\d\.]+)</span>
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.‘f\'\..
/1) get_content_advanced 000D O0O0000O0OCDOOO
&5 00000ooooooon

gobooobobooooboooobbooobbuooobbooobbooobbooobbooobobog
gobooobboooboboooboobo

goooobbbboooooobb

O000000OWebhOOODODOOODODOOOO ODODOOOOOODO WebODOOOOOODODDOOOOD
0000000000000 00 00DOo0o00ooooOgdpPandoral0000O0ODOOOOODODODO
gobooooboobooooboooobbooobbuooobooobbooobbooobbooobobog
0000000000000 00 00DOOo000ooo0goooogooooooooog“Admin

Pandora” 0O OOOO0OOOOOODO

goobooobobodoobooobbooob bbb bbooUbbooobboonb o
HTMLOOOOOOODOOODOOOOODOOoOoOOobOooDOOoooO HIMLODODOODOoooOobooo

000000000000 GolatOOOUO0ODOOOO0OODODOOOQHIMLOODODOOOODODOOO
good

0000000 weBODOODODOODOODODOOOOODOD
U U0 oo

& gogbobooobbooooboooboboooboooooo
gooo

Pandora 00 0DO0DOOO0ODO URLODODOODODOODOOO
http://192.168.70.116/pandora_console/

HTMLOOOOOOODOOOOODOOoOoDOOoooOoboooooboooo

e nick>0000O0
epass>00000

OoooOoOoOoOoooOOoOoOOODODOO variable name 000 variable valueOOOOOOO
OfPandoraFMS OO ODOOO0OOODOOOOadmin 000 pandoradd O

oodbobooobobobooboboobooboooobobobDoobobDooboob(@Eooo
O020000000000000)

task begin

post http://192.168.70.116/pandora console/index.php?login=1
variable name nick

variable value admin
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variable name pass
variable value pandora
cookie 1

resource 1

task end

ggobooboooobbobooooobobtbooooooooooub bbb bboooobbobog
0000000000000 000D00000ecookiel DO O0O0ODODODOOO0DODOOOODOO

cookie OO ODDODODOUOODODOD OODODUOODDODDOODODOODOUODDODDOODODOODOODOO

200 0000000000000 000DDO0O000DOO000ODOO00O0DOOOO00 “admin” 00O
UOD0ogossshses-555000 0dbunugonooonooooobbooooooobobon

task begin

get
http://192.168.70.116/pandora_console/index.php?sec=workspace&sec2=operation
/users/user edit

cookie 1

resource 1

check string 555-555-5555

task end

oo UUUo o

task begin

get http://192.168.70.116/pandora console/index.php?bye=bye
cookie 1

resource 1

check string Logged out

task end

PandoraFMS O OO OO0ODOOOCOOOODOOOOODOO
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Historical data

task_begin

post hittp://192.158.70.116/pandora_consolefindex.php?login=1
variable_name nick

variable_walue admin

variable_name pass

variable_walue pandora

cookie 1

resource 1

task_end

task_begin

e get http://192.168.70.115/pandora_console/index.php?sec=workspaceksec2=gperation/users/user_edit
Web Checks cookie 1

resource 1
check_string 555-555-5555
task_end

task_begin

get http://1592.168.70.116/pandora_console/index.php?bye=bye
cookie 1

resource 1

check_string Logged out
task_end

WEBLOUOUOODDOOODO

oodboboooboboboooboboobobobooobOobooooboboogweBO O OO
gbobooobobooobobooobboon

000000 (Timeout)
Oo0o0o0o000000000o00oooooooooooooobooooooooooogond

0000000000 ID(Agent browser id)

0000000000000 0 WebODOOODODOODODOOOODOOOOOODO WebOOOOOOOO
00D (OO0 O https://www.zytrax.com/tech/web/browser_idshtm O OO OOCOOODO)

0000 O (Requests)

Pandora FMSO OO ODOODOO0O0OOODOODOOOOODOOODOODOOOOOD OODOO0O 10000
goboogobbooboboooobbooobbuooobooobboooboboooobooobobag
b boooboboobob bbb booboobooobobooshogobobooobobooon
goobooobobodoobooobbooob bbb bbooUbbooobboonb o
b0 booobboobobtbooobbuooobbooubooUbboobobboobDbooobbo
g

00 OO (Retries)
O0000OD0O0OO0OD0O0O0O(Request) OO0 OOOOOODO:

e 00O =2000000=1:00000DLOODLDOODOODOODOOD20DObDDODDO
gooooaogad

e 00O =1000000 =220000000000DOD0O0O0ODDODOO0ODLDDOOODDOOOO
ggd
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HTTPOOODODOO

O00b0o0O0o0obO0obOOoboOodTIPO0OD00 DO00O0ODODOODDOODODOODODODODOOD

o00ob0ooo@ooobobooooobL)yYooooboboooobUobobDoobobOobOoo
gooogd

Timeaout 0 Retries

Category Mone ¥

Check type Anyauth ¥

Requests 1 Agent browser id Pandora FMS | Webcheck
HTTP auth (login) HTTP auth (password)

Proxy URL

Prooy auth (login) Proxy auth [pass)

Proxy auth (server) Proxy auth (realm) public

(gooobobooobobobo)yobobooboooboboobooboboooboboboooo
WEBOODOOOOOOOODOODOOODOODOO

0000000 (Check type)
HTTPOOOOOOOOOO

httpd O (O O O O )(http auth (login))
goon

httpO O (0 O O 0O O )(http auth (password))
ogooog

000000000 (Proxy auth realm)
ogoooon

OO0O00Oo@oo)Proxy auth (server))
O00D00000DO0ODOO HTTPOODO

00 0O O URL(Proxy URL)

00000000 URL

000000 (@OOO)Proxy auth (login))

gobogoooboo
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O00000@O0OOd0)(Proxy auth (pass))

gogodoooooad

goobooono:

task begin

get http://artica.es/pandoraupdate4/ui/

cookie 1

resource 1

check string Pandora FMS Update Manager \(4.0\)
http auth serverport artica.es:80

http auth realm Private area

http auth user admin

http_auth pass xxxx

task end

A\ http auth pass00000000000000000O0
(+)\ 000000O0O0O0O00O0O0O0OOOOOO ' 000000
oooooo

WEBLOOOODOOO APIOOODOOO

Pandora FMS 00 GoliatwebO O OO OOORESTAPIDO O OOOOOOODOODOOOQSOAP O XML-
RPCOOOO APIDODOODOOODO

0000000000000 00@OUONODDO000ODO0OO WebAPIOOOOOODOODOOOOOO
O000O0OPandora0 000000000000 OOOOOODO

task begin

get
http://artica.es/integria/include/api.php?user=my user&pass=my pass&op=get s
tats&ms=opened, ,1

check string \n[0-9]+

task end

doduoooooouooo

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-
check=0

Connection: close

Date: Mon, 13 May 2013 15:39:27 GMT

Pragma: no-cache
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Server: Apache

Vary: Accept-Encoding

Content-Type: text/html

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Client-Date: Mon, 13 May 2013 15:39:27 GMT

Client-Peer: 64.90.57.215:80

Client-Response-Num: 1

Client-Transfer-Encoding: chunked

Set-Cookie: a8ld4c5e530ad73e256b7729246d3d2c=pcasWqlopZzT2x2AuWo602; path=/

0

gobogoboboooobooobboooobuoobobooobbooobbooon
gobooobobodobooobbooobboobobbooobLbooobboon
OO00O0O0DOO0O0O0OO0DOOoOoDOoogHTTPOCOODOODOODOOODOOOODOOD

ugooogoo
ugooogoo

ggd:

task begin

get https://swapi.dev/api/planets/1/
get content Tatooine

task end

000000000000 000000000000000000 000 'Remote HTTP module to
retrieve string data (web _content string) 0000 O0OO0OO0O0O0O

task begin

get https://pokeapi.co/api/v2/pokemon/ditto/
get content imposter

task end

0000000000000 0000D000000O0000000DO0DO000O0DOO0D0O00O Remote
HTTP module to retrieve string data (web_content string)' OO0 00000000

get content_ advanced D 00000000000 OO0OOODOO

task begin
get https://api.hillbillysoftware.com/Awards/ByYear/1990

get content advanced "Nominee":"([A-Za-z]]+)","Year":"1990"
task end

ddddooooooooooo
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—<ArrayOf Awards>
— Awards>
<Category>0Outstanding Lead Actor In A Miniseries Or Special</Category>
<Nominee>Hume Cronyn</Nominee>
=Type=Emmy<Type=
<Winner=1<"Winner=
<Year>1990</Year>
</ Awards>
—= Awards>
<Categorv>=0Outstanding Lead Actor In A Miniseries Or Special</Category>
<Nominee>Michael Camne<Nominee>
<Type=Emmy<Tvpe>
<Winner=0<"Winner=
=Year=1990</Year>
</ Awards>
—= Awards>
<Categorv=0Dutstanding Lead Actor In A Miniseries Or Special</Category>
<Nominee>Tom Hulce</Nominee>
<Type=Emmy<Tvpe>
“Winner>0<"Winner>
=Year=1990</Year>
=/ Awards>
—= Awards>
<Category>=0Dutstanding Lead Actor In A Minisenies Or Special</Category>
<Nominee>Albert Finnev<'Nominee>
<Type=Emmy<Type>
<Winner>0<"Winner>
<Year>1990</Year>
</_Awards>
—= Awards>
<Category>0utstanding L.ead Actor In A Miniseries Or Special</Category>
<Nominee>Art Carney<Nominee>
<Type=Emmy<Type>
<Winner>0<'Winner>
<Year>1990</Year>
</ Awards>
—<_Awards>
—=Category>
Outstanding Lead Actress In A Miniseries Or Special
=/Category>
<Nominee>BARBARA HERSHEY</Nominee=>
<TyperEmmy<Type>
<“Winner>1<"Winner>
<Year>1990<Year>
</ Awards>
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HTTPS O OOOOO

Goliat O HTTPO HTTPSOOODOOOOOOODOOQHTIPSOOODODOODOOODOOOODOODOOO
OO00O0O0DbOO00oOo0bOo0obDOoOobogbD vrLOOOobDObOOobDOoooOOobDoOoDo

task begin

get
https://www.google.com/accounts/ServicelLogin?service=mail&passive=true&rm=fa
lse&continue=https%3A%2F%2Fmail.google.com%s2Fmail%s2F%3Fui%s3Dhtml%26zy%3D1&bs
v=zpwhtygjntrz&ss=1&scc=1&ltmpl=default&ltmplcache=2

cookie 1

resource 0

check string Google

task end

ogooon

HTTPOOOODOODOODO

header 0D O OOOOHTTIPOODOOOOOODODOOOODOOOODOODOOODODODOOOHostHTTP
gbobooobooobobooobboon

task begin
get http://192.168.1.5/index.php
header Host 192.168.1.1
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task end
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gobooooooooo

0000000000000 0000O0Odebug <O000O00>00000000000000000
O0.reqU0 00 000000 .resO0000D00O0ODODOOQRTTPODODOODOODOODOOODO
gobogobooobobooon

task begin

get http://192.168.1.5/index.php
debug /tmp/request.log

task end

LWPOOOOO CurlOO0O

IWPOOOODOODOOHTTPSSODOODODOODOODODODODODOODODODODOO0OO0DOO(OpenSSLODO
O000)YDOoUOoOoooO curlOD0O0 DOOO0OODOODOOODOODOOODOOOOOO
0 O /etc/pandora/pandora server.conf 00000000 O000O0OOO

web _engine curl

PandoraFMSOOOOO0OODODOOOCOOOOOODO (WPOOOODO CurlCOOOO0OODOOCOOO
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