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MOHUTOPMHI BUPTYaJIbHbIX Cpea,

MOHUTOPUHI BUPTYaNibHbIX Cpep,

BupTyanbHble cpelibl 3aHMMAlOT Ba)KHOEe MeCcTo B T-apXnTekTypax BCEX KOMMaHWIA, MO3TOMY UX
MOHUTOPUHI KpanHe BaxkeH. C nomolubto Pandora FMS Enterprise Bbl cMOXeTe NoAy4YnTb A4OCTYN K

L ! ! ’ ’ ! ’

Amazon EC2

Ins moHnTOpMHra EC2 B KOpNopaTMBHbLIX Cpefax, NoXKanayncTa, nepenguTe Ha

3TO PYKOBOACTBO COOTBETCTBYET KOMMOHEHTY
OpenSource ons MoHuTopuHra EC2.

ITOT cneynduyeckmin MOHUTOPUHI ucnonssyet CloudWatch APl ong MOHMTOPMHIa BaLllmnx
3K3eMnIapoB Ha cny>xbe Amazon EC2. Ha Bawwem ak3emnaispe 0oJ/KHa ObITb BKOYEHa (hyHKLUMUSA
Cloudwatch. Bbl MoxxeTe nony4nTb becniaTHbIN NNarvH B pasgene

OCHOBHa# Uenb 3TOro yaaneHHoro niarMHa cepeepa 3akaio4yaeTcs B NosyvyeHnun nHopmaumm ot
BaLLUMX 3K3EMMISPOB C NOMOLLbIO r1arnHa cepsepa Pandora FMS. 9To 03HavaeT, YTO BaM HY>XHO
byLeT 3aperncTpmpoBaThb M1aruH Ha CepBepe U HaCTPOUTb PasfinyHbie MOAYAN ANA NOJyYeHuns
NHMopMaLmn ¢ Bawmnx cepsepos EC2.

[MpyMep BbINOMHEHNA C UCNONb30BaHNEM KOHHEKTOopa \>

/home/slerena/ec2 plugin.sh \
-A AKIAILTVCAS26GTKLD4A \
-S CgmQ6DXUWESO5txju alJLoM57acDudHogkLotWk \
-1 i 9dOb4afl \
-n AWS/EC2 \
-m CPUUtilization

Bo3BpalaeT 4ncioBoe 3HaveHue (npoueHT) MeTpukn CPUUtilization B ak3emnaape
1 9d0Ob4afl.

Ina ycTaHOBKM BaM noHagobsaTcs:
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1. Ha BawweM cepBepe Pandora FMS gosmxHa 6biTb 4OCTYNHa JAVA C COOTBETCTBYIOL MM KaTasiorom
JAVAHOME.

2. CKonnpoBaTb 3TOT MJ1arMH Ha NyTb U YCTAHOBUTb pa3pelueHmnsa B 755, HacTpouTb 6a30BbI NyThb
B nepemeHHon AWS CLOUDWATCH HOME, koTopas NpucyTCTBYET B NepBbIX CTPOKaX MaarnHa. Bol
[OJIKHbI OTPeaKTMPOBaTh NepBble HECKOJIbKO CTPOK r/1aruHa .

Plugin cOCTOWNT U3 HECKONIbKUX (PalnsioB:

/ec2 _plugin.sh - 370 cam naaruH. /bin/* - KomnoHeHTsl Amazon CloudWatch (Monitoring)
Command Line Tools, BKNOYEHHbIE B 3TOT NaKeT. OTU CKPUAThLI PAaCNpOCTPaAHATCA MO NLLEH3UN
Apache.

MomecTuTe BeCb NakeT B KaTaJsior, LOCTYMHbIN CepBepy, HanpuMep:
/usr/share/pandora_server/plugin/ec2

W yctaHosnTe AWS CLOUDWATCH HOME B /usr/share/pandora server/plugin/ec2.
YT06bI NOATBEPANTL YCTAHOBKY, BbIMOJAHUTE:

/usr/share/pandora server/plugin/ec2/mon-cmd --version

B pe3ysibTaTe OO/IXKHO BEPHYTLCA YTO-TO MOXOXKEe Ha:

Amazon CloudWatch CLI version 1.0.9.5 (API 2010-08-01)

Ecnn Bbl Nosly4mTe Ty XKe CTPOKY, 3HAYUT, BCE FOTOBO K UCMOJIb30BAHWUIO M/1arnHa.

Ecnn HeT, BaM, BEPOSITHO, NOTpebyeTCs YCTAaHOBUTL M NMPaBWUJIbHO HAaCTPOUTb MHCTPYMEHTHI
KoMaHaHon cTpokn Amazon CloudWatch (MOHUTOpPWHS).

YcTaHOBKA

TpeboBaHus:

e YbenuTech, 4TO B BalLen CUCTEME YCTaHOB/IEHA Java Bepcumn 1.5 nnu Bblle, ANS 3TOrO BbINOJHUTE:
java -version

e PacnakynTe hann .zip passBepTbiBaHUS .
e YCTaHOBWTE Crieayowmne nepeMeHHbIe cpeasbl:
o AWS CLOUDWATCH HOME - KaTanor, B KOTOpPbIN Bblan CKONMPOBaHbI (haisibl pa3BepTbiBaHUA
ANS X NPOBEPKM C MOMOLLbIO:

Unix: ls ${AWS CLOUDWATCH HOME}/bin (should list mon-list-metrics ...)
Windows: dir %AWS CLOUDWATCH HOMES%\bin (should list mon-list-metrics ...)
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e JAVA HOME - KaTanor Home yCTaHOBKMU Java.
e lobaBbTe K NyTU N0 YMON4aHuio (path) cnepywouwee:

${AWS CLOUDWATCH HOME}/bin
¢ B Windows:

%AWS CLOUDWATCH HOMES\bin

KoHdurypauus

YCTaHOBUTE y4eTHble faHHble Noab3oBaTeNss AWS B MHCTPYMEHTE KOMaHAHOW CTPOKMW.
CywecTByeT ABa cnocoba NpeaoCTaBNEHNS YYETHbIX AaHHbIX:

1. Maponn AWS.
2. Acnonb3oBaHune ceptudgumkaTtos X.509.

Wcnonb3oBaHue naponeun AWS

Bbl MOXeTe ABHO yKa3aTb Y4eTHble faHHble B KOMaHOHOW CTPOKE:
1. -1 ACCESS_KEY -S SECRET_KEY
Bbl TakXXe MoXeTe co34aThb (haisl y4eTHbIX AaHHbIX. Pa3BepTbiBaHUe BKOYaeT an wabsioHa:

${AWS CLOUDWATCH HOME}/credential-file-path.template.

Bbl 4O/MKHbBI OTPeaaKTUPOBaTh KOMNKUIO 3TOr0 hanna, 4Tobbl 4obaBnTb CBOKO MHGOpMaumo. B UNIX
3TO TaKXXe NPONUCXoaMT NyTem OorpaHnUYeHns paspeLlleHnin onsg snagesbla ania y4eTHbIX
DaHHbIX ( credential-file):

$ chmod 600 <credential-file>.

Koraa cann bynet co3aaH, obpaTuTech K Hemy ciegytowmnm obpasom:

e YCTaHOBMTE CNefyoLwWwyto nepeMeHHyo cpelbl:
export AWS CREDENTIAL FILE=<credential-file>

e Bbl TakXXe MOXKeTe yKa3aTb C/IeAYOLWYo ONunio AN KaXK40Nn KOMaHAab!:

1. -aws-credential-file <credential-file>

Ucnonb3oBaHue ceptudukartos X.509

CoxpaHuTe JINYHbIN CepTUGUKaAT 1 Naposb B hannax: my cert.pemun my-pk.pem.
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CyuwiecTByeT ABa crnocoba nNpefocTaB/eHns cCepTUROULIMPOBAHHON MHDOPMALIUM B KOMAHIHYO
CTPOKY:

e YCTaHoBUTE cnepywoune nepeMeEHHbIE Cpebl:

EC2 CERT=/path/to/cert/file
EC2 PRIVATE KEY=/path/to/key/file

e YKaxute qDaIZ}'IbI HENoCpeaCTBEHHO B KOMaHOHOM CTPOKE OJ1q BCEX KOMaHA.:

<command> \
--ec2-cert-file-path=/path/to/cert/file \
--ec2-private-key-file-path=/path/to/key/file

YcTaHoBKa cBOMCTB JVM

YctaHoBuB nepemeHHyto cpeabl SERVICE JVM ARGS, Bbl MOXXeTe Npou3BOJIbHO NepefaBaTh
CBOMCTBA JVM B KOMaHOHYIO CTPOKY.

Hanpumep, cnegytowas CTpoka ycTaHaBansaeT cBorMcTBa B Linux/UNIX

export SERVICE JVM ARGS="-Dhttp.proxyHost=http://my.proxy.com -
Dhttp.proxyPort=8080"

BBopg B aKcnsyaTauuio

YbeaunTech, 4TO Balla yCTaHOBKa paboTaeT NnpaBuibHO, BbIMOHMB CIEAYIOLLYI0O KOMaHAY:
$ mon-cmd --help

Bbl LO/KHBI YBUAETb CTPaHULY UCMONb30BaHUSA 019 BCEX KOMaHL MOHUTOPUHTa.
$ mon-list-metrics --headers

Bbl Tak)Xe [O/KHbI YBUAETb CTPOKY 3arosioBka. Ecav y Bac ecTb elle Kakue-nmbo onpeaeneHHble
METPVKW, OHN TaKXXe A0JIXKHbI MOSBUTbCS.

VMware

C Pandora FMS Enterprise Bbl MOXeTe Noay4nTb 4ocTyn K VMware Monitoring Plugin, naaruny,
KOTOPbI MO3BONSET BaM KOHTPOANPOBATb BUPTYabHY0 apxuTekTypy VMware npocTbiM
cnocobom.
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ApxuTtekTypa VMware ons MOHUTOPUHra

C noMoLLbto 3TON CUCTEMbI MOXHO KOHTPOJINPOBATb apPXUTEKTYPHhI, noaobHble TON, YTO NOKa3aHa
Ha cneﬂ,yrou.l,eﬁ cxeme:

@ PANDORAFMS
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Pandora FMS moxeT kKoHTponunposaTb VCenter, cepsepbl ESXi 1 KOMMOHEHTbI BUPTyannsaunm:
Datastores n BupTyanbHbix MawuH. Pandora FMS nonaraetcs Ha API, KOTopbIn NpefocTaBnseT
SDK ot VMware® pna Perl gna cbopa faHHbIX.

MonuTopumHr c Discovery Application VMware

BbinosHUTE AenCcTBMSA, ONUCaHHbIE B pa3aene Discovery Ans MOHUTOPUHIA MHAPACTPYKTYpSI
VMware®,

TpeboBaHusa pna nnarmia VMware

TpeboBaHus ANa OCyLWEeCTBAEHMA 3a4a4M MOHUTOpPMHIa VMware® cnepytowiue:

e Pandora FMS v7.0NG.732 unu BbiLwe.
e VMware vSphere® SDK gns s3bika Perl.

KoHdwurypauusa vCenter ons MOHUTOPUHIa
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pandorafms

Discovery Applications VMware ncnonb3yet MeTpuku, npegoctasnsemble APl vCenter® un ESXi
VMware®. [oCTynHOCTb 3TUX METPUK 3aBUCUT OT YPOBHEN, HACTPOEHHbLIX AN cbopa CTaTUCTMKMN.

DTV YPOBHW MOXHO U3MeHUTb B MeHto vCenter Server Settings n B onuuun Statistics. Jna Kaxxaoro
BapuWaHTa BPEMEHW 1 KaXKA0ro YPOBHS Bbl NOJy4YUTE ONMCaHNe CHETYNKOB, KOTopble cobupaeT

vCenter. MMHMMaJIbHbIA YPOBEHb A1 MOHUTOPMHIA C NoMoLLbio rn1aruHa Pandora FMS - YpoBeHb
2.

r@ vCenter Server Settings @

Statistics
Select settings for collecting vCenter statistics

Licensing Statistics Intervals

Statistics Interval Duration Save For Statistics Level

i?::: ;S:::T
Mail 30 Minutes 1 Week 2

SNMP 2 Hours 1 Month 2

Ports 1Day 1Years 5

Timeout Settings

Logging Options Edit...
Databaze

Database Retention Policy Database Size

S5L Settings Based on the current vCenter and inventory size, the vCenter database can be
Advanced Settings estimated. Enter the expected number of hosts and virtual madhines in the
inventory to caloulate an estimate.,
50 Physical Hosts Estimated space required: 63,04 GB

2000 Virtual Machines

Click Help for details on how the vCenter database size is caloulated.

Help | | OK | Cancel |

B 3aBMCMMOCTM OT KOHUrypaumm vCenter, BO3MOXHO, Y4TO HEKOTOPbLIE MOAY/IN He ByayT
coobwaTb gaHHble B Pandora FMS.. 3170 MoXeT ObITb CBA3aHO C TEM, YTO:

e OTCYTCTBYET YCTaHOBKa Kakoro-Hubyap naaruHa s vCenter.
e Heobxoammo yctaHoBUTb AreHT VMware® (vmware-tools) B CTpyKTypy.
e [IpOCTO NOTOMY, 4TO CTPYKTYpa BblKJIO4YEHA (BUPTYyasbHas MallunHa nam ESXi).
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Ins ycTpaHeHus 3Tux npobaem cnenyet 06paTUTLCA K AoKyMeHTauumn VMware..

HekoTopble pelleHns, Takne Kak MOHUTOPUHT COCTOAHNA obopynoBaHus (Hardware Status),
MOryT NoTpeboBaTh PacLUMPEHHON HAaCTPOVKN Kak vCenter, Tak U XOCTOB, NOAAEPKMNBAOLLNX
ESX.

Pa3BepTbiBaHUe CUCTEeMbl MOHUTOpPUHra VMware

HauuHas ¢ Bepcun 732 Pandora FMS, MoHUTOPUHT VMware oCyLLeCTBASETCA C NOMOLLbI0 CUCTEMBI
Discovery Applications (pononHuTenbHas nHopMaLumsa B pasgene ).

Ecnm no Kakon-To NpUYMHE Bbl XOTUTE BPYYHYIO HACTPOUTb rJ1arMH BHE 3TON OYHKLMW, Bbl
MOXETE MCMOJIb30BaTh KJIACCUYECKUI PEXMM, OMUCAHHBINA HUXE.

Ecnn Bam HeobxoanMO pa3BepHyTb WM 00HOBUTL Bally Bepcuio rniarnHa VMware o 6onee
HOBOW, BbIMOJHUTE OeACTBUS, ONUCAHHbIE B CIeAYIOWNX MYHKTaX:

qu HOe pa3BepTbiBaHUE NJIarMHOB

1.- MepengnTe B KaTanor, B KOTOPLIN Bblnn n3BneyeHbl hannbl nnarnHa VMWare®.

2.- CkonupynTe vmware-plugin. {pl, conf} B COOTBETCTBYIOLLMIA KaTaor.

sudo cp vmware-plugin.pl vmware-plugin.conf
/usr/share/pandora_server/util/plugin/

sudo chown pandora:apache /usr/share/pandora server/util/plugin/vmware-
plugin.{pl, conf}

sudo chmod g w /usr/share/pandora server/util/plugin/vmware-plugin.conf

3.- MpoBepbTe AaHHbIE, HEODX0AMMbIE A1 HACTPOWKW r1armHa.

B meHto0 Ha3Ha4ybTe naponb Ana API, a Takxe
pa3peLlleHHble NCTOYHUKMN.

IP list with API access ﬂ

API pa sswword AR

4.- OTpenakTupynte ann KoHdurypaumm vmware-plugin. conf.
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5.- MpoeepbTe gocTynHocTb VMware® SDK gnsa Perl.
Ans nposepkun yctaHoBkun VMware® SDK Perl MOXHO 3anyCTUTb CKPUMT CO CeAyoLWmnMm

coaepXXaHueM:

#!/usr/bin/perl

use strict;
use warnings;

use VMware: :VIRuntime;

print "VMware SDK Version: " . $VMware::VIRuntime::VERSION . "\n";
BbinonHUTE CKPUNT:

perl check vmware.pl
BbiBOA 00/KEH ObITb MOX0XK Ha CNeayoLWni:

VMware SDK Version: 6.5.0

YbeauTtecs, 4To Bepcua SDK BbIlLe UK paBHa Bepcumn
Balnx npoayktos VMware®.

HayunHas ¢ Bepcun 717 nnarvHa pna VMware® BaM Takxe
HeobxoanMo ycTaHoBUTb 6MbnnoTeky Perl PluginTools.pm,
(BOCTyNHa BMeCTe C cepBepoM B
/usr/lib/perl5/PandoraFMS) Ha yCcTponcTBe, rae Bl
XOTUTE ero pasBepHyTb (CKonupynTe B
/usr/lib/perl5/PandoraFMS Ha ycTponcTse, Ha
KOTOpOM ByaeT 3anyLeH rniaruH).

YcTtaHoBka VMware vSphere SDK pns Perl

URL-agpec ueHTpa 3arpysku Heobxoammoro nporpamMmHoro obecnevyeHms VMware®:

YcTaHoBka SDK gns Linux

Bepcuun SDK, npoTecTnpoBaHHbIE C MOMOLLbIO 3TOrO
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npouecca yctaHosku, bbinn 4.1, 5.1, 6.0 n 6.5

Bcerpa pekomeHayeTcs ncnonb3oBaTh Bepcuto SDK ¢
COOTBETCTBYIOLLEN el BepCuen NporpaMmMHOro
obecneyeHmsa. VMware®. Hanpumep, peKoMeHOyeTCs
MCNoJSb30BaTb NporpammHoe obecneyeHune 4.1 VMware® c
Bepcuen SDK 4.1.

CHavana pacnakyinte SDK ¢ nomowbio crefyowen KomaHabl:

# tar -xzvf VMware-vSphere-Perl-SDK-x.X.Xx-xxxxxx.1386.tar.gz
Tenepb ckomnuanpyntTe n yctaHosute SDK ¢ noMoLbio cneayowmnx KOMaHa:

# perl Makefile.PL
# make
# make install

Ecnm ycTaHOBKa npoLuna ycnewHo u owmnboK He BO3HUKIIO, Bbl MOXETE MOAKMOYNTLCS K
vCenter® ¢ nomoLLbio cnegytowen KoMaHabl, NUCNOJb3ys TAaKOW KOHHEKTOP CTPOK :

# /usr/lib/vmware-viperl/apps/general/connect.pl \
--server <vcenter ip> \
--username <vcenter user> \
--password <vcenter pass>

OTBeT Ao/KeH BbITb MOXOX Ha I'IpI/IBe,EI,eHHbII7I HWXe:

Connection Successful
Server Time : 2013-02-21T16:24:05.213672Z

O6HoBneHune SDK oo Bepcum 6.5 ¢ apyrux sepcui
Ecnn Bbl BoinonHseTe obHoBneHne VMware SDK, BbINOAHUTE caedyoLine oencTBus:

e YCTaHOBMUTE UHCTPYMEHTbI AN5 pa3paboTyMKOB:
yum groupinstall "Developer Tools"

e YctaHoBuTe CPAN:
yum install perl-CPAN

e YCTaHOBMTE HEKOTOPbIE 3aBUCUMOCTH:

yum install openssl-devel perl-Class-MethodMaker
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yum install epel-release
e PacnakyinTe ycTaHoBo4YHble hannabl VMware® SDK Perl:

tar xvzf VMware-vSphere-Perl-SDK-6.5.0-4566394.x86 64.tar.gz
e Mony4ynTe [OCTYN K KaTanory:

cd vmware-vsphere-cli-distrib
e 3anycTuTe NPorpamMmMmy yCTaHOBKMU:

./vmware-install.pl

Ona CentOS 8 BaM Takxe cnefyeT BbIMNOJHUTL Cneayoume waru:

# Enable epel repo:

yum install epel-release

# Enable powertools:

yum install dnf-utils

yum config-manager --set-enabled PowerTools

# Note: For centos 8 install custom made RPMs from Artica repo:
“yum install

http://firefly.artica.es/centos8/perl-Crypt-SSLeay-0.73 07-1.9f.el8.x86 64.rpm"
before install SDK

# Install the vmware SDK -- Custom RPM 6.5:
“yum install

http://firefly.artica.es/centos8/VMware-vSphere-Perl-SDK-6.5.0-4566394.x86 64.rp
n

Bo BpemA yCTaHOBKMW:

e CornacuTtechb C yCJI0BUAMU NINLEH3UN

e YKaXKnUTe He UCnoJib30BaTb NpeaBapuUTesibHO Co3haHHble mogynun ans VMware® SDK.

e CornacmTtecb C aBTOMaTUYECKOW YCTaHOBKOW MOAYen Yepe3 aBTOMaTU3NMPOBaHHY0 cnctemy CPAN.
e Ybenutecnh, 4To BCe TpeboBaHMs ObIIM YCTAaHOBNEHbI NPaBUILHO

e YKaXXUTe KaTasor, B KOTOPOM Hy>XHO ByaeT yctaHoBMUTbL Moaysm VMware® SDK Perl

Nota: WHor na nakeT Perl UUID moxeT BblgaBaTb OoWwWmMOKY Npu ycTaHoBKe Ha CentOS 7.
BuinonHUTE cnegyowme oencrems, 41obol 406aBUTb KOMMOHEHT

e YcTaHoBUTe Heobxoanmble 3aBmucumocty ana UUID-0.03:

yum install libuuid-devel perl-JSON-PP
e 3arpysuTe nakeTt C KOLOM:

wget https://cpan.metacpan.org/authors/id/C/CF/CFABER/UUID-0.03.tar.gz
e PacnakynTe haa n OTKPOMTE KaTaor:

tar xvzf UUID-0.03.tar.gz
cd UUID-0.03
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e CreHepupyinTe thannbl, Heobxoaumble 4ns KomMouasuum moayna Perl:
perl Makefile.PL

e CkoMnunampynTe mogyns Perl:
make

e Bbl JOJDKHbI MONYYUTb OTBET, @aHANOrMYHbIN Clefyolemy:
Manifying blib/man3/UUID.3pm

e YCTaAHOBUTE HOBbIN CKOMMUANPOBAHHbLIA MOLYb:

make install

[Mocne yCTaHOBKM OXXMAAOLWMX MOAY el CHOBa 3anyCcTuTe npouecc yctaHoskn VMware® SDK
Perl:

./vmware-install.pl

MpumedaHune: genHctannaTop VMware® He NOAHOCTLIO yAanseT npeabigyine bubnnortekun
moaynen VMware.

Ybenntech, 4To OBUBNMOTEKMN YCTAaHOBNEHbI NMPaBUSIbHO B
/usr/lib/vmware-vcli/VMware/share/ npexae 4yem
NPOAOIKNTb

Bbl LO/KHbI BbINOJIHUTL C/iegyloLimne LEeNCTBUS BPY4YHYIO:

e O4nCTUTL CTapble BubnnoTeku.

rm -rf /usr/share/perl5/vendor perl/VMware
rm -rf /usr/share/perl5/VMware

e 1o6aBNTb HOBbIE BbNMoTekn VMware®

cp -R /usr/lib/vmware-vcli/VMware/share/VMware /usr/share/perl5/vendor perl/

[Mocne 3Toro MOXKHO 3anyCTUTb CKPUMT CO CieayoWmMM CoOAepXaHnem ansa npoBepKn yCTaHOBKM
VMware® SDK Perl.

#!/usr/bin/perl

use strict;
use warnings;

use VMware: :VIRuntime;
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print "VMware SDK Version: " . $VMware::VIRuntime::VERSION . "\n";
BbInonHUTE 3TOT Script:
perl check vmware.pl
BbiBOA AO/MKEH BbITh Cnegyowmm:
VMware SDK Version: 6.5.0

Ecnn BbIXxo4 OTANYAETCA, NPOBEPLTE, MPABWUJIbHO I Bbl BbIMOJAHUAN BCE Waru, nam obpatutecs B
cnyxby nogaep)xku no agpecy

3asucumocTtun SDK gns CentOS 7 n CentOS 8 cnenytouine:

gdbm-devel

glibc-devel
glibc-headers
kernel-headers
libdb-devel
libuuid-devel

make

openssl
perl-Business-ISBN
perl-Business-ISBN-Data
perl-Class-Inspector
perl-Class-MethodMaker
perl-Convert-BinHex
perl-Crypt-SSLeay
perl-Digest
perl-Digest-MD5
perl-Email-Date-Format
perl-Encode-Locale
perl-ExtUtils-Install
perl-ExtUtils-MakeMaker
perl-ExtUtils-Manifest
perl-ExtUtils-ParseXS
perl-File-Listing
perl-HTML-Parser
perl-HTML-Tagset
perl-HTTP-Cookies
perl-HTTP-Daemon
perl-HTTP-Date
perl-HTTP-Message
perl-HTTP-Negotiate
perl-I0-HTML
perl-I0-SessionData
perl-I0-Socket-IP
perl-I0-Socket-SSL
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perl-JSON-PP
perl-LWP-MediaTypes
perl-LWP-Protocol-https
perl-MIME-Lite
perl-MIME-Types
perl-MIME-tools
perl-MailTools
perl-Mozilla-CA
perl-Net-HTTP
perl-Net-LibIDN
perl-Net-SMTP-SSL
perl-Net-SSLeay
perl-SOAP-Lite
perl-Test-Harness
perl-TimeDate
perl-URI
perl-WwWwW-RobotRules
perl-XML-LibXML
perl-XML-NamespaceSupport
perl-XML-Parser
perl-XML-SAX
perl-XML-SAX-Base
perl-devel
perl-libwww-perl
pyparsing
systemtap-sdt-devel
glibc

glibc-common
libblkid

libmount
libsmartcols
libuuid

util-linux

Insa CentOS 8 yctaHosuTe RPMs perl-Crypt-SSLeay n3
peno3uTopusa Artica:

yum install
“http://firefly.artica.es/centos8/perl-Crypt-SSLeay-0.73 07-1.gf.el8.x86 64.rpm

Bbl MOXXeTe YyCTaHOBUTb OOMOJIHUTESIbHble 3aBUCUMOCTU NJarnHa ¢ NoMoLbio cnenerLu.eVl
KOMaHAbl:

“yum install perl-Archive-Zip perl-JSON®
Bbl MOXXeTe YyCTaHOBUTb 3aBUCUMOCTH LWNGPOBAHNSA Napoas C MOMOLLbIO C/iefyowen KOMaHab:

“yum install openssl-devel perl-Crypt-CBC perl-Digest-SHA"


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

Bbl MOXeTe 3arpy3nTb nosb3oBaTesnbckme RMP perl-Crypt-OpenSSL-AES u3 penosutopus Artica:

e 1nqa CentOS 7.
“yum install https://sourceforge.net/projects/pandora/files/Tools and
dependencies (All versions)/RPM Cent0S, RHEL/perl-Crypt-OpenSSL-
AES-0.02-1.el7.x86 64.rpm

e 1nqa CentOS 8.
“yum install https://sourceforge.net/projects/pandora/files/Tools and

dependencies (All versions)/RPM Cent0S, RHEL/perl-Crypt-OpenSSL-
AES-0.02-1.e18.x86 64.rpm

YcTtaHoBka SDK Ha Windows

Bepcus PERL, pacnpocTpaHsemas BmecTe ¢ vSphere® SDK, He paboTaeT ¢ bubnnotekamum
VMware® pnsa PERL. YTobbl pewnTb 3Ty Npobnemy, BbINOAHUTE CRefyowme eicTBumS:

e YcTtaHoBuTe VMware vSphere® SDK.
e YcTaHoBuTe Strawberry PERL Bepcuun 5.12 n3
e CKONUpynTe KaTanor:

%ProgramFiles%\VMware\VMware vSphere CLI\Perl\lib\VMware

C:\strawberry\perl\lib

e Ynanute VMware vSphere® SDK.

KoHdurypauus nnaruHa VMware

Bbl MOoXeTe HacTpouTb VMware njarvH Bpy4HY WK C MOMOLLbIO pPacCLLUMPEHNA KOHCOIN,
LOCTYIMHOIro BMecTe C 3arpy>aembiMu pannamu naarvHa VMware®.

HacTpoika nnarvHa Bpy4Hylo

Onsa ynpaBneHna HECKOJIbKUMU KOHUrypaunsamm naarnHa de VMware® pekoMmeHayeTcs
NCroSb30BaTb pacClIMpeHmne, 0o0CTynHoe B KoHconu Pandora FMS.

Bbl MOXXeTe BpYYHYI0 OTpegaKTUpPoBaTh anIZJ'I KOH(Urypaunm; NOMHUTE, YTO CTPOKMU,
Ha4YMHalowmecs c #, 6yuyT MHTEPNPETUPOBATLCA KaK KOMMEHTapPUN.

KoHhUrypaumoHHbIA halin niarnHa MOHUTOPUHIa cpedbl VMware coaepXxuT cnegyouwme obwine
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3N1eMEeHThI:
server

FQDN nnu IP cepsepa VMware® Ona MOHUTOPUHra.

user

MNonb3oBaTenb ¢ npasamu B vCenter®.

pass

Maponb nonb3oBaTens.

datacenter

Mima ueHTpa gaHHbIX (No ymonyaHuio: ha-datacenter).
temporal

BpeMeHHbIn paboyunin KaTanor, No ymondaHuio: /tmp

logfile

®ann xypHana, no ymonyaHuio /tmp/vmware plugin.log
entities_list

®ann 06bEKTOB AN MOHUTOPWHIa, No yMonyaHuio /tmp/vmware entitites list.txt
transfer_mode

Pexxum nepepayn XML B Pandora, no yMon4aHuio 10KasbHbIN.
tentacle_ip

Apnpec cepsepa Pandora FMS, no ymonyanuio 127.0.0.1
tentacle_port

MopT ons ceasm ¢ Tentacle, no ymonyanuio 41121.
tentacle_opts

JononHuTenbHble onuun ond yaaneHHoro Tentacle

local_folder
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Mpun nokasnbHOW nepefaye nanka HasHavyeHua onsg XML-hannos oTyeTa
/var/spool/pandora/data in

pandora_url

Beb-agpec koHconu Pandora FMS, no ymonyaHuto

api_pass

Maposib APl KoHconm Pandora FMS.

api_user

Monb3oBaTenb ¢ goctynom Kk APl Pandora FMS.

api_user_pass

Maponb nonb3oBaTensa ¢ 4OCTyrnom K API.

retry send

MosTopuTh( 1) unm HeT ( 0 ) oTnpasky XML B csiydae owmbkm (aHanormyHelin buffer xml).
event_ mode

BoccTtaHoBuTb MHDopMaumio (1) cobbiTun VMware nam HeT ( 0 ).
event_pointer _file

BcnomoraTesibHbIN MHAEKCHBIA (hann ans cobbitni VMware, no ymoa4aHuio
/tmp/vmware events pointer.txt

Virtual network monitoring

BKIOYMTb MOHUTOPUHI BUPTYasIbHbIX KOMMYTaTOpPOB.

Encrypt passwords

Ncnonb3ynTte 3aWndpoBaHHbIe MNaposn B haiie KOHpUrypauum.
verbosity

YpoBeHb 0T/IaflkK (pekomeHpyeTcs 1).

threads

MakcmnmasibHOe KONMYeCTBO UCMOJIb3yeMbIX MOTOKOB (peKOMEHﬂ,yeTCﬂ 4).
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interval

NHTepBan B CeKYHOAX reHepupyeMblx areHToB ” Mon,yne|7| (HaCTpaVIBaeTCFI B 3aBUCUMOCTHN OT
4aCTOTbl BbINOJIHEHWUSA NArvHa).

Recon Interval

WHTepBan B cekyHaax, Nocsie KOTOPOro BpeMeHHbIN alin K3lla 06beKTOB aBTOMATUYECKM
yIanseTcs 4S9 MOBTOPHOIro CKaHUPOBAHUA UHPPACTPYKTYPbl VMware®.

group

Cepsepbl LlenieBas rpynna areHToB, CO34aBaeMblX r11armMHoMm. .

virtual_network_monitoring

BkntoyaeT ( 1) nam Bbikato4aeT ( 0 ) MOHUTOPUHT BUPTYasIbHbIX KOMMYTaTopoB (CTaHOapT).
use ds_alias_as_name

BkntovaeT ( 1) unm Bbiknto4vaeT ( 0 ) nCnonb3oBaHMe annac B Ka4eCTBE MMEeHU AreHTa B areHTax
XpPaHeHNA AaHHbIX.

CepBep, UEHTP AaHHbIX, NO/b30BaTENb, MNAPO0JIb U UHTEPBAJT MOXHO HAaCTPOUTL Yepe3 KOHCOJb
Pandora.

Ecan Bbl ncnonb3yete Pandora FMS 5.0 nnn 6onee
NMO3LHI00 BEPCUIO N XOTUTE UCMONb30BaThb pacLlUNpeHuns
rnaaruHa Nav NPUMEHNTb MOHUTOPUHI COBbITUIA, Bam
HeobXxo4MMOo npaBuSIbHO HacTpouTb Pandora FMS API. [Ins
3TOr0 Bbl AOJKHbI 406aBWTb Naposb APl 1 NpefoCcTaBuTb
[OCTYN K COOTBETCTBYIOLLNM afpecaM B CUCKe AO0CTYyna
API. 3Tn nong onpeneneHsl B

MNonb30BaTeNb, KOTOPOro Bbl UCNOJIb3yeTe BMecCTe C
naposiem API, Lo/XKeH NMeTb npaBa Ha YTeHue U 3anmnch
ANS 3anncKn cobbiTUn. Takxe He 3a6yubTe BKJIIOYUTb
areHToB Datacenter B nfiaH MOHUTOPWHIa, MOCKOJIbKY
cobbITUs ona KoHCONU NPONCXoOAT OT 3TUX alreHTOB.

Paspgen «Reject» nnarmHa MoHUTOpUHra cpeabl VMware® cogepXuTt cefyowmnin napameTp:

e all_ipaddresses
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Ecnn aTa MHCTpyKums npucyTcTeyeT, IP-agpec B XML He byneT 0bHOBAATLCA. ITa MHCTPYKLUMA
LeCTBUTeNIbHa W ONS 3a4aHUN.

Hactpouka mouuTopuira VMware

BbINONHUTE LEeNCTBUA, ONUCAHHbIE B L7159 HACTPONKM MOHMUTOPMKHra
NH(pacTpyKTypbl VMware ¢ nomowbto Discovery.

BbinosnHeHue nnaruHa VMware

Ins npoBepkin paboThl Ballen KOHMUIyPaLMN Bbl MOXXETE BbIMOJHUTD:

perl \
/usr/share/pandora_server/util/plugin/vmware-plugin.pl \
/usr/share/pandora_server/util/plugin/vmware-plugin.conf

MpumevaHme:

e 1na VMware SDK 6.5.0, ecqiv BO BpeM$ BbINOJSIHEHUSA M1arnHa Bbl NOJYHUAN CeyoW M BbIBOA:

Server version unavalilable at 'https://your vmwre fqdn:443/sdk/vimService.wsdl'
at /usr/local/lib64/perl5/VMware/VICommon.pm line 734.

PekomeHayeMmoe pelleHune - HaCTpouTb Bepcum bubnmotek Perl LWP:
cpan install GAAS/libwww-perl-5.837.tar.gz

HacTtoaTenbHo pekoMeHayeTca ucnosb3oaTb Discovery Applications VMware gnsa MOHUTOPUHra
BalLen MHPPACTPYKTYPbI.

MnaHupoBaHue BbinosniHeHuA u3 AreHta Pandora FMS

Ins ncnonb3oBaHus AreHTta Pandora FMS Heobxoanmo ckonnpoBaTb vmware -
plugin.{pl, conf} B MmecTo, pocTynHoe ans AreHta Pandora FMS:

sudo cp \
/usr/share/pandora server/util/plugin/vmware-plugin.{pl,conf} \
/etc/pandora/plugins/

YT106bI CO34aTh haa KOHDUrypaLmm

vmware-plugin-events.conf
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ckonupymnTte vmware-plugin.conf n usmenute Bpy4Hyto event mode a 1.

Tenepb Bbl 4OMKHbI 406aBUTb HOBLIM MOAYb TUMNA plugin B KOHPUIYPaLMOHHbIA (halnsl areHTa
cnepytolien CTpoOKon:

module plugin perl \
/etc/pandora/plugins/vmware-plugin.pl \
/etc/pandora/plugins/vmware-plugin.conf

Ecnu Bbl TakXXe X0TUTE cenaTb KOMNu cobbITUI, Bbl AO/MKHbLI CO34aTbh APYroin Moaynb rnaaruH ¢
APYTrM KOHPUIYPALMOHHBIM (haitioM, KOTOPbIA MO3BOANT KOMUPOBaTb COBLITUS. CUHTAKCUC
BbIFIAANT CNeaytoLm obpasom:

module plugin perl \
/etc/pandora/plugins/vmware-plugin.pl \
/etc/pandora/plugins/vmware-plugin-events.conf

B cnctemax Windows® HeobxoAMMO yKa3aTb UCMOMIb3YEMbIi MHTEPNPETATOP:

module plugin perl "%ProgramFiles%\pandora agent\util\vmware-plugin.pl"
"%sProgramFiles%\pandora agent\util\vmware-plugin.conf"

B cnenytowmx pasaenax noapobHo onmncaHbl NapameTpbl KOHDUIypaLMOHHOro (ana nnaruHa.

3anyck nnarnHa VMware MOXKeT 3aHATb MHOIO BPEMEHMU
13-3a 60NbLIOr0 KONIMYECTBA 3apPEerncTPMPOBaAHHbIX
00beKToB.

Mbl peKkoMeHAYeM NPOBOANTb MOHUTOPUHI Yepe3
Discovery, 4Tobbl DiscoveryServer cam no3abotuncs o6
3TMX 3adavax.

Ecan Bbl pewnTe NpOBOAUTL MOHUTOPWHT APYrUM
cnocobom, moxeT noTpeboBaTbCs pacnpenennTb
Harpy3ky Mexay HeCKONbKMMM NPOorpaMMHbIMN areHTaMm
Pandora FMS nnun BeibpaTb Apyron pexxum
nporpamMmmMmnpoBaHuns. Bcio nHpopmaumio 06 3ToM MOXXHO
HaMTK B CNedyoWnx pasgenax

MnaHupoBaHue BbINOJIHEHUA U3 CrON CUCTEMbI

Bbl MOXeTe 3anfiaHNpoBaTb BbINOJIHEHMWE MJarMHa U3 CaMmoro cron CUCTeMbl. MOMHUTE, 4TO
WHTEepBaJIbHOE 3Ha4YeHne Cco3faHHbIX 3nemeHToB ( interval B KOHGUrypauumn) n NnepuoanyHoCTb
BbIMOJIHEHNSA 0,OJIXKHbI ObITb COr/1aCOBAHbI:
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# Input to add to crontab, set a range of 600 to use this setting/10 * * * *

root perl
/usr/share/pandora_server/util/plugin/vmware-plugin.pl
/usr/share/pandora server/util/plugin/vmware-plugin.conf

B npuBeneHHOM BhilLe MpuMepe NokasaHa CTPoKa, KOTOPYHO HYXHO fobasuTb B crontab.
YcTtaHoBuTe nHTepBan 600 ona ncnonb3oBaHUSA 3TOM KOHGUIypauum

MOHUTOPUHI BUPTYaNbHOW apxuTekTypbl VMware

YT06bl yBMAETH Pe3y/ibTaT BbINOJHEHUS MJ1arMHa, OTKponTe nogmeHto Agent Detail B MeH10
Views.

Agent detai

B 3ToM Bnae nosABATCSA AreHTbl, CO3[4aHHbIe M1arMHOM, BMecTe ¢ gpyriumm AreHtamm Pandora
FMS.
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Group = All v Recursion Search Status = all v

Total items ; 59

[0][1]

Agent AW Description &% 05 AY Interval &% Group & Type Modules Status 2 Last contact &AW
112_dev Created by fringe 20 minutss © = s:6 B = 26 s=conds
ElasticSearch it i P S ﬁ ! 7:7 - i ] 4 minutes 19 seconds
Exidia:1 Created by fringe 20 minutes ﬁ 5 11 :11 - = 4 minutes 25 seconds
Sntiogea Created by fringe 20 minutes 0 ! 13:13 - &= 4 minutes 20 seconds
PandoraFMS_Ent_7.0_Testing e F e = T ﬁ E i - [ 4 minutes 20 s=conds
Pandiors. 1% Crested by fringe 20 minutas 4] = 1:1 [l ™ < minues 20 seconds
= Created by fringe i 20 minutes e E 6:6 - = 15 saconds
g;:f:&l:tzir'tasio reshe Created by fringe 1] 20 minutes 0 E 5.a5 - = 26 saconds
Windows 7 VPN Chece b Frinns 18 s ) = o:c I ™ 20seconds

e=ad Created by fringe ; 30 minutes [ <] = 13:13 Bl = 26 s=cands

Ecnu Bbl LUENKHUTE Ha UMEHW areHTa, Bbl OTKPOeTe NpocMoTp areHTa Pandora FMS, roe byayt
0TObpaXKaTbCs MOAY/IN, KOHTPOAUPYEMbIe NaarnHom VMware.
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Module name & Description Status AW Wam

— CPU Usage 0 Percent of CPU Usage TR 12.4 % Bl Bl 2« sscores
! j" Data received Rate in KBps received - A - M 70 n 25 seconds
E } Data transritted Rate in KBps transmitted - WA - M 5 @ ‘ 25 seconds
! f Disk Free [0] 0 Percentage of free disk for VMware Virtual Machines - A 69 % - 24 seconds
=/ Disk Free [1] 0 Percentage of free dick for VMware Virtual Machines [ ** 78 % Bl 24 seconds
- Disk Free [2] O Percentage of free disk for VMware Virtual Machines [ 2 99 % Bl 2 seconee
. f Disk Free [3] o Percentage of free disk for VMware Virtual Machines - WA - Mih 92 % [El . 24 seconds
! j" Disk Free [4] 0 Percentage of free disk for VMware Virtual Machines - NiA 69 7% @ “ 24 seconds
= Dick Free [5] & Percentage of free disk for VMware Virtual Machines [ A - s 92 % Bl 24 2econds
! f" Host Alive Host Alive for ViMware Virtual Machines - WA - M 1 E - 25 secands
=/ Memory Usage &)  Percent of Memory Usage - BT 61 % E Bl 2¢secones
. & Net Usage o Metwork transmitted and received data from all NICs - RiA - WA 76 =l . 24 seconds
I , Tools Runming Status Tools Running Status for VMware Virtual Machines - WA - tia  guestToolsRu Q u 26 seconds

Mo ymonyaHuio naarvH pa3sepTbiBaeT 6a30BbI MOHUTOPUHT A1 Ka)KA0r0 M3 3JIEMEHTOB
VMware®.

MOHMTOPMHT LLeHTPa BAHHbIX N0 YMOMYaHUIO

e Ping
e Check 443 port

MOHMTOpVIHr LEeHTPa AaHHbIX N0 YMOJIYaHUIO

e Capacity

* Free Space

 Disk Overallocation
* free Space Bytes

MouuTopuHr ESXi no ymonuaumio

e CPU Usage

e Memory Usage

e Data received

e Data transmitted
* Disk Read Latency
e Disk Write Latency
e Host Alive

e Disk Rate

e Net Usage
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MOHHTOpVIHr no yMOJI4aHUIO A7 BUPTYaJibHbIX MalUUH

e CPU Usage

e Memory Usage

e Tools Running Status
e Host Alive

e Disk Free

» Disk Read Latency

e Disk Write Latency

e Data received

e Data transmitted

e Net Usage

B cnepytolem pasgene noapobHO onmncaHbl BCe AOCTYMHbIE MOAYN U UHGOPMaLUs, coobliaemas
KaXKObIM U3 HUX.

Mopaynu areHToB BUPTyanbHON apxuTekTypbl VMware

HekoTopble Mogynn MOryT 6bITb HEAOCTYMHbI B 3aBUCMMOCTU OT Bepcun VMware u oT

KOH(Urypaumm cpegbl. B cnegyowmux Tabanuax onucaHbl pasanyHble SOCTYMNHbIE MOLY N
XapaKTepPUCTUKM UX JOCTYMHOCTH.

[MnaruH no3BonsieT HaCcTpanBaTb MOJib30BaTe/IbCKUe
Performance Counters ons xoctos ESX n BUpTyanbHbIX
MalUUH. Bbl MOXXeTe MOCMOTPeTb, Kak 3TO fesiaeTcs, B
pasgesie, KOTOpPbIN NOAPOOGHO OMUCLIBAET COAEPXKUMOE
KOH(UIrypaLMOHHOro hamnna.

Mopynu pnsa areitoB Tuna Datacenter

Moaynb OnucaHue Bepcus API|JocTynHOCTDb
Ping MpoBepka Ping Ha ycTponcTee ¢ nopgnepxkoun vCenter Bce Bcerpa
Check 443 port \I;Iggsfeera nopTa 443 yCcTpoOWCTBa, KOTOPOe NoAAepXXusaeT Bce Bcerna

Mopaynu pnsa areHToB Tuna Datastore

Mopaynb OnucaHue Bepcusa APl L OCTYNHOCTDb
Capacity g/I:PII(Tc:)Eaaanaﬂ eMKOCTb XpaHunuwa faHHblx Datastore B Bce Beerga
Free Space MpoueHT cBoboAHOrO NpocTpaHcTBa B Datastore Bce Bcerpa
Disk Overallocation|[MpoueHT n3bbITOYHOro pacnpeneneHns ANCKoB =>v4.0 Bcerpga
Free Space Bytes |06bem cBob6OAHOrO NpoCcTpaHCTBa B banTax Bce Bcerpa
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MOAY/lb Ha AAT4UK)

Bepcus
Moaynb OnucaHue AP? AdocTynHocTb
Boot Time MNocnefnHsAs faTa BKJIKOYEHMSA XOCTa Bce Bcerna
Obwwas nHhopmaLms o npoLeccope (0AuH
CPU Info [x] MOAY/Nb CO3[aETCA OJ1 KaXX40ro Bce Ecnm nooknoyeHo
npoueccopa ESXi)
, O6wun obvem unsn4eckom NaMmaT XocTa B
Memory Size o Bce Ecnn nogkntoyeHo
BanTax
CyMMa ncnosib30BaHMA BCEX NPOLLECCOPOB B
Overall CPU Usage Myru ot P Bce Ecnan nogkntoyeHo
Overall Memory O6Lee NCNOJSIb30BaHNE NAMATH XOCTaMM
Bce Ecnn nooknoyeHo
Usage VMware
Power State CocTosiHME NUTaHMA XoCTa =>v2.5 Bcerpa
SSL Thumbprint OTneyaTok SSL xocTa >v4.0 Ecnm HacTpoeHo
Uptime Bpems paboThl x0CTa B CeKyHAax >v4.1 Ecnn nogkntoyeHo
NHpopMaums 0 BUPTyasibHbIX CETEBbIX Ecnm nookno4veHo n
VNIC Info [x] (popmaLl pTY Bce A
NHTepgencax xocTa HacTpoeHo
. Mogaynb paBeH 1, ecnv ESX nogkntoyeH, n
Host Alive Ay p A Bce Bcerpa
paBeH 0 B NPOTMBHOM CJlyyae.
Connection State CocToAHMe coefiHeHNs C XOCTOM Bce Bcerna
Disk Read CKOpOCTb 4TeHUs € Ancka B Kbut/c Bce YpoBeHb CTaTUCTUKN =2
Disk Write CKOpOCTb 3anucun Ha Anck Kéut/c Bce YpoBeHb CTaTUCTUKN =2
. 3afep)xKa YTeHnsa C ANCKa B
Disk Read Latency Aep a Bce YpoBeHb CTaTUCTUKN =2
MUINCEKYHOAX
. . 3agep>xKa 3anucy Ha ANCK B
Disk Write Latency Aep A Bce YpoBeHb CTaTUCTUKK =2
MUNJIMCEKYHAaxX
Data received CkopocTb Kbut/c, nony4yeHHasa oT XocTa Bce YpoBeHb CTaTUCTUKK =2
Data transmitted CkopocTb KbuT/c, oTnpasnseMas C XocTa Bce YpoBeHb CTAaTUCTUKK =2
, KonnyecTBo NakeToB, NOJly4YeHHbIX B
Packages Received ONINHECTBO MaKETOB, noJtyHe Bce YpoBeHb CTaTUCTUKN =2
NHTepBane
Packages KoJIn4ecTBO NakeToB, OTMNPaB/EHHbIX B
. Bce YpoBeHb CTaTUCTUKK =2
Transmitted NHTepBane
CPU Usage lMpoLUeHT ncnonb3oBaHNA npoueccopa Bce YpoBeHb CTAaTUCTUKK =2
MpoueHT Ncnonb30BaHNS onepaTUBHOM
Memory Usage boul P Bce YpoBeHb CTaTUCTUKK =2
namsaTn
CeTeBble flaHHbIe, MOJIy4YEHHbIE U
Net Usage A y Bce YpoBeHb CTAaTUCTUKK =2
oTnpasBneHHble co Bcex NIC
Disk Rate CkopocTb BBOAa/BbIBOAA B Kb/cek Bce YpoBeHb CTaTUCTUKK =2
Max. Disk Latency  |MakcumanbHas 3afep»xKa BCeEX ANCKOB Bce YpoBeHb CTAaTUCTUKK =2
HA Status CraTyc xocTa HA =v5.0 Ecnmn HacTpoeHo
CocTosiHMe annapaTHbIX 4aT4YNKOB (04UH .
Sensor* P A (on Bce ESXi >= 3.5

MO,D,YJWI ong AreHToB TMNa BlﬂpTyaﬂbHOﬁ MaLUUHBbI

STV MOAY/IN NpefnaratnT NHPOPMaLMIO C TOYKKN 3peHnsa apxutektypol VMware®. Ecnum Bbl XoTuTte
OTC/IeXMBaTb ApYyrue napameTpbl, CBA3aHHbIE C BUPTYasibHON MaLUMHOW, BaM ciegyeT
PacCMOTPETb ApPYrue BapuaHThbl, Takme Kak MoHUTOPUHE C NporpamMmmMHbsIMy AreHtaMmin an
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MaLUMHbI (.vmX)

Bepcusa
Mopaynb OnucaHue APIIQ [JOCTYNHOCTDb
, MocnenHsa faTa BKJAKYEHUS BUPTYasibHOW
Boot Time A A PTY Bce Ecnm nooknoyeHo
MaLUNHbI
Connection State |CocTosHue coeanHeHUs Bce Bcerga
Consumed O6bem namaTu, NnoTpebnsemMon BUPTyasbHON
N =v4.0 Ecnn HacTpoeHo
Overhead Memory |MawwuHon B MB
. NHdhopmaumsa o pecypcax, BbloeNeHHbIX
CPU Allocation (popmaLl pecyp A o Bce Ecnm HacTpoeHo
LeHTpaJibHOMY MpoLLeccopy BMPTYyasibHON MaLUUHbI
MpoueHT cBOHOAHOro AUCKOBOro NPOCTPAHCTBA Ha
. BMPTYyasbHOW MawmHe. (Ona KaXxgoro Ancka, Ha
Disk Free [x] PTy (A A A Bce Ecnm HacTpoeHo
KOTOPOM HaxoAuTCA BUpTyanbHasa MalwunHa, bygeT
OAVH MOAY/b.)
Guest State Pexxum paboTbl onepaunoHHON cucTemsl guest Bce Ecnn HacTpoeHo
Host Info NHdopmaumsa o xocte VMware Bce Ecnn HacTpoeHo
. Mopaynb, KOTOPbIA paBeH 1, ecnu BUpPTYasbHas
Host Alive Ay PeI p PTYy Bce Bcerpa
MalUMHa 3anyuwieHa, 1 0 B MPOTUBHOM Ciy4ae.
Host Memory MamaTb, noTpebnsemas BUPTYasibHON MALLNHOWN B
Bce Ecnn nooknoyeHo
Usage Mb
Host Name CBsA3aHHOEe nMa XoCTa Bce Ecnn HacTpoeHo
IP-agpec MawuHbl. (BygeT oTobpaxkaTbCcs No
IP Address [x] Ap (Byn P y >v4.1 Ecnm HacTpoeHo
0A4HOMY OOCTYNHOMY CETEBOMY MHTepgency.)
MAC-agpec MmawuHebl. (ByneTt oTobpaxaTbCa no
MAC Address [x] Ap (byn P y Bce Ecnn HacTpoeHo
O0AHOMY OOCTYMNHOMY CETEeBOMY MHTepdency.)
BepxHui npenen ncnosb3oanus LM BupTyansHOM
Max CPU Usage P PEA U PTY Bce Ecnn noaknoyeHo
MaLUUHbI
Max Memory BepxHuin npefen ncnosib3oBaHMs onepaTuBHOM
y Bce Ecnun nooknoyeHo
Usage NaMAaTW BUPTYasibHON MaLUWHbI
Memory Allocation |[penen pecypcos namMaTu Bce Ecnun HacTpoeHo
06bem NaMATK, NCNONb3YEMON BUPTYaslbHOM
Memory Overhead |MawwuHon cBepx TpeboBaHMI onepaLnoHHON Bce Ecnm HacTpoeHo
cucTeMmsbl guest, B banTax.
Overall CPU OCHOBHble CTaTUCTMYECKNe faHHble 0
>v4.0 Ecnn nooknoyeHo
Demand npoun3BoAnTeENbHOCTU Npoueccopa B My,
OcHoBHas CTaTUCTMKaA MCMOJIb30BaHUA npoLueccopa
Overall CPU Usage B My ot P34 Bce Ecnm nooknoyeHo
Power State Tekyllee COCTOAHME BUPTYasIbHON MaLLWHbI Bce Bcerpa
. beM namaTtn B Mb, n TaBJIEHHbIN
Private Memory Obvem na . peaocrasne - =>v4.0 Ecnn nogkno4eHo
BUMPTYabHON MallnHe 13 COBCTBEHHON NaMATH
0O6bem namaTn B Mb, npefoCcTaBASEMbIN
Shared Memory - peaocTa =v4.0 Ecnm nooknoyeHo
BMPTYya/sibHON MalLMHe B 06Llen NaMaTn
. TekyLlee COCTOsIHME 3anyLWeHHbIX UHCTPYMEHTOB
Tools Running y
Status VMware Tools, yCTaHOB/IEHHbIX B OnepauoHHON =v4.0 Ecnn HacTpoeHo
cucTeme guest
Trigger Alarm
State CocTosHMe cnrHanos npenynpexaeHna VMware Bce Ecnn HacTpoeHo
Uptime Seconds  |Bpems paboTbl BUPTYasibHOM MalUMHbI B CEKyHAax |=v4.l Ecnn nogkntoyeHo
. MyTb K hanny KoHGUrypauum BUpTyaabHON
Virtual Image Path y (bainny (purypau PTY Bce Bcerga
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Bepcus
Mopaynb OnucaHue APIIQ [JOCTYNHOCTDb
. YpoBeHb CTaTUCTUKN
Disk Read CKOpPOCTb YTeHUs ¢ ancka B Kbut/c Bce >p2
. . YpoBeHb CTaTUCTUKN
Disk Write CKOpOCTb 3anumcKn Ha auck Kéut/c Bce >p2
. YpoBeHb CTaTUCTUKN
Disk Read Latency |3afnep»xKa 4TeHMsa C ANCKa B MUIMCEKYHAAX Bce >p2
. . YpoBeHb CTaTUCTUKN
Disk Write Latency |3agep»Ka 3anucu Ha OUCK B MUJINCEKYHOAX Bce >pz
: YpoBeHb CTaTUCTUKN
Data received CkopocTb KbuTt/c, nony4yeHHas oT XoCTa Bce >p2
. YpoBeHb CTaTUCTUKNK
Data transmitted |CkopocTb KbuT/C, oTnpaBnisemas c XocTa Bce >p2
. YpoBeHb CTaTUCTUKK
Packages Received |[Konn4yecTBo NakeToB, NOJIy4eHHbIX B UHTEpBasie Bce )
Packages YpoBeHb CTaTUCTUKN
. KosinyecTBO MakeToB, OTMpPaB/eHHbIX B MHTepBasie |Bce
Transmitted >2
YpoBeHb CTaTUCTUKK
CPU Usage [MpoLeHT ncnonb30BaHUA npoLieccopa Bce >p2
y YpoBeHb CTaTUCTUKN
Memory Usage lMpoLeHT NCcnonb30BaHNA ONepaTUBHOM NAMATH Bce )
CeTeBble flaHHbIE, MOJIy4YeHHbIe 1 OTMNpPaBJIEHHbIE CO YpoBeHb CTaTUCTUKN
Net Usage Bce
Bcex NIC >2
. YpoBeHb CTaTUCTUKN
Disk Rate CkopocTb BBOAa/BbiBOAA B Kb/cek Bce >p2
. YpoBeHb CTaTUCTUKN
Max. Disk Latency |MakcumanbHas 3agep»kKa BCEX ANCKOB Bce >pz
Konu4yectBo Heartbeat-coobuieHnin BUpTyanbHON YpoBeHb CTaTUCTUKI
HeartBeat n PTY Bce P
MaLUUHbI =2
MpoueHT BpeMeHn, B Te4eHne KOTOpOoro MallmnHa
YpoBeHb CTaTUCTUKN
CPU Ready HaXo4WUTCA B CMNCKe, HO He NnocTaB/ieHa B o4epenb |Bce >
Ha BbINOJIHEHME Ha (h13NYEeCKOM npoueccope -
Konn4yecTBo CHaNWOTOB A4J18 BUPTYaslbHOM MaLUMHbI
(3TOT MOAYNb MOXET BJIMATL Ha
Number Snapshots |npon3BoaANTENLHOCTE MOHUTOPUHIA, MO3TOMY Bce Ecnn HacTpoeHo
PEKOMEHAYEeTCA 3anyckaTb ero ¢ 60/blwnM
3HaAYeHNeM UHTepBasa, HanpuMep, Kaxx bl Yac).
HA Status Cratyc HA ona BupTyasibHON MalUUHBI >v5.0 Ecnun HacTpoeHo

HekoTopble moaynu TpebytoT ycTaHoBkn VMware tools®.

MoHuTOpUHTr cobbITUM VMware

STa PyHKUMA AenaeT Konu cobbiTui, NpucyTcTByoWwmnx B vCenter VMware® B CNUCOK cOBbITUR
Pandora FMS.

9T1 CObbITMA CTAHOBATCS YacTbio 0ObIYHOrO NOTOKa CobbITMI Pandora FMS 1 aBToMaTM4YeCcKn
aCCcounmnpytoTcd ¢ areHToMm, npeactaBadaownm vCenter, n3 KOTOPOro OHN ncxonoAaT (ecnu areHT
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CYLLEecTByeT Ha MOMEHT CO34aHNA cobbITUS).

e . EHECOEE |

Event control filter i

L

weenker on 192 168 70.252 in artica is stopping Systern 58 seconds @ ﬁ E'
Alarm “irtual machire cpu usage' on veenter changed from Gray to Green Systern 1 minutes 43 @ ﬁ E ]

seconds .

: , 1 minutes 43 T
Alarmn "Wirtual machine mermory usage' on vearker changed from Gray to Grasn System AT (@ Y H
Alarmn "irtual machine total disk latency’ on veerter changed from Gray to Green Systemn 1 r::l‘;t::gq'q' O ﬁ I_l'. :
Message on veenter on 192.168.70.252 in artica: Install the VMware Tools package I[...] EUATEET 2 minutes 47 @ g D —
systemn starts, select VM = Install VMware Tools . and follow the instructions. ¥a seconds =

: : 2 minutes 47

Task: Intiabze powenng On Systern ssconds @ ﬁ E
i , 2 minutes 47 o A
Task: Powar On virtual maching Systern L (] b4 I: Ll
. - 2 minutes 47 T —

weerker on 192 168 70,252 in artica is povered on Systern ¥ :
seconds —
weerker on host 192, 168.70.252 in artiea s starting System = W @EE O
T seconds . =

Warning message on veenter on 192,168,70,252 in artica; Insufficient video RAM, Th[...] 2 minutes 47 e
e = p z : System d a b4 |:; L]

etting svga.wramsSize="16384000" in the virtual machine's configuration file. seconds

Warning message on vcenter on 192 168, 70.252 in artica Virtual device idel:0 wil start disconnacted. Systemn = r::é‘;:::j @ XD a

Change status @ Delete ﬁ]

B npouecce co3gaHna gamna cobbITUin y4UTbIBAETCA NHpOPMALMS U CTENEHb CEPbE3HOCTH,
KoTopble VMware® yka3blBaeT Npu co3gaHun cobbiTns, MO3TOMY COBLITUS C KPUTUYECKUM,
npeaynpexanatoLlwmm nam MHOOPMaTUBHBLIM YPOBHEM CEPbE3HOCTU COXPAHSAT 3TN YPOBHU B
Pandora FMS. Ha cnenytowem nsobpaxxeHnn nokasaH npumep nogpobHon nHgopmaunm o gamne
cobbiTum 3 VMware B Pandora FMS.

Warning message on vcenter on 192.168.70.252 in artica: Insufficient video RAM, Thi...] 2 minutes 47 @ 8 [
etting swgavramSize="'16384000 in theivirtial machine’s configuration file SRt seconds —

L

Event name  Warning message on vcerter on 192.168.70.252 in artica: Insufficient video RAM. The maximum resclution of the virtual machine will be limited
to 1672x1254. To use the configured maximum resclution of 2560x1600, increase the amount of video RAM allocated to this virtual machine by
setting svga.wramSize="16384000" in the virtual machine's configuration file.

Severity Warning
Type i sysTeEm
Status MNew event

Timestamp | February 19, 2013, 5:38 pm

Agent name artica

Group ()
Count 1
Comments - Empty -
Tags - Empty -

Co Bcemu cobbITMAMMY, NMPUCYTCTBYKOLWNMN B Pandora FMS, MO>XXHO BbINOJIHATbL BCE OOCTYNHbIE
AencTens no yrnpaBaeHunto CcobbITUAMK, TaKMe Kak: Co3faHune npeuynpemneHMM, HaCTpOI7IKa
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PNLTPOB, OTKPbLITME NHLUMOEHTOB U T.A4.

YnpaBneHue U BU3yasiu3auus BUPTyasibHON apXuTeKTypbl VMware

BmecTe ¢ narmHom VMware® pacnpocTpaHAaTCca ABa pacwmpeHuna: VMware Manager® u
VMware View®. VMware View® no3B0oJISeT BU3yan3nMpPoBaTb BCE KOMMOHEHTbI apXnTeKTYpbI
VMware® B ygobHom Buge. Kpome Toro, ¢ nomoubto VMware Manager® Bbl MOXXeTe ynpaBaaTb
00/1bWM KONMYECTBOM BMPTYasibHbIX MalLWH, OCTaHaBAMBas, 3anyckas, cbpacbiBas nam
NpuoCcTaHaBAMBasA UX aKTUBHOCTb M3 KOHCONM Pandora FMS.

Ucnonb3oBaHune VMware View

YT06bI HA4YaTb MCMONBL30BaThL CPEACTBO NPOCMOTPA apxXnTekTypbl VMware®, nepengute B pasaen
Monitoring - VMware view.

Pandora FM5S

the Flexible Monitorin

Imventory
SMMP
Cluster view

Wivware view

Vhdware view

Ecnn y Bac HET yCTPOWCTBA A5 MOHUTOPUHIA WX Bbl HE HACTPOUIN
Bbl MOJIY4YNTE HEYTO NOXOXKEE Ha ceaytolee n3obpaxeHune:
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FhaenSDE;Eilng\fDﬂitcr'ng System Enter keywo Q l":/: o E @ 2% rﬂ 'ii:' E_}

VMware view @ ® X I & £%
| e 0
= =
0 0 0 0

Ecnan nnarvH HaxoanTca B paboyem COCTOSHMM, Bbl NOAYyYUTE 3TO CoobLeHne (HaXXMnTe Ha
Show):

TR JbiLILLL

SUCCESS
VMWare plugin is working.

= View VMWare map
= View VMWare das hboard

= View ESX Host statistics from: | esxil :| Show

PacwwnpeHne VMware View® nokaXKeT BaM KapTy, NogobHy0 NpuBeaeHHON HMXKE, CO BCEN
apxutekTypon VMware®.
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tixjgies

» View options

eﬁsj&irth

PandoraFMs_Ent 7.0 Te

Pandora_LX

d-datacenter

pandoralfms_ent datastorel

datastorel

rmanagend test meta

Integria

KapTa cogepXuT 3/ieMeHTbl apxutekTypbl VMware® (BupTyasibHble MallmnHbl, ESX, DataStores u
DataCenters) ¢ pa3nnMyHbIMU NKOHKaMK, KOTOPble UX MOEHTUMULMPYIOT, @ TaKXXe COCTOSAHME
areHToB Pandora FMS, KoTopble NpeacTaBAsoT KaX bl 31eMeHT. KpoMe Toro, nokasaHa
B3aMMOCBS3b MeXAay BUPTYyasbHbiMK MawnHamm, ESX n DataCenter. Takum 06pa3oM MOXXHO
ObICTPO M MPOCTO MOCMOTPETL COCTOSHNE apXUTeKTypbl VMware®.

3TO0 pacWMpeHne MMeeT HEKOTOPLIE OMLMK, KOTOPbIE MOMOraoT YNYYLWNTb BU3Yyann3aLmio
apXUTEKTYPbI, CKPbIBAsi 3/IEMEHTbI, YBEIMYMBAA Pa3Mep LPUGTa 1 NO3BOJIAS YBENYUTL
MacwTab, 4Tobbl yBUAETL 3N1EMEHTHI C BoNbLIEN AeTann3aumnen.

w View options

Show Datastores [+ Show ESX |+ ShowVM |[«f Font 20 Node radius 40

icnonb3ysa nprvBefeHHble Bbllle MapaMeTpbl, Bbl MOXeTe nokasaTb ToJibko DataCenter n ESX.

32/110
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tixlGiole

» View options

Show Datastores [+ Show ESX [/ ShowVM [ | Font 20 Node radius | 40 _

st 14 ha datacemer

e QO

teat Be il — -

datarioeel "“—q,_____hh____ _f__,;-"' e — — = 12 =l

1St _17_na-ci o ree e

oml o -—-h__a_ ___ﬂ-"”"_-_ B test 11 eswl \
N\ ,0
fest_11 he daiscenter Y f___.--“‘_ P
AN o
-8
7 e ——
J_,--""-f h Al —
- s
= \
dsusroel
el
dstmstom1 — f-""_ st 1 esml

R _15 hadatarenier — e

datasiorel '“-H-_,,___ _'__'_'_'_,_,_o-'-"'_ et 1 et
fest 1 _he-detacemer °_
~—
astestomel —
Asta o] Eh-h___‘_ _F___--f w9 e e o
. ~——_ -
Astaivel —— _— test 13_ewn
test § hadatecenter T— "

==t 13 na-datacener

VMware View Dashboards

VMware View® npegocTaBnseT ABa AOMNOJHUTESNbHbLIX BUAA B AOMOJIHEHNE K BUAY
TOMOJIOrNYECKON KapTbl BUPTYaNbHOW apXMTEKTYpPbl. HOBblE BKNAAKM MO3BOASAIOT NEpPeKaoYaTbCs
Mexnay pa3fimyHbiMu Bugamm VMware View®.

® X & O %

MepBblIii BUA - 3TO 06LLas npmubopHas naHe b, rae MOXHO Cpa3y yBMAEeTh obliee cocTosHME
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BUPTYasIbHON apXUTEKTYPbI B LNDPaAX, T.€. CKOJbKO BUPTYasbHbIX MaLLUH, XOCTOB ESXi nnu
DataStores nmetoT npobnemsbl. Bbl Takxe cMoXeTe yBUAETb 0bLine NnapamMeTpsl
Npon3BOANTENBHOCTM Bnarogaps rpadukam, KOTOpbIE NMOKA3bIBAOT 5 BUPTYasbHbIX MALLIWH,
noTpebnstoumx 6osblue BCEro NamMaTu, NPoOLEccopa, ANCKa 1 CETU U3 BCEN BUPTYasibHOM
apXUTEKTYPSI.

JEILJOIE

O Datacenter 16 ‘-’!:.5 Datastore 17 l Host 17 ?| Virtual Machine 2214
e et
= == = = == E= =2 =
16 a 0 0 17 0 0 Q 17 0 o o 20 o 194 0
Top 5 VMs CPU Usage Top 5 VMs Memory Usage
T T T
GridNodel
PandoraFM5_
ElasticSearch ElasticSearch .
test_3_112_dev PandoraFMs_
test_2_112_dev test_10_112_dev
test_9_112_dev test_14_112_dev .
0 20 40 &0 BO 100 0 20 40 &0 80 100
Top 5 VMs Provisioning Usage Top 5 VMs Network Usage
test 12 112 dew test 5_DRBD2
test_15_112 dev test_5 Clusterl
| | | |
test 6_112 dev test_5_Windows 7 VPN
1] 20 40 G0 a0 100 0 0.2 0.4 0.6 0.8 1

BTopon Bua no3BonseT yBUAETb NOKasaTe n Npon3BoaMTeNbHOCTU AN KaXaoro xocta ESX. B
3TOM BUAe Bbl MOXeTe BblbpaTb xocT ESX, onsg koToporo bynet 3arpyxeHa npnbopHas naHesnb, B
KoTOopon ByfeT oTobpakaTbCsA CTAaTYC XOCTa U BUPTYasbHbIX MaLLUWH, @ TakXe HEKOTOopble
nokasaTesny NPoM3BOANTENBHOCTHY, KacatLwmeca NCnosib30BaHNA npoLeccopa, NamMmsaTn, gUCKa u
ceTn xocta ESXi. KpoMe Toro, 3aToT BMA TakXe npeanaraeT HECKOJIbKO rpathnkoB, KOTopble
MOKa3blBaOT BUPTYasibHbIe MaLLMHbI, NoTpebnsowme 6onblle pecypcos (npoueccop, NaMaTh,
ANCK N CeTb) BbIBpaHHOI0 X0CTa.
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LD TR -

Host ESX eamil -

Pl U sage 000600 W

esxil
Memar y Usags (374000 L]

!l Virtusl Maching 13

Status: NORMAL Disk VO Rate  18.00000  KAkec ) .} =
Hetwork Ussge 100000 bytes 1 o 1z a
Top 5 VMs CPU Uzage Tap 5 VMa Memory Usage
112 _dew lll_dmr.
Cluster2 Cluster2
Clusterl Clusterl
Clusterd Clusterd
U X
1] 20 40 60 1] 100 0 20 a0 6D 8o 100
Top 5§ VM Provislening Usage Tap § VMs Metwork Usage
Clusterd
Clusterl
Clustard
ux
RHELT3
o 0.2 0.4 0.6 0.8 1

VMware View Options Tab

(€]

PacwwnpeHne VMWare BxoguT B KOMMJIeKT noctaskn Pandora FMS Console Enterprise. B Hem eCTb

NaHesNlb KOHPUrypauum ons HaCTPOMKN NapaMeTpPOB MaHes e N KapT:

e Bbl MOXETe HAaCTPOUTb MOPOru BUAa (MUHUMYM - MaKCUMYM) rpadvkoB rpubopHbIX NaHe eu.

e Bbl MOXXeTe HaCcTpoUTb NapaMeTpbl MPOCMOTPA KapThbl MO YMOAYaHUIO.

o COAEPXWNT CCbISIKY Ha CUCTEMY YMPABNEHUS KOH(UIypaLMen.

HocTtynHo BO BKnaagke onumn VMWare View®:
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SIESIEI ©

Looking for plugin configuration? |s placed at this link (zdministration page)

Graph settings

CPU uszge graphs

Force minimum value ]

Force maximum value 100

Memary usage graphs

Force minimum value ]

Force maximum value 100

Provisioning Usage graphs

Force minimum value 0

Force maximum value 100

Metwork usage graphs

Force minimum value

Force maximum value

Map settings
Map itemns

Show datastores [

Show ESKis [

Show VMs [

Fonit size (pi) 20 -
o

Mode radius (px) 40 =

Ucnonb3oBaHue pacwmpeHus VMware Manager u3 AreHToB

Ana ncnonb3oBaHma pacwmpenns VMware® Manager HeobxoanmMo nepenTn K NpoCMoTpy
onepauui areHTa, COOTBETCTBYIOLLEr0 BUPTYasnbHOM MalUMHe B 3TON apXUTeKType. BHyTpu 3TOro
NPOCMOTpPa Bbl YBUAUTE 3HAYOK C CMMBOJIOM VMware, KOTOPbIN COOTBETCTBYET pacCLUNPEHMIO.

4 Agent - VM WINC1021VSR i | g | e | (W] |
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PacwumpeHmne VMware® Manager no3sosifeT yrnpasadaTb BUPTYyasibHbIMM MallMHaMM N3 KOHCON
Pandora FMS. PacwunpeHne nokasbiBaeT TeKyllee COCTOAHME BI/IpTyaJ'IbHOIZ MallWHbI C NOMOLLbIO
LBETOBOIo Koja:

e 3eneHbit = BKnloyeHa.
e OpaHxeBablin = Ha nayse.
e Cepblh = OCTaHOBNEHA.

KpoMme Toro, B KOMOMHMPOBAHHOM peXXMMe OHO NMOKa3blBaeT AOCTYMHblE COCTOAHNSA 1 MO3BOSIAET
N3MEHNTb COCTOSIHME BUPTYaJIbHOW MalUMHbI Ha BbIOpaHHOe, HaXkaB KHoMKy Change Status.

& ;

Power Status: Status: i Stop j Change Status -:':>|
Stop :
Reset
Suspend

Bbibop cocTosiHma Stop 1 HaxaTune Ha Change status:

Power Status: Status: {Stop j Change Status =>|

Reset
Suspend

JTO npuBeLeT K 0CTaHOBKe MalUMHbI, a BUA pacwmnpeHna VMware Manage U3MeHUTCH N MOKaXeT,
4YTO MalllHa Tenepb 0OCTaHOBJIEHA:

Power Status: Status: Start j Change Status -:'>|

llaHHoe pacwupeHmne TpebyeT ycTaHoBkM VMware SDK®
ans Perl Ha Ton XXe MalKnHe, KoTopas NoOAAEPXNBAET
KoHconb Pandora FMS; 6e3 aToro TpeboBaHus
paclumpeHmne pabotaTtb He byaeTt
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Ecnu Bbl HaCcTpoWIN MOHUTOPKUHF € noMoLlblo RENAME, 3Ta
yTunuta He bynet paboTaTb C NnepeMMeHOBaHHbIMU
uesiaMu.

KoHndurypauusa nnaruva VMware

Mo ymonyaHuio VMware niarnH obHapyxnsaeT Bce 06bekTbl 1 fobaBsiseT NpoBepKY Mo
ymMosi4aHuo. C NOMOLb KOH(UIYPALVOHHOIO (hainia Bbl MOXKETE HAaCTPOUTb MOHUTOPUHT Y
BblOpaTb, Kakne rnepeMeHHble Bbl XOTUTE OTC/IEXNBATD.

®ann KoHUrypaumm CoLepXnT BCO HEOOX0AMMYIO NS NPOBEAEHNA MOHUTOPUHIa
NH(opMaLMIo, CrpynnMpoBaHHYIo B cefyowmnx pasgenax: Configuration, Rename, Reject,
Datacenter, Datastore, ESX, VM.

Bce owmnbkuy, cBA3aHHbIe C KOHPUTYPaLMOHHBLIM (hansioMm,
oTobpaxkatoTcs B XypHase ownbok cepsepa Pandora FMS,
a TakXXe B cpeacTBe NpocMoTpa cobbiTun KoHconu
Pandora FMS. Mo3ToMy Bbl MOXeTe y3HaTb, €CTb JIN Kakune-
nnbo ownbKM B KOHDUTYypaLMOHHOM (haisie, NpoBEepUB
nobon 13 3TUX ABYX MCTOYHUKOB.

®daitn KoHdurypauum

ObLwan KoHpurypaums

O6wwan KoHMbUrypaumsa onpegenseTcs TokeHoM Configuration n cogepXuT cnepyoLme
napameTpbl:

e server: IP-agpec vCenter.

e user: Nonb3oBaTens vCenter.

e pass: [Maposb ons poctyna K vCenter.

e datacenter: LleHTp 06paboTKn OaHHbIX A1 MOHUTOPUHTA.

e temporal: BpeMeHHbIN KaTanor.

e logfile: PacnonoxeHue anna XxypHasa.

e entities_list: PacnonoxeHue anna, cofepxallero Cnnucok 06beKToB, Ha KOTOPbIX MPOBOAUNTCS

MOHWUTOPUHT.

e transfer_ mode: Pexxum nepenayn ona XML, oH MmoxeT 6bITb Yepes tentacle unv nokanbHbIM.
o tentacle: OTnpaska XML-¢pannioB Ha cepsep Pandora FMS, ncnonb3ys npotokon Tentacle.
o local: KonupyeT thainbl B NOKasbHY Nanky; AreHT AoJKeH ObiTb 3anyLeH Ha TON Xxe

MallWMHe, 4YTO M NoKasbHas namnka.
e tentacle _ip: IP-agpec cepsepa Pandora FMS gns oTnpasku nHgopMaLmu.

e tentacle _port: MNopT cepsepa Pandora FMS, Ha KOTOpbIA OTNpaBAseTca UHMopMauus (No yMon4yaHuo

41121).
e tentacle opts: [lononHUTeNbHbIE ONLUMK ANs OTNPaBKK ¢ Tentacle (Mo yMONYaHUIO UX HET).
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e local folder: Llenesoi KaTanor gna konnposaHus XML npu BKAIOYEHHOM NTOKaSIbHOM peXxume.
e pandora_url: URL koHconn Pandora FMS (Hanpumep:

).

e api_pass: Maposb APl koHconn Pandora FMS.

e api_user: Monb3oBaTesb KOHcoan Pandora FMS.

e api_user pass: MNaponb nosib3oBaTens koHconm Pandora FMS.

e retry send: Bkno4vaeT (1) unmn otknoyaeT (0) nepecoinky ¢annos .data B kaTanore <i>temporal</i>

e event_mode: ®nar, akTUBMPYOLWUIA pexxum cbopa cobbiTuin. ECiM OH paBeH 1, TO akTUBMpPYeETCS,
ecnun 0 - oeaKTMBUpYeTCS.

» event _pointer file: PacnonoxeHne BpeMeHHOro (alia, B KOTOPOM XPaHUTCH YKasaTenb Ana cbopa
cobbITun.

e verbosity: YpoBeHb siora (0 Tonbko ownbku, npenartcTeytowme paboTte nnaruHa, 1 Bce owmnbkn).

e threads: Konvm4ecTBO NOTOKOB 1arnHa (no ymondaHuio 1).

e interval: Jnana3oH areHToB, NpeacTaBasowmnx o0bbvekTel VMware®.

Mpumep Takoro pasgena B KOHPUrypaLMOHHOM (haiisie MOXET BbirNaaeTb Cneayowmum obpasom:

Configuration

server 192.168.70.249

user Administrator

pass Slstemas

datacenter artica

temporal /tmp

logfile /tmp/vmware plugin.log

entities list /tmp/vmware entities list.txt
transfer _mode tentacle

tentacle ip 192.168.70.81

tentacle port 41121

tentacle opts

local folder /var/spool/pandora/data in

pandora url http://192.168.70.81/pandora console
api pass 1234

api user admin

api user pass pandora

event _mode 0

event pointer file /tmp/vmware events pointer.txt

Ecnm Bbl ncnonb3yeTte nnaruvH B cuctemax MS Windows®,
Heobxoanmo byneT 3aMeHUTb BCe NyTH K hannam Ha
nyTn, coeMmecTumble ¢ Windows®.

CKaHVpoBaHue 06bEKTOB

Y1066l MCNONb30BaTh 3TY PyHKLMIO B Discovery, nobasbTe
HY>XXHYI0 KOH(Urypauuio B Extra settings.
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/3-3a pa3MepoB MHDPACTPYKTYpP VMware, XxapakTepHbIX A5 KIMeHToB Enterprise, nonHoe
CKaHMPOBAHMeE BCEX AOCTYMHbIX 0O0bEKTOB NPY KaXK10M 3arnyCcke MOXET BbI3BaTb NPobaeMsl ¢
NPOU3BOANTENBHOCTHIO.

Y7066l N36€XaTb 3TON CUTYaLUW, naaruH MOHUTOpUHIra VMware umeeT daiin 06bekToB (
entities list ), B KOTOPOM XpaHUTCS CNUCOK 06bEKTOB, CKAHMPYEMbIX MNPV NMEPBOM 3anycke.

lNoKa cyliecTByeT 3TOT cba|7|n, MOHUTOPWHI OrpaHn4eH nepevYncieHHbiMn B HEM obbekTamum.

Ecnn BamM HeobxoaMMo Neproanyeckoe CKaHUpPoBaHUE UHGPACTPYKTYpPbl VMware, Bbl MOXeTe
yoanaTb 3TOT (halin Bpems oT BPEMEHMN (HAaNpUMep, KaXKAbliA Yac) C MOMOLLIbIO Cron CUCTEMBI.

[NepenmeHoBaHKe obbekToB

Y106bl UCNoNb30BaTh 3TY hyHKUMIO B Discovery, nobasbTe
HY>XHYI0 KOHGUrypauuto B Extra settings.

MNepenmeHoBaHMe 06BLEKTOB OCYLLECTBASETCS C NOMOLLbIO TokeHa RENAME n no3sonseT Bam
nepenMeHoBbIBaTb 00bEeKThI, 0OHapyXeHHble rnaarnHoMm. MNpu NCNnoab30BaHUM 3TON YHKLUN
AreHTbl, co3fgaHHble B Pandora FMS, 6yayT oTobpa)kaTbCs C HOBbIM NMPUCBOEHHBLIM UMEHEM.
CTpyKTypa OaHHOro pasgena BbirnsguT cnegyowmnm obpasom:

<HacToswee uma> TO <HoBOe UMA>
MpyMep KOHGUIrypauum 3Toro pasaena MoxeT b6biTb CIeAyIOLWNM:

#Rename entities

Rename

Debian 11 TO Virtual Machine 1
RedHat 12 TO Web server

ESX Workstation TO Host Work Sales

NckntoveHne obbekToB

YT06bI NCNONBL30BATL 3TY PyHKLMIO B Discovery, nobasbTe
HY>XHYt0 KOHUrypauwnio B Extra settings.

[1naryvH NO3BONSET UCKNOYATb 00BEKTHI MO TANY NI NO OTAOENIBHOCTMN, oba BapuvaHTa ONncaHbl
HUXe.

OTbpacbiBaHne 06LEKTOB MO TUMY OCYLLECTBASETCS C UCNOSb30BaHMeM TokeHa REJECT. B aTom
pa3sfesnie Bbl MOXeTe 0TbpacbiBaTb 06BbEKTHI B COOTBETCTBUM C UX TUMOM; Hanpumep, Bce
BMPTYaJibHble MaLlnHbl UK BCe XOCTbl ESX. BO3MO)XXHbIE 3Ha4YeHUA, KOTOpble MOXET NPUHMMaTb
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3TOT pa3fen, cnepyowme: all_datastore, all_datacenter, all_esx, all_vm.

KoHdurypaumsa 3Ton cekuumn, kotopas oTbpacbiBaeT Bce 06beKThI, OyAeT BuIMIAAETb CAeayowmm
obpazom:

#Dismissed entities
Reject

all datastore

all datacenter

all esx

all vm

Ina BbINONHEHMA oTOpacbiBaHMA 06BEKTOB MO O0TAENbHOCTM Heobxoammo byneT yaoanuTb UX u3
thanna 0bbLEKTOB, CO34AHHOIO M1aruHOM. laaryvH co3paeT 3ToT hansl B MecTe, yKa3aHHOM B
napameTpe entities_list (no ymonyanuio /tmp/vmware entities list.txt). lnaruH
3anoJIHAET COAEepPXXUMOoe 3TOro (haisa Npy NepBoMm 3anyckKe, UM KOraa ero He CyLlecTByerT,
co3daBas CNNCOK BCex 0bHapy>XeHHbIX 06BbEKTOB. MprMepom aina MoXeT bbiTb CieayloLLee:

Datacenter
artica
Datastore
datastore 1
datastore2
ESX
192.168.70.252
VM

Pandora FMS 4.0.3
Debian?2
Debian3
Debian4
Redhat
debian5
Debian6
Debian8
Debian7
Debianll
Debianl0
Debian9

NSM

Pandora
vcenter
susell.?

®ann KoOHUrypaumm pasgeneH Ha HeCKoJIbKo TokeHoB: Datacenter, Datastore, ESX w VM, rpe
nepeyncneHbl passindHole 0bbekTol. [locne co3paHns anna KoHDUrypauum naaruH bynet
CYATBLIBATb M3 3TOro hanna 0bbeKTbl 419 MOHUTOPUHra. YTobbl 0TOPOCUTL 06BEKT, 4OCTAaTOYHO
yOanuTb ero u3 3Toro panna. Ecnm, HanpuMep, BaM He HY>XHO NPOBOAUTb MOHUTOPUHT 0OBEKTOB:
Debian2, datastore2, NSM, susell.2 n 192.168.70.252, KOHUrypauUnoHHbIA ann byneT
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BbIrNAAeThb Cneylowmum obpasom:

Datacenter
artica
Datastore
datastore 1
ESX

VM

Pandora FMS 4.0.3
Debian3
Debian4
Redhat
debian5
Debian6
Debian8
Debian7
Debianll
Debianl0
Debian9
Pandora
vcenter

3Ta PyHKLMS NO3BONSET PacnpeaesinTb Harpy3ky Ha MOHUTOPWHT, OrPaHNYMBAS KOJIMYECTBO
06bEKTOB, OTC/IEXMBAEMbIX NMPY KaXKAO0M BbINOJHEHUN M1arnHa. Huxxe onncaHbl pasfinyHble
MeTObl pacnpeaeneHns Harpysku.

KoHgurypaums MOHUTOPUHra

Y10o6bl NCNoNb30BaTh 3TY hyHKUMIO B Discovery, nobasbTe
HY>XHYI0 KOHGUrypauuto B Extra settings.

B cnegyowmx pasgenax annia HacTpamBaloTCa MOAYN, CO34aHHbIE ONA KaXXAoro Tuna
obbekTa. B paszgenax ncnonb3ytoTcs TokeHbl. Datacenter, Datastore, ESX, VM. B 3Tux pasgenax
Bbl MOXKEeTe BKJIIOYNTb/BbIKJIIOYNTL MOAYN 019 MOHUTOPUHIa. B cnefyowem npumepe Mol
C034a/11 KOH(Mrypaumio, Bbibpas Mogyn, KOTOPbIE Mbl XOTUM C03A4aTb ANd ESX 1 BUpTyanbHbIX
MaLUWH:

#ESX Modules

ESX

cpuUsagePercent disabled
diskRead enabled
diskWrite enabled

#VM Modules
VM
diskReadlLatency disabled
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diskWritelLatency disabled
diskRate enabled

Ka)kpasi CTpOKa KOH(uUrypaLum COOTBeTCTBYET 04HOMY MOAY/0. B npuBeieHHOM npumMepe
mMoaysm 6yayT co3faHbl CO 3HAYEHUAMU MO YMOMYAHMIO, HO MOXKHO HAaCTPOUTb UMS, ONMUCaHME U
orpaHuydeHns ond Mpegynpexaatowero n Kputnyeckoro coctoaHui Moayns. Mpumepom Takomn
KOHUrypaumm MoxxeT bbITb Ciegyloulee:

#VM Modules

ESX

diskReadlLatency disabled

diskWritelLatency disabled

diskRate name = Tasa Disco; desc = Tasa Lec/Esc disco; limits warn = 5 10;
limits crit = 0 4

Ona KoHUrypauum Moaynas 4OCTYNHbI CeayoLINe ONunuNn:

e <Mmoaynb> disabled: Moaynb HE byaeT co3naH.

e <Mofynb> enabled: Mogyne BYET co3aaH (CO 3HaYeHMAMN MO YMONYAHUIO).

e <MOAYNb> name = <uMA>; desc = <onucaHue>; limits_warn <lim_warn>; limits_crit <lim_crit»
Mogaynb byfeT co34aH C yKa3aHHbIM UMEHEM 1 ONUCaHneM, a Takxe byayT onpeaeneHbl NOpPorosble
3HaYeHns AN CaMOro BbICOKOIO U CaMOro HU3KOro cocTosHuM MNpeaynpexaeHns n Kputmnyeckoro.

O4yeHb BaXXHO 06paTUTb BHUMAHWE Ha CTPYKTYPY CTPOK KOH(UIYPaLMOHHOIO (hanna n 0cobeHHo
NpoBePUTb, 4TObbI CMMBOJ ; BbIN NPUCOEANHEH K UMEHM W oNnCaHuio Moayns. 3Tu ABe CTPOKM
HE PABHbI (cM. npobenbl nepes CUMBOJIOM ; ):

diskRate name = Tasa Disco; desc = Tasa Lec/Esc disco; limits warn = 5 10;
limits crit = 0 4

diskRate name = Tasa Disco ; desc = Tasa Lec/Esc disco ; limits warn = 5
10; limits crit =0 4

Ha Mooynu cCbinatoTcs Mo NX KOPOTKOMY UMEHW - 3KBMBAJIEHTHOMY UMEHW, KOTOPOE Nerye
HabpaTb B KOMaHAHOW CTPOoKe. Tabnuua COOTBETCTBMA KPAaTKMX U PACLUMPEHHbIX Ha3BaHWIA
HaxX0AMUTCA B CIEAYIOLLEM pa3gene.

MpoaHanM3npynTe Nnpumep KOHOUrypauum, npneeaeHHbin Boie. Moayne Disk Rate 6bin
HaCTPOEH Ha Co3faHune Co cnefyroLlmnMm 3Ha4YeHNAMMN:

* Nma: CkopocTb [ncka

* Onucanue: CKkopocTb 3anucn/YTeHunsa Jucka
* Min Warning: 5

* Max Warning: 10

* Min Critical: ©

* Max Critical: 4
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ECTb MOAYNKN, KOTOPbIE TEHEPUPYIOTCA AMHAMMUYECKW, Hanpumep, CBA3aHHbIe C AUCKaMU NN
ceTeBbIMU UHTepdencamn. [Ins 3TUX METPUK MaarnH co3paet Moaysib AN KaXKaoro
0bHapy>XeHHOro 3n1emMeHTa. TN Moay/iM 0ObIYHO MMEIOT CreunasibHble Ha3BaHUS, Hanpumep, B
Pandora FMS:

Disk Free [0]
Disk Free [1]
Disk Free [2]

B 3Tux cnyvadax, NOCKONbKY UMA UMeeT AUHaMUYeCKyt 4acTb, ONYCKaeTCa UCMOJib30BaHMe
MaKpoca %S, KOTopbI OyaeT 3aMeHeH Ha nepeMeHHy 4acTb UMeHn Mogyns. MNpumep
AVHaMMYeCKon KOH(Urypaumm Moaynia Beir NS AnT cnegyowmm obpasom:

diskFree name = Disk (
0 0; limits crit =0 0O

%s) free space; desc = Free space for disk; limits warn =
B 3TOM C/iydae nma Mmogyns No yMoJ4aHUIO:

Disk Free [0]

N oHO ByaeT nepenmMmeHoOBaHoO B:

Disk (0) free space

Tak>Xe MOXXHO HaCTPOUTb TEKCTOBbLIE CTPOKW AN1A FpaHuWL, NpefynpeX4atoLero  KpUTUYeckoro
COCTOSHMI Mogynen. KoHpurypaums 6yneT BuirnsaeTb cneayowmm obpasom:

powerState name = Estado funcionamiento; desc = Estado funcionamiento VM;
limits warn = .*suspended.*; limits crit = .*poweredOff.*

MO>XHO HaCTpOMTb perynspHble BbipaXkeHns ans obecnevyeHns 6onbluen rubkocT Npy yCTaHOBKE
OrpaHNYeHun.

[Nonb3oBaTenbCcKune METPUKKN NPON3BOANTEJIBHOCTH

Y1066l MCMONBL30BaTh 3TY PyHKLMIO B Discovery, nobaBbTe
HY>XHYI0 KOH(purypauuio B Extra settings.

B 3TOM pa3aene MoXXHO HAacTPOUTb HOBbIE MOAY /W, CBSi3aHHble C Performance Counters ans
BUPTYasibHbIX MalUH 1 ESX. Ina HAaCTPOWKM HOBOro MOAY /s MPOM3BOAMTENBLHOCTI HEOBX0AMMO
NCNOJIb30BaTb CEAYIOLLY0 CTPYKTYPY:
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custom performance type = mem; metric = swapinRate; module type = generic data;
name = Swap In Rate; desc = Swap In Rate for host; limits warn = 0 0;
limits crit = 0 0

HacTpauatoTcs cneytoline napameTpsbi:

e type: Tun MeTpuK, Nogaexallnx MOHUTOPUHIY. Buabl METPUKKU Cnepytowme:
o Cpu: XapaKTepUCTUKKN LLEHTPAJIbHOr 0 rnpoLeccopa.
o mem: MNamaThb.
o disk: [ncCK, XxpaHuauuie.
o net: CeTb.
o sys: Cuctema.
e metric: MeTpuKa A4J19 MOHUTOPUHTA (HMKe 00BACHAETCA, rAe MOXHO HanTK Hambosnee fOCTYMHbIe
MeTPUKWN).
e module_type: Tun Monyns Pandora FMS (Hanpumep: generic_data).
e name: HassaHue Mogyns.
e desc: OnucaHve Moayns.
e limits_warn: MNpepgenbl ons coctosiHuA MpeaynpexaeHuve.
e limits_crit: Mpepensl ong KpUTU4eckoro COCTOAHNS.

Bbl MOXeTe 03HaKOMUTLCA C Hanbonee AOCTYMHbIMU TEXHUKAMU 419 KaXXA0ro Tuna B pasaene
Performance kaxxaoro obbekTa. 3TOT BUA HaxoauTcsa BHYTpu vCenter 1 noka3biBaeT METPUKU
NPON3BOANTENLHOCTU, KOTOPbIE MOXKHO OTC/IeXMBATL C MOMOLLbIO n1arvHa. VMware®.
Hanpumep, Ha cnegytowem n3obpaxeHun nokasaH sug de Performance pns xocta ESX.
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Y7106bI YBUAETH MOJSIHBIA CAIMCOK BCEX MHCTPYMEHTOB B COOTBETCTBUM C UX TUMOM, HAXKMUTE Ha
KHonky Advanced, a 3aTeM Ha kHonky Char option. Bbl yBUAWTE CMMCOK CO BCEMW TUMAMU
WHCTPYMEHTOB 1 COOTBETCTBYIOLMMI UHCTPYMEHTAMI KaXaoro Tuna:
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pandorafms 46/110
EJ Customize Performance Chart El
1
j Saved Chart SEtﬁﬂgS: Default LI W  Alwavs load these set gs at startup
— Chart Options —Chart Type
' Line graph " Stacked graph " Stacked Graph (Per VM)
i || T I-time .
) £ Past day —Objects
=
e Past week Description it
E (5 Past month -
9 i E Past year 0 |_|
f £ Ccustom... 1
...... @ Datastore [l 132. 188.70.252 -
...... (® Disk ' i | »
------ (3) Management agent
""" ® Memory All | Mone
...... E} Metwork
------ (=) Power — Counters
""" g za:gz z:;pﬁr Description | Rollup | Units | Internal Name =
e i
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[ns KaXZoro Tuna MeTpuKy NosiBUTCA PAL CHETYUKOB, KOTOPbIE ABJIAIOTCS NepeMeHHbIMMY,

KOTOpble Mbl CMOXKEM OTCJIeXMBaTb C noMowbio Pandora FMS. Ing MOHUTOPWHIa nepeMeHHON
HaM Hy>eH ee Internal Name. Kpome Toro, Heobxoamnmo ybeanTbCs, 4TO yPOBEHb CTATUCTUKMN,
HaCcTpoeHHbIN B vCenter, No3BosiseT 0TobparkaTb NCKOMYIO NEPEMEHHYIO, CPABHUB €e C NojeM

Collection Level meTpuku.
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’@ Customize Performance Chart EI@
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Help oK | Cancel | Apply |

Hanpumep, ecnm Bam HY»>XHO NOCMOTPETb NUCMONb30BaHWE npoLeccopa xocta ESX, Mbl Hangem
nepeMeHHble Tuna cpu ana ESX n n3 goctynHeix Boibepem utilization. B KOHGUIypauMOHHbIA hann
(B jaHHOM cny4ae B pasfen ESX) HyxHO [o6aBUTb ClefyoLyo CTPOKY:

custom performance type = cpu; metric = utilization; module type = generic data;
name = CPU Utilization; desc = CPU Utilization for ESX; limits warn = 0 0;
limits crit = 0 0

MOHMTOPMHT HecKosbKUX LLeHTpoB O6paboTku JaHHbIX C MOMOLLbIO O4HOIO U TOrO )Ke areHTa

Ka)ablii MOAY/b M1arnHa, HaCTPOEHHbIN B AreHTe, KoHTpoaupyeT oauH LLOL, no3ToMy ecniu Bbl
XOTUTE KOHTPOIMPOBATh HECKO/IbKO LIOJ] C MOMOLLbIO 0AHOr0 1 TOro xe MporpamMMHoro AreHTa
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Pandora FMS, HeobxoanMO NpUHATL Clegytoline Mepsbl.

e Heobxopnmmo pobasutb module plugin ana kaxgoro LOM, koTopbin Heobxoammo
KOHTPOJIMPOBATb; Hanpumep:

module plugin /etc/pandora/plugins/vmware-plugin.pl
/etc/pandora/plugins/vmware-plugin-datacenterl.conf

module plugin /etc/pandora/plugins/vmware-plugin.pl
/etc/pandora/plugins/vmware-plugin-datacenter2.conf

* B kaxpom hanne KoHpurypaumm Heobxogmmo byneT nsmMeHnTb NnapameTpsl: lodfile, entities_list,
event_pointer file. KoHurypaumnoHHblie annbl 6yayT BeirnsgeTs cnegyowmm obpasom:

vmware-plugin-datacenterl.conf

logfile /tmp/vmware plugin datacenterl. log
entities list /tmp/vmware entities list datacenterl.txt
event pointer file /tmp/vmware events pointer datacenterl.txt

vmware-plugin-datacenter2.conf

logfile /tmp/vmware plugin datacenter2.log
entities list /tmp/vmware entities list datacenter2.txt
event pointer file /tmp/vmware events pointer datacenter2.txt

e Ecnin Bbl TakXXe XoTUTe caenatb KONuo cobblTUn, He06X0AMMO UMETH eLlle ABa MOLYNA n1aruHa C
COOTBETCTBYIOLLMMY KOHPUTYPaLMOHHBIMI (hanaMu U akTUBUPOBaThL ¢siar. event mode.
KoHgurypauma module_plugin 6yneT BeirnsfeTb ciegyowmm obpasom:

module plugin /etc/pandora/plugins/vmware-plugin.pl
/etc/pandora/plugins/vmware-plugin-datacenterl.conf
module plugin /etc/pandora/plugins/vmware-plugin.pl
/etc/pandora/plugins/vmware-plugin-datacenterl-events.conf
module plugin /etc/pandora/plugins/vmware-plugin.pl
/etc/pandora/plugins/vmware-plugin-datacenter2.conf
module plugin /etc/pandora/plugins/vmware-plugin.pl
/etc/pandora/plugins/vmware-plugin-datacenter2-events.conf

Paspenure Harpy3Ky no MOHMTOPUHIY MeXay HecKoabKumu cepsepamu Pandora FMS

[MapamMeTpbl KOHPUTYPaLMOHHOro hana naaruHa no3BONSIOT JIEFrKO pacnpefennTb Harpysky
MOHUTOPVHIA MeXay HeCKoNbKMMUK cepBepammu Pandora FMS. Bo3bMeM, K Npumepy, CiegyoLLyto
CTPYKTYpPY Cpelbl BUpTyanmsauuu:

DC
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I

| - Datastore 1
| - DataStore 2
|
I

=

T- mvl.
|- mvl.
|- mvl.3

N

| - ESX 2

|- mv2.1
|- mv2.
| -

N

mv2.3

OH nMmeeT aBa cepeepa Pandora FMS gna moHuTopuHra. MpocTbiM cnocobom pasgeneHns
Harpy3kn MOXeT BbiTb MOHUTOPVHI LLeHTPa AaHHbIX, XPaHUANLL AaHHbIX 1 ESX Ha nepBoM
cepBepe 1 BCeX BMPTYasibHbIX MaLUWH Ha BTOPOM cepBepe. KoHpUrypaumnoHHble anbl rniarnHa
byoyT cnenylwmmMun:

Cepsep 1:

Reject
all vm

Cepsep 2:

Reject

all datacenter
all datastore
all esx

Cepsep 1 cneouT 3a BCEM 3a UCKJIIOYEHNEM BUPTYasIbHbIX MaLumH, a Cepeep 2 TONbKO 3a
BMPTYaJibHbIMU MalUNHAMWU.

Opyrum cnocobom pacnpeneneHns Harpyskn MoXXeT ObiTb pa3faeneHne MOHUTOpPUHra no ESX;
nepsbin cepBep Pandora FMS byaeT oTcnexmnBaTb BCE, YTO CBA3aHO C NepBbiM cepBepoM ESX, a
BTOPOW - BCE, YTO CBSA3aHO CO BTOPbIM ESX. [1na 3TOro mel pasgenum ann entities list.txt
Ha ABa (hania u HaCTPOMM [iBa BbINOJIHEHWA rJ1arMHa B pa3HbiX areHTax. ®annbl

entities list.txt byayT Bbirnagets cnegyowmm obpasom:

Cepsep 1:

Datacenter
DC
Datastore
Datastore 1
ESX
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ESX 1
VM

mvl.1
mvl.2
mvl.3

CepBep 1 nponyckaeT BCe, YTO CBA3aHO CO BTOPOW rpynnov 06ekToB VMware, no3ToMYy OH
OTBEYAET 33 MOHUTOPUHT MOJI0BUHBI CPESbI.

Cepsep 2:

Datastore
DataStore 2
ESX

ESX 2

VM

mv2.1

mv2.2

mv2.3

CepBep 2 onyckaeT BCe, 4TO CBSA3aHO C rnepsowvi rpynnovi 0bbekToB VMware B nononHeHune k LOM,
NMOCKOJIbKY 3@ HUM cneguT cepsep 1.

KoHdurypaums otbpacbiBaeMbix 06bEKTOB 04eHb rMbKas U MO3BONSIET Pa3ae/inTb HarpysKy,
Ha3Ha4as onpeaeseHHoe KOJIMYeCTBO 06bEKTOB KaXK1oMy areHTy Pandora FMS.

MpumMepsbl hpannos KOHbUrypaumum

ApXI/IB CO BCEMU OeaKTUBMPOBaHHbIMK MOLOYNAMN

#These lines are comments

#Datacenter Modules
Datacenter

ping disabled
check443 disabled

#Datastore Modules
Datastore

capacity disabled
freeSpace disabled
overallocation disabled
freeSpaceBytes disabled

#ESX Modules

ESX

bootTime disabled
cpulInfo disabled
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memorySize disabled
overallCpuUsage disabled
overallMemoryUsage disabled
powerState disabled
sslThumbprint disabled
uptime disabled

vnicInfo disabled
hostAlive disabled
connectionState disabled
diskRead disabled
diskWrite disabled
diskReadlLatency disabled
diskWritelLatency disabled
netReceived disabled
netTransmitted disabled
netPkgRx disabled
netPkgTx disabled
cpuUsagePercent disabled
memoryUsagePercent disabled
netUsage disabled
diskRate disabled
maxDiskLatency disabled
haStatus disabled

#VM Modules

VM

bootTime disabled
connectionState disabled
consumedOverheadMemory disabled
cpuAllocation disabled
diskFree disabled
guestState disabled

host disabled

hostAlive disabled
hostMemoryUsage disabled
hostName disabled

ipAddress disabled
macAddress disabled
maxCpuUsage disabled
maxMemoryUsage disabled
memoryAllocation disabled
memoryOverhead disabled
overallCpuDemand disabled
overallCpuUsage disabled
powerState disabled
privateMemory disabled
sharedMemory disabled
toolsRunningStatus disabled
triggeredAlarmState disabled
virtualImagePath disabled
uptimeSeconds disabled
diskRead disabled


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

diskWrite disabled
diskReadLatency disabled
diskWritelLatency disabled
netReceived disabled
netTransmitted disabled
netPkgRx disabled
netPkgTx disabled
cpuUsagePercent disabled
memoryUsagePercent disabled
netUsage disabled
diskRate disabled
maxDiskLatency disabled
heartbeat disabled
cpuReady disabled
snapshotCounter disabled

Tabnuua cooTBETCTBUA KPAaTKUX UMEH

datacenter

NMonHoe Uma |KopoTkoe UMs

Ping ping
Check 443 port|check443

Datastores

NMonHoe UMs KopoTkoe Ums
Capacity capacity

Free Space freeSpace

Disk Overallocation|overallocation
Free Space Bytes |freeSpaceBytes

ESX

MonHoe UMs KopoTkoe Nmsa
Boot Time bootTime

CPU Info cpulnfo
Memory Size memorySize

Overall CPU Usage overallCpuUsage

Overall Memory Usage|overallMemoryUsage

Power State powerState

SSL Thumbprint ssIThumbprint
Uptime uptime

VNIC Info vniclnfo

Host Alive hostAlive
Connection State connectionState
Disk Read diskRead

Disk Write diskWrite
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MonHoe UMsa KopoTkoe Nmsa

Disk Read Latency diskReadLatency

Disk Write Latency diskWriteLatency

Data received netReceived

Data transmitted netTransmitted

Packages Received netPkgRx

Packages Transmitted |netPkgTx

CPU Usage cpuUsagePercent
Memory Usage memoryUsagePercent
Net Usage netUsage

Disk Rate diskRate

Max Disk Latency maxDiskLatency

HA Status haStatus

Sensor* systemHealthinfo

BupTyanbHble MalIVHbI

MonHoe Nms

KopoTkoe UMs

Boot Time

bootTime

Connection State

connectionState

Consumed Overhead Memory

consumedOverheadMemory

CPU Allocation

cpuAllocation

Disk Free diskFree

Guest State guestState

Host Info host

Host Alive hostAlive

Host Memory Usage hostMemoryUsage
Host Name hostName

IP Address ipAddress

MAC Address macAddress

Max CPU Usage maxCpuUsage
Max Memory Usage maxMemoryUsage
Memory Allocation memoryAllocation
Memory Overhead memoryOverhead

Overall CPU Demand

overallCpuDemand

Overall CPU Usage

overallCpuUsage

Power State powerState

Private Memory privateMemory
Shared Memory sharedMemory
Tools Running Status toolsRunningStatus
Trigger Alarm State triggeredAlarmState

Uptime Seconds

uptimeSeconds

Virtual Image Path

virtuallmagePath

Disk Read

diskRead

Disk Write

diskWrite

Disk Read Latency

diskReadLatency

Disk Write Latency

diskWriteLatency
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MonHoe Nms

KopoTkoe UmMs

Data received

netReceived

Data transmitted

netTransmitted

Packages Received

netPkgRx

Packages Transmitted

netPkgTx

CPU Usage cpuUsagePercent
Memory Usage memoryUsagePercent
Net Usage netUsage

Disk Rate

diskRate

Max Disk Latency

maxDiskLatency

HeartBeat heartbeat

CPU Ready cpuReady
Number Snapshots snapshotCounter
HA Status haStatus

Tabnuua cobbiTuit

STOT CNUCOK cobbITNN NpeaocTaBnseTcs ana obneryeHus
3a4a41 HAaCTPOMKM onoBeLleHnin 0 cobbiTnsax B Pandora
FMS. MNMonHbIN 1 akTyasbHbIA NepevyeHb BCEX BO3MOXKHbIX
COOLITUI MOXKHO HAaTW B AOKYMeHTauun VMware

54/110

{value}

Tun
CobbiTne CTeneHb TAXECTH cobbITHA Fpynna
An account was created on host {host.name} Informational System All
Account {account} was removed on host {host.name} Informational System All
An account was updated on host {host.name} Informational System All
The default password for the root user on the host {host.name} has not Informational System Al
been changed
Alarm '{alarm.name}' on {entity.name} triggered an action Informational System All
Created alarm '{alarm.name}' on {entity.name} Informational System All
Alarm '{alarm.name}' on {entity.name} sent email to {to} Informational System All
Alarm '{alarm.name}' on {entity.name} cannot send email to {to} Critical System All
Reconfigured alarm '{alarm.name}' on {entity.name} Informational System All
Removed alarm '{alarm.name}' on {entity.name} Informational System All
Alarm '{alarm.name}' on {entity.name} ran script {script} Informational System All
Alarm '{alarm.name}' on {entity.name} did not complete script: -
{reason.msg} Critical System All
Alarm '{alarm.name}': an SNMP trap for entity {entity.name} was sent Informational System All
Alarm '{alarm.name}' on entity {entity.name} did not send SNMP trap: -
{reason.msg} Critical System All
Alarm '{alarm.name}' on {entity.name} changed from
{from.@enum.ManagedEntity.Status} to Informational System All
{to.@enum.ManagedEntity.Status}
All running virtual machines are licensed Informational System All
User cannot logon since the user is already logged on Informational System All
Cannot login {userName}@{ipAddress} Critical System All
The operation performed on host {host.name} in {datacenter.name} was Informational System Al
canceled
Changed ownership of file name {filename} from {oldOwner} to .
{newOwner} on {host.name} in {datacenter.name}. Informational System Al
Cannot change ownership of file name {filename} from {owner} to -
{attemptedOwner} on {host.name} in {datacenter.name}. Critical System Al
Checked cluster for compliance Informational System All
Created cluster {computeResource.name} in {datacenter.name} Informational System All
Removed cluster {computeResource.name} in datacenter Informational System Al
{datacenter.name}
Insufficient calpaC|tyl in Fluster {computeResource.name} to satisfy Critical System Al
resource configuration in {datacenter.name}
Reconfigured cluster {computeResource.name} in datacenter )
{datacenter.name} Informational System All
Configuration status on cluster {computeResource.name} changed from
{oldStatus.@enum.ManagedEntity.Status} to Informational System All
{newStatus.@enum.ManagedEntity.Status} in {datacenter.name}
Created new custom field definition {name} Informational System All
Removed field definition {name} Informational System All
Renamed field definition from {name} to {newName} Informational System All
Changed custom field {name} on {entity.name} in {datacenter.name} to Informational System Al
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Tun

CobbiTne CreneHb TAXECTH CobbITHS Fpynna
Cannot complete customization of VM {vm.name}. See customization log Informational System Al
at {logLocation} on the guest OS for details. Y
An error occurred while setting up Linux identity. See log file -
'{logLocation}' on guest OS for details. Critical System All
An error occurred while setting up network properties of the guest OS. See| - ...
the log file {logLocation} in the guest OS for details. Critical System Al
Started customization of VM {vm.name}. Customization log located at Informational System Al
{logLocation} in the guest OS. Y
Customization of VM {vm.name} succeeded. Customization log located at .
. ) Informational System All
{logLocation} in the guest OS.
The version of Sysprep {sysprepVersion} provided for customizing VM
{vm.name} does not match the version of guest OS {systemVersion}. See|Critical System All
the log file {logLocation} in the guest OS for more information.
An error occurred while customizing VM {vm.name}. For details reference | - ...
the log file {logLocation} in the guest OS. Critical System Al
dvPort group {net.name} in {datacenter.name} was added to switch .
{dvs.name}. Informational System All
dvPort group {net.name} in {datacenter.name} was deleted. Informational System All
Informational System All
dvPort group {net.name} in {datacenter.name} was reconfigured. Informational System All
dvPort group {oldName} in {datacenter.name} was renamed to )
{newName} Informational System All
HA admission control disabled on cluster {computeResource.name} in .
{datacenter.name} Informational System All
HA admission control enabled on cluster {computeResource.name} in .
{datacenter.name} Informational System All
Re-established contact with a primary host in this HA cluster Informational System All
Unable to contact a primary HA agent in cluster .
{computeResource.name} in {datacenter.name} Critical System Al
All hosts in the HA cluster {computeResource.name} in
{datacenter.name} were isolated from the network. Check the network  |Critical System All
configuration for proper network redundancy in the management network.
HA disabled on cluster {computeResource.name} in {datacenter.name} |Informational System All
HA enabled on cluster {computeResource.name} in {datacenter.name} |Informational System All
A possible host failure has been detected by HA on {failedHost.name} in -
cluster {computeResource.name} in {datacenter.name} Critical System Al
Host {isolatedHost.name} has been isolated from cluster .
) Warning System All
{computeResource.name} in {datacenter.name}
Created datacenter {datacenter.name} in folder {parent.name} Informational System All
Renamed datacenter from {oldName} to {newName} Informational System All
Datastore {datastore.name} increased in capacity from {oldCapacity} .
bytes to {newCapacity} bytes in {datacenter.name} Informational System All
Removed unconfigured datastore {datastore.name} Informational System All
Discovered datastore {datastore.name} on {host.name} in Informational System Al
{datacenter.name}
Multiple datastores named {datastore} detected on host {host.name} in Critical System Al
{datacenter.name}
<internal> Informational System All
File or directory {sourceFile} copied from {sourceDatastore.name} to .
{datastore.name} as {targetFile} Informational System All
File or directory {targetFile} deleted from {datastore.name} Informational System All
File or directory {sourceFile} moved from {sourceDatastore.name} to .
{datastore.name} as {targetFile} Informational System Al
Reconfigured Storage 1/0 Control on datastore {datastore.name} Informational System All
Configured datastore principal {datastorePrincipal} on host {host.name} .
in {datacenter.name} Informational System All
Removed datastore {datastore.name} from {host.name} in .
{datacenter.name} Informational System All
Renamed datastore from {oldName} to {newName} in .
{datacenter.name} Informational System All
Renamed datastore from {oldName} to {newName} in Informational System Al
{datacenter.name}
Disabled DRS on cluster {computeResource.name} in datacenter .
{datacenter.name} Informational System All
Enabled DRS on {computeResource.name} with automation level .
{behavior} in {datacenter.name} Informational System Al
DRS put {host.name} into standby mode Informational System All
DRS is putting {host.name} into standby mode Informational System All
DRS cannot move {host.name} out of standby mode Critical System All
DRS moved {host.name} out of standby mode Informational System All
DRS is moving {host.name} out of standby mode Informational System All
DRS invocation not completed Critical System All
DRS has recovered from the failure Informational System All
Unable to apply DRS resource settings on host {host.name} in
{datacenter.name}. {reason.msg}. This can significantly reduce the Critical System All
effectiveness of DRS.
Resqurce cpnﬁguratlon slpecmcatlon rleFurns to synchronization from Informational System Al
previous failure on host '{host.name}' in {datacenter.name}
{vm.name} on {host.name} in {datacenter.name} is now compliant with .
DRS VM-Host affinity rules Informational System All
{vm.name} on {host.name} in {datacenter.name} is violating a DRS VM- .
Host affinity rule Informational System All
DRS migrated {vm.name} from {sgurceHost.name} to {host.name} in Informational System Al
cluster {computeResource.name} in {datacenter.name}
DRS powered On {vm.name} on {host.name} in {datacenter.name} Informational System All
Virtual machine {macAddress} on host {host.name} has a duplicate IP .
{duplicatelP} Informational System All
A vNetwork Distributed Switch {dvs.name} was created in .
Informational System All
{datacenter.name}.
vNetwork Distributed Switch {dvs.name} in {datacenter.name} was Informational System Al
deleted.
vNetwork Distributed Switch event Informational System All
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CobbiTne CreneHb TAXECTH CobbITHS Fpynna
The vNetwork Distributed Switch {dvs.name} configuration on the host Informational System Al
was synchronized with that of the vCenter Server. Y
The host {hostjoined.name} joined the vNetwork Distributed Switch .
{dvs.name} in {datacenter.name}. Informational System All
The host {hostLeft.name} left the vNetwork Distributed Switch .
{dvs.name} in {datacenter.name}. Informational System Al
The host {hostMember.name} changed status on the vNetwork Informational System Al
Distributed Switch {dvs.name} in {datacenter.name}. Y
The vNetwork Distributed Switch {dvs.name} configuration on the host Warnin System Al
differed from that of the vCenter Server. 9 4
vNetwork Distributed Switch {srcDvs.name} was merged into .
{dstDvs.name} in {datacenter.name}. Informational System Al
dvPort {portKey} was blocked in the vNetwork Distributed Switch .
{dvs.name} in {datacenter.name}. Informational System Al
The port {portKey} was connected in the vNetwork Distributed Switch )
{dvs.name} in {datacenter.name} Informational System All
New ports were created in the vNetwork Distributed Switch {dvs.name} in .
Informational System All

{datacenter.name}.
Deleted ports in the vNetwork Distributed Switch {dvs.name} in .
{datacenter.name}. Informational System All
The dvPort {portKey} was disconnected in the vNetwork Distributed .
Switch {dvs.name} in {datacenter.name}. Informational System Al
dvPort {portKey} entered passthrough mode in the vNetwork Distributed )
Switch {dvs.name} in {datacenter.name}. Informational System All
donrt {portKey} ex'|ted passthrough mode in the vNetwork Distributed Informational System Al
Switch {dvs.name} in {datacenter.name}.
dvPort {portkey} was moved into the dvPort group {portgroupName} in )
{datacenter.name}. Informational System All
dvPort {portKey} was moved out of the dvPort group {portgroupName} in )
{datacenter.name}. Informational System All
The port {portKey} link was down in the vNetwork Distributed Switch Informational System Al
{dvs.name} in {datacenter.name}
The port {portKey} link was up in the vNetwork Distributed Switch Informational System Al
{dvs.name} in {datacenter.name}
Reconfigured ports in the vNetwork Distributed Switch {dvs.name} in .
{datacenter.name}. Informational System All
dvPort {portKey} was unblocked in the vNetwork Distributed Switch .
{dvs.name} in {datacenter.name}. Informational System Al
The vNetwork Distributed Switch {dvs.name} in {datacenter.name} was Informational System Al
reconfigured.
The vNetwork Distributed Switch {oldName} in {datacenter.name} was Informational System Al
renamed to {newName}.
An upgrade for the vNetwork Distributed Switch {dvs.name} in datacenter .
{datacenter.name} is available. Informational System Al
An upgrade for the vNetwork Distributed Switch {dvs.name} in datacenter .
{datacenter.name} is in progress. Informational System Al
Cannot complete an upgrade for the vNetwork Distributed Switch )

. Informational System All
{dvs.name} in datacenter {datacenter.name}
vNetwork Distributed Switch {dvs.name} in datacenter )
{datacenter.name} was upgraded. Informational System All
Host {host.name} in {datacenter.name} has entered maintenance mode |Informational System All
The host {host.name} is in standby mode Informational System All
Host {host.name} in {datacenter.name} has started to enter )
maintenance mode Informational System All
The host {host.name} is entering standby mode Informational System All
{message} Critical System All
Host {host.name} in {datacenter.name} has exited maintenance mode |Informational System All
The host {host.name} could not exit standby mode Critical System All
The host {host.name} is no longer in standby mode Informational System All
The host {host.name} is exiting standby mode Informational System All
Sufficient resources are available to satisfy HA failover level in cluster .
{computeResource.name} in {datacenter.name} Informational System Al
General event: {message} Informational System All
Error detected on {host.name} in {datacenter.name}: {message} Critical System All
Issue detected on {host.name} in {datacenter.name}: {message} Informational System All
Issue detected on {host.name} in {datacenter.name}: {message} Warning System All
User logged event: {message} Informational System All
Error detected for {vm.name} on {host.name} in {datacenter.name}: Critical System Al
{message}
Issue detected for {vm.name} on {host.name} in {datacenter.name}: .
{message} Informational System All
Issue detected for {vm.name} on {host.name} in {datacenter.name}: Warning System Al
{message}
The vNetwork Distributed Switch corresponding to the proxy switches
{switchUuid} on the host {host.name} does not exist in vCenter Server or |Informational System All
does not contain this host.
A ghost proxy switch {switchUuid} on the host {host.name} was resolved. |Informational System All
The message changed: {message} Informational System All
{componentName} status changed from {oldStatus} to {newStatus} Informational System All
Cannot add host {hostname} to datacenter {datacenter.name} Critical System All
Added host {host.name} to datacenter {datacenter.name} Informational System All
Administrator access to the host {host.name} is disabled Warning System All
Administrator access to the host {host.name} has been restored Warning System All
Cannot connect {host.name} in {datacenter.name}: cannot configure Critical System Al
management account
Cannot connect {host.name} in {datacenter.name}: already managed by |- ...
{serverName} Critical System All
Cannot connect host {host.name} in {datacenter.name} : server agentis |~ ...
not responding Critical System All
Cannot connect {host.name} in {datacenter.name}: incorrect user name -
or password Critical System All
Cannot connect {host.name} in {datacenter.name}: incompatible version |Critical System All
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Cannot connect host {host.qame} in {datacenter.name}. Did not install or Critical System Al
upgrade vCenter agent service.
ﬁg:tnot connect {host.name} in {datacenter.name}: error connecting to Critical System Al
Cannot connect {host.name} in {datacenter.name}: network error Critical System All
'Cannqt'connelct. host {host.name} in {datacenter.name}: account has Critical System Al
insufficient privileges
Cannot connect host {host.name} in {datacenter.name} Critical System All
IC.annot connect {host.name} in {datacenter.name}: not enough CPU Critical System Al
icenses
Cannot connect {host.name} in {datacenter.name}: incorrect host name |Critical System All
Cannot connect {host.name} in {datacenter.name}: time-out waiting for -
host response Critical System All
Host {host.name} checked for compliance. Informational System All
Host {host.name} is in compliance with the attached profile Informational System All
Host configuration changes applied. Informational System All
Connected to {host.name} in {datacenter.name} Informational System All
Host {host.name} in {datacenter.name} is not responding Critical System All
gtvaF;?JrSt connected to host {host.name} in {datacenter.name} changed Informational System Al
HA agent disabled on {host.name} in cluster {computeResource.name} in .
{datacenter.name} Informational System All
HA is being disabled on {host.name} in cluster {computeResource.name} .
in datacenter {datacenter.name} Informational System Al
HA agent enabled on {host.name} in cluster {computeResource.name} in .
{datacenter.name} Informational System All
!Enabllng HA agent on {host.name} in cluster {computeResource.name} Warning System Al
in {datacenter.name}
HA agent on {host.name} in cluster {computeResource.name} in
{datacenter.name} has an error {message}: Critical System All
{reason.@enum.HostDasErrorEvent.HostDasErrorReason}
HA agent on host {host.name} in cluster {computeResource.name} in )
{datacenter.name} is configured correctly Informational System Al
Disconnected from {host.name} in {datacenter.name}. Reason: .
{reason.@enum.HostDisconnectedEvent.ReasonCode} Informational System Al
Cannot restore some administrator permissions to the host {host.name} |Critical System All
Host {host.name} has the following extra networks not used by other
hosts for HA communication:{ips}. Consider using HA advanced option Critical System All
das.allowNetwork to control network usage
Cannot complete command 'hostname -s' on host {host.name} or -
returned incorrect name format Critical System Al
Maximum ({capacity}) number of hosts allowed for this edition of vCenter | . ...
Server has been reached Critical System Al
The virtual machine inventory file on host {host.name} is damaged or Informational System Al
unreadable.
IP address of the host {host.name} changed from {oldIP} to {newIP} Informational System All
Configuration of host IP address is inconsistent on host {host.name}: -
address resolved to {ipAddress} and {ipAddress2} Critical System Al
Cannot resolve IP address to short name on host {host.name} Critical System All
Host {host.name} could not reach isolation address: {isolationlp} Critical System All
A host license for {host.name} has expired Critical System All
Host {host.name} does not have the following networks used by other
hosts for HA communication:{ips}. Consider using HA advanced option Critical System All
das.allowNetwork to control network usage
Host monitoring state in {computeResource.name} in {datacenter.name} )
changed to {state.@enum.DasConfiginfo.ServiceState} Informational System All
Host {host.name} currently has no available networks for HA -
Communication. The following networks are currently used by HA: {ips} Critical System Al
Host {host.name} has no port groups enabled for HA communication. Critical System All
Host {host.name} currently has no management network redundancy Critical System All
Host {host.name} is not in compliance with the attached profile Critical System All
Host {host.name} is not a cluster member in {datacenter.name} Critical System All
Insufficient capacity in host {computeResource.name} to satisfy resource | ...
configuration in {datacenter.name} Critical System Al
Primary agent {primaryAgent} was not specified as a short name to host Critical System Al
{host.name}
Profile is applied on the host {host.name} Informational System All
Cannot reconnect to {host.name} in {datacenter.name} Critical System All
Removed host {host.name} in {datacenter.name} Informational System All
Host names {shortName} and {shortName2} both resolved to the same IP| - ...
address. Check the host's network configuration and DNS entries Critical System Al
Cannot resolve short name {shortName} to IP address on host -
{host.name} Critical System All
Shut down of {host.name} in {datacenter.name}: {reason} Informational System All
Configuration status on host {computeResource.name} changed from
{oldStatus.@enum.ManagedEntity.Status} to Informational System All
{newStatus.@enum.ManagedEntity.Status} in {datacenter.name}
Cannot synchronize host {host.name}. {reason.msg} Critical System All
Cannot install or upgrade vCenter agent service on {host.name} in Critical System Al
{datacenter.name}
The userworld swap is not enabled on the host {host.name} Warning System All
Host {host.name} vNIC {vnic.vnic} was reconfigured to use dvPort
{vnic.port.portKey} with port level configuration, which might be different |Informational System All
from the dvPort group.
WWNs are changed for {host.name} Warning System All
wv?”\\‘/\IWN ({wwn}) of {host.name} conflicts with the currently registered Critical System Al
Host {host.name} did not provide the information needed to acquire the .
correct set of licenses Critical System All
{message} Informational System All
Insufficient resources to satisfy HA failover level on cluster Critical System Al

{computeResource.name} in {datacenter.name}



https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

pandorafms 58/110
CobbiTne CreneHb TAXeECTH Tun Fpynna
cobbiTHA

The license edition '{feature}' is invalid Critical System All
License {feature.featureName} has expired Critical System All
License inventory is not compliant. Licenses are overused Critical System All
Qnable to acquire licenses due to a restriction in the option file on the Critical System Al
license server.
License server {licenseServer} is available Informational System All
License server {licenseServer} is unavailable Critical System All
Created local datastore {datastore.name} on {host.name} in .
{datacenter.name} Informational System All
The Local Tech Support Mode for the host {host.name} has been enabled |Informational System All
eD:itsatstore {datastore} which is configured to back the locker does not Warning System Al
Locker was reconfigured from {oldDatastore} to {newDatastore} .
datastore Informational System All
Unable to migrate {vm.name} from {host.name} in {datacenter.name}: -
{fault.msg} Critical System All
Unable to migrate {.vm.name} from {host.name} to {dstHost.name} in Critical System Al
{datacenter.name}: {fault.msg}
Migration of {vm.name} from {host.name} to {dstHost.name} in .
{datacenter.name}: {fault.msg} Warning System Al
Cannot migrate {vm.name} from {host.name} to {dstHost.name} and -
resource pool {dstPool.name} in {datacenter.name}: {fault. msg} Critical System Al
Migration of {vm.name} from {host.name} to {dstHost.name} and .
resource pool {dstPool.name} in {datacenter.name}: {fault. msg} Warning System Al
Migration of {vm.name} from {host.name} in {datacenter.name}: Warning System Al
{fault. msg}
Created NAS datastore {datastore.name} on {host.name} in .
{datacenter.name} Informational System All
Cannot login user {userName}@{ipAddress}: no permission Critical System All
No datastores have been configured on the host {host.name} Informational System All
A required license {feature.featureName} is not reserved Critical System All
Unable to automatically migrate {vm.name} from {host.name} Informational System All
Non-VI workload detected on datastore {datastore.name} Critical System All
Not enough resources to falllover {vm.name} in Informational System Al
{computeResource.name} in {datacenter.name}
The vNetwork Distributed Switch configuration on some hosts differed .
from that of the vCenter Server. Warning System Al
Permission created for {principal} on {entity.name}, role is {role.name}, )
propagation is {propagate.@enum.auth.Permission.propagate} Informational System Al
Permission rule removed for {principal} on {entity.name} Informational System All
Permlsspn changed for {principal} on {entltyl.na'me}, role is {role.name}, Informational System Al
propagation is {propagate.@enum.auth.Permission.propagate}
Profile {profile.name} attached. Informational System All
Profile {profile.name} was changed. Informational System All
Profile is created. Informational System All
Profile {profile.name} detached. Informational System All
Profile {profile.name} reference host changed. Informational System All
Profile was removed. Informational System All
Remote Tech Support Mode (SSH) for the host {host.name} has been Informational System Al
enabled
Created resource pool {resourcePool.name} in compute-resource .
{computeResource.name} in {datacenter.name} Informational System Al
Removed resource pool {resourcePool.name} on .
{computeResource.name} in {datacenter.name} Informational System Al
Moved resource pool {resourcePool.name} from {oldParent.name} to .

. Informational System All
{newParent.name} on {computeResource.name} in {datacenter.name}
Updated configuration for {resourcePooI.name} in compute-resource Informational System Al
{computeResource.name} in {datacenter.name}
Resource usage exceeds configuration for resource pool
{resourcePool.name} in compute-resource {computeResource.name} in |Critical System All
{datacenter.name}
New role {role.name} created Informational System All
Role {role.name} removed Informational System All
Modifed role {role.name} Informational System All
Task {scheduledTask.name} on {entity.name} in {datacenter.name} Informational System Al
completed successfully
Created task {scheduledTask.name} on {entity.name} in Informational System Al
{datacenter.name}
Task {scheduledTask.name} on {entity.name} in {datacenter.name} sent .
email to {to} Informational System All
Task {scheduledTask.name} on {entity.name} in {datacenter.name} .
cannot send email to {to}: {reason.msg} Critical System Al
Task {scheduledTask:name} on {entity.name} in {datacenter.name} Critical System Al
cannot be completed: {reason.msg}
Reconfigured task {scheduledTask.name} on {entity.name} in Informational System Al
{datacenter.name}
Removed task {scheduledTask.name} on {entity.name} in .
{datacenter.name} Informational System All
Running task {scheduledTask.name} on {entity.name} in .
{datacenter.name} Informational System All
A vCenter Server license has expired Critical System All
vCenter started Informational System All
A session for user '{terminatedUsername}' has stopped Informational System All
Task: {info.descriptionld} Informational System All
Task: {info.descriptionld} time-out Informational System All
Upgrading template {legacyTemplate} Informational System All
Cannot upgrade template {legacyTemplate} due to: {reason.msg} Informational System All
Template {legacyTemplate} upgrade completed Informational System All
The operation performed on {host.name} in {datacenter.name} timed out|/Warning System All
There are {unlicensed} unlicensed virtual machines on host {host} - there Informational System Al

are only {available} licenses available
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{unlicensed} unlicensed virtual machines found on host {host} Informational System All
The agent on host {host.name} is updated and will soon restart Informational System All
User {userLogin} was added to group {group} Informational System All
User {userName}@{ipAddress} logged in Informational System All
User {userName} logged out Informational System All
Password was changed for account {userLogin} on host {host.name} Informational System All
User {userLogin} removed from group {group} Informational System All
{message} Informational System All
%(rjea?;ecir:iglfiad;tea}store {datastore.name} on {host.name} in Informational System Al
Expanded VMFS datastore {datastore.name} on {host.name} in Informational System Al
{datacenter.name}
Extended VMFS datastore {datastore.name} on {host.name} in Informational System Al
{datacenter.name}
A vMotion license for {host.name} has expired Critical System All
reason.@enum faultAgortinsalfaled Reason) e |critca System Al
vCenter agent has been uninstalled from {host.name} in Informational System Al
{datacenter.name}
rensan-Genum faulAgertinstalFaled Restony o) erticl System A
vCenter agent has been upgraded on {host.name} in {datacenter.name} |Informational System All
VIM account password was changed on host {host.name} Informational System All
E:;o(t);;gg;ole to {vm.name} on {host.name} in {datacenter.name} has Informational System Al
A ticket for {vm.name} of type {ti(;ketType} on {host.name} in Informational System Al
{datacenter.name} has been acquired
Renamed o {oldame to tnewtiame oo ey informationa System Al
loning {vm.nam n host {host.name} in tacenter.name} t .
Coesthames on host (destostnamer o P informationa System |l
e e eon e ) 1 Geacerter1ame) ©ymatona
Creating {vm.name} on host {host.name} in {datacenter.name} Informational System All
Deploying {vm.nam n host {host.name} in tacenter.name} from )
teerTr1J;)OIZteg{§rcTer$1plgt}ef)namoes} {hostname} in {datacenter.name} fro Informational System All
I}Aég;:téggtéxr:éﬁen;e} from {host.name} to {destHost.name} in Informational System Al
Relocating {vm.name} from {host.name} to {destHost.name} in Informational System Al
{datacenter.name}
Relocating {vm.name} in {datacenter.name} from {host.name} to Informational System Al
{destHost.name}
Cannot clone {vm.name}: {reason.msg} Critical System All
Clone of {sourceVm.name} completed Informational System All
E:::gtugaetlfzz:ée for {vm.name} on {host.name} in {datacenter.name} Informational System Al
Virtual machine {vm.name} is connected Informational System All
Created virtual machine {vm.name} on {host.name} in Informational System Al
{datacenter.name}
{oatacenter name) changed siatus o " Informational System Al
{vm.name} on {host.name} in cluster {computeResource.name} in
{datacenter.name} reset by HA. Reason: Informational System All
{reason.@enum.VmDasBeingResetEvent.ReasonCode}
{vm.name} on {host.name} in cluster {computeResource.name} in
%?:agggshéeerﬁzamn.‘\?%rDeaS:EEekmg’:gstlEa\/Sg:f.ReasonCode}. A screenshot is Informational System Al
saved at {screenshotFilePath}.
CeomputeResoLrce name) i datacenter ramer Warning System |l
Unable to update HA agents given the state of {vm.name} Critical System All
HA aqents have been updated with the current state of the virtual Informational System Al
machine
Elesefr??gl‘leecélrl])gacalll hosts as the date of virtual machine {vm.name} has Critical System Al
Cannot deploy template: {reason.msg} Critical System All
Template {srcTemplate.name} deployed on host {host.name} Informational System All
{vm.name} on host {host.name} in {datacenter.name} is disconnected |Informational System All
Discovered {vm.name} on {host.name} in {datacenter.name} Informational System All
Cannot create virtual disk {disk} Critical System All
Migrating {vm.name} off host {host.name} in {datacenter.name} Informational System All
End a recording session on {vm.name} Informational System All
End a replay session on {vm.name} Informational System All
({ngpaoctemgrr;taeré:?.name} from {host.name} to {destHost.name} in Critical System Al
e gy " ("o7eme)
Cannot complete relayout for virtual machine {vm.name} which has disks Critical System Al
on a VMFS2 volume.
e o MR i B O
({:ra:anscétn;.);vsvg; Off {vm.name} on {host.name} in {datacenter.name}: Critical System Al
%?:ansztn?;vsvge; On {vm.name} on {host.name} in {datacenter.name}. Critical System Al
Cannot reboot the guest OS for {vm.name} on {host.name} in Critical System Al
{datacenter.name}. {reason.msg}
Cannot suspend {vm.name} on {host.name} in {datacenter.name}: Critical System Al
{reason.msg}
{vm.name} cannot shut down the guest OS on {host.name} in Critical System Al

{datacenter.name}: {reason.msg}



https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

pandorafms 60/110

CobbiTne CreneHb TAXeECTH Tun Fpynna
cobbiTHA

{vm.name} cannot standby the guest OS on {host.name} in Critical System Al
{datacenter.name}: {reason.msg}
Cannot suspend {vm.name} on {host.name} in {datacenter.name}: -
{reason.msg} Critical System All
vCenter cannot update the Secondary VM {vm.name} configuration Critical System All
Failover unsuccessful for {vm.name} on {host.name} in cluster Warnin System Al
{computeResource.name} in {datacenter.name}. Reason: {reason.msg} 9 Y
Fault Tolerance state on {vm.name} changed from
{oldState.@enum.VirtualMachine.FaultToleranceState} to Informational System All
{newState.@enum.VirtualMachine.FaultToleranceState}
Fault Tolerance protection has been turned off for {vm.name} Informational System All
The Fault Tolerance VM ({vm.name}) has been terminated. Informational System Al
{reason.@enum.VmFaultToleranceVmTerminatedEvent.TerminateReason} Y
Guest OS reboot for {vm.name} on {host.name} in {datacenter.name} |Informational System All
Guest OS shut down for {vm.name} on {host.name} in .
{datacenter.name} Informational System All
Guest OS standby for {vm.name} on {host.name} in {datacenter.name} |Informational System All
VM monitoring state in {computeResource.name} in {datacenter.name} .
changed to {state.@enum.DasConfiginfo.VmMonitoringState} Informational System All
Assign a new instance UUID ({instanceUuid}) to {vm.name} Informational System All
The instance UUID of {vm.name} has been changed from Informational System Al
({oldInstanceUuid}) to ({newlInstanceUuid}) Y
The instance UUID ({instanceUuid}) of {vm.name} conflicts with the -
instance UUID assigned to {conflictedVm.name} Critical System All
New MAC address ({mac}) assigned to adapter {adapter} for {vm.name} |Informational System All
Changed MAC address from {oldMac} to {newMac} for adapter {adapter} Warning System Al
for {vm.name}
The MAC address ({mac}) of {vm.name} conflicts with MAC assigned to Critical System Al
{conflictedVm.name}
Reached maximum Secondary VM (with FT turned On) restart count for
{vm.name} on {host.name} in cluster {computeResource.name} in Warning System All
{datacenter.name}.
Reached maximum VM restart count for {vm.name} on {host.name} in .
cluster {computeResource.name} in {datacenter.name}. Warning System Al
Error message on {vm.name} on {host.name} in {datacenter.name}: -
{message} Critical System All
Message on {vm.name} on {host.name} in {datacenter.name}: Informational System Al
{message}
Warning message on {vm.name} on {host.name} in {datacenter.name}: Warning System Al
{message}
Migration of virtual machine {vm.name} from {sourceHost.name} to .
{host.name} completed Informational System All
No compatible host for the Secondary VM {vm.name} Critical System All
Not all networks for {vm.name} are accessible by {destHost.name} Warning System All
{vm.name} does not exist on {host.name} in {datacenter.name} Warning System All
{vm.name} was powered Off on thg isolated host {isolatedHost.name} in Informational System Al
cluster {computeResource.name} in {datacenter.name}
{vm.name} on {host.name} in {datacenter.name} is powered off Informational System All
{vm.name} on {host.name} in {datacenter.name} is powered on Informational System All
Virtual machine {vm.name} powered On with vNICs connected to dvPorts
that have a port level configuration, which might be different from the Informational System All
dvPort group configuration.
VM ({vm.name}) failed over to {host.name}. -
{reason.@enum.VirtualMachine.NeedSecondaryReason} Critical System Al
Reconfigured {vm.name} on {host.name} in {datacenter.name} Informational System All
Registered {vm.name} on {host.name} in {datacenter.name} Informational System All
Relayout of {vm.name} on {host.name} in {datacenter.name} completed |Informational System All
{vm.name} on {host.name} in {datacenter.name} is in the correct format| Informational System Al
and relayout is not necessary
{vm.name} on {host.name} reloaded from new configuration .
{configPath}. Informational System All
{vm.name} on {host.name} could not be reloaded from {configPath}. Critical System All
Cannot relocate virtual machine '{vm.name}' in {datacenter.name} Critical System All
Completed the relocation of the virtual machine Informational System All
Remote console connected to {vm.name} on host {host.name} Informational System All
Remote console disconnected from {vm.name} on host {host.name} Informational System All
Removed {vm.name} on {host.name} from {datacenter.name} Informational System All
Renamed {vm.name} from {oldName} to {newName} in .
{datacenter.name} Warning System Al
{vm.name} on {host.name} in {datacenter.name} is reset Informational System All
Moved {vm.name} from resource pool {oldParent.name} to Informational System Al
{newParent.name} in {datacenter.name}
Changed resource allocation for {vm.name} Informational System All
Virtual machine {vm.name} was restarted on {host.name} since .
{sourceHost.name} failed Informational System All
{vm.name} on {host.name} in {datacenter.name} is resumed Informational System All
A Secondary VM has been added for {vm.name} Informational System All
vCenter disabled Fault Tolerance on VM '{vm.name}' because the Critical System Al
Secondary VM could not be powered On. 4
Disabled Secondary VM for {vm.name} Informational System All
Enabled Secondary VM for {vm.name} Informational System All
Started Secondary VM for {vm.name} Informational System All
{vm.name} was shut down on the isolated host {isolatedHost.name} in
cluster {computeResource.name} in {datacenter.name}: Informational System All
{shutdownResult.@enum.VmShutdownOnlsolationEvent.Operation}
Start a recording session on {vm.name} Informational System All
Start a replay session on {vm.name} Informational System All
{vm.name} on host {host.name} in {datacenter.name} is starting Informational System All
Starting Secondary VM for {vm.name} Informational System All
The static MAC address ({mac}) of {vm.name} conflicts with MAC Critical System Al

assigned to {conflictedVm.name}
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{vm.name} on {host.name} in {datacenter.name} is stopping Informational System All
{vm.name} on {host.name} in {datacenter.name} is suspended Informational System All
{vm.name} on {host.name} in {datacenter.name} is being suspended Informational System All
Starting the Secondary VM {vm.name} timed out within {timeout} ms Critical System All
Unsupported guest OS {guestld} for {vm.name} on {host.name} in Warning System Al
{datacenter.name}
Virtual hardware upgraded to version {version} Informational System All
Cannot upgrade virtual hardware Critical System All
Upglfadmg wrFuaI hardware on {vm.name} in {datacenter.name} to Informational System Al
version {version}
Assigned new BIOS UUID ({uuid}) to {vm.name} on {host.name} in Informational System Al
{datacenter.name}
Changed BIOS UUID from {oldUuid} to {newUuid} for {vm.name} on .
{host.name} in {datacenter.name} Warning System Al
BIOS Ip ({uuid}) of {vm.name} conflicts with that of Critical System Al
{conflictedVm.name}
New WWNs assigned to {vm.name} Informational System All
WWNs are changed for {vm.name} Warning System All
The WWN ({wwn}) of {vm.name} conflicts with the currently registered Critical System Al
WWN
{message} Warning System All
Booting from iSCSI failed with an error. See the VMware Knowledge Base Warnin System Al
for information on configuring iBFT networking. 9 4
com.vmware.license.AddLicenseEvent License {licenseKey} added to VirtualCenter Informational|System |All
com.vmware.license.AssignLicenseEvent License {licenseKey} assigned to asset {entityName} with id {entityld} Informational|System |All
. . Failed to download license information from the host {hostname} due to .
com.vmware.license.DLFDownloadFailedEvent {errorReason.@enum.com.vmware.license.DLFDownloadFailedEvent.DLFDownloadFailedReason} Warning System |All
com.vmware.license.LicenseAssignFailedEvent License assignment on the host fails. Beasonsi . Informational|System |All
{errorMessage.@enum.com.vmware.license.LicenseAssignError}.
. ) ) Your host license will expire in {remainingDays} days. The host will be disconnected from VC .
com.vmware.license.LicenseExpiryEvent when its license expires. Warning System |All
. . Current license usage ({currentUsage} {costUnitText}) for {edition} exceeded the user-defined .
com.vmware.license.LicenseUserThresholdExceededEvent threshold ({threshold} {costUnitText}) Warning System |All
com.vmware.license.RemoveLicenseEvent License {licenseKey} removed from VirtualCenter Informational|System |All
com.vmware.license.UnassignLicenseEvent License unassigned from asset {entityName} with id {entityld} Informational|System |All
com.vmware.vc.HA.ClusterFailoverActionCompletedEvent Iggactgrc'r:ep:]lteetfgaargzl;over action in cluster {computeResource.name} in datacenter Informational|System |All
com.vmware.vc.HA.ClusterFailoverActioninitiatedEvent ??altr:éf:ta:ran;?rljz\]{er action in cluster {computeResource.name} in datacenter Warning System |(All
com.vmware.vc.HA.DasAgentRunningEvent ?;\a‘txagce;r:tzrr] ::riteghigsrtﬁirirr]\eg} in cluster {computeResource.name} in datacenter Informational|System |All
com.vmware.vc.HA.DasFailoverHostFailedEvent :Ia/;gznover host {host.name} in cluster {computeResource.name} in {datacenter.name} has Critical System Al
com.vmware.vc.HA.DasHostCompleteDatastoreFailureEvent ?gastgac':ndt:rart]?:g}es failed on the host {hostName} in cluster {computeResource.name} in Critical System |(All
com.vmware.vc.HA.DasHostCompleteNetworkFailureEvent ?gixhaﬂcgﬁ?g:;zsrgzged on the host {hostName} in cluster {computeResource.name} in Critical System |(All
: A possible host failure has been detected by HA on host {host.name} in cluster -
com.vmware.vc.HA.DasHostFailedEvent {computeResource.name} in datacenter {datacenter.name} Critical System |All
com.vmware.vc.HA.DasHostMonitoringDisabledEvent ??;ﬁ]ﬁﬂ?é&igtﬂi?g%vg m”}g;tcaucrewt]gl I:g;fel\;omtormg is enabled in cluster Warning System |(All
com.vmware.vc.HA.DasTotalClusterFailureEvent Ig?a;(;(éz\rlsgfdn;rrzz}a total cluster failure in cluster {computeResource.name} in datacenter Warning System Al
com.vmware.vc.HA.HostDasAgentHealthyEvent ?ﬁaﬁgfgr:tgp ::rﬁeghizsrt\gaalai} in cluster {computeResource.name} in datacenter Informational|System |All
HA agent on {host.name} in cluster {computeResource.name} in {datacenter.name} has an -
com.vmware.ve.HA.HostDasErrorEvent error: {reason.@enum.HostDasErrorEvent.HostDasErrorReason} Critical System |Al
com.vmware.vc.VCHealthStateChangedEvent vCenter Service overall health changed from '{oldState}' to '{newState}' Informational|System |All
com.vmware.vc.cim.CIMGroupHealthStateChanged Health of [data.group] changed from [data.oldState] to [data.newState]. Informational|System |All
com.vmware.vc.datastore.UpdateVmFilesFailedEvent Failed to update VM files on datastore {ds.name} using host {hostName} Critical System |(All
com.vmware.vc.datastore.UpdatedVmFilesEvent Updated VM files on datastore {ds.name} using host {hostName} Informational|System |All
com.vmware.vc.datastore.UpdatingVmFilesEvent Updating VM files on datastore {ds.name} using host {hostName} Informational|System |All
. VMware HA has been disabled in cluster {computeResource.name} of datacenter .
com.vmware.vc.ft.VmAffectedByDasDisabledEvent {datacenter.name}. HA will not restart VM {vm.name} or its Secondary VM after a failure. Warning System |All
com.vmware.vc.npt.VmAdapterEnteredPassthroughEvent Iilﬁ(t)\gvto:;r;;aes}sti:r?;lg:alcsezglrvﬁaomn:}dapter {deviceLabel} of virtual machine {vm.name} on host Informational|System |All
. Network passthrough is inactive on adapter {deviceLabel} of virtual machine {vm.name} on .
com.vmware.vc.npt.VmAdapterExitedPassthroughEvent host {host.name} in {datacenter.name} Informational|System |All
HA VM Component Protection protects virtual machine {vm.name} on {host.name} in cluster
com.vmware.vc.vcp.FtDisabledVmTreatAsNonFtEvent {computeResource.name} in datacenter {datacenter.name} as non-FT virtual machine because |Informational/System |All
the FT state is disabled
. FT Primary VM {vm.name} on host {host.name} in cluster {computeResource.name} in .
com.vmware.vc.vcp.FtFailoverEvent datacenter {datacenter.name} is going to fail over to Secondary VM due to component failure Informational|System |Al
com.vmware.vc.vcp. FtFailoverFailedEvent FT virtual machine {vm.name} on host {hqst.name} in cluster {computeResource.name} in Critical System Al
datacenter {datacenter.name} failed to failover to secondary
HA VM Component Protection is restarting FT secondary virtual machine {vm.name} on host
com.vmware.vc.vcp.FtSecondaryRestartEvent {host.name} in cluster {computeResource.name} in datacenter {datacenter.name} due to Informational|System |All
component failure
. FT Secondary VM {vm.name} on host {host.name} in cluster {computeResource.name} in -
com.vmware.vc.vcp.FtSecondaryRestartFailedEvent datacenter {datacenter.name} failed to restart Critical System |All
HA VM Component Protection protects virtual machine {vm.name} on host {host.name} in
com.vmware.vc.vcp.NeedSecondaryFtVmTreatAsNonFtEvent cluster {computeResource.name} in datacenter {datacenter.name} as non-FT virtual machine |Informational|System |All
because it has been in the needSecondary state too long
VM Component Protection test ends on host {host.name} in cluster {computeResource.name} in .
com.vmware.vc.vcp.TestEndEvent datacenter {datacenter.name} Informational|System |All
com.vmware.vc.vep. TestStartEvent YM Component Protection test starts on host {host.name} in cluster {computeResource.name} Informational|System [Al
in datacenter {datacenter.name}
HA VM Component Protection did not take action on virtual machine {vm.name} on host
com.vmware.vc.vcp.VcpNoActionEvent {host.name} in cluster {computeResource.name} in datacenter {datacenter.name} due to the |Informational/System |All
feature configuration setting
com.vmware.vc.vep.VmDatastoreFailedEvent Virtual machine {vm.name} on host {host.name} in cluster {computeResource.name} in Critical System Al
datacenter {datacenter.name} lost access to {datastore}
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com.vmware.vc.vcp.VmNetworkFailedEvent Virtual machine {vm.name} on host {host.name} in cluster {computeResource.name} in Critical System Al
datacenter {datacenter.name} lost access to {network}
HA VM Component Protection could not power off virtual machine {vm.name} on host
com.vmware.vc.vcp.VmPowerOffHangEvent {host.name} in cluster {computeResource.name} in datacenter {datacenter.name} successfully |Critical System |(All
after trying {numTimes} times and will keep trying
HA VM Component Protection is restarting virtual machine {vm.name} due to component failure .
com.vmware.vc.vcp.VmRestartEvent on host {host.name} in cluster {computeResource.name} in datacenter {datacenter.name} Informational|System Al
. Virtual machine {vm.name} affected by component failure on host {host.name} in cluster .
com.vmware.vc.vcp.VmRestartFailedEvent {computeResource.name} in datacenter {datacenter.name} failed to restart Critical System |Al
HA VM Component Protection could not find a destination host for virtual machine {vm.name} on

com.vmware.vc.vep.VmWaitForCandidateHostEvent host {host.name} in cluster {computeResource.name} in datacenter {datacenter.name} after |Critical System |(All
waiting {numSecWait} seconds and will keep trying

com.vmware.vc.vmam.AppMonitoringNotSupported Application monitoring is not supported on {host.name} in cluster {computeResource.name} in Warning System Al
{datacenter.name}

com.vmware.vc.vmam.VmAppHealthMonitoringStateChangedEvent Application heartbeat statuzl; changed to {status} for {vm.name} on {host.name} in cluster Warning System |(All
{computeResource.name} in {datacenter.name}

. Application heartbeat failed for {vm.name} on {host.name} in cluster {computeResource.name} .
com.vmware.vc.vmam.VmDasAppHeartbeatFailedEvent in {datacenter.name} Warning System |[All
esx.clear.net.connectivity.restored Network connectivity restored on virtual switch {1}, portgroups: {2}. Physical NIC {3} is up. Informational|System |All
esx.clear.net.dvport.connectivity.restored Network connectivity restored on DVPorts: {1}. Physical NIC {2} is up. Informational|System |All
esx.clear.net.dvport.redundancy.restored Uplink redundancy restored on DVPorts: {1}. Physical NIC {2} is up. Informational|System |All
esx.clear.net.redundancy.restored Uplink redundancy restored on virtual switch {1}, portgroups: {2}. Physical NIC {3} is up. Informational|System |All
esx.clear.net.vmnic.linkstate.up Physical NIC {1} linkstate is up. Informational|System |All
esx.clear.storage.connectivity.restored Connectivity to storage device {1} (Datastores: {2}) restored. Path {3} is active again. Informational|System |All
esx.clear.storage.redundancy.restored Path redundancy to storage device {1} (Datastores: {2}) restored. Path {3} is active again. Informational|System |All

A corrected memory error occurred in last boot. The following details were reported. Physical
esx.problem.apei.bert. memory.error.corrected Addr: {1}, Physical Addr Mask: {2}, Node: {3}, Card: {4}, Module: {5}, Bank: {6}, Device: {7}, |Critical System |(All
Row: {8}, Column: {9} Error type: {10}
A fatal memory error occurred in the last boot. The following details were reported. Physical
esx.problem.apei.bert.memory.error.fatal Addr: {1}, Physical Addr Mask: {2}, Node: {3}, Card: {4}, Module: {5}, Bank: {6}, Device: {7}, |Critical System |(All
Row: {8}, Column: {9} Error type: {10}
A recoverable memory error occurred in last boot. The following details were reported. Physical
esx.problem.apei.bert.memory.error.recoverable Addr: {1}, Physical Addr Mask: {2}, Node: {3}, Card: {4}, Module: {5}, Bank: {6}, Device: {7}, |Critical System |(All
Row: {8}, Column: {9} Error type: {10}
A corrected PCle error occurred in last boot. The following details were reported. Port Type: {1},
esx.problem.apei.bert.pcie.error.corrected Device: {2}, Bus #: {3}, Function: {4}, Slot: {5}, Device Vendor: {6}, Version: {7}, Command |Critical System |(All
Register: {8}, Status Register: {9}.

Platform encounterd a fatal PCle error in last boot. The following details were reported. Port
esx.problem.apei.bert.pcie.error.fatal Type: {1}, Device: {2}, Bus #: {3}, Function: {4}, Slot: {5}, Device Vendor: {6}, Version: {7}, |Critical System |(All
Command Register: {8}, Status Register: {9}.

A recoverable PCle error occurred in last boot. The following details were reported. Port Type:
esx.problem.apei.bert.pcie.error.recoverable {1}, Device: {2}, Bus #: {3}, Function: {4}, Slot: {5}, Device Vendor: {6}, Version: {7}, Critical System |(All
Command Register: {8}, Status Register: {9}.

. . An external 1/0 activity is detected on datastore {1}, this is an unsupported configuration. .
esx.prablem.iorm.nonviworkload Consult the Resource Management Guide or follow the Ask VMware link for more information. Informational|System |All

L Lost network connectivity on virtual switch {1}. Physical NIC {2} is down. Affected -
esx.problem.net.connectivity.lost portgroups: {3}. Critical System |[All
esx.problem.net.dvport.connectivity.lost Lost network connectivity on DVPorts: {1}. Physical NIC {2} is down. Critical System |(All
esx.problem.net.dvport.redundancy.degraded Uplink redundancy degraded on DVPorts: {1}. Physical NIC {2} is down. Warning System |(All
esx.problem.net.dvport.redundancy.lost Lost uplink redundancy on DVPorts: {1}. Physical NIC {2} is down. Warning System |(All

Guest-initiated IPv6 TCP Segmentation Offload (TSO) packets ignored. Manually disable TSO -
esx.problem.net.e1000.t506.notsupported inside the guest operating system in virtual machine {1}, or use a different virtual adapter. Critical System |All
The ESX advanced configuration option /Migrate/Vmknic is set to an invalid vmknic: {1}.
. . /Migrate/Vmknic specifies a vmknic that vMotion binds to for improved performance. Update the .
esx.prablem.net.migrate.bindtovmk configuration option with a valid vmknic. Alternatively, if you do not want vMotion to bind to a Warning System |All
specific vmknic, remove the invalid vmknic and leave the option blank.

. . Virtual NIC with hardware address {1} failed to connect to distributed virtual port {2} on switch )
esx.problem.net.proxyswitch.port.unavailable {3}. There are no more ports availabie on the host proxy switch. Warning System |All
esx.problem.net.redundancy.degraded Uplink redt{ndancy degraded on virtual switch {1}. Physical NIC {2} is down. Affected Warning System Al

portgroups:{3}.
esx.problem.net.redundancy.lost Lost uplink redundancy on virtual switch {1}. Physical NIC {2} is down. Affected portgroups:{3}. |Warning System |(All
esx.problem.net.uplink.mtu.failed VMkernel failed to set the MTU value {1} on the uplink {2}. Warning System |(All
esx.problem.net.vmknic.ip.duplicate A duplicate IP address was detected for {1} on the interface {2}. The current owner is {3}. Warning System |(All
esx.problem.net.vmnic.linkstate.down Physical NIC {1} linkstate is down. Informational|System |All
esx.problem.net.vmnic.watchdog.reset Uplink {1} has recovered from a transient failure due to watchdog timeout Informational/System |All
esx.problem.scsi.device limitreached The maximum number of supported devices of {1} has been reached. A device from plugin {2} Critical System Al

could not be created.

) . . Space utilization on thin-provisioned device {1} exceeded configured threshold. Affected ’
esx.problem.scsi.device.thinprov.atquota datastores (if any): {2}. Warning System |[All
esx.problem.scsi.scsipath.limitreached Zgzengaxmum number of supported paths of {1} has been reached. Path {2} could not be Critical System Al

L . Frequent PowerOn Reset Unit Attentions are occurring on device {1}. This might indicate a .
esx.problem.storage.connectivity.devicepor storage problem, Affected datastores: {2} Warning System |(All
esx.problem.storage.connectivity.lost Lost connectivity to storage device {1}. Path {2} is down. Affected datastores: {3}. Critical System (All

L Frequent PowerOn Reset Unit Attentions are occurring on path {1}. This might indicate a storage )
esx.problem.storage.connectivity.pathpor problem. Affected device: {2}. Affected datastores: {3} Warning System |All

- Frequent path state changes are occurring for path {1}. This might indicate a storage problem. .
esx.problem.storage.connectivity.pathstatechanges Affected device: {2}. Affected datastores: {3} Warning System |(All
esx.problem.storage.redundancy.degraded Path redundancy to storage device {1} degraded. Path {2} is down. Affected datastores: {3}. |Warning System |(All
esx.problem.storage.redundancy.lost Lost path redundancy to storage device {1}. Path {2} is down. Affected datastores: {3}. Warning System |[All
esx.problem.vmfs.heartbeat.recovered Successfully restored access to volume {1} ({2}) following connectivity issues. Informational|System |All

. Lost access to volume {1} ({2}) due to connectivity issues. Recovery attempt is in progress and .
esx.problem.vmfs.heartbeat.timedout outcome will be reported shortly. Informational|System |All
esx.problem.vmfs.heartbeat.unrecoverable Lost connectivity to volume {1} ({2}) and subsequent recovery attempts have failed. Critical System |(All
esx.problem.vmfs journal.createfailed I\'lo'space forjournal on volume {1} ({2}). Opening volume in read-only metadata mode with Critical System Al

limited write support.

. At least one corrupt on-disk lock was detected on volume {1} ({2}). Other regions of the volume | - ...
esx.problem.vmfs.lock.corruptondisk might be damaged too. Critical System |[All
esx.problem.vmfs.nfs.mount.connect.failed Failed to mount to the server {1} mount point {2}. {3} Critical System |(All
esx.problem.vmfs.nfs.mount.limit.exceeded Failed to mount to the server {1} mount point {2}. {3} Critical System |(All
esx.problem.vmfs.nfs.server.disconnect Lost connection to server {1} mount point {2} mounted as {3} ({4}). Critical System |(All
esx.problem.vmfs.nfs.server.restored Restored connection to server {1} mount point {2} mounted as {3} ({4}). Informational|System |All
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esx.problem.vmfs.resource.corruptondisk At least one corr}th resource metadata region was detected on volume {1} ({2}). Other regions Critical System Al
of the volume might be damaged too.
esx.problem.vmfs.volume.locked Volume on dex{lce {1} locked, possibly because remote host {2} encountered an error during a Critical System Al
volume operation and could not recover.
vim.event.LicenseDowngradedEvent License downgrade: {licenseKey} removes the following features: {lostFeatures} Warning System |All
vprob.net.connectivity.lost Lost networ.'k connectivity on virtual switch {1}. Physical NIC {2} is down. Affected Critical System Al
portgroups:{3}.
Guest-initiated IPv6 TCP Segmentation Offload (TSO) packets ignored. Manually disable TSO .
vprob.net.e1000.t506.notsupported inside the guest operating system in virtual machine {1}, or use a different virtual adapter. Critical System |All
The ESX advanced config option /Migrate/Vmknic is set to an invalid vmknic: {1}.
. X /Migrate/Vmknic specifies a vmknic that vMotion binds to for improved performance. Please )
vprob.net.migrate.bindtovmk update the config option with a valid vmknic or, if you do not want vMotion to bind to a specific Warning System Al
vmknic, remove the invalid vmknic and leave the option blank.
) . Virtual NIC with hardware address {1} failed to connect to distributed virtual port {2} on switch )
vprob.net.proxyswitch.port.unavailable {3}. There are no more ports available on the host proxy switch. Warning System |All
Uplink redundancy degraded on virtual switch {1}. Physical NIC {2} is down. {3} uplinks still up. .
vprob.net.redundancy.degraded Affected portgroups: {4}. Warning System |[All
vprob.net.redundancy.lost Lost uplink redundancy on virtual switch {1}. Physical NIC {2} is down. Affected portgroups:{3}. |Warning System |(All
vprob.scsi.device.thinprov.atquota Space utilization on thin-provisioned device {1} exceeded configured threshold. Warning System |[All
vprob.storage.connectivity.lost Lost connectivity to storage device {1}. Path {2} is down. Affected datastores: {3}. Critical System |(All
Path redundancy to storage device {1} degraded. Path {2} is down. {3} remaining active paths. .
vprob.storage.redundancy.degraded Affected datastores: {4}. Warning System |(All
vprob.storage.redundancy.lost Lost path redundancy to storage device {1}. Path {2} is down. Affected datastores: {3}. Warning System |All
vprob.vmfs.heartbeat.recovered Successfully restored access to volume {1} ({2}) following connectivity issues. Informational|System |All
. Lost access to volume {1} ({2}) due to connectivity issues. Recovery attempt is in progress and .
vprob.vmfs.heartbeat.timedout outcome will be reported shortly. Informational|System |All
vprob.vmfs.heartbeat.unrecoverable Lost connectivity to volume {1} ({2}) and subsequent recovery attempts have failed. Critical System |(All
vprob.vmfs.journal.createfailed I\'lolspace forjournal on volume {1} ({2}). Opening volume in read-only metadata mode with Critical System Al
limited write support.

’ At least one corrupt on-disk lock was detected on volume {1} ({2}). Other regions of the volume | . ...
vprob.vmfs.lock.corruptondisk may be damaged too. Critical System |All
vprob.vmfs.nfs.server.disconnect Lost connection to server {1} mount point {2} mounted as {3} ({4}). Critical System |(All
vprob.vmfs.nfs.server.restored Restored connection to server {1} mount point {2} mounted as {3} ({4}). Informational|System |All

. At least one corrupt resource metadata region was detected on volume {1} ({2}). Other regions |~ ...
vprob.vmfs.resource.corruptondisk of the volume might be damaged too. Critical System |All
vprob.vmfs.volume.locked Volume on de\{|ce {1} locked, possibly because remote host {2} encountered an error during a Critical System Al

volume operation and could not recover.

RHEV

Red Hat® Enterprise Virtualization (RHEV) siBnsieTcs ogHOM 13 Hanbosiee WMpPOKO NPpUMEHAEMbIX
TEXHOJIOr MM KOMMaHMAMM, UCNOJb3YIOWNMIM onepaLmoHHyto cnctemy Red Hat B KayeCTBe OCHOBbI
B cBoeM LleHTpe 0bpaboTku aaHHbIX. Pandora FMS Enterprise npennaraeT BO3MOXXHOCTb
MOHUTOPWHIa BUPTYasibHbIX apxnTekTyp Ha 6a3e RHEV ¢ nomowbto RHEV Monitoring Plugin,

KOTOPLIN MNO3BOJISET JIErKO KOHTPOJIMPOBATL BCE aCMNeKThl, CBSA3aHHbIE C BUPTYaslbHOM
apxutekTypon RHEV.

ApxuTeKTypa B MOHUTOPUHra

C nomMoLWbto r1armHa MOXXHO KOHTPOJIMPOBATL BCIO apXMUTeKTypy cumcTteMbl RHEV: LeHTpbl
06paboTKM AaHHbIX, KNacTepbl XOCTOB, LOMEHblI XPaHEHMSA LaHHbIX, CETU, XOCTbl U BUPTYaJsibHble
MalUVHbI, Npeanaras obLwinn B3rnsa Ha COCTOSAHME BUPTYanbHOW Cpeabl.

Ins atoro Pandora FMS ncnonb3yeT oduunansHbin AP, npeaoCcTaBASEMbIN CUCTEMON
BUpTyanu3saumm RHEV.

MoHuTOpUHr ¢ nomowbio RHEV Monitoring Plugin

MOHUTOPUHI BMpPTYasibHOW cpelbl RHEV 0CHOBaH Ha ABYX KOMMOHEHTax:

1. Ha lMnarvHe AreHTa, BbINOAHAOLWEM 3a4a4M aBTo0bHapyXeHus n cbopa AaHHbIX. [T1arnH AreHTa
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O0TBeYaeT 3a OTnpaBneHne nHpopmaumm B Pandora FMS.

2. Ha ckpunTe pacno3HaBaHWs, KOTOPbIN 0OHOBASET pa3inyHble 3HAYEHUSA 08 0OHAPY KEHHbIX
00bEKTOB. 9TO PYKOBOACTBO HEOBX0ANMO AJ18 MPaBUJIbHOIO (hYHKLIMOHMPOBAHMA pacLUMPEHWNN
niarvHa.

3. Pacwwupenune RHEV Viewer n RHEV Manager. 3To pacwunpeHus, Kotopsle obecneymnsatoT
LOMNOJIHUTESIbHYIO LLEHHOCTb, M03B0JISS BUAETb KOHTPOJIMPYEMYIO NHDPACTPYKTYPY U YNpPaBsaTb
BbIKJIIO4YEHMEM/BKNIOYEHNEM BONbLUEr0 KONNYECTBA BUPTYalbHbIX MaLUWH, U BCE 3TO C BEB-KOHCOM
Pandora FMS.

[na ncnonb30BaHNS CKpmTa pacno3HaBaHWS BaM
HeobXxo4NMO aKTUBMPOBATL

YT0bObI HEKOTOpPLIE NepeMeHHble APl 0Tpa)kasiv peasibHoe
3HaYeHne COOTBETCTBYIOLWEN BUPTYaNbHON MalUWHbI, BaM
HeobxoanMo ycTaHoBUTb AreHT RHEV; Bbl MOXETe HanlTK
BCe 06 3TOM B fJOKyMeHTauun K Bawen Bepcun RHEV.

NS MOHUTOPUHIa YCTaHOB/IEHHOW onepauoHHOM
CACTEeMbl Ha BUPTYalibHbIX MallMHaX peKoMeHayeTCa
ncnonb3oBaTbh AreHTa Pandora FMS BmecTto RHEV API.

BHyTpeHHsa paboTa nnaruHa

MnaruH RHEV Monitoring Plugin nssnekaet nHgopmauuio 4epes APl web, obcnyxxusatowmin cpeny
BUpTyanm3auum RHEV.

Ecnv BaM Hy>XHa TONbKO MH(OPMaLMsa 0 MOHUTOPUHIE, BCE, YTO BaM HY>XHO HAaCTPOUTb, 3TO
naarvH AreHTa, KOTOPbIA BbIMOJHAET 3Ty 3a4avy.

lMnaruH AreHTa BbINOJHSAET 0OHapy>XeHne yCTPONCTB 1 cocTaBndeT XML ¢ mogynamu ons
KaXKaoro u3 Hux. KoHdurypaumsa naarnHa no3sonseT BbibpaTb, Kakne anemeHTbl byayT
KOHTPOJIMPOBATLCA, U KOHDUTrypauuio ero mogynen. Mogynu, cozfiaHHble rniarnHoM, SBnsoTCa
HaCTpanBaeMbIMUN, N MOXXHO U3MEHWNTb Ha3BaHME 1N ONUCaHUE, a TakXXe 000aBMUTb MaKCUMasibHbIE
N MUHUMaJIbHbIE 3HaYeHMa AN cocTosHun monyna Warning n Critical.

Mocne co3pgaHuna XML, naaruH AreHTa, oTnpasaseT danbl, UCNoab3ys nmbo nnu
KOMMUPYS UX B IOKaNbHbIA KaTasor, B 3aBUCUMOCTI OT BbIBpaHHOro MeToaa nepeaayw.

Ecan Bbl Tak)xe cobupaeTecb ncnonb3oBaTh pacimpeHusa RHEV Viewer n RHEV Manager, Bam
HeobXxo4MMO NCN0s1b30BaThb pPacno3HaBaHue script.

PyKoBOACTBO MO pacno3HaBaHWIO OTBEYAET 3a 0OHOBIEHNE HEKOTOPLIX NEPEMEHHbIX AN
Ka)xaoro un3 AreHTtoB, 06HapyxeHHbIXx B Pandora FMS, B COOTBETCTBUM CO 3HAYEHUAMMN,
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HacTpoeHHbIMN B RHEV. 3T nepeMeHHble HeobxoanMbl AN NPaBUIbHOMO 0TOBparKeHns
06bekToB B pacwmpeHmn RHEV Viewer n gna npaBuabHOro yrnpasfieHnsa BUPTyabHbIMU
MalUMHaMK C noMoLLblo pacwmnpenms RHEV Manager.

Heobxopumblie yCcnoBsusa yCTaHOBKHU

lMnarvH AreHTta TpebyeT yCTaHOBKU C/ieayoLwero nporpaMmmHoe obecneyeHue:

curl.

perl-XML-Simple.

J Pandora FMS.

tentacle_client (ecnn Bbl XoTUTe ncnosb3oBaTh tentacle ons oTnpasku ainnos, tentacle_client
yCTaHaBnmBaeTcs BMecTe ¢ [porpamMmmHbiM AreHTom Pandora FMS).

Red Hat

B cnctemax Ha 6a3e Red Hat® MOXHO YyCTaHOBUTb 3aBUCUMOCTW C MOMOLLbIO KOMaHAbl:

yum install perl-XML-Simple curl

SLES

Ha cuctemax Ha 6a3e SUSE Bbl MOXeTe YCTaHOBUTb 3aBUCMMOCTK C NMOMOLLUBbIO KOMaHbl:

zypper install perl-XML-Simple curl

Debian/Ubuntu

B cnctemax Ha 6a3ze Debiand/Ubuntu Bbl MOXeTe yCTaHOBUTb 3aBUCMMOCTU C MOMOLLbIO KOMaHAbI:

apt-get install libxml-simple-perl curl

YcTtaHoBKa nporpaMMmHoro areHta Pandora FMS

YcTaHoBKa nNporpaMMHoro areHta Pandora FMS obbsicHSeTCA B cneayoweM pasaene
, 30€eCb Bbl HangeTe Bce Heobxoammoe Ana yCTaHOBKM AaHHOro AreHTa Ha Bally
naatgopmy.

CkauyaTtb ceptudukat RHEV
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Mepen UCnonb30BaHWEM M1arnmHa HeobxoamMMo 3arpy3nTb cepTudukaT, nossonstowmm HTTPS-
coefnHeHne c API RHEV. 1ns 3TOro BbiNOMHUTE ClefyoLLYy0 KOMaHAY:

curl -o rhevm.cer http://[RHEVM-HOST]:8080/ca.crt

Foe [rhevm-host] - nma cepsepa, obcnyxmsatowero APl RHEV. KOHKpeTHbIM MpUMepoM MOXXeT
ObITh:

curl -o rhevm.cer http://rhevm.server:8080/ca.crt

[Mocne 3arpy3ku cepTudunKaTa Bbl MOXKETe NPOBEPUTL NPABUJIbHOCTbL NoaKAto4YeHnsa K API ¢
NMOMOLLbIO C/iefytoLLen KoMaHabl, UCNoNb3ys CoOeauHUTENN CTPOK >

curl -X GET \
-H "Accept: application/xml" \
-u [USER:PASS] \
--cacert [CERT] https://[RHEVM-HOST]:8443/api

Co cnefyrOLWMMM 3HAYEHUAMMN:

USER: user@domain gns nogkato4veHns K API.

PASS: naposb nonb3oBaTess, C KOTOPbLIM Bbl MoAk04aeTech K API.
CERT: nyTb K cepTuduKaTy, 3arpy>xeHHomy B npegbiayLiem ware.
RHEVM-HOST: agpec xocTta, obcnyxxusatowero AP

MpuMep C KOHKPETHLIMU AAaHHLIMU KOMaHAbl ByaeT BuIrNsaeTh cneayowmnum obpasom:

curl -X GET \
-H "Accept: application/xml" \
-u [user@testdomain:12345] \
--cacert /home/user/ca.crt https://rhevm.server:8443/api

Ecan KoMaHOa BbINOMHEHA NOMOXUTENBHO, OHa BO3BpaLlaeT BbiBog B (hopMmaTe XML ¢ obuien
nHpopmaumen o6 APl RHEV.

MpepnBapuTenbHbie 3aMeyaHus no koHgurypauum RHEV

B cpene BmpTyanusaunm RHEV BO3MOXXHO, 4TOObI HECKOJIbKO 06 HEKTOB UMENN OANHAKOBOE UMS.
370 aBnseTca npobnemoi, NockonbKy B Pandora FMS 3Tu 06bekThl npeobpa3ytoTcs B AreHTOB, B
KOTOpbIX Ay6nnpoBaHMe B MMEHaxX He JonyckaeTcs. KpoMe Toro, n3-3a 3TOro Tak)Ke BO3HUKAT
npobnembl Npu aHaM3nMpoBaHUM pesynbTaTa, Bo3Bpalluaemoro APl B ¢popmaTe XML, BbigaeTcs
owmnbka, nogobHas cnepyoLLen:

Warning: <data center> element has non-unique value in ‘'name' key attribute:
Default at ./plugin-rhev.pl line 199
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Ana peweHns npobneMbl HeO6X0ANMO NINLWb Clef0BaTb HOMEHKAType UMeH A1 00beKkToB
cpenbl BupTYyanusaumm RHEV, B KOTOPO MMEHa HE NOBTOPSAOTCA.

YcTaHOBKa nJjilarmHa areHTa

NS ycTaHOBKW r1arMHa AreHTa foCTaToO4YHO CKonmMpoBaTb ckpunT rhev-plugin.pl v dann
KoHgurypaumm rhev-plugin.conf B KaTasor ycTponcTBa, Ha KOTOPOM yCTaHoBJsieH Pandora
FMS Agent, BoinonHsaOWMIA naaruH. lNaarvH MoXeT ObiTh 3anyLleH B AreHTe, yCTaHOB/IEHHOM Ha
Tex e yCTponcTBax, 4To u cepsep Pandora FMS, nnn Ha opyrom yCTpOMCTBE.

Ina 3anycka naarvHa Heobxoanmo 0obaBnTb B KOHPMIypauUnoHHbIN dann AreHTa (no
ymonyaHuio /etc/pandora/pandora agent.conf) cnegytowasn cTpoka:

module plugin /root/rhev-plugin.pl /root/rhev-plugin.conf

Mpwn pobaBneHUN 3TON CTPOKN, M1armH AreHTa ByaeT BbINONHATb CBOM (DYHKLIAW NPY KaXkA0M
BbIMOJIHEHUN.

MOHMTOPUHI BUPTYyaNibHOW apxuTeKTypbl RHEV

Monitoring
Topology maps
Reporting
Events
SNMP

Cluster view

§
o
X

AWS View

m >

VA o oA aorte FA lordc wmonss
ViMware view ents/Alerts view

2 37 X

—_—
I=|

Configuration

» >

Alerts Monitors by status

YT10bObl yBMAETH pe3ysibTaT BbINONHEHWUS rsiarMHa AreHTa, nepengute B Monitoring - Views -
Agent Detail.
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Agent name & & 054 Type Group 2 Description Actions

127.0.0.1 H‘H E J‘f Craated by demes ! @
192.168.50.183 ﬁ ﬁ ﬁ Created by demos ! ﬁ
192.168.70.1 ﬁ ﬁ ﬁ Craated by demes ! @
192.168.70.10 ﬁ ﬁ ﬁ Created by demos ! ﬁ
192.168.70.100 ﬁ ﬁ ﬁ Craated by demes ! @
192.168.70.101 ﬁ ﬁ ﬁ Created by demos ! ﬁ
192.168.70.102 ﬁ ﬁ ﬁ Craated by demes ! @

MnarnH co3paeT AreHTa B Pandora FMS ons Ka)xgoro n3 o6bekToB, HangeHHbIX Npu
obHapyXeHun apxutekTypbl RHEV./p>

LLlenkHYB Ha UMeHWN AreHTa, Bbl CMOXeTe YBUAEeTb MOOY/IN MOHUTOPUHra, CO3L4aHHbIE MJ1arnHoM,
a TakKXe gpyrue cea3aHHbl€ C HAM OJaHHbIE!
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Agent contact 0 o
Interval Fminutes

Last contact /

Remote 2minutes 47 seconds S July 17, 2021, 8:05 pm

Nt contact - 274z

Group subservers

Secondary groups MNAA

Parent N

Last status change 1 months

1721701

4k

"' Ewents(Last 24h]

14 Jul 17 Jul 17 il 17 Jul 17 Jul 17 Jul 17 il

15:07

NS Kaxaoro Tuna obbekTa aBTOMaATUYECKM CO3aaeTcs cepunsa crneunaibHbIX Mon,yne|7|,
OTCJIEXMBAOLMX BaXKHY0 MHGOPMaLMIO 0 KaXKA0M U3 HUX.

F. P Type £ Module name § Description Status § Thresholds Data Graph Last contact §
o * j’ RHEV Plugin Disk use information - NSA - NJA 24.7 El u 36 seconds
o * ! RHEV Disk use information - MNSA - NFA 83.2 EI n 36 seconds
= /& Latency | ve-va oa B EB 3 minuees 05 seconds
= / ring B s B BB 3 minutes 05 seconds

Application

- MfA - NSA 1 @ n 2 minutes 42 seconds

General

O [ ®& rne
W & Prueba RHEV

o
=

- MN/a - NSA 1 @ ' 4 minutes 29 seconds
- MN/A - NAA o @ n 2 minutes 46 seconds
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Ecnn BbIOpaHHbLIN areHT COOTBETCTBYET XOCTY, @ HE BUPTYaslbHOMW MalUWHE, MOAYN MOHUTOPUHTa
OyayT oTAnYaThCA.

MnarnH RHEV Tak)Xe oTciexunaeT cobblTUA BHYTPY BUPTYasIbHOW apXUTEKTYpbl. [11aruH co3pacT
OOWH MOAY/b ANS KaXX[0ro cobbiTus, Haf KOTOPbIM OCYLLECTBASETCA MOHUTOPUHS, B KaXKA0M
3aTPOHYTOM 0OBbEKTE:

O @ & event 920 ([ M/A - N/A 1 Bl = minutes 50 seconds
O @ & Event 980 |

8 149/80 - 0/150 O u 37 seconds

JlaHHble ans MoZynen, Co3AaHHbIX Ha OCHOBE COObITUN, - 3TO AaHHbIe 0 COBLITUN: BpeMs COBbITMS,
onucaHne cobbiTus. MNMprmep faHHbIX:

Received data from rhevh1.tg.telefonica / Event 509
* | Choose a time from now & day i

2012-10-4 | Q4:21PM ﬁ

" | Specify time range Ul Sl s
Com by 9 Timestamp to: 2012-10-4 | 0d:Z1EM ﬂ
Free text for search
Update @

October 4, 2012, [2012-05-16T18:33:04.219+02:00] Installing Host rhevhl.tg.telefonica. 2
2:00 pm Step: RHEV_INSTALL; Details: Connected to Host 10.92.81.5 with 55H key fingerprint hours
October 4, 2012 e — . ' : . : >
2:00 pm * [2012-05-16T18:33:31.431+02:00] Installing Host rhevhl.tg.telefonica. Step: Encryption setup. hoore
October 4, 2012, [2012-05-16T18:33:31.450+02:00] Installing Host rhevhl.tg.telefonica. Step: RHEV_INSTALL. 2
2:00 pm hours
October 4, 20132, ey — ) . r z
2:00 pm [2012-05-16T18:33:35.986+02:00] Installing Host rhevhl.tg.telefonica. Step: instCert. hanrs
October 4, 2012 e SEr . 3 i : =
2:00 pm * [2012-05-16T18:33:36.000402:00] Installing Host rhevhl.tg.telefonica. Step: CoreDump. N
October 4, 2012, [5045.05.16T18:33:36.012+02:00] Installing Host rhevhi.tg telefonica. Step: cleanall. 2
2:00 prm howrs
October 4, 2012, [2012-05-16T18:33:36.024+02:00] Installing Host rhevhl.tg.telefonica. Step: VDS Configuration. 2
2:00 pm hours
g,':;gtt:nzq" 2012, [2012-05-16T18:33:36.036+02:00] Installing Host rhevhl.tg.telefonica. Step: Restart; Details: Restarting vdsmd service. hoﬁrs
October 4, 2012 e SEL . R i : =
2:00 pm * [2012-05-16T18:33:36.043+02:00] Installing Host rhevhi.tg.telefonica. Step; RHEV_INSTALL. hours

Momumo AreHToB 1 Moaynen, oOTHOCALWMXCA K caMon apxuTekType RHEV, B AreHTe reHepupyeTcs
MOLY/b, BbINOJHAKLWMIA raarnH. 1Mo yMoa4aHUIo 3TOT MOAY/1b Ha3biBaeTcsa RHEV Plugin:
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=n Average process in CPU (Last j s o i 1
— & Load Average I"’:""LI':'I R S i | WA -N/A O m I minutes 47 seconds

Total bytes/sec transfered in
this systemn

E 4.;’ Metwork_Usage Bytes | NAA-MNfA 2027 bytes/sec ﬂ 2 minutes 47 seconds

=_ & RHEV Plugin Result of RHEY Plugin [ y NA-MNIA - 586 processes m I minutes 47 seconds

Copepxnmoe moayns bynet pesynbTaToM BbINOJIHEHUS rJ1aruHa; oHo MoXXeT bbiTb OK, ecnu Bce
NpaBUIbHO, UKW NOKa3biBaTb CTPOKY OWNOKM C 06bACHEHNEM OWNBKK, eCnn NPONCXOANT YTO-TO
HenpeaBMAeHHOE. 3Ta NHGOPMaLMA B AOMOJHEHNE K MOAYO rJ1arnHa MoOXeT ObiTb
npocMmoTpeHa B (hainne log.

MOHMTOPMHI COCTOSIHUA OpraHn3aL MM

Mogynn coCTOSHMS pa3nyHbIX 06bEKTOB BO3BPALLAOT 3HAYEeHUS, NpeaonpeaeneHHble B
apxutekType RHEV. 3T0 03HavaeT, 4To 3Ha4YeHUs byayT CTpoOKaMun, Coaep)XaHue KoTopbix byaet
up, down, error, maintenance, non operational v T.4., B 3aBUCMMOCTM OT CTaTyCa U
KOHTpoanpyemoro obbekTa.

0na npuceoeHns 3HavyeHnn warning v critical Heobxoaumo onpenennTb perynsapHoe
BblpaXkeHue B KOHUrypaumm mogyns. Hanpumep, 4tobbl 3a4aTh KpUTUYECKOE COCTOSAHME
Mogaynsa, KoTopoe onpefenseTcsa 3Ha4eHusamm error, down n non_operational, Mbl BCTaB/NsieM B
nosie Str. KPUTMYECKOr0 3HaYeHNss MOLYNA ClieflyioLlee perynsapHoe BblpakeHue:

error|down|non_operational

Mopaynu areHTa BUpTyasnbHOW apxuTeKTypbl RHEV

Hu)xe nepedyuncneHsl Mogynu, [OCTYMNHbIE ANA Ka)XKA0ro 3eMeHTa apxutektypsl RHEV.

Data Center

e Status: CocTosHMe LeHTpa 06paboTKn faHHbIX.

Storage Domain

* Available Space: [1oCcTynHOe npocTpaHCTBO B Storage Domain.

e Committed Space: MNpuHATOE NPOCTPaHCTBO B Storage Domain.

e Used Space: MpocTpaHCTBO, Ucnosb3oBaHHoe B Storage Domain.

e Percent Free Space: MNpoueHT cBoboaHOro NpocTpaHcTBa B Storage Domain.
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Network

e Status: CoCcTosiHMe BUPTYaJibHOM CeTH.
e STP Status: CocTosiHne (hyHKLNMOHaNLHOCTM NpOoTOKoAa Spanning Tree Protocol.

KnacTtep

e Overcommit Percent: TpOLEHT OT Ype3MepHOW Harpy3ku Ha K1acTep.

e Transparent HugePages: CocTosaHue pyHKUMOHaNbHOCTK Transparent HugePages.
e High threshold: BepxHui npenen NOANTUKN NAAHUPOBaHUS.

e Low threshold: HuxHun npenen NOANTUKN NAAHUPOBAHUS.

e Threshold duration: Cpok 0eCTBUSA OrpaHNYeHU B NOJINTUKE NJIaHUPOBaHNUSA.

Host

e Status: CtaTyc XocTa.

e Buffers size: Pa3mep bygepos.

e Cache size: Pa3mep Kawwa.

e Cached swap: O6beMm KawmnpoBaHMa NnamsaT Swap (B banTax).

e Free memory: 06bem cesoboaHom namaTu (B banTtax).

* Percent free memory: MpoueHT cBOOOAHON NAaMATH.

e Swap cached percent: TpOUEHT K3LUMPOBaHNA NamaTn Swap.

e Swap free: 06bem cBoboaHom NnamaTn Swap (B 6anTax).

e Swap free percent: MNMpoueHT cBoboAHON NaMATK Swap.

e Total Memory: Obwunin 06beMm namaTtu XocTa (B banTax).

e Total Swap: Obwun ob6bemM namaTn Swap (B banTax).

e Used memory: Obwunin 06bem ncnonbsyemon namatu (8 bantax).

e Used Swap: O6wuin obbem ncnonblyemon namatu Swap (B bantax).

e Nic [x] TX: CKopoCTb nepefayn OaHHbIX ceTeBoro nHTepdeinca [x] (B 6antax/cekyHay).
leHepupyeTCcs 4S8 KaxX40ro obHapy>XeHHOro CeTeBoro nHTepdenca.

e Nic [x] RX: CKopoCTb NpuemMa ceTeBoro uHTepgenca [x] (B bantax/cekyHay). FeHepupyeTca ans
KaXaoro obHapy>XeHHOro ceTeBoro nHTepgenca.

e Nic [x] erros TX: Konn4ecTBo owmnbOK nepenayn ceTeBoro nHtepdeica [x]. FeHepupyeTca ans
Kax[4oro obHapy>XeHHOro CeTeBoro nHTepdenca.

e Nic [x] erros RX: Konn4ecTBo ownboK npnemMa ceTeBoro uHtepdeinca [x]. FeHepupyetcs ans
KaX[,0ro obHapy>XeHHOro ceTeBoro nHTepdenca.

e User CPU: MNpoueHT npovueccopa, NCNosb3yeMoro rnosib3oBaTesieM.

e System CPU: MNpoueHT npoueccopa, UCNosib3yeMoro CUCTEMON.

e CPU Idle: TIpoueHT NpocTos npoLueccopa.

e CPU Load: CpegHasd 3arpy3ska npoueccopa 3a nocaegHue 5 MAUHYT.

e KSM CPU: MpoueHT npoueccopa, ncnosabsyemoro KSM.

e Active VM: Konn4eCTBO aKTUBHbIX BUPTYasibHbIX MalUWH B XoCTe.

e Migrating VM: Konn4eCcTBO BMPTYasibHbIX MaLlUUH B MUrpauum B XocTe.

e Total VM: Obuiee KONNYECTBO BUPTYasbHbIX MalnH XocCTa.

e fence Status: CtaTyc W

Virtual Machine

e Status: CocToAAHME BUPTYaNbHOWN MaLLUHBI.
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e Disk [x] read: CKOpOCTb 4TeHUs C ancka x (bant/c). OgnH reHepupyeTcs AN Kaxaoro
obHapy>XeHHOro Aucka (xpaHnamwa).

e Disk [x] write: CKOPOCTb 3anuncu Ha Anck x (6anTt/c). FeHepupyeTca ona KaXkaoro obHapyXeHHOro
ANCKa.

e Disk [x] size: Pa3amep ancka x (B 6anTax). FeHepupyeTcs aAns Kaxxaoro obHapy>XeHHoro ancka.

e Disk [x] status: CtaTyc Incka x. FeHepupyeTcs Ons Kaxaoro obHapyXeHHOro aucka.

e Nic [x] TX: CKopoCTb nepefayn OaHHbIX ceTeBoro nHTepdenca [x] (B bantax/cekyHay).
leHepupyeTCcs 4S8 Kaxxaoro obHapy>KeHHOro CeTeBoro nHTepdenica.

e Nic [x] RX: CKopoCTb npuema ansa ceTeBoro nHtepdeica [x] (B 6antax/cekyHay). FeHepupyeTcs ans
Kax[4oro obHapy>XeHHOro CeTeBoro nHTepdenca.

e Nic [x] erros TX: Konn4ecTBo oWnOOK nepefayn CeTeBoro nHtepdenca [x]. FeHepupyeTca ans
KaxK[,0ro obHapy>XeHHOro ceTeBoro nHTepdenca.

e Nic [x] erros RX: Konu4yecTBo owmbok nprema cetesoro nHtepgenca [x]. FreHepupyetcs ans
Ka)xgoro obHapyXeHHOro ceTeBoro uHTepdenca.

e Installed memory: O6beM ycTaHOBNEHHON NamaATK (B banTax).

e Percent free memory: MNMpoueHT cBoboAHON NaMATK.

e Used memory: O6beM ucnonb3zyemon namsatu (B bantax).

e Stateless: CocTosiHne (pyHKUMOHNPOBaHUS Stateless.

e HA Status: CocTosiHNe pyHKUNOHNPOBaHNSA HA.

e Total CPU: Obwuin NpoLeHT npoueccopa, NCMoab3yeMoro BUPTyabHOM MaLLWHOW.

e Hypervisor CPU: TpoLeHT npoLeccopa runepen3opa, NCrnosb3yeMbln BAPTYaSbHOW MaLLMHOW.

e Guest CPU: MpoueHT oT Ul xocTa, ncnonb3yemoro BUpTYyasbHOM MaLlLUVHON.

CobbITus

e Event [x]: OnncaHune cobbiTna X, Npon3soLweaiwero B cucteme. OgHo byaeTt co3aaHo ANs Kaxxaoro
cobbITNS, 06HAPYXXEHHOrO B 3aTPOHYThIX AreHTax.

YnpasneHue v Busyanusauus apxutektypol RHEV

B 3ToM pa3gene onucbiBaeTCs yCTaHOBKA, HacTponKka n paboTta pacwmpeHnin RHEV View n RHEV
Manager.

3apaum pacnosHaBaHMA

CymeCTByeT BO3MOXHOCTb CO34aHWNA NMOJZIb30BaTEJIbCKNX 3ada4 paCrno3HaBaHUA 6narouaps=|

YcraHoBka pacwupenuit RHEV View u RHEV Manager

NS yCTaHOBKW pacluMpeHnin Heobxoamnmo NpoCcTo CKONMPOBaTh COAEPXKMMOE NanKu
extensions, KOTOPYIO Bbl HaWAETe NPU pacnakoBKe rJjarnHa, B COOTBETCTBYHIOLLYIO Manky
extensions 4Yactu Enterprise koHconn Pandora FMS. KomaHga 0219 BbINOJIHEHUS BbIFNAANT
cnegytowmm obpasom:
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cp -R extensions/* <pandora console dir>/enterprise/extensions/

C 3TOro MomeHTa ByayT OOCTYMHbI PpaclUMPeHns oasa MoHMTopuHra RHEV.

Wcnonb3oBaHue pacwmpenus RHEV View

Y106kl Cnonb3oBaTh pacumnpeHne RHEV View, npocTo HaxmuTe Ha onuuio RHEV View B
nogMmeHto; Monitoring.

o5 Monitoring -f
Tactical view
Group view
Trea view
Agent detail
Alert detail
Monitor detail
Services
Inventory
Recon view
SNMP console
Modules groups

Agents/Modules view

RHEY Yiew

PacwwnpeHne oTobpasnT KapTy, NoA0OHYI0 CiefyloLen, CO BCeMU KOMMOHEHTaMUN apXUTEKTYpPbI
RHEV, obHapyXeHHbIMW rniarnHom:
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Ha KapTe noka3aHbl pa3finyHble anemeHThbl apxutekTypbl RHEV (Data Centers, Storage Domains,
Clusters, Networks, Hosts n Virtual machines). Kaxxabii 31eMeHT NpeacTaBieH MKOHKON,
Pa3fIMYHOM ONS KaXXLOro Turna 31eMeHTa apxXuTekTypbl. Takxe nokKasaHbl B3aMMOCBA3N MeXay
Pa3NYHbIMK 3N1eMeHTaMm apxmuTekTypbl RHEV. C NOMOLLbI0 3TOro BMAa 04eHb JIerko yBuaeTb
COCTOSIHNE 3/1IEMEHTOB U TO, KaK OHU B3aMMOCBS3aHbI.

PaclumpeHne nmeeT MeH0, KOTOPOE NO3BOJISET HacTpanBaTb BUA, CKPbIBAs WUW MOKa3biBas
06beKTHI, yBennineaa WM ymeHbllaa pa3Mep TeKCTa U BbIMOJIHAA Zzoom ONA bonee geTanbHOro

npocMoTpa n3obpaxxeHuns.

Yiew options =

Show Clusters Show Storage Domains  Show Metworlks Show Host Show WM Font

12

Zoom

x1 [ Update @|

Hanpumep, Ha cneaytowem n3obpaxeHnn KapTbl Mbl CKpblain 3neMeHTbl Networks, Hosts n Virtual
Machine apxnTekTypbl, MOTOMY YTO HaM HY>XHO AETa/lbHO YBUAETH B3aUMOCBSA3M K1AaCTEPOB
[OMEHOB XpaHeHUs C LeHTpaMn 0bpaboTKM OaHHbIX.
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Yiew options =

Show Clusters Show Storage Domains Show Metworks  Show Host Show WM Font Zoom

[ [ [ O 12 x1 [ Update G
defmli:cl
data_doemiin
o) o)
exports_domain defiuh

=

o _damauin

Pandora FM S

=
new_cl 2

2

||.|:'J.'_-;h;

Ucnonb3oBaHue pacwmpeHus RHEV Manager

PacwwnpeHne RHEV Manager 0oCTynHO B NpOCMOTpe onepauunn areHTos Pandora FMS, koTopeble
COOTBETCTBYIOT BUPTYasibHbIM MalLUMHAM B apxXuTekType BupTyannsaumm RHEV.

9T0 paclmpeHne NCnosib3yeT KoMaHay curl, noaTomy
Heobxoanmo, 4Tobbl OHO BbISIO YCTAHOBAEHO U AOCTYMHO
ans seb-cepsepa, nogaepxusatowiero KoHcons Pandora
FMS.

09 [ocTyna K paclUMpeHnIo HAXKMUTE Ha KHOMKY ¢ norotunoM Red Hat, KoTopyto Bbl Hangete
BMeCTe C ApYyrvMy BKNaLKaMmM areHTa.

& agent- rhettestz L NN LTSI SIER
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PaclwimpeHme no3sosiseT ynpasasaThb 601bLWINM KONNYECTBOM BUPTYaJibHbIX MallWH (BKIOYATD,
BbIKJ1IO4aTb U I'IpI/IOCTaHaBJ'IVIBaTb), He OTKpbiBas KOHCOJb yrnpasneHna RHEV. PaclwunpeHune
MOKa3blBa€T TeKyLlee COCTOAHNE BleTyaanon MallWHbI C MOMOLLLIO LUIBETOBOIo Koda:

e 3eneHbln = BKao4yeHa.
e OpaHxeBablin = Ha nayse.
e Cepbln = OcTaHOB/IEHA.

C NoMoLLbIO BbiNagatoLwero nogMeH0 MOXXHO YBUAETb AOCTYMNHblE CTaTyCbl U U3MEHUTL CTaTyC
BMPTYaJsibHOM MalLMHbI, Ha)XaB KHornky Change Status.

- Agent - rheltest2

Power Status: Status: | Stop 'v] Change Status &

Suspend

Ecnn Bbl BoibepeTe cocTosiHMe Stop 419 OCTaHOBKM BMPTYaslbHON MalUMHbI, paclunpeHmne
nogkno4nTca K RHEV APl n oTnpaBuT KoMaHAy. Pe3ynbTaToM OyaeT N3MeHeHne CoCTOAHMA
BMPTYaJIbHON MalUWHbI 1 ONuUnin KomMbO:

AR AL EE S

Power Status: Status: | Start _v] Change Status o

[Nepexon MeXxAy HEKOTOPbLIMU COCTOAHUAMN HE ABNAETCA aBTOMaTUYeCKMUM, Hanpumep, n3
cocTosHus Stop B Start. B 3ToM cnyyae pacwmnpeHne 6yaeT nokasbiBaTb COCTOSHWE BUPTYaslbHON
MaLUWHbI N0 Mepe ee N3MEHEHUA B apXUTEKType BupTyanunsauun. lMpumep:

AR AL EE S

Power Status: Status: | Start _v] Change Status o

4" Agent- rheltest2 « LARBL S
Power Status: Status! W aiting for launch

#° Agent - rheltest2 « LARAL AL

Power Status: Status, Powering Up
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4% Agent- rheltest? - LIABNL: W | =

Power Status: Status:  Stop b Change Status

KoHdurypaumsa nnarmHa areHra

KoHurypauns niarnHa AreHTa oCyLeCcTBAAETCA Yepe3 KOHPUrypauoHHbIN hann, nMs
KOTOporo no ymonyanuio rhev-plugin.conf.

Mo yMosIYaHUto nmaaruH AreHTa BblbMpaeT Bce CYLLHOCTU U CO3A3eT BCe COOTBETCTBYOLWMNE
MOAYJIN C OnpeeneHHbIMU 3HAYEHUAMI O UMEHU U 019 ONUCaHus. Bce 3T acnekTsl, a TakXe
o6LLMe NnepeMeHHbIe n1arnHa, MoryT OblTb HACTPOEHbI Yepes3 KOHMUIYPALMOHHbIN daiin.

®ainn Kondurypauum

KoHurypaunoHHbIn hann nMeeT ABe oTaesbHble: 0bLine nepeMeHHble U KOHpUrypaumus
MOHUTOPVHTa.

Paznen rnobanbHbIX NepeMeHHbIX HadnHaeTcs ¢ token Configuration n cogep>XuTt nHhopmauuio o
KOH(Wrypauum niarvHa. LonycTMMbIMK NapaMeTpaMm B 3TOM pa3fese SBAsaoTCs:

e module_name : iIma moayns areHTa Co CTaTyCOM BbINOJIHEHUS r1/1ar MHa.

e server : Ims xocTa, obcnyxunsatowero APl RHEV.

e yser : MMonb3oBaTesb B hopMaTe user@domain gna nogkayeHus K API.

e pass : Maponb gnsa nogkaoveHnsa K API.

e cert: lyTb K cepTuurKaTy Ang nogknoveHns K APIL.

e temporal : BpeMeHHbIN KaTanor.

e logfile : ®ann xypHana unu log.

e transfer_ mode : Pexxum nepepayn. MoxeTt npuHATL 3Ha4YeHusa: Local nnm tentacle.

e tentacle ip : IP-appec cepsepa Tentacle, Ha KOTOpPbIA OTNPaBUTCA MHGOPMaUmMsa. B 0CHOBHOM OH
OyLeT pacnosioXXeH Ha TOW Xe MallnHe, 4To 1 cepsep Pandora FMS. 3Ta onuus ncnonb3yercs,
Tonbko ecnn transfer mode umeeT 3HadveHue tentacle.

e tentacle port : MopT cepsepa Tentacle. 3Ta onuna ncnosib3yeTcs, ToNbKO ecnn transfer mode
nMmeeT 3HaYeHune tentacle.

e tentacle opts : MapameTpbl OTNPaBKK AaHHbIX AN Tentacle. 3Ta onumMs MCNONb3yeTCs, TONIbKO ecn
transfer mode nmeet 3HavyeHue tentacle.

Pa3fen KoOHGhUrypauum MOHUTOPUHIa pa3fefieH Ha HECKONbKO Noapa3aenos. MNepsbiil noapasnen
MMEEeT B KAYecTBe ToKeHa Reject n cnyXuT ons co3faHus cnncka o6beKkToB cpesbl
BUPTYann3aumm, Kotopble ByayT BbIOPOLIEHbI U3 MOHUTOPUHIA. YTObOLI 0T6POCUTL 06BEKT,
HeobX0VMMO BHECTW €ro Ha3BaHMe B 3TOT CNUCOK. Hanpumep:

#Dismissed entities
Reject
mv1
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mv_Windows10
mv_WebServerl

Bbl MoXXeTe 0TOpoCcuTb BCe 06BbEKTHI O4HOIO TUMNA, HAaNPMUMep, BCE XOCThl, BCE BUPTYyallbHble
MaLUWHbI U T.4.. TOKEHbI AN Kaxxaoro obbekTa cnegytowme: all_dc (Data Center), all_host (Hosts),
all_network (Networks), all_storage (Storage Domain), all_cluster (Cluster), all_ vm (BupTyanbHbie
MaLUWHbI). MNpumep NCNO0SIb30BaHNSA 3TUX TOKEHOB:

#Dismissed entities
Reject

all dc

all host

all network

all storage

all cluster

all vm

BTopas cekuma nMmeeT B KayecTee TokeHa Rename n ncnonb3yerca Ansg n3MeHeHna nMeH
00BbEKTOB, OTCNEXMBAEMbIX Yepes raarmH. 3Ta PYHKLMNSA 0O4€Hb NOJIe3Ha, eC/IN Bbl XOTUTE
COBMECTUTb MOHUTOPUHI NPOrpaMMHbIX areHTOB C AaHHbIMU, n3BfiekaeMbiMy 13 API, B 04HOM U©
ToM xe AreHTe Pandora FMS. KoHgurypaums 3Toro pasgena BbiNoJHAETCA NyTEM YKa3aHUs
CHa4Yana CTaporo UMeHU, a 3aTeM HOBOr0, pa3fesieHHbIX npobenom; Hanpumep:

#Rename entities

Rename

mv_WebServerl WebServerl
mv_Windows1l0 Windows1l0O Test

KoH(urypaumsa 3Toro pasaena BbINOJHAETCA NYTEM YKa3aHMA CHavyasa CTaporo UMeHK, a 3aTeM
HOBOrO, pa3geneHHbiX Nnpobenom; Hanpumep: Kaxxabi 06bekT nMeeT CBON COBCTBEHHbLIN TOKEH,
npeacTasnsowmnn cobon cneapyowee: DataCenter, StorageDomain, Network, Cluster, Host n VM.
INs KaXxaoro n3 3Tux 06beKTOB MOXKHO ONpeaennTb MOAYAN, KOTOpPble OYAYT OTKAOYEHbI, NN
3a4aTb MNOJIb30BaTENIbCKME 3HAYEHNS ONA UMEHUN, ONUCAHNSA N MAaKCUMalbHOr0 U MMHUMabHOIo
Anana3oHoB Ans ctatycoB. Warning u Critical. B kavyecTBe npumepa MOXXHO NpUBECTH
cnepytoulee:

#VUM Modules

VM

status disabled

errors total tx name = Owwnbkn TX Net [%s]; desc = O6wee konuyecTso owmnbok TX ceTu;
limits = 60 70 71 100

memory used name = lcnonb3yemas namsaTb; desc = [lamMATb, UCNONb3yeMas BUPTYaslbHOM
MawmnHon; limits = 256 1024 1025 2048
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Ka)kasi CTpokKa KOHUrypaumum Moaynen MOHUTOPUHIa COOTBETCTBYET ABYM AOCTYMHbIM
onuusm:

e <Mmopaynb> disabled: Moaynb HE byaeT co3naH.

e <MOLY/Nb> Name = <uMfA>; desc = <onucaHune>; limits = <min_warning> <max_warning>
<min_critical> <max_critical» Mogynb ByneT co3aaH € yka3aHHbIM UMEHEM 1 OMUCaHUEM, a TaKxXe
OynyT onpeneneHbl NOPOroBble 3HAYEHNA AN MaKCUMasbHOr0 U MUHUMAIbHOTO 3HAaYeHUN.
Warning n Critical.

O4eHb BaXKHO UMETb B BUAY CTPYKTYPY CTPOK KOHUIrypaLMoOHHOro hanna n npexae Bcero
0bpaTUTb BHUMAHME Ha TO, 4TOObLI CUMBOA ; CONPOBOXXAAJ MMS 1 ONMUCaHWe MoayNns. T ase
cTpokun HE PABHbI (cM. npobenbl neped CMMBOMIOM ; ):

errors_total tx name = Owwnbkn TX Net [%s]; desc = Ob6wee konnyecTso owmnbok TX ceTu;
limits = 60 70 71 100 #MpaBunbHO
errors_total tx name = Owwnbkm TX Net [%s]; desc

; limits = 60 70 71 100 #HenpaBuabHO

ObLee KonmyecTBo ownbok TX ceTun

Ha Mogy/in cCblNatoTCa Mo X KOPOTKOMY MMEHU - 3KBUBANEHTHOMY MMEHU, KOTOpOoe nerye
Ha6paTb B KOMaHOHOW CTPOKE. Tabnuua cooTBeTCTBUA MeXay KPpaTKUMN N PaClLUNpPEHHbIMA
Ha3BaHUAMU HaX0AUTCA B C/1eAyOLWEM pa3iene.

Mpnmep KOHpUrypauum oas BUpTyasbHbIX MalWKWH, pa3dgen VM:

[ MOHUTOPVHIa BUPTYasbHbIX MaLLWH 6bla onpeaeneH psa Moaynei, BKIIOYEHHbIX UM HET, B
pasnene VM KoHGUrypaLmoHHoro daiia. bonee KOHKpeTHO: Moaysib status 6bla OTKOYEH, @ A
mMomynei errors_total tx u memory_used 6binv onpeaeneHsbl N0Jib30BaTeNbCKUE 3HAYEHNS.
OcTanbHble MOAYNIN, HE MOSBMBLUMECS B CMCKe, ByayT CO3[4aHbl CO 3HAYEHUAMIU MO YMOJIHAHWIO.
Mpy Takol KOHGUrypaumm monyib memory _used 6yaeT NpMHUMaTL CleayoLlne 3Ha4YeHus:

e /ima: icnonb3yeMasa namaThb.

e OnucaHwne: MaMaTb, UCNONb3yeMasn BUPTYalbHON MaLLUVHOMN.
e Min Warning: 256.

e Max Warning: 1024.

e Min Critical: 1025.

e Max Critical: 2048.

MoZoynu reHepupyoTCa AUHAMUYeCKWN; HanpuMep, ABa, OTHOCALLMXCA K ANCKaM nuan
MHTep(*)el;ICaM, N3 KOTOPbIX OAWNH CO34aeTCA OJia KaXaoro 06Hapy)KeHHOFO afieMeHTa. OHM umerT
crieyunasnbHbI CUHTAKCUC 019 UMEHN MoAaynA, KOTOprI7I BbIrNAANT Cnenyowmnm o6pa30M:

errors_total tx name = Owwnbkm TX Net [%s]; desc = Obuwee KonnyecTso ownbok TX ceTu;
limits = 60 70 71 100

B 3Tux cnyyaax, NnoCKONbKY MMSA MMeeT AMHAMUYEeCKY0 YacTb, AONYCKaeTCsa NCMOb30BaHMe
MaKpoca %S [1a 3aMeHbl rnjiaruHom I'IepeMeHHOIZ 4aCTh UMEeHN MOy n4.
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Hanpumep, moaysb errors_total tx umeeT nmsa no ymonyaHuio:
Nic [nicl] errors TX

Tenepb OH ByaeT Ha3biBaTbCA

Ownbknm TX Net [nicl]

ABNASCh Nicl AMHAMUYECKOW YaCTbio UMEHM MOLYNS.

Bce ownbku, cBA3aHHbIe C halnnoM KOHDUrypawumu,
oTobpaxkalTCa B XypHasie, onpefesieHHOM B (hanne
KOH(UrypaLmm, a Takxxe 0TNPaBasioTCA KakK CUHXPOHHbIN
mMoaysib B Pandora FMS, KoTopbin ByaeT oTpaxkeH Kak
MOZYJIb BHYTPU AreHTa, BbINOJHAKLWErO 1/1aruH.

B nonosHeHWe K pa3aenaM Oas Ka)kaoro 3/IeMeHTa apXUTeKTYpbl, KOHGUIYypaUNOHHbIN (hann
nmeeT obwnn pasgen ona CobbITU. 3TOT pa3nen onpenenseTcs ¢ NOMOLbO MapKepa
EventCodes, n B Hem ByayT nepeymnciieHsl Kogbl COBbITUA, KOTOPbIE HEOOXOANMO OTCNEXNBATD,
Hanpumep:

EventCodes
30

920

980

509

956

Ecnn Bbl He onpepennTe 3TOT pa3ges, MOHUTOPUHT cobbITun He 6y,ueT BbINOJIHATbLCA.

Pa3spenute Harpy3Ky No MOHUTOPUHIY MeXAY HECKONIbKUMM MporpaMMHbIMU AreHTaMu

C noMoLLbi0 KOHGUIYPaLMOHHOMO (hana rniarnHa AreHTa MOXXHO pa3fenunTb Harpysky
MOHUTOPUHIa NHPPaCTPYKTYpbl BUpTYyanusaumum RHEV.

Insi 3Toro 06bLEKThI, NoAseXallme MOHUTOPUHTY, PacNpeaenaloTCa MeXay PasfinyHbIMM
AreHTamu. MpeanonoXmM, y Bac eCcTb C/ieaylollas apxnutTekTypa:

DC1
I
| - Cluster 1.1
|- cl.1mv1l
|- cl.1mv2
|- cl.1mv3
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| - Cluster 1.2
|- cl.2mv1
|- cl.2mv2
|- cl.2mv3

DC2
I
| - Cluster 2.1
|- c2.1mv1l
[- c2.1mv2
|- c2.1mv3

| - Cluster 2.2
|- c2.2mv1
|- c2.2mv2
|- c2.2mv3

OZHUM 13 cNocoboB pa3aeneHns Harpyskn MoxeT ObliTb Ha3HavYeHue ogHoro LleHTpa ObpaboTku
HaHHbix (LOMO) kakaomy n3 MporpaMMHbIX areHTOoB; OJ15 3TOro Mbl UCMOJIb3yeM DYHKLUMIO
oTbpacbiBaHMA 06bEKTOB AS11 MOHMUTOPUHra (token Reject).

Mepsbin MporpaMmMHbin AreHT KoHTpoanpyeT O DC1 n otbpacbiBaeT 06bekThl DC2.

Reject

DC2

Cluster 2.1
Cluster 2.2
c2.1lmvl
c2.1lmv2
c2.1lmv3
c2.2mvl
c2.2mv2
c2.2mv3

BTopon nporpaMMHbIN areHT KoHTpoaunpyeT LUO DC2 n otbpackiBaeT 06bekThl DCI.

Reject

DC1

Cluster 1.1
Cluster 1.2
cl.1lmvl
cl.1lmv2
cl.1lmv3
cl.2mvl
cl.2mv2
cl.2mv3

Mbl TaKXX€ MOXKEM pa3fennTb Harpy3Ky Ha OCHOBE K/JacTepoB, Hanpumep. [ns Kaxaoro
Knactepa n3 AByx LleHTpoB [laHHbIX Ha3HAYaEeTCS areHT M3 NePBbIX YEThIPEX.
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MporpaMMHbIN AreHT 1, npoBoANT MOHUTOPUHT KnacTepa 1.1 n otbpacbiBaeT BCE OCTalbHble
00BEKTHI.

Reject

DC1

Cluster 1.2
cl.2mvl
cl.2mv2
cl.2mv3

DC2

Cluster 2.1
Cluster 2.2
c2.1lmvl
c2.1lmv2
c2.1lmv3
c2.2mvl
c2.2mv2
c2.2mv3

MporpaMMHbIN AreHT 2, NpoBoANT MOHUTOPUHT KnacTepa 1.2 n otbpackiBaeT BCe OCTallbHble
00beKThI.

Reject

DC1

Cluster 1.1
cl.lmvl
cl.1lmv2
cl.1lmv3
DC2
Cluster 2.
Cluster 2.
c2.1lmvl
c2.1mv2
c2.1lmv3
c2.2mvl
c2.2mv2
c2.2mv3

1
2

MporpaMMHbIN AreHT 3, NpoBOAUT MOHUTOPUHI KnacTepa 2.1 n oTbpackiBaeT BCe OCTallbHble
06beKTHI.

Reject

DC1

Cluster 1.1
Cluster 1.2
cl.1lmvl
cl.1lmv2
cl.1lmv3
cl.2mvl
cl.2mv2
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cl.2mv3

DC2

Cluster 2.2
c2.2mvl
c2.2mv2
c2.2mv3

MporpaMMHbIn AreHT 4, NpoBOAUT MOHUTOPUHI KnacTepa 2.2 n oTbpacbiBaeT BCe OCTallbHble
00BbEKTHI.

Reject

DC1

Cluster 1.1
Cluster 1.2
cl.1lmvl
cl.1lmv2
cl.1lmv3
cl.2mvl
cl.2mv2
cl.2mv3

DC2

Cluster 2.1
c2.1mvl
c2.1lmv2
c2.1lmv3

KoHurypaums otbpacbiBaeMbiXx 06BbEKTOB ABASETCSH aDCONOTHO FrMOKON, U MOXXHO pa3gennTb
Harpy3Ky, Ha3Ha4YMB HECKOJIbKO 0OBbEKTOB Ka)kKaoMy NPOrpaMMHOMY areHTy.

Mpumepsbl pannosB KOHpUrypaumum

ApXu1B CO BCEMU OTKJIIOYEHHBLIMM MOLAYNAMM

#These lines are comments

#Plugin configuration parameters
Configuration

server rhevm.server

user user@testdomain

pass 12345

cert /home/user/rhevm.cer
temporal /tmp

logfile /tmp/plugin-rhev. log
transfer mode local
tentacle ip 127.0.0.1
tentacle port 41121

tentacle opts

#Dismissed entities
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Reject

#Data Center modules
Datacenter
status disabled

#StorageDomain modules
StorageDomain
available disabled
used disabled
committed disabled
free percent disabled

#Networks modules
Network

status disabled
stp disabled

#Clusters modules

Cluster

overcommit disabled
hugepages disabled
threshold low disabled
threshold high disabled
threshold duration disabled

#Host Modules

Host

status disabled

vm_active disabled
vm_migrating disabled
vm_total disabled

data current rx disabled
data current tx disabled
errors_total rx disabled
errors_total tx disabled
memory cached disabled
memory total disabled

swap free percent disabled
swap cached percent disabled
swap_free disabled

cpu _current idle disabled
cpu_current user disabled
memory used disabled

ksm cpu_current disabled
memory free percent disabled
swap_total disabled

memory buffers disabled

cpu current system disabled
cpu load avg 5m disabled
swap cached disabled

swap _used disabled
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memory free disabled
fence status disabled

#VM Modules
VM
status disabled

stateless disabled

ha disabled

cpu_current guest disabled

cpu current hypervisor disabled
memory free percent disabled
memory installed disabled
memory used disabled
cpu_current total disabled

data current read disabled

data current write disabled

size disabled

disk status disabled

data current rx disabled
data current tx disabled
errors total rx disabled
errors total tx disabled

Tabnuua cooTBeTCcTBUA UMeH Mogynein

Data Center

NMonHoe Uma KopoTkoe Umsa

Status status

Storage Domain

MonHoe UMs KopoTkoe Nmsa
Available Space available
Used Space used

Committed Space |committed

Percent Free Space|free_percent

Network

NMonHoe Uma KopoTtkoe Umsa

Status status

STP Status  |stp

Cluster

MonHoe Ums

KopoTkoe Ums

Overcommit Percent

overcommit

Transparent HugePages

hugepages
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pandorafms

MonHoe Nms

KopoTkoe Ums

Low Threshold

threshold_low

High Threshold

threshold_high

Threshold duration

threshold_duration

Host

NMonHoe Umsa KopoTkoe UMsa

Status status

Active VM vm_active
Migrating VM vm_migrating
Total VM vm_total

Nic [x] RX data_current_rx
Nic [x] TX data_current_tx

Nic [x] errors RX

errors_total rx

Nic [x] errors TX

errors_total_tx

Cache size

memory_cached

Total memory

memory_total

Swap free percent

swap_free_percent

Swap cached percent

swap_cached_percent

Swap free swap_free

CPU Idle cpu_current_idle
User CPU cpu_current_user
Used memory memory_used

KSM CPU ksm_cpu_current
Percent free memory |/memory_free_percent
Total swap swap_total

Buffers size memory_buffers
System CPU Cpu_current_system
CPU Load cpu_load_avg _5m
Cached swap swap_cached

Used swap swap_used

Free memory

memory _free

Fence Status

fence_status

Virtual Machine

MonHoe Ums

KopoTkoe UmMs

Status status

Stateless stateless

HA Status ha

Guest CPU cpu_current_guest
Hypervisor CPU cpu_current_hypervisor

Percent free memory

memory free percent

Installed memory

memory_installed

Used memory

memory_used

Total CPU

cpu_current_total
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MonHoe Ums

KopoTtkoe Nmsa

Disk [x] read data_current read
Disk [x] write data_current_write
Disk [x] size Size

Disk [x] status disk_status

Nic [x] RX data_current_rx
Nic [x] TX data_current_tx

Nic [x] errors RX

errors_total rx

Nic [x] errors TX

errors_total tx

Nutanix

(EJ

rMnepkoHBepreHTHoe pelueHne Nutanix obecrieymBaeT BO3MOXHOCTb YrpaB/eHNs BCEMU
CeTeBbIMU, ANCKOBLIMU, BbIYNCANTEbHBIMU PECYPCaMi U MaMATbIO U3 OJHOW TOYKMN.

lMnarnH MoHuTopuHra Pandora FMS gns Nutanix® no3sonseT HaM NOCTOSHHO KOHTPOMPOBATb

COCTOSIHME Hawero pelwieHns Nutanix®.

Kak paboTtaeTt nnarud Nutanix

rnnaryvH Nutanix® 3To nporpaMma Ha a3blke Perl, koTopas noakatoydaetcsa K APl REST Nutanix
PRISM®, nony4as Heobxoanmbie METPUKWN AN MOHUTOPUHIa CIeAYIOWMX S/IEMEHTOB:

e Clusters Nutanix®.
e YCTPOMCTBa XpaHEeHUs.

e KOHTeNHepsl.

88/110
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e BupTyasibHble MalUNHbI.
o XOCTHhI.
e COCTOAHME NPOLLECCOB penankauuu.

TpeboBaHusa pna nnarmHa Nutanix

Ins Toro 4tobbl NoAy4YnTbL MHGopMaunio n3 REST API, Bam Heobxoanmo:
 |P-anpec/ FQDN nopTana.
e [losib30BaTesib C pa3peLlleHnsaMn Ha YTeHune API.
e [laposib 3TOro NoJib30BaTenNs.
Ina nepenayun pesynbTaToOB MOHUTOPUHIa B cuctemy Pandora FMS, Bam Heobxoamnmo:
e Cnocob nepenayn nHpopmMaumm, NOKaNbHbIN UK Yepe3 Tentacle.
o Ecam cnocob nepenayn nHGopMaLmMy oKanbHbIA, TO agpec KaTanora, Kyaa Lo/MKHbI ObiThb
nocTaBneHbl XML-thainbl ¢ pe3ynbTaTaMu, @ TakXKe npaBa Ha 3anucb B 3TOM KaTaJiore.
o Ecnm cnocob nepefayn nHpopmaLmm ocyLlecTsaseTcs ¢ nomowbio Tentacle, Heobxoanmo
MMeTb BO3MOXXHOCTb NoakAto4aTbhCs K IP-agpecy nnm FQDN cepsepa Pandora FMS, nopTy,

NCrosb3yeMoMy Ballien ycTaHoBKoW Tentacle, MecTononoxeHuto knneHTa Tentacle, a Takxe K
nobon HeobbIYHON ONLUKK, KOTOPYIO Bbl ONpeaennu.

YctaHoBKa MnaruHa Nutanix

3arpy3uTte dannbl, Heobxoaumble gna paboTel naarnHa n3 . MepemecTuTe
(hanfibl Ha yAaNeHHY0 MalUWMHY, C KOTOPOW Bbl XOTUTE OCYLLECTBASATb MOHUTOPUHT
NHppacTpykTypbl Nutanix, n nssnekuTe annbl niarvHa:

tar xvzf pandora nutanix.tar.gz

HacTtpouka NnaruHa Nutanix

OnpegensaTca cnegyoLime nons

Nutanix API configuration

nx_fqdn

Anpec rnaBHoro cepsepa Prism.

nx_port

MopT, Ha KoTopom nybnnkyetcs REST API (mo ymonyaHuio 9440).

nx_user
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MNonb3oBaTenb C npaBamMu YTeHus Ha REST API.
nx_pass

Maposib JaHHOro Nonb3oBaTeNs.

use_https

Ncnonb3oBaTh https (1) unm HeT (0)
nx_rest_version

Bepcusa APl Rest (no ymonyaHuio 'v1').

Nutanix agent configuration

agent _interval

NHTepBan areHTOB, reHepupyemblx rniarnHom. (no ymondaxumto 300)
agent_group

pynna, K KoTopon byayT NnpuHaanexaTb Co34aBaeMble AreHTbl (eC/IN Bbl 3aKOMMEHTUPYeTe
‘autocreate_group' B KoOH(Urypauuu sawwero PandoraServer), no ymondaHuio Nutanix.

module_interval

NHTepBan Moaynen creHepMpoBaHHbLIX areHToB (KO3 PUUNEHT YMHOXKEHNS, NO YMOAYaHMIO 1).
module_tags

MeTKW, CBA3aHHbIE C HOBbIMW MOAYSIMU CreHEPUPOBAHHbLIX areHTOB.
module_group

lpynna, K KoTopon ByayT NnpuHagnexaTb HOBblE MOLYIN.
KoHpurypaums csssun ¢ cepsepom Pandora FMS

mode

PeXxxnM nepefayn OaHHbIX, «0KaabHbIN» nn «tentacle».

tentacle_ip

IP-anpec cepBepa Pandora FMS, npumeHseTCs TOJIbKO B pexxume Tentacle

tentacle_port
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MopT, Ha KOTOPOM npocnyLlmBaeT cnyxba Tentacle.

tentacle_opts

Jliobble gononHUTENbHbIE ONUMK, KOTOPbLIE Bbl HAacTpouan B cnyxbe Tentacle.
tentacle_client

MoNHbIM MapLpPyYT K BawleMy KaneHTy Tentacle.

temp

BpemeHHbIN paboynin KaTanor.

local_folder

MapLwpyT 0OCTaBKM 418 pexnma nepefaym gaHHbIX «local».

OuabTPbI

cluster_monitoring

BkntoyaTtb (1) nnm He BkAoYaTh (0) MOHUTOPUHI K/1ACTEPOB.
storage_monitoring

BkntoyaTtb (1) unm He BkAtoYaTh (0) MOHUTOPUHI YCTPONCTB XPaHEHUS.
container_monitoring

BkntoyaTb (1) unm He BkAto4aTh (0) MOHUTOPUHI KOHTENHEPOB A1 XPaHEHUS.
vm_monitoring

BkntoyaTtb (1) unm He BkAtoYaTh (0) MOHUTOPUHI BUPTYasbHbIX MALUWH.
host_monitoring

BkntoyaTb (1) nnm He BkAoYaTh (0) MOHUTOPUHI CepBepoB BUPTYabHbIX MaLnH (y3nbl Nutanix).
pd_monitoring

BkntoyaTb (1) nam He Bkao4aTb (0) MOHUTOPUHE 3aLLUUTHbBIX JOMEHOB.
[Tosib30BaTe/ILCKNE HACTPOVIKN

cluster_agent_header
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3aro/iIoBOK A5 UMeHN AreHTa yCTPOWCTB Tuna cluster.
storage_agent_header

3aro/iIoBOK A1 UMEHN AreHTa YCTPONCTB TUMa yCTPOMCTBO XPaHEHUS.
host_agent_header

3aro/iIoBOK A1 UMEHN AreHTa yCTPOWCTB TUMa cepBep BUPTYasibHbIX MaLLuH (y3nbl Nutanix).
container_agent_header

3aro/iIoBOK A1 UMEHWN AreHTa YCTPONCTB TUMa KOHTENHepPbl A1 XpPaHEeHWS.
vm_agent_header

3aro/iIoBOK A1 UMEHN AreHTa yCTPOMCTB TUMa BUPTYasibHas MalluHa.
pd_agent_header

3aro/iIoBOK A1 UMEHN AreHTa yCTPONCTB TUMa 3alUUTHbIA LOMEH.

[Mpasuna reHepauymy Moaynen

vm_stat

Mpasuno ons gobasneHma moaynen Ans MOHUTOPUHIA BUPTYasbHbIX MaLUWH, MO YMOJIHaHWIO
hypervisor cpu usage ppm|hypervisor memory usage ppm|.*avg.*, 3T0o yKa3biBaeT
Ha HeopAWHapHble MOAYN, KOTOPbIe ByayT CreHepupoBaHbl, ECAIN UMSA METPUKMN COOTBETCTBYET
PErynapHbLIM BbIPaXXEHMAM, YKa3aHHbIM B 3TOM nose. [lobaBbTe 3HavyeHue . *, 4y1obbl
OTC/IEXXNBATb BCE AOCTYMHbLIE METPUKNA.

host_stat

Mpaswno gobasneHns modynen oas MOHUTOPUHIa CEPBEPOB BMPTYasibHbIX MALUUH (y3/1bl
Nutanix), no ymonyaHuio

hypervisor cpu usage ppm|hypervisor memory usage ppm|.*avg.*, 3T0o yKa3biBaeT
Ha HeopAVHapHble MOLYN, KOTOpble By YT creHepupoBaHbl, €CIN UM METPUKK COOTBETCTBYET
pPerynspHbIM Bblpa)XeHWAM, yKa3aHHbIM B 3TOM none. [lobaBbTe 3HayveHne . *, 4yToObl
OTC/IeXXMBaTb BCE LOCTYMHbIE METPUKMN.

pd_stat

Mpasuio obbeanHeHNs Mmoaynen Aas MOHUTOPUHIa JOMEHOB 3aLluUThbl, MO YMOJIHAHUIO
replication transmitted bandwidth kBps|replication total transmitted bytes,
3TO YKa3blBaeT Ha HEOpPAUHaApHbIE MOAYN, KOTOPble ByAyT CreHepmpoBaHbl, eCN UMA METPUKM
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COOTBETCTBYET peryaapHbiM Bblpa>XeEHUAM, YKa3aHHbIM B 3TOM OJ1E. [lobaBbTe 3Ha4YeHune . *,
4yT0bbl OTC/NIEXMBATbL BCE OOCTYMNHbIE METPUKN.

epenmeHoBaHne 06bEKTOB
RENAME aaa TO bbb

MpaBnao ona nepenMeHoBaHnA 06beKTOB, Bbl MOXETE onpeaesinTb CTOJIbKO KaTaJloroB, CKOJIbKO
3/1EMEHTOB BaM HYXXHO NnepenmMmeHoBaTb.

NckntoyeHne obbekToB
REJECT aaa

MMpaBnao 4na NCKNYeHN MOHUTOPUHTa 06beKTOB, Bbl MOXETE onpeaesintTb CTOJIbKO KaTaJ10lros,
CKOJIbKO 3/1EMEHTOB BaM HYXXHO UCKJTIOYNTD.

BbinonHeHue naaruHa Nutanix

PekomeHayeTCAa 3anyCcKaTb rsarvH yaaneHHo C KOMNbOTepa, UMetoLLero ocTyn Kak K Pandora
Server, Tak 1 K Bawen nHgpacTpyktype Nutanix® ons MOHUTOPUHra.

Py4yHoe BbINoOJIHEHME:

./pandora nutanix-linux-x64 pandora nutanix.conf

Bbl MOXXeTe aBTOMaTU3UPOBaThL BbIMNOJHEHWE MJ1arMHa B CUCTEMe cron, 8o6aBuB CneayoLLyto
CTpOKYy B /etc/crontab>

e /5 **** root /path/to/plugin/pandora_nutanix-linux-x64 /path/to/plugin/pandora_nutanix.conf

Pe3ynbTaThl nnarmHa Nutanix

CHMMOK 3KpaHa C pe3yJibTaTaMi, nojiy4eHHbIMM C NMOMOLLbIO MJiarMHa:

Mpumep kapTbl apxuTekTypbl Nutanix®:
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@

NUX_VM_Péreanas3 9
NUX_WM PandoraCentos

. . HUX_VHM_NTHNX-POCOT4-3-CVM 9
L]
. = e NUX_Container_default-container-38886

NUK_WVM_NTNX-POCOT4-1-CVM

MR _Haost POCO74-3

o o

HUX_Contalner_NutanizManagamentShars FLFX Heat POCOFS=1

@ MUX_Cluster POCOTA @

HUX_WVM_NTRX-POCOTA-4-CVH NUX_Storage default-storage-pool-58886

NUX_Hast_POCO74-4

NUX_VM_Pareanal

e 2]

HUX_VM_Percona-2 @ @ MUX_Host POCOT4-2 MU _WVM_HTRX-POCOT4-2-CVM

Pandora FMS HUX_Container_IS0S

NUX_PD_Protection demains @ NUX_¥M_PandoraConsole

NUK_WM_PandoraCantas-2

Mpumep npeacTaBneHnsa AreHta apxutekTypbl Nutanix®:

Total items : 20

Agent &V Description &% Remote &F 05 AF  Interval AF Group &F Type Modules Status Alerts Last contact AW

NUX_Cluster_POCO74 e ﬁ £ minuces E ! 6:6 - | 7 seeands
NUX Container default : : : - 7
-container-58886 it Crnt iy ﬁ il E ! R - ==
N Comtainer 1505 Nutanix Cantainer 6 5 minures E ! 5:3 - (=l 1 seeands
NUX_Container

T = MNutanix Contai 3 minutes E s - = 2 o]
NutanixManagementShare e ‘ﬁ ik ! 5:3 N P
NUX_Host_POCD74-1 T ﬁ % minbes = B s B = o
NUX_Host_ POCOT74-2

St Mutanie Host ﬁ 3 minutes E ! 15: 15 - =] 7 seconds
NUXZHosl FOO0TY. 3 Mutanie Hest ﬁ 5 minuces E ! 1% : 15 - E= 7 seeands
MHUX_Host_POCO74-4

_Host_| Nutanic Hest # $ minutes = = 5:s [ ™ 7seconc:
NUX_Storage_default Nistanix Seorage nod ﬁ 5 minutes E ! 6:6 - ] 7 secands
-storage-pool-38836
MIDL VI MERX-POCOTEL OV, e ﬁ 5 minutes = = el W s
NERC VI WEROCROCDIE 2 CVIY. scanbc V) ﬁ 5 minutes E ! 13 :13 - | 3 seconds

Mpumep Bnga mopynen ans AreHtos Tvna Host Nutanix®:
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P. Type &% Module name &W Description Status AW Warn Graph Lacst contact &Y

= f avg_io_latency_usecs | Nid - MR 324 ﬂ 2 minutes 24 seconds
E j avg_read_io_latency_usecs | Ned - MA -f u 2 minutes 24 seconds
E j’ avg_wnte_io_latency_usecs N/A-NA -1 ﬂ 2 minutes 24 seconds
E j’ controller_awvg_io_latency_usecs RiA-NiA O ﬂ 2 minutes 24 seconds
E j’ controller_avg_read_io_latency_usecs | Nid=MA D ﬂ 2 minutes 24 seconds
E j controller_avg_read_io_size_kbytes | Nd-MiA D ﬂ 2 minutes 24 seconds
E j’ controller_avg_wnte_io_latency_usecs Kid - MA 0 ﬂ 2 minutes 24 seconds
E j’ controller_awvg_wnite_io_size_kbytes ' Nid-MiA D ﬂ 2 minutes 24 seconds
E f hypervisor_avg_io_latency_usecs | N/A-NA D ﬂ 2 minutes 24 seconds
E j’ hypervizsor_avg_read_io_latency_usecs | Nd-MiA D ﬂ 2 minutes 24 seconds
E j’ hypervisor_avg_write_io_latency_usecs Kid - MA 0 ﬂ 2 minutes 24 seconds
E f hypervisor_cpu_usage_ppm l Ked-MiA 30,542 ﬂ 2 minutes 24 seconds
E f hypervisor_memory_usage_ppm | Kin-meA 161,286 m 2 minutes 24 seconds
E f num YMs | K- MfA 2 m 2 minutes 24 seconds
E f state N - MR MORMAL u 2 minutes 24 seconds

XenServer

(E

Xen - 3T0 CPefCTBO KOHTPOJIA BUPTYaJIbHbIX MALLWH C OTKPbITbIM UCXO4HbLIM KOL0M,
pa3paboTaHHbI KeMOPUIKCKUM YHUBEPCUTETOM.

Llenbto pa3paboTky 9BASETCA BO3MOXHOCTb 3aMyCKaTb IK3EMMNAAPbI ONEPaLMOHHbIX CUCTEM CO
BCEMU X PYHKLMNAMM B MOJHOPYHKLMOHANIbLHOM peXXnme Ha NpoCcTOM KOMMbIoTepe. Bbl MoXXeTe
NOJSYyYUTb MHTEPECHYI NHpopMaLmio 0 ToM, «Kak MOHUTOPUTDL Citrix XenServer ¢ noMoLbto
Pandora FMS» B

Xen obecneynBaeT 6e30MacHy0 N30ALMI0, KOHTPOJIb PECYPCOB, FapaHTNN KaYecTBa
00CYXKMBAHWA 1 TOPAYYI0 MUTPALINIO BUPTYasbHbIX MaLLUH. OnepaumoHHbIe CUCTEMbI MOTYT ObIThb
SIBHO MOAVUMULIMPOBaHbI 411 3aMycKa Xen (Mpu COXpaHEeHUN COBMECTUMOCTH C
NoJIb30BATENbCKUMU NMPUIOXKEHNUAMM). ITO NO3BOSET Xen JOCTUYb BbICOKON
NPOV3BOAUTENILHOCTYN BUPTYanun3auum 6e3 cneumanbHOR annapaTHON NoaaePXKKU.

Intel BHEC/1I@ HECKOJILKO AOMOMHEHUI B Xen, KOTopble N03B0AnAN 006aBUTb NOAOEPXKKY ee
pacwmpeHnin apxmtekTypbl VT-X Vanderpool. 3Ta TexH0s10rna no3sosiseT HeMoANMPULNPOBAHHBIM
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ornepaunoHHbIM CUCTEMAM BbICTYNaTb B Ka4eCTBE XOCTOB BHYTPM BMPTYasibHbIX MalLMH Xen, ecnu
hmsnyeckumn cepsep nogaepxusaeT pacwmpenma VT oT Intel nunum Pacifica ot AMD.

CITRIX
XenServer

Pabota nnaruHa XenServer

MnaruH Pandora FMS gna MoHUTOpWHra cpef Xen HanucaH Ha a3bike Python. Ucnonb3yeT XenAPI

ANs Nony4vyeHns Bcein Heobxoammon nHdopmauun. MNMo3BosseT KOHTPOSIMPOBATL CeAyoLWNe TUMbI
3/IEMEHTOB:

e BUpTyanusnpoBaHHble CUCTEMbI B Xen.
e PecypcCbl XpaHeHus.

e CobcTBeHHbIN cepBep Xen (host).

tenta

=
i

consultas a XenAPl y KRED
xml xmi xmil

Fespuesias

XenServer

TpeboBaHusa pona nnarmHa XenServer

Heobxoaumo, 4Tobbl cncTema, Ha KOTopon paboTaeT naarvH, BbINONHANA CeaytoLine
TpeboBaHus:

e YcTaHoBseH Python

e YcTaHoBNeHbl bubnmoTtekn Python:
o XenAPI

o xmltodict

e NlocTyn K APl Bawero XenServer (web, BKJIO4YUTE TpauK C yCTPONCTBA, HA KOTOPOM 3anyLleH
nnaruH, Ha nopt 443 nnn 80 XenServer).

96/110
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* PekoMeHAayeTCsi, 4TOObl Ha BUPTYanbHbIX MallMHaX OblAn yCTaHOBNEHbI MHCTPYMEHTbI Xen Server
Tools, NOCKONbKY B MPOTMBHOM CJly4ae AOCTYNHas MHGOPMaLMs LOBOJIbHO CKyAHa.

MnarunH 6bla ycnewHo NpoTecTUpPoBaH Ha CUCTEMaX
XenServer 6.5n 7.2

YCTaHOBKa naarvHa

3arpy3uTe CBO Konuto nnarnHa Pandora FMS aonda XenServer n3 . Bbl
MOXKeTe pa3BepHYTb €ero Ha KoMMbloTepe, KOTopbIn Bbl npeanodntaeTe (Windows® unam Linux®),
n3BneKas cogepxmmoe hanna B SHEProHe3aBMCUMBIN KaTaslor, 0TKYAa Bbl MOXETE 3anyCTUTb
ero, ncnonb3ysa nnbo Pandora FMS Agent, n1nbo cncTemHsbIn cron.

KoHdurypauusa nnaruHa

[locTynHasa KoHpurypauma ans nnarnHa Pandora FMS ons Xen:
brok koHpurypaumm [CONF]

xen_server_ip

IP/FQDN-apgpec cepsepa Xen

user

MNonb3oBaTenb C NpaBamu Ha 3anpoc APl Xen
password

Maposb Nnonb3oBaTend

temporal

KaTanor BpemMeHHbIX paboT

brok koHpurypaumm [PANDORA]

tentacle_client

Pacnono)eHune geonyHoro anna kaneHta Tentacle
tentacle_ip

IP-agpec, No KoTopoMy npocaywmnsaeT cnyxba Tentacle.
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tentacle_port

MopT, Ha KOTOpPOM npocaywusaeT ciyxba Tentacle.
logfile

MonHbIN NYTb K (hanny XypHana

interval

WHTepBan creHepupoBaHHbIX areHToB

group

[pynna, Ha3Ha4YeHHas CreHepupoBaHHbLIM areHTam.
bnok koHpurypaumm [TUNNING]

time_adjustment

MNapameTp, NO3BOJIAOLLNI HaCTPOUTb BO3MOXHYIO Pa3HNLY BO BpEMEHN MEX Y KOMMNbIOTEPOM, Ha
KOTOPOM 3anyLLeH nnaruH, n cepsepom Xen. (no ymondaHuio=10, namepseTcs B CeKyH,EI,aX)

scan_vm_ip

MapameTp, NO3BONAOLWMNIA ONpPenenTb, NbITaeTCa N NaarnH Noay4nTh IP-agpeca BUPTYasibHbIX
MaLUWH C cepBepa Xen. MoXXHO B34Tb TONLKO IP-agpeca Tex BM, Ha KOTOpPbIX YCTaHOBJIEH
XenTools. Bbl MOXeTe BKNOYNTL (Scan_vm_ip=true) nnu Buiknto4nTb (scan_vm_ip=false). Ecnu He
YKa3aHo, CYUTaeTCsa BKIHOYEHHbIM.

bnok koHpurypaumm [RENAME]
xen_element name = pandora_agent name

B 3Tom 610Ke Bbl MOXKeTe onpeaennTb CTONIbKO BBOAHbLIX AAaHHbIX, CKOJIbKO XOTUTE, C AaHHbIM
opmaToM. [03BONAET N3MEHUTbL MMEHA 3N1EMEHTOB Xen Server Ha apyrue, kotopblie byayT
NCrosib30BaTbCS B Ka4yeCcTBe MMeH areHToB B Pandora FMS. Bbl MoXxeTe nepemMmeHoBbiBaTb BM, CP
n caM cepsep Xen. Hanpumep:

[RENAME]

example-xen-server=Example Xen Server
Example Xen Server 2=example-xen-server-2
example-vm=Example VM

Example VM 2=example-vm-2
example-sr=Example SR

Example SR 2=example-sr-2**
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llaxe ecqin B MeHax ecTb r|p06enb|, OHWN HE OO0JIKHbI 3aK/1l04aTbCA B KaBbI4YKN.

BbinosiHeHUe nnaruHa

Bbl MOXeTe 3ansiaHMpoBaTb BbINOJHEHME NaaruHa u3 nboro areHTa Pandora FMS, gobasus B
ero KoHgurypauuio cnegytotlee:

module plugin python "<ruta>\xen-plugin.py" "<ruta>\xen-plugin.conf"

YT106bI 3aMPOrPaMMUPOBATL €0 Yepes CUCTEMY Cron, Bbl MOXKeTe [00aBUTh CleaytoLLy0 CTPOKY B
/etc/crontab:

/5 * * * * root python "<ruta>\xen-plugin.py" "<ruta>\xen-plugin.conf">
/dev/null 2>&1

Ecnn Bbl 3anyCcTuTe NAarnH BPYYHYI0, pe3ynbTaT LOJIKEH BbIrNa4eTb Chefyowmm o6pa30M:

python "<ruta>\xen-plugin.py" "<ruta>\xen-plugin.conf"

<module>

<name><! [CDATA[XenServer Plugin]]></name>

<type><![CDATA[async string]]></type>

<description><![CDATA[Result of XenServer Plugin execution]]></description>
<data><! [CDATA[OK] ]></data>

</module>

Pe3synbTaThl nnaruHa XenServer

CHUMOK 3KpaHa C pe3yJibTaTaMK, Nojay4eHHbIMK C MOMOLUbIO MJiarnHa:

Mpnmep KapTbl apXUTEKTYpPbI Xen:
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XEN (7]

Neo-5EQ
Catan WEM2] .
@ XEp21 HEN3

bilackhoke @
@ Artorias

HENT dormang. artica.ss .
HENT
T 0
- - . Win Integria Bamng
. - " Dernos
] . Ll -
- L e,
. : - RESTORE Bang .,
- T
. e RESTORE 'Catan YEN XEN23

Sanctum 9 9 e G—\:E:\_ET
. Mus
1etalra Axora E

Draci HEN-backup

e e w00 Srelexs :\:E:E
) o & ©

HENG

| Tute
Sl Pandora FH5 9
9 w2003
HENM17 a

MenSR DWD drives
RESTORE Do E

¥enSRRemovable storage @ .

¥enSR Local storage

XenSR MyISORepositony

MNpuMep Bnaa AreHTa apxXuTekTypbl Xen:

Agent &V Description &% Remote &AW 0S AW Interval &AW Group AW Type Modules Status e Last contact &AW
Ah d
oreade Xen VM ﬁ 10 minwtes - ! 12:1:11 - [ | 9 minutes 2% seconds

Artorias Xen VM ﬁ 10 minwtes - ! 12:12 - [ | 9 minutes 2% seconds
Axara Xen VM ﬁ 10 minutes - ! 5:2:13 - [ | 9 minutes 4% seconds
B

=l Hen VM ﬁ 10 minutes - ! 17 : 17 - [ | 10 minutes 09 seconds
blackhol

ackhale Hen VM ﬁ 10 minwtes - ! 8:8 - [ | 9 minutes 1% seconds
Cat

atan Xen VM ﬁ 10 minwtes - ! 14:1:13 - [ | 8 minutes 5% seconds
Demos Xen VM ﬁ 10 minwtes - ! 10 : 10 - [ | 9 minutes 5% seconds

Mpumep Bnga moaynen ans AreHtos Tvna Host Xen:
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F. P Type &% mModule name &% Description Status &% Warn Last contact &%
! f Load CPU avg Percentage of load CPU average - Nid- NFA 2247 % n 10 minutes 57 seconds
! f Memory used Percentage of RAM memory used - Wi~ NiA - 62.82921 9% n 10 minutes 57 seconds
! f WMs installed Amount of VMs installed - Ned-NfA 117 n 10 minutes 57 seconds
! f WMs running Amount of YMs running - Wb MiA 12 n 10 minutes 57 seconds

OpenNebula

(E

OpenNebula - 3To nnaTdopma 06aayuHbIX BbIYUCIEHWUI AN1S pacnpefeNieHHbIX U FreTEPOreHHbIX
LeHTpoB 06paboTKM OaHHbIX, NPeaoCcTaBAsAWan BUPTYanbHY0 MHPPACTPYKTYPY ANS CO3AaHUS
4aCTHbIX 06n1akoB, Ny6anYHbIX 06,1aK0B 1 rMbpUAHbLIX pa3BepTbiBaHUA NHDPACTPYKTYPbI Kak
ycnyru (laas).

OpenNebula - 3To nporpammHoe obecneyeHne open source ¢ nuueHsnein Apache 2.

Open
Nebula

MnarnH Pandora FMS gna moHuTopuHra cpeg OpenNebula HanucaH Ha a3bike Perl. OH
BbINOJIHAETCA NOKaJIbHO Ha cepBepe OpenNebula n nony4YaeT BClO HEOOX0AUMYO MHOPMaLKMIO C
NMOMOLLIO CODCTBEHHBLIX KOMaHA yrnpasneHus OpenNebula. Mo3BonSeT KOHTPONMPOBATH
cnepylowme TUMbl 31EMEHTOB:

Pabota nnarusa OpenNebula

e Clusters.

e XoCTbl.

e BupTyasibHble MalLMHbI.
e PecypcCbl XpaHeHuUs.

TpeboBaHusa pona nnarmia OpenNebula

Heobxoaumo, 4Tobbl cncTema, Ha KOTOpon paboTaeT NaarvH, BbINOAHAMA CeaytoLine
TpeboBaHus:
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e Perl, OCTYMHbIN Ha BalLEM KOMMblOTEpPE

e [lonb30BaTeNb C NPUBUIETMAMUN HaA BbINOJIHEHNE CIeAYIOWNX KOMaHA:
o onehost.
o onecluster.
o onedatastore.

PaboTa nnarmHa Beina ycnewHo npoTecTnpoBaHa B
cuctemax OpenNebula 5.X.X .

YcTaHOBKa NjaiaruHa

3arpy3uTe cBoto Konuto nnarvHa Pandora FMS gns OpenNebula u3 .. Bbl
AOJDKHbI U3BN1IeYb CoAepXnMoe hansia B SHEProHE3aBUCUMbIA KaTaslor, OTKYAa Bbl CMOXeTe
BbIMOJIHUTL €ro, ncnosb3ys nmbo areHT Pandora FMS, nnbo cucTeMHbIn cron.

unzip pandora_ OpenNebula.zip

KoHdurypauusa nnaruHa

KoHdurypaums, noctynHasa gns naarvHa Pandora FMS ons OpenNebula.

KoHdwurypauus ceasm c cepsepom Pandora FMS

mode

Pe)xxum nepefayv gaHHbIX, «10KanbHbIN» Unn «tentacle».

tentacle_ip

IP-agpec cepsepa Pandora FMS, npuMmeHsaeTCs TONbKO B pexume tentacle.
tentacle_port

MopT, Ha KoTopoM npocnyLwmnBaeT cnyxba Tentacle.

tentacle_opts

Jliobble gononHUTENbHbIE ONUMK, KOTOPbLIE Bbl HACTpouan B cnyxbe Tentacle.
tentacle_client

MoNHbIN MapLpPyYT K BaweMmy KaneHTy Tentacle.
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temp
BpemeHHbIN paboynin KaTanor.
local_folder

MapLpyT AOCTaBKW 4S8 peXMMa nepeaayn fdaHHbIX «local».

KoHdwumrypauusa AreHta

agent_interval
NHTepBan areHTa, no ymondaHuio 300.
agent_group

pynna areHToB, No ymondaHuto OpenNebula.

MNepcoHanusauus Moaynen

module_group

pynna moaynein, no ymondanuto OpenNebula.
module_interval

NHTepBan moayns (MHOXUTENb), NO YMOAYaHUIO 1.
module_tags

ITUKETKN A5 MOoLynen.

MepcoHanusauus uMeHu

cluster_agent_header

3arosloBOK A5 UMeHun AreHTa yCTPOWCTB Tuna cluster.

host_agent _header

3arosloBoK Oas UMeHn AreHTa yCTPOMCTB TUMNa CepBep BUPTYasbHbIX MaLUUH.

storage_agent _header
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3aro/iIoBOK A1 UMEHN AreHTa yCTPOWCTB TUMa yCTPOMCTBO XPaHEHUS.
vm_agent_header

3arosIoBOK OJis UMeHn AreHTa yCTpOIZCTB TNa BUPTYaJibHad MalllHa.

PUnbTPLI

cluster_monitoring

BkntoyaTb (1) unm He BkAoYaTh (0) MOHUTOPUHI K/1aCTEPOB.

host_monitoring

BkntoyaTb (1) nnm He Bk4YaTh (0) MOHUTOPUHI CEPBEPOB BUPTYasibHbIX MaLUUH.
storage_monitoring

BkntoyaTb (1) unm He BkatoYaTh (0) MOHUTOPUHI YCTPONCTB XPaHEHUS.
vm_monitoring

BkntoyaTb (1) unm He BkAtoYaTh (0) MOHUTOPUHI BUPTYasibHbIX MaLUWH

I'IepeuMeHOBaHue 06bekToB

RENAME aaa TO bbb

I'Ipanmo ona nepenmMmeHoBaHNA 06beKTOB, Bbl MOXETE onpenesinTb CTOJIbKO KaTaJloroB, CKOJIbKO
3/1eMEeHTOB BaM HY>XHO rnepenmMmeHoBaTb.

UcknioyeHne o6 beKkTOB

REJECT aaa

MMpaBnao 4na NCKNYeHNA MOHUTOPUHIa 06beKTOB, Bbl MOXETE onpenesinTb CTOJIbKO KaTaJ10lros,
CKOJIbKO 3/1EMEHTOB BaM HYXXHO UCKJTHOYNTb.

BbinosiHeHMe nnaruHa

YT06bI 3aNporpaMMMpoBaTb €ro Yepes CUCTEMY Cron, Bbl MOXeTe A00aBUTb CNeayoLLyio CTPOKY B
/etc/crontab:
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/5 * * * * root "<ruta>/pandora opennebula" "<ruta>/pandora opennebula.conf">
/dev/null 2>&1

Ecnun Bbl 3anycTuTe NiaruH BpyyHyto, pesyibTaT AOJ/KEH BbIrNSAETb Celyoumm obpasom:

[root@valhalla ~]# ./pandora opennebula pandora opennebula.conf
[root@valhalla ~]# echo $?
0

Pe3ynbTaThl nnaruHa OpenNebula

Crnncok mogynen, co3faHHbIx nnarnHom OpenNebula:

Ona Hosts:

Available CPU

Available Disk

Available memory

Error reported by OpenNebula
State

Total zombies

VMs running

NousewNE

NS yCTPONCTB XpaHEHUS OaHHbIX:
1. Disk Free %
Ina BUpTyasbHbIX MaLLWH:

Assigned CPU
Assigned Memory
Network RX
Network TX

State

Time running

ok wNH

Mpumep kapTbl apxutekTypbl OpenNebula:
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ON_DS_files ON_DS_system

ON_DS_isos ON_DS_default
- Pandara FMS OM_Cluster_default
]
hades
A
valhalla.artica.lan aero matojo.lab.artica.lan
Mova
fringe inna
IBM HMC
oTOT NO3BOJISET KOHTPOJIMPOBATbL MaLUMHbI BUpTYyanu3auum IBM AIX yepe3 KOHCOMb

ynpasneHns obopynosaHmem HMC. 3T1oT naarnH byaeT cobmpaTb MHGOPMaLNIO U3 BCEX
NIOrMYeCcKMX pa3nenos, co3daHHbIX B cpene AlX, ynpasnsemon cuctemon HMC, co3pgaBast areHTa
AN KaXX40ro yrnpas/issieMoro cepsepa, KaXx4oro JI0rm4eckoro paszesa n Kaxxgoro BupTyasibHOro
cepsepa I0.

Onsa cbopa nHopmMauum Yepes SSH nnarnH MoXXeT UCNOJSIb30BaTb TpU paboynx pexnma:
1. OcHoBbIBasicb Ha expect ¢ ucnonb3osaHuem el script ssh launcher.sh.
2. OcHoBbIBasACb Ha bubnmoTeke Net: :SSH: :Perl

3. OcHoBbIBasACb Ha bubnnoteke Net: :SSH: :Expect

Y1066l ONONHMTL COBpaHHy MHMOPMaumio, ByayT Takxe caenaHbl 3anpockl K REST API, no
YMOJIHaHWIO B:

https://fqdn:12443/rest/api/{root element}

TpeboBaHus

Heobxoanmble napameTpbl, KOTOPbIE AO/KHbI ObITh NPEeA0CTaBAEHbl 061aCTbI0, HYXXAlOLLLENCS B
MOHUTOPWHIe, CeayioLLne:

e M5 nonb3oBaTend osa ayteHTudukaumm B cucteme HMC (ToNbKo YTeHme).
e [lonb30BaTeNb AO/KEH UMETL pa3pelleHne Ha noaknaodeHme K REST API, Bxoa B 060104ky HMC 1
BbIMNOJIHEHME CNeayoWnX KOMaHa (MUHMaibHble TpeboBaHNS):
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o |ssyscfg

o Ishwres
* MapoJib aHHOr o MNoJib30BaTeN .
e MecTtononoxeHwue (FQDN/IP) HMC (Hanpumep, myhmc . mydomain)
e basosbin URL-agpec octanbHoro APl HMC, Hanpumep:

https://myhmc.mydomain: 12443

Mopaynu, reHepupyeMbie naarmHamMm

MapameTpbl, KOHTPOAMPYEMbIE MAArMHOM, CheaytoLline (CrpynnUPoBaHbl Mo TUMY 3/1IEMEHTA):

Current logical partitions

e Max logical partitions

e Max memory available

e Max memory installed

¢ Proc pool DefaultPool current proc units

e Proc pool DefaultPool max proc units

e Proc pool DevelopmentPool current proc units
e Proc pool DevelopmentPool max proc units
¢ Proc pool ProductionPool current proc units
e Proc pool ProductionPool max proc units

* Proc pool TestPool current proc units

e Proc pool TestPool max proc units

e Proc pool VIOPool current proc units

e Proc pool VIOPool max proc units

¢ Processor pools configured

* Processor units available

e Processor units installed

 State

e uuid

e Virtual proc units max

LPAR:

Auto start : KoHurypauns aBTo3anycka JIorm4eckoro pasgena.
e LPAR type : Tun normnyeckoro pasgena.

e LPAR UUID : cnonb3yeTcsa onsa 3anpoca APl HMC.

e Max memory : MakcuMaJsibHada NamaThb.

e Max memory : [locTynHasa namsTb.

e Processor units available : locTynHble npoueccopHbie 610KN.

e Processor units current : Tekywue npoueccopHblie 610Ku

e RMC IP address : IP-agpec RMC.

e RMC state : CoctosHme RMC B LPAR

State : CtaTyc fiorm4yeckoro pasgena.

e Virtual proc units : BupTyanbHble NpoLeccopHble 610KK, Ha3HavYeHHble 3Ton cucteme LPAR.

Virtual 10:

e Auto start : KoHpurypauns aBTo3anycka JIorm4eckoro pasgena.
e LPAR type : Tun normnyeckoro pasgena.
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LPAR UUID : Ucnonb3yeTcs ana 3anpoca APl HMC.

Max memory : MakcuManbHaa namaThb.

Max memory current : [JocTynHas namsTb..

Processor units available: [JocTynHble npoueccopHbie 610KK

e Processor units current : Tekywue npoueccopHblie 610Ku

RMC IP address : IP-agpec RMC.

RMC state RMC : CocTtosaHue RMC B LPAR.

State : CTaTyc norn4yeckoro pasgena.

e Virtual proc units : BupTyanbHble NpoLeccopHble 610KK, Ha3HavYeHHble 3Ton cucteme LPAR.

KoHndwurypauusa nnaruia IBM HMC

HocTynHas KoHpurypaumsa gna nnarnHa Pandora FMS gns IBM HMC:

KoHdwmrypauus ceasm c cepsepom Pandora FMS

mode

PexxuM nepefayn OaHHbIX, «10KalbHbIN» Un «tentacle».

tentacle_ip

IP-anpec cepBepa Pandora FMS, npuMeHseTCs ToNbKO B pexume tentacle.
tentacle_port

MopT, Ha KoTopoM npocnyLwwmneaeT cnyxxba Tentacle.

tentacle_opts

Jliobble OONONHUTENbHbIE ONLKUK, KOTOPbIE Bbl HACTpoWaM B ciyxbe tentacle.
tentacle_client

MosHBIA MapLpyT K BalleMy KaneHTy Tentacle.

temp

BpemeHHbIN paboynin KaTanor.

local_folder

MapLUpyT [OCTaBKM A8 pexuma nepenayn faHHbix «local».
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KoHdwmrypaumsa goctyna kK HMC

hmc_host

[P nan FQDN gna HMC
hmc_user

Monb30BaTesb C MPABOM YTEHUS
hmc_pass

Maposb

as_agent _plugin

BbIXxo4Hble fAaHHbIe r1arnHa Bo3spallatoTca B popmaTte XML ons 3ansaHUpPOBaHHOIoO
BbIMNOJIHEHMA € nomowbio AreHTa Pandora FMS (as agent plugin = 1). nn cTaHpapTHbIN
BbiBOA4 ( as _agent plugin = 0 ) 4N BbINOJHEHWSA, 3aMNJ1@aHUPOBAHHOIO C NMOMOLLbIO
CUCTEMHOr0 Cron WK BbINOJIHAEMOr O Kak CEPBEPHbIV r1aruH.

KoHdwurypauusa Arenta

agent_name

Heobs3aTenbHO, BBEAUTE NMSA ANA POAMTENLCKOr0 areHTa, No yMon4aHuo ~hostname’
agent _interval

NHTepBan areHTa, no ymonyaHuio 300.

agent_group

pynna AreHTta no ymon4aHuio IBM

MepcoHanusauusa Mogynen

module_group
pynna moaynen, No ymonyaHuio IBM.
module_interval

NHTepBan moayns (MHOXMTENb), MO YMOAYaHUIO 1.
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module_tags

ITUKETKWN Ans moaynen
MNMepenMeHOBaHUe 0OBLEKTOB

Insa nepenMeHoBaHNS 06BEKTOB UCMOJIb3YETCS NeperMeHoBaHne no 610KaMm:

rename
MyLPAR NAME TO my new name

MyLPAR NAME2 TO my second new name
rename_end
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