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Jodotdod

oooooog
HRN

OO000O0PandoraFMS OO0 0000000 DOOOOOOOODOOODOOOOODOOODOOOO
guooooboboogogad

O00000(Setup) >000000(Setup) 00000000000 DOOODODOOOOOOOOOO

Monitoring
Topology maps

Reporting

Discovery Enterprize
Resources Historical database
Profiles

Configuration

Setup
License
Admin tools

Links ranslate string Integria IMS

Warp Lipdate Module Library

Module library Motifications
About Websocket Engine

External Tools

G5 map connection

Jodood
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oogoog

ooono
Setup < . " -
General @ = R - i @ @ 02 28 N B

General settings

Language code
English (UK)
Chromium path

fusr/bin/chromium-browser

Time source

Systemn

Enforce https

Use S5L certificate

API password

Enable GIS features

Enable Sflow

Catalan, ca.

Espafiol, es.
Francais, fr.
Pycckun, ru.
00O, ja.
OO0, zh CN.

English (UK), en_GB.

Remote configuration directory
Mvar/spool/pandora/data_in

Automatic login (hash) password

Attachment directory

Svarfwwwhtml/pandora_console/attachment

Automatically check for updates
a

|P list with APl access

127.00.1

Enable Netflow

General network path

Mvarispool/pandora‘data_in/

OO000O(Languagecode): 00000000 O0OO0OOOOOO
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(210000000 OO0 (Remote configdirectory): 0000000000 DOODOOOODOODOO
00 00000D000000D0O0000/var/spool/pandora/data in0O0 00

Chromium 0O O (Chromium path): chromium OO0 00000000 Chromium OOPDFO OO0 OO
doddooooboooooodooooooooooo

OOooo0d NG76700:

Phantomjs O 0 0 0O 0O 0O OO O O (Phantomjs bin directory): Phantomjs O
O0000000O0PhantomjsOPDFO OO OODODODOODOOODODOOO
goddoddoooooooooo

000000 (hash)DOOOD:00000O0O0OO0DOUVRLOOODOOODOOOODOODOODOO
0000000000000 00DO00DOWwWebOODOODOODOOOQPandoraD OO OO0 OO
doddoodooooodobooboooooodoooooooooooooooonod
O0000000000D0 PandoraFMSOOOO ODO0ODOOODDODOODOOODDOOOO
O0PandoraFMS OO OO OO /extras/sample login.php OO OO0ODOOOODOO

OO000000O(Timesource): 00000000 O0DOO0O0DOOODOO0ODOOOO OODOODOO
gobobbobboogoooobobbbdoogoobobobboooooooboboobbooaa
gooooooo

00000000000 (Attachmentdirectory): PandoraFMS O OO OD0OOO0OOOOOODOODOOO
doddoodooooodobooboooooodoooooooooooooooonod
Oo00o0oo0ooODooOOoOoDOOO/var/www/pandora_console/attachment 000000000
dodobddoouoooodoooobouoooboobooooobooooonooooooo
godoooooooood

httpsO O O (Enforce https): OO0 00000000 O0ODO httpsOODOOODOO ODODOODODOODOO
OO0O00O0000PandoraFMS OO OO0 WebOOOO httpsOOOODOOOOOODOO
O0Apache O https 000000000000 DOO0ODOOOOOOOOODOOODOODOOODOOO
O00o0oobobobobobooboo MmySQLOOooo ODooobobUobobooobobooo
goooooo

update tconfig set “value' = 0 WHERE "token™ = 'https';

O0000000000ODO (Automatic check forupdates): 0000000000 DOOOOOOO
0000000000000 00O0O0O000000000O0O000000000O00O0O Pandora FMS
000000 (PandoraFMSSL) OO OO OPandoraFMS OO O OO (D O0OO0OO0OO)ODOOOO
gooooodn

SSLcert O OO (Usecertof SSL): SSLO OO OOOOOOODO
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SSLCert OO O(Pathof SSLCert): OO0 SSLOOOOOOODOOOOOODOOOOOODODOO
goobbobobbooooooooboooo

APIO OO OO (APl password) : Pandora APIO OO0 0000000 OO0OOOODOOO
godooooogd

APIODO000DOODIPODDOODOO (IP list with APl access): O O O [JPandora FMS OO 0O OO
OO APIDOOO0OOO0O0ODODOO IPODOO0OOOOODODOM@WOODODOO 127.0.0.1 000000
O0o0oooOoOoooOo)yooo iPO0CO0ODODOODODOOOOO*ODOO0O00O0OOOOOO
125.56.2400000000000000000 125.56.24. 0000000

GISOOUOOUOOOO (Enable GIS features): Pandora FMS O O OO QOO GISOOOOO- 0OoOO

dododod dododooogn
Netflow O O O O O O (Enable Netflow): oo00Oo/maooooog
sFlow O O OO OO (Enable sFlow): O00o/mooooood

O00000000000(General network path) (D OO OO 77000): netflowO OO sflow
godoooooooooooooonoa
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Server timezone setup

\ 3

, Europe Europe/Berlin
Public URL Force use Public URL
Public URL host exclusions
P

Inventory change blacklist Server log directory
Qut of black list Into black list

CDROM (Linux) > CPLU (Linux)

CDROM (Windows) ( CPU (Windows)

Cisco Configuration (Cisco) Process (Linux)

Cisco Interface Remote Inventol Process (Windows)
Event Storm protection Command line snapshot

|
Change remote config encoding Referer security
Log size limit in system logs viewer extension Tutorial mode
512 %1000 Full assist mode

0000000000 O(Servertimezonesetup): 0000000000 O0ODOOO0ODOOOOOO0O
0000 00000oooo/cg(so3les)l0d0d0N0oO0noooooooooooooog
0000 (IANA yloooooobooboooboobo oo/oooon
goooboboobooboboob20boboooobooboooobOo/booboobobon
00000000 00000000 (Timezonesetup) 0000 (Update) DO O DO0OO0OOOOOO
gooog

00 URL(PublicURL): DO URLOODOODODOODOOODOOOOOODOOODOODOOODOOOO
Apache 0 mod proxy 00 0000000000000 O0DOOOD ODO00O0OOO0OOOOOODO

OO0 URLOODOOO(Forceuse PublicURL): OO0 URLOOODODOODOODOO O0ODODOOODOOO
0000000000000 000000000000000000000 public urtooon
guoooood

00 URLO OO OO (Public URL host exclusion): 0 00000000000 OO0ODOOO0OOOO0O
guoooobogooaog
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OO0000 NG76800:

O000000D00D0OD0OODd (Inventory changes blacklist): 0 00 0O O
goddoooobooobdoooooooooooooooooooo
goooo

O00000000DO0Od(Serverlogs Directory):: 00000000000 O0OODOODOODOOO

O00000000D (Event storm protection): “0 00 0000000000 OOOODOOOO
gobbbobbuoooouobbbbbuooooobooo

O00000000000000(Command lineSnapshot): 000000000000 OODOOO
goobobobbooooooobooo

O00000000D00D00D0000000D0(Change remote configencoding): 0 O OOOOOO
O000oooOoooo UTF-8 00O DOoO00ooooooobOoo0 oooooooooooao
goddoodooooboooooooooodoodooooooooooooo

O00000000DO0O (Referersecurity): D0 O0O0OO0OO0O0OPandoraFMS O urlO0O0O0OO
oo ooooo ooooooooooooog
goooood

eDBOODODO
e JODODOO
e JODOOOODDOODD

0000000000000 000000000d/(Log size limit in system logs viewer
extension):: 00000000000 O0OODOODOODOOO

0000000000 (Tutorialmode): 00 0DDO00ODO0OOOOOOODOOOO OO
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Allow create scheduled downtimes in the past
q

Include manually disabled agents

Unique IP

Enable console log

Enable console report

Limit for bulk operations

300

Set alias as name by default in agent creation

Module custom |D readonly

Enable audit log

Check conexion interval

180

Keep In process status for new events with extra ID i ]

0000000000000 00D0 (Allows creating planned downtimes for past dates): 0 000 O
O0000DOOo0bOo0- boobooboboobooooboooostA0ooDooooooog
googon

000000 (Limit for bulk operations): 0 0000000000000 O0OODOOOOO

O00000000D00D0000000d(Include agents manually disabled): DO OO0 OO0O0O
goobooooboooboooboooboooooog- bogobog

O00000000D0000000000000£0 (Set alias as name by default in agent creation):
goooogobooguobogubooobooogobooooboooboooboooooogn
goobooouoboooboogbooooboooboooboooooboooobog

0000 IP(UniquelP: 000000000 OO0ODOOODOODOOODOOODOOO ODOODOOOOO
oo ipPO0D0OO0OOOODOO

000000000 IDOOOO(ModulecustomIDreadonly): 000000000000 ODOOOO
O0000000O0DOO0DOO0OOOo IbOODO0OO0O0OOODODODODODOQCLODO APIDO
guoobobotgooobbbooooobobbuoooobbbuoooooobbbooa
gouooon

O0000000000(Enableconsolelog): 0000000000000 OOOOOOO0O
./pandora console/log/console.log0 0000000000

EL8 (Enterprise Linux 8) 0 D0 OO0 DOODODOODOODOOOOOOO
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O (Enableconsole log) DO 0O O0OODOODOODOODOOOOOO

/etc/php-fpm.d/www.conf

guooobbuogogoooobn goog

;php _admin value[error log] = /var/log/php-fpm/www-error.log

00000000 (Enableauditlog): 000000 OOOOOODOO
.../pandora_console/log/audit.log 000000000000

000000000 00D0O(Enable consolereport): (DOOOO NG76400)0000000O0O
goddoddouoouoouoooog goooooooog

00000000 (Check connectioninterval): (DOOOCO NG77000)00000000000O
000000000 o0opooO@oo)yY oooooo 18e0oooo e0 OO

OO0 IDOOO0DO0O0OD0OO0O0OO0DOO0ODODOOD (Keep In process status for new events with extra
D): (00000 NG77100)00000 IDODOO “ 000" DOODOOOODOOODOOO IbOO
goddouoouoonogoo gog” toouoouood

goooobooboobood

OO0000O NG76400

000000000000 OPandoraFMSODOO0ODODO (OOODOODOOOO)ODODODODOOOOO
guooobbooooooobbuuoooobobboooooobobboooooo- bbb o
guoobbotggoooobobouoooobbbuoooo bbb oooobbbooa
gubouobbouooooobbuogoooobbbuoo

e PHPOOODOO(@MOUODODOODOOL)ODODDOODOOD ODODOOOODODODO ODOODOOD
gobogob boooobooobooboooboobooobooobobooobboo obboooono
gobooobooobbooobboon
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Pandora FMS

@ PANDORAFMS

Workspace
ERROR
O

Discovery

Mot recommended "800° value in PHP configuration
Admin tools Recommended value is: -1
Flease, change it in your PHP configuration file {php.ini) or contact the administrator.

Warp Update

Documentatio

e |11 D0ODO0ODOODOOODODODOO(Enableconsolereport) 000000 OD0OOOOOODO
doooooooooooooo

e 00000 DOODDODODODOOOODCconfig.phpOOO0OOODOOODOOOOODOODOO
goooogao

$config["reporting console node" true

e OO OOOOOOOOOOOOOOOOOOOOOOOOOOOOn

e J000D0O00DODODOOO PandoraFMSO 00000 OODODOOOOODOOOOOODOOOODO
000 0000000000000 000 WebOOOOOOODOOOODODODOOODODOOOOD
OO0emall DO O OOOD ODO0O0O0O0oO0oO0OOQ

Pandora FM5S

@ PANDORAFMS

Discovery

Workepace TASK LIST

Discovery

" Console Tasks

A Arncn Fanle
Admin tools

Warp Update

o There are no console task defined yet.

Email O O

O00o0o0obooboboboogoopsMTpOOoOpIiPOgSMTPOODODOOOOOOODOODODOO
gobobbobbuoooogobbobobbudoooobobboooooon

O0000O0OPHPOODOOOO (email config.php)D OO0 D0 OODOODOOODOOODOOODOOOOO
goon

O000GmailSMTPO DO OODOOOOOOOO
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Mail configuration

From address

example@pandorafms.com

SMTP Server

smtp.zmail.com

E-mail user

example@pandorafms.com

From name
Pandora FMS

SMTP Port
455

E-mail password

Encryption

551

B3

Gmall 00 00000D00000Q0Google0 00 O00OOOOODOOODOODODOODODODOOOODOO
gogoboobbtbododo gooobooobobodooooobbooboobbooo oo bboobobog
gooooooo

O0000000GoogleOOOOOOO WebOOODODOOOOODOO

0000000000000 0" 000000(Emailtest)"000000000O00OOO JPandora
FMSOOOOOOOOOOOOODOODOOOODOOoOOoOOoOooobOobOobOobOoboDooooog
gobobobobbodoooobobobbdoooooobbobobbooo

Pandora FMS OO OO DNSODOOOOOOOOOOODOO
goobobobbboogoooobbobobbuoooooon
gooooo

nslookup -type=mx my.domain

000000000000 PandoraFMSOOOODOOODO
goobbobboogooo oobobobboooga

gogbooooano

go

O0000000000PandoraFMS Enterprise 0 OO OO0 5000000000 O00O0O
Of0Pandora0 OO0 0D DOOO0DOO0DOOOO0ODOOOODOOOOOOODOOOODOOOODOOOOO
00000000000 DbO0ObOO0oDOO0oDO0ooDOooDOoDOoDOoon
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go

0000000000000 0000000000Pandora00)000 o000 n oo

@uooooo
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OO00000O(Setup) 000000 (Setup) 000000 0O0O[QO(Password policy) DO OO OO0

Enterprise password policy

Enable password policy

Min. password size

Password expiration

Block user if login fails

Number of failed login attempts

Compare to previous password

The password must include numbers.
The password must include symbols.
Force password change on first login
Apply password policy to admin users
Enable password history

Activate reset password

Exclusion word list for passwords

goobbbbooooodoon

Characters

Days

Minutes

Attempts

’ Update

e J000O00O0DODODOOOO(Enable password policy): 000D O0O00O0O0OOOO0OO/O00OOOOOO

gbobooobboobooboooon

e JI0ODODOOOOO(Min.sizePassword): 000000 DO0OOOO0OO0OODOOOOOOD 4000000

e J00O0OO0O0ODODODO(Password Expiration): 0000000000 DOOOO0OOOOOOOOOOO


https://pandorafms.com/manual/!current/ja/documentation/pandorafms/introduction/03_glossary#スーパー管理者
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Oo0bOoOdD@IoOoOoOoOooooOo)o
O000000000D0000000£0 (Userblocked ifloginfails): 00O O0O0OO0O0OO0OO0OOOOOO
O00DO0000DOO00D0DOOo00oDbO@oobooooo soooad

O0000000 (Number of failed login attempts): 0D 00000000000 OOODOOO 500
0o
O0000000000d(Compare previous password): 000000000000 ODOOOOOOO
dooooooooooboooooboooobuooo 3o0a
000000000000 0000000 (Password must have numbers): 000000000000
doooooooooooooooboooboooooooao
O000000000D000000004d(Password must havesymbols): 00000000000
dooodooboooobooooobooobouooooooa
000000000000 00000 O (Force change password on firstlogin): 0000000000
dooodooodoobooooobooobooooooooooooon
0000000000000 00000D (Apply password policy to adminusers): 00000000
dooodooboooobooooobooboboooooooobooao

00000000000 (Enable password history): D0 00000000 O0/000000000000O
doooooooooon

0000000000000 (Activate reset password): “O0 0000 O O0OO0O0OO?(Forgot your
password?)" 000000000000 DOD0OODODODOOODODOOOODODODOODODn
goooooo

0000000000 DO (Exclusion list for passwords): Pandora FMS O OO0 O0O000OO0OO0OOOOOOO
00000000000 DO0000000D0DOEnter000O Enter00 ODOODDODOOODODOOODODO
000 XOoOoooooooo

Enterprise

(30000 Enterprise 00 PandoraFMS OO 0000000000000 DODOO
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Metaconsole link status

There is no metaconsole defined.

Enterprise options

Forward SMRAP traps to an agent (If it exists) Yes and change status ) Yeswithout changing status () Mo

]

Usa Enterprice ACL System

Collection size 1000000 Bytes
Metaconsole DB engine MySOL

Metaconsole DB host

Metaconsole DB name

Metaconsole DB user

Metaconsole DB password

Metaconsale DB port

Activate Log Collector

Enable update manager (I::,
Critical threshold for occupied addresses g0
‘Warning threshold for occupied addresses 80
SAP/R3 Plugin Licence

Update O3 ‘

O0000000O000(Metaconsole linkstatus): OO0 O0O0000OOCO0O0OODOCOCOOOODOCO
goooooo gooobooobooboodd

SNMPOOODODOOOOOO@OOODOO)YOODOO (Forward SNMP traps to agent (if exit))

SNMPOOODOOOODOOOOOOODODODODODODODODOOOOOODOODOODODODOO
O000000bO0bO0o POD0ODODODODOODOOOOOOOOODOODO SNMPTrapd
Oasync string0 00000000000 OOO0ODOOO0ODOODOOODOOODOOOODOOOOO
goobbobboooooobobobbioooooon

OO0 OO00O00D0O(Yesandchange status) OO 0000000 O00O0ODOOOOOODOOOOOO
goobbobbboogoooobobobbbdooooooboobobboooooooboboobobooaoa


https://pandorafms.com/manual/!current/ja/documentation/pandorafms/command_center/03_installation
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/command_center/03_installation
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/command_center/03_installation
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O0000DOoO0000oooopSNMPOOOOOOOODOOODODOOOOOOODDOO ODDOOOad
0000 (Yeswithoutchangingstatus) 0 0 0000000000000 O0ODOOOODOOOOOOOO

Enterprise ACLO O O 0O O O O (Use Enterprise ACL System)

O00ACLOODO0ODO0O0O0OO0OO0bOO0bOobOobOOo ACLObOobDOobDOobODoooooo
HEN gogobooboobobodd

000000000 (Size of collection)

goobobboogoooobbobbboodgd goboobobooodd

00000 NG755 00000 gooboboboooogn
goobbobobbooooooooboooo

0000000 (Event replication):

doddouooooooooodoooooooodoooooooonod
0oddoddooooooob ooooooooooobooooo

O (Replicationinterval) 0 1000000000 00O OO (Replication limit) O
500000 00000000O0000O (Replicationmode)l 00000 OODOO
O0000oODOoOo0000o0oooooOboooo@boboooooooo)a

000000000000 0O000D0DOd(Metaconsole DB engine)

gobobbobboogoooobobbbooooooboon

e 000 DODOO DBOOUO (MetaconsoleDBhost): DO D DD ODOOODOOO

0000000 DB O (MetaconsoleDBname): 00000000 OO0OODOOO

OO000O000 DBOOO(MetaconsoleDBuser): D00 ODOD0D0O0DOOO0OODOODOOOO
O000O000 DBOOODOO (Metaconsole DB password): 000000000000 O0OODOOOO
oood

OO00D0O000 DBOOO (MetaconsoleDBport): DO OO0 ODODODOOOOODODOOO

00000 NG7670000000
0000000000000 O0O (Inventory changes blacklist)
godooogboouotdodoooooooododooooogn

guoooboggd

00000000 (Activate log collector)

0


https://pandorafms.com/manual/!current/ja/documentation/pandorafms/management_and_operation/11_managing_and_administration#enterprise_acl_システム
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O0000000000D0DOOdd(Enable Update manager)
oo odoooooon
OOO0OQHADOODOODODOO (Legacy HA database management)

(DOODOO 77000)000000000O0O0OOPpandora hao0OOooOO good
goooo

O00000000D0O0ODO0d (Critical threshold for occupied addresses)
IPAMOOOO0OODODOODOOOO0OO0OO0O0O0OODOODOOO0O0000O0O0DOOODOO000O0OOon
0000000000000 (Warning threshold for occupied addresses)
IPAMOOOO0OODODOODOOOO0OO0OO0O0O0OODOODOOO0O0000O0O0DOOODOO000O0OOon
SAP/R3000O0DODOOODOOO(SAP/R3 Plugin License)

SAPO0O0ODO0ODLOO0OOODOOOOOM@EOODO 741200 768)0 gobobbuoogdgn

gbobobooood

000 O [QPandora FMS O gogobbobobbuodooooobobooboudgd
gobobbobbuoogogoobobbibuoogouoboobbouoooouoboboobougya
goon

0000@D0000D)000000000 (Setup) > 000000 (Setup) > Enterprise 0 0 0 0
oooooooooon

Enable historical database

Configure connection target

Host

Port 3306
Database name pandora
Database user pandora

Database password L O )
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O0OO(Host):ODDOODODODODOOOODOODODOO

OOO(Port): 00000000 DODOODOOODO

0000000 (Databasename): 00000000 OOOO
ODO00D000000O(Databaseuser). D0 000000 0OO0DOOOOO
O0000000000 (Database password): 0000000000 OO0O0OOOO0O

gooboobboddgoooobobbodooooobobbbo oo oboboboogo
O0oo@ooooooog):
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Customize settings

Active to historical settings

Advanced options

Data days old to keep in active database "'__ J 15 o
Transference block size (Step) "'_. ) 1500

Delay between transferences (seconds) 1

Historical data settings

Maximum historical data age (days) 130

Maximum historical string data age (days) 150

Automatic partition of big tables. ()
Historical events settings

D Enable historical events

Events days old to keep in active database "'__ ) & o
Maximum historical events age (days) () 180 =
Historical trap settings
D Enable historical traps
Days old to keep in active database () & >
M aximum historical traps age (days) "'__= 130 o

‘ Update ‘



https://pandorafms.com/
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goooooon:
c0D00D00000DD0O0ODO0O0DOOD0OODODND (String data days old to keep in active
database). 0000000 D0ODO0OO0O0OODODOODOODODOOODODODOOODODOOO
0000ooooDooboobooboobooDo@nohooo)yoooooooooooog
godboooooootdouoooooooooouoooaa
000000000000 DO00 (Data days old to keep in active database): 0 000000000
ddddddddd0dddddddd0d0d00dU00U0U0U0UU00OOOOO 150000
O00000000(@OOD0)Transference block size (Step)): 000000 OO0OO0O0OD0OOODOODOO
dooooooooooboooooboooboooooooooooooo b ooobouooooooa
000000 00o0Ogoooi1eed00d0DOOO 1000000 DOO0OoOOoOoOoDDODOOOoODOd
gooogao
0000000 (@O )(Delay between transferences (seconds)): 00000000000 O0OOOOOO
000000o0ooOOodooOo0dDbOOoOo@ooD)y§ oooooooo 100000 2000
O0000000D00D00D0 (@ )(Maximum historical dataage (days)): D0 0000000000000
000000 180000
O000000000000000 (@ )(Maximum historical string data age (days)): 0000 OO0 O
000000oooooooOg 180000
000000000000 0000D0D (Automatic partition of big tables): DD OO OOO0O0O IDBODO
00O (tagente datosO OO tagente datos string)U O O000000O0O00O0DODOOOOOOOO
o 000000000000 DODODODOODd (Events days old to keep in active database): O
000000000000 00000000000000000 99000 nooooooOon
goodooou 700000 obooooouooon
c000D00D0ODOD0DOODODOODOODOD(d)(Maximum historical events age (days)): O

000000000000 0bO0o0ooO0ooooDoooOob 0oobDOoDOoD 186000

O000O0NG76600:000000000000 (Enable
historical traps)

Enable historical events

Historical trap settings

Enable historical traps

Days old to keep in active database &

Maximum historical traps age (days) 180

000000000000 (Enable historicaltraps) 00 0000000000000 O0OOO
guoooobon

e J00D00OD0ODOODODOODODO(Days old to keepinactivedabase): 0000 0OOO0OODOOODOO
doooooobooooo.edd


https://pandorafms.com/manual/!current/ja/documentation/pandorafms/monitoring/08_snmp_traps_monitoring
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/monitoring/08_snmp_traps_monitoring
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e 00ID000ODOODODOODO(OO)Maximum historical traps age (days)): D 00O 000000000
O000000O0oo0oOoOoo:18o00dd

goon

[JPandora FMS 0O O O oo0ooooooo
oooooooooooooooooooogoo

ElasticSearch IP

ElasticSearch Port 9200
Mumber of logs viewed 50
Days to purge old information 70

ElasticSearch Status @

‘ Update ‘

goboboobbooogooon

ElastisSearch IP: ElasticSearch D 0 0D OO0 OO0 000000 IP]

ElasticSearch Port: ElasticSearch 0000000000000 OD0OO0O0OOOO0O 9220000
OO0O00O(Numberoflogsviews): OO OO0 OOOOOO
OO00000000(Days to purge old information): OO0 00D O0DO00OO0OO0OOOODO

ElasticSearch D0 OO0 O0OOO0ODOOOOOODOCOCOOOODO(Update)D0O0O0DOOOOOO
00
0000000000000 OPandoraFMSO0OO0OO0OOOODOOODOODODOODOOODOOODOO

goooo goboobobooodd

goobobobbooooooobooo

e MSWindows 00000 OOOODO O (Active directory)
e LDAP

e Pandora FMS O O O O (Loca Pandora FMS)

e SAML


https://en.wikipedia.org/wiki/Elasticsearch
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/monitoring/09_log_monitoring
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/monitoring/09_log_monitoring
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/monitoring/09_log_monitoring
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/monitoring/09_log_monitoring
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/technical_annexes/15_security_architecture
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000000000000 D0O000 (Setup)-000 000 (Setup) =» O O (Authentication) O O O O
oooono

® =T v & i © 6 & B &~ L2 [ =2 8 N #

Authentication method Local PandoraF... &

Active directory
Double authentication
LDAP
Session timeout (mins) Local Pandora FMS
SAML

gooooboooboood
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® = x & i ©®@ ¢ 9 B = L2 R = 8 N H

Authentication method Active directory ™

Fallback to local authentication
Automatically create remote users

Save password

888

Advanced Configuration AD

Advanced Permisions AD

AD

Profiles Groups OP
Groups

. -

configuration

Cpu_usage
Add new permissions critical
. ofil disk_rate
5 t v .
SiEctprofe disk_usage
dmz
MEemory_usage
network
network_usage .,
V
Automatically create blacklist
Active directory server domain.pandora.lab
Active directory port 389
Start TLS
Domain pandoralab

Double authentication

Session timeout (mins) 0

e 100000 DOODODOODOOODO (Fallback to Local Authentication): 0O OO OO0 OO0OO O (AD)O O


https://pandorafms.com/
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gobogobobooboobooobbooobbooobooobbooobbooooboooobobag
googd

O00000000000000000000 Pandora
FMSOODOODOODOODOO0ODOO0OO0O0O0ODOODODOO
guooobooogooog

e 1000000 ODODOODO (Automatically createremote users): OO0 00000 OO0O0O0O0OOOOODO
O00000000 000000 00DOooOoopPandoraFMSO LDAPOOODODOODOODOOODO

gobogobobodoobooobbooobob oo3dobobooobobooobooobboo
gooboooon

o 00000000 (Save Password): DO O OOOOOOPandoraFMSO OO OO 7500000
O000D000000pADODOODOO PandoraFMS OO DO O0ODOOODODOOODOOOOOO
O 00O 0O O (Automatically create profile)

o 000 AD OO (Advanced Configuration AD): OO D OO0 0OO0O0DOD0OODOODOOOO ADDODOO
goooooogd

= 000 AD OO (Advanced Permissions AD): 0O 0 O 0O O O O O (Add new permissions) O O O
000000000000 0000000000@O0O OO0 (Update)DODOOOOOOO
000000000000 0D000000)YO oDooo0oo0ooo10000 Active
Directory@ DO 0 DOO0DDOOODOODOOODOOODDOODOODOOOOODOOODOOOOO
O OActive Directory 00D OODO0O00OOO0OOOOADGroups OO0 OO Active
Directory@ DO DOD0ODODODOODOODODOODODODOODOOODOOO (+)
goooooood

Profiles selected Groups selected Tags selected AD Groups

Advanced Permisions AD
Chief Operatar All network /’ ﬁ

Prafiles

configuration

cpu_usage
Add new permissions critical

disk_rate
Selec 9 Please select... o
Select profile v ASE S £ disk_usage @

dmz
memary_usage
network
network_usage -

P

cJ0D00D0000DDO (Automatically create profile): 00D 000000000 DOOOOOOO
Ododooooododouooooooodouonooooodouon otooooono
O00000000 00000000000 000Chief Operator, Group Coordinator,
Operator (Read), Operator (Write) OO 0O Pandora AdministratorO0O0 Q00000
00 - doootdotuo oououobooooooooooouoonboon
e J000D0O00DODODOODODDO (Automatically create profile group): 0000000000 OO0O0O
godbooooodoodouoooooooooodouonoooono ooogooooooooon
OO00O0(Profiles) 0000000 O0O0OODOO(Manage agentgroups) D0 OO0 OOOO
e 000000 DODDOOOO (Automatically create profiletags): 00000000000 OCO0O0OOO
godooooooodouooonooooooodouooonooooooooo ooooood
O000O00D0o0oooooood(Profile)-0000000 (Moduletags) DO OOOOOO
e 1000000 ODODOODO (Autocreate blacklist): OO0 OO0 ODO0ODOO0O0OOODOOODOOOOODOOO
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HRN

LDAP 00O O Active Directory 00 DO O0D0DOOO0OOOO
OOLWAPODODODOOOOOODDOODODOO0O0OOOOOO
gougo

ldap://addc.mydomain

O0000000000000((Activedirectoryport): 0000000000 ODOOOOOOOO
OO@oooog 389)

TLSOOO(Start TLS): OO0 DOD0OOO0OOODOODOODODOOTransport Layer Security (TLS) DO OO
00000 ONJOFFO O OO

OO0O00O@omain): 0000000000000 O0OO0OODOODOOO

000 AD OO (Advanced Configuration AD) OO0 O D OODOOODO OO (Domein)
goddouooboooooodoodoouoouoo

Automatically create blacklist

Active directory server contoso.com
Active directory port 339

Start TLS

Domain dcl.contoso.com

Daouble authentication

e 00000 (Double authentication): 00 OO0 600000000000 0O0OODOOOODOOOOO
Oooboboob 200boboobobobooobobooboooboboboboOob 2n0obOooOoO
gobogobooobooon gooooooood

guooobobbtotbogoooobbogooooboobn
guooobogooooobbuoogoaoo

00000000000 (Session timeout)

e J0D00OO0O0OODODO PandoraFMSOOCOOOO WebOOOOODODOOOODOODOOODODOD OO
00 PandoraFMSO OO O0O00O0O0OO0OOO0ODDOO PandoraFMSOO O O0OOODOOOODOOOO
goodgd

e J00O0O0O0DSOUDOOUOODDUOUOUODDUOOODDOUOUODDUOODUObDDOUOODbO

e 0 -100000000000D0D0D0O0DOODOO0OODOO WebOODODDOOOOWebOOODOOO


https://pandorafms.com/
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pandorafms

gobogobboobobooobbooobobuoooobooooon
0000000 D0OOOOUOOODODOO (¢ PandoraFMSTII 1”0 ODOOO)YOOoOOOOOO

gooooaogg

gobobbbbbodogoooobboobbuoooooon
gobobbbbbodogoooobboobbuoooooon

gobobobbbuoooooboboboboodgo

000000000000 000000WindowsO O O4dO
000 ActiveDirectory D600 0 000000000000

000000 WindowsOOOQOQoQoooooooooo
PandoraFMS OO OOOOOOOOUOOUOOOOOOOO
OOOMicrosoft 0D OD00O0O0OO0OQOOO

TLS OO O OO Microsoft Active Directory O 00O

guooobogooooooion

-Pandora0000000000O0OOODO FQDNOOOOOOOOOOOODOODOOODOOODOO
DO0D0000SSLO00ooD@uooboOoboOoboOoDb 3890 63600 0DO0ODOODODODO

-0000 Pandora00000000D0ODOODOOODOOOO

guot ngogooobod

iL1gdgooooboouooooon

gudoobobbtuoooooobbgooouobobbooooobobbouooooooon
O000000DO0OD0O0O FQDNOOODOODOODODODODOO LDAP over SSL

120000000000

guooobbuoogoooooon

== Typethe name of a program, folder, docurmnent, or Internet

rescurce, and Windows will open it for you.

Open: CEI’tr‘r‘II FITISC

[

'@ This task will be created with adrinistrative privileges.

QK

Cancel

Browse... |
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goobobobbooooooobooo

pandorafms

F= certmgr - [Certificates - Current User\Trusted Root Certification Authorities\Certificates]

File

Action  View Help

Y R EE e e

H MMM BBE

Iﬁ] Certificates - Current User

| Personal

| Trusted Root Certification Authorities
| Certificates

| Enterprise Trust

| Intermediate Certification Authorities

| Active Directory User Object

| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certification Authorities

| Trusted People

| Certificate Enrollment Requests

| Smart Card Trusted Roots

[]Baltimore CyberTrust Root

[=;]Class 3 Public Primary Certification. ..
@Cnpyright (c) 1997 Microsoft Corp,
@Digiﬂert High Assurance EV Root CA
@Equifﬁx Secure Certificate Authority
[lGeaTrust Global CA

[5,|GTE CyberTrust Global Root
@Miansnf‘t Authenticode(tm) Root ...
[ZMicrosoft Root Authority
[SIMicrosoft Root Certificate Authority

[53INO LIABILITY ACCEPTED, ()97 V...

[ |

goboboobobbouoooooobobbodd

Certificate

‘General Details |Eerﬁﬁ:3ﬁon Path I

Issued To = | Issued By
[ artica-AMMSPRINT 1-CA artica-AMMSPRINT 1-CA
¥ lartica-AMMSPRINT1-CA artica-AMMSPRINT 1-CA

Baltimore CyberTrust Foot

Class 3 Public Primary Certification A...

Copyright () 1997 Microsoft Corp.
DigiCert High Assurance EV Root CA
Equifax Secure Certificate Authority
GeoTrust Global CA

GTE CyberTrust Global Root

Microsoft Authenticode(tm) Root Au...

Microsoft Root Authority
Microsoft Root Certificate Authority

MO LIABILITY ACCEPTED, ()97 Veri...

DIssuer

D'I.-'alid from

=] valid to

[ subject

Field | Value | -
B'u'ersinn V3

ElSEriaI nurmber 633276blbe39fab843fb ...
BSignature algorithm shalR5A

DSignature hash algorithm shal I

artica-AMMSPRINT 1-CA, artic. ..
Wednesday, April 22, 2015 &:...
Wednesday, April 22, 2020 &:...
artica-AMMSPRINT 1-CA, artic... ll

Edit Properties... || Copy to File... ||

Learn more about certificate details

|

O0000000O000DO0ODOOX509DER (.CER)ODOOOOODDOO
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www.pandorafms.com

Certificate Export Wizard

™| Include &ll certificates in the certification pak i possiole

Sl

Atiom pakh i possible:

SRR

£y 1l Efi e ExpOrE is SUCCEsShul

CEROOO0O0DOOOOO0O0DOODOOO

Certificate Export Wizard

Ci\WUsers\Administrator\Desktop\ARTICA. cer

oooboobobobobobobobg
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00000000000 bOOo0oooobOOooooooDoooooa
OO0O00PandoraFMS OO OO .cer0000D0O0OODODOOODO
1.3:Pandorad0 00000 0OO0OO

O000000bO0oDbO .CEROOODOOOOpenlDAPOODOODOODOODODODODO

cp micertificado.cer /etc/openldap/certs/

000000 /etc/openldap/ldap.conf 0 0000 OpenlDAPO OO OCOOQ.CERODODODOO
0D000000000000000)

# LDAP Defaults
#

# See ldap.conf(5) for details
# This file should be world readable but not world writable.

#SIZELIMIT 12
#TIMELIMIT 15
#DEREF never

#BASE dc = pfms,dc = lab
#URI ldap://pfms.lab

#TLS REQCERT ALLOW
TLS CACERT /etc/openldap/certs/mycertificate.cer
TLS CACERTDIR /etc/openldap/certs

O0000O00OD0ODOTLS REQCERTALLOW D ODODOOOOOOOO
godto z2z000dgoooood

godoobbotoooodoto nmapd 0o

nmap domaincontroller.domain -p puerto basico,puerto ssl

guooobogoooooon
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000000000000 0D00D00O00 OPENODODODODOODOODOODODODODO
gouooon

0000 3:Pandorad0 00000 OSSLTLSOODOODOOO

O000O0OSSyYTLSOO000 Micresoft ADODODOODOODOOODOO
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Authentication method

Fallback to local authentication

Automatically create remote users

Save password

Advanced Configuration AD

Automatically create profile

Automatically create profile group

Automatically create profile tags

Automatically create blacklist

Active directory server

Active directory port

pandorafms

Active directory ¥

«©

Ciperator (Read) b

:
configuration
Cpu_usage
critical
disk_rate
disk_usage
dmz
MEMOory_usage
network
network_usage o,

domainpandoralab

a9

Start TLS [ @)
Dromain pandora.lab
Double authentication

20

Session timeout (mins)

31/122

LDAP

O00000000000000000000 openldap O
OO00000OO0bOoDbOpgCentOSOOODOODODODO
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pandorafms

O Oyum install openldap* 0 0000 0000OOO0O OO

gobobbobboogoooobobbbooooooboon

32/122

CONFIGURATION » AUTHENTICATION PZNHOOGBE < L [ESIonk
Authentication method LDAP b

Fallback to local authentication

Automatically create remote users

LDAP function PHP function v
LDAP server

LDAP port

LDAP version LDAPY] hd

Start TLS
Base DM

Login attribute
Admin LDAP login

Admin LDAP password &

Enable secondary LDAP
Double authentication ()

Force 2FA for all users is enabled

Session timeout (mins) 20
‘ Update ‘

obooooboboooboboooooogn
0000000000000 0(Fallback to local Authentication):
LDAPO OO OOOOOOOOOOCOOOOOO0O0OOOO0O0OO0OO0DOOOoDOoOoOOooOoDOoOOo-

guooobggd

0000000000000 00000000 Pandora
FMSOODOODOODOOOO0OOOOO0ODOODbOOoDbOoDbDOon
guooobogogoog

000000000000 (Autocreate remote users):


https://pandorafms.com/
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OO0000obO0ob0obOobOobobo/moboobOoboooboobOUobUobDLWAPOOODODODDODO
goobobobboogogobobb bbodoooobobobboooooobob suoooon
goooooo

0000000 (Save Password)
0000000000000 ogwbAPO0OO0OOODOOOOOOODOODOOO
LDAP O O (LDAP function)

LDAPOOOODOOODOOPHPOOOOOODOODODOOO Idapsearch 00000000 ODOODOO
OOJbAPOOO0O0O0OOO0ODOODODODODOODOODOODOUOOODODLOOD ODODOODODO

0000000000000 d(Login user attribute)
oo oioooooobooououoooooon

LDAP O 0O O O (Advanced Config LDAP)

e OOy UUUUU g
OO0@OobOo0O0o0O0o0ob0obO0oo000b0obDO0ob0b00obOoDU0O0DbO UbhooDooDbUobOooDoo)o
e OOy UUUU 4@
gobbooobobboooobbooobbooooboboooobbooubbboooobbuooobo

ooboooboooOo@ooboooboooobobooooooOo)yoooooboobooooboboo
goobodand

Advanced [ |
Conhiguration
LDAP

Advanced
Permissions

LDAP

Add new

pErmIssions Profiles Groups Tags _ LDAP attributes opP
hierarchy

A ®
Operator (Read) Any id_group=15&

configuration email="@pandorafms.com
Cpu_usage

critical

O00000O0dpgPandorad0 00000000 “group id=16"000 “email” O
“@pandorafms.com” D00 O00OO0OO LDAPOOOODO ODODODO *“ 0DO0"00000 ODOOO O
O “Operator (Read)" 00O OO0


https://pandorafms.com/
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00 000000000000 roup id=16"0000000000000 =0000000O0
gogobbobbbdodoooooobooboooddgo

0000000000 0O (Autocreate profile):

gobobbobboogoooobobbbdoogoobobobboooooooboboobbooaa
gobobbobbooooogobbobobbooooooooboobo

¢ Chief Operator

e Group Coordinator

e Operator (Read)

e Operator (Write)

e Pandora Administrator

000000000000 D00004d(Administration) > 0000 O (Manage Users) >0 0000
00 0O (Manage profiles) D OO OO OO0

O000000D0O0D0OD0ODO O (Autocreate profile group):

goobbobbboogoooobobobbbdooooooboobobboooooooboboobobooaoa
goobobobbboogoooobbobbboooooon

* Servers
Firewalls
Databases
Network
Unknown
Workstations
Applications
Web

000000000000 00000000o0U0o0oUO0o0Ud(Administration) >0 ODO0O00OO
O O (Manage Agents) > 000 00O (Manage Groups) D OO0 OO OO

000000000000 (Autocreate blacklist):
gbodoooooooododoooooooooodon
LDAPO O O (LDAP server):

LDAPO D OOOOOOOOO

LDAPO O O (LDAP port):

LDAPO D OOOOOOOO

LDAP O O O O O (LDAP version):

LDAPOODDOODODOOOO
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TLS O O O (Start TLS):

O0000000000000ODOdTransport Layer Security (TLS) 0O O OO0 OO OO ON/OFF
goog

000 DN(Base DN):

LDAPO OO OOOODO Distinguised Name (DN) 0O 0O ODOODOODOODOO[Jou = People,dc =
edu,dc = example,dc = org

000000 (Login attribute):
LDAPOODODOOOOODOODOODOODOODOODOODOODO UID (User Identification Code) O O O
000 LDAP OO OO (Admin LDAP login)

OO0000b00b0obOobOobobooboobD LbAPODOODODODODODODOOODODODOODODOD
goobobboogoooobbobbboodgd

000 LDAP OO 0O OO (Admin LDAP password)
oo ouooouoooboooooo
00000 LDAP OO OO (Enable secondary LDAP)

O0000 LPAPOOODOOO0OODOOOODOODO LDAPOODODODOODODODODODODO
HEN
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Admin LDAP login

Admin LDAP password

Enable secondary LDAP

Secondary LDAP server

Secondary LDAP port

Secondary LDAP version

Secondary start TLS

Secondary Base DR

Secondary Login attribute

Adminsecondary LDAP login

Admin secondary LDAP password

localhost

389

LDAPYS hd

ou=People. dc=edu,dc=example dc=org

uid

Double authentication

Session timeout (mins)

00000 (Double authentication)

00000000000 (Session timeout)

20

gobobbeotbdoooobbbbbooooouobbobbboooooobb 200000
gooboobbtooooooobobobbtodoodo 2zbbodooooobbobbbooooon
guoooobbogd

guooobobbtotbogoooobbogooooboobn
guooobogooooobbuoogoaoo

e J000OO0O0OODODO PandoraFMSOOCOOOO WebOOOOODODOOOODOODOOODODOD OO
00 PandoraFMSO OO O0O00O00O0OOO0ODDOO PandoraFMSODO O O0OOODOOOODOOOO

goodgd

e J000O0O0O0DSOUDOOUOODDOUOUOUODDOUOODDOUOUODDUODODDOUOODO
e 10 -100000000000D0D0D0O0D0OODOO0OODOO WebOODDOOOOWebOOODOOO
iU go

e J0000ODODODOODODODDO (™

"0 DO00O0)Yhoooobooo
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gobogoood

Pandora FMS O OO 0O

0000000000000 0000000000D000DO00DO00DOO000D0O0O00OpQgPandora
FMSOOODOOOOOOobOOobOobOooooooog

CONFIGURATION » AUTHENTICATION y
Authentication method Local Pandora FM5 b
Double authentication
Force 2FA for all users is enabled
Session timeout (mins) 20

‘ Update ‘

00000 (Double authentication)

gobobobboogoooobobbioooogoobob 20000obobobboouooog
gobobobobbuougodonb 200dggoobooobbogogoooboo oo
goooooo

Jdo0dodoodoooooooooooonooogogn
Jdodo0dodoodoodoooooogogod
0000000000000 0(Force 2FA for all users is enabled)
Jdo0do0dodododooodoooooooooDgbgoDogbooongodg

00000000000 (Session timeout)

e J00D0DD0ODDODO PandoraFMS OO OOOO Web OO OO ODOOOOOOODODOOOODO OO
00 PandoraFMS OO OO0OO0O0O0O0O0OO0OO0O PandoraFMSOOOO0OOO0OOOOOOOOO
00000
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SAML

gobobbobbooooooobobbbooooooboooon

pandorafms

gobogob sobbooobuooubboobobuooobbooobboobnboo
00 -100000000000000000000D0000 WebODOOOODOOWebODOODOOO
gobooobboobobooobbooobbuooobbooooo
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000000000000000000 (¢ Pandora FMS I 0”"0 OO00OO0)YOODOOOOOO

goboooood

CONFIGURATION » AUTHENTICATION

Authentication method

Fallback to local authentication

Automatically create remote users

SimpleSAML path

SAML source

SAML user id attribute

SAML mail attribute

SAML group name attribute

Simple attribute / Multivalue attribute

Profile attribute

Tag attribute

Double authentication

Session timeout (mins)

‘ Update (3
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SAMLOODODOO0OODOOoO00o opopboobooooog

goooo

oo oouoouobouoooo
OO0 1000JPandoraFMS OO0 OOODOOODO OO O OO Google Authenticator 00O O Google
guodgougougouoouooon

goog

O00000000000000000 PandoraFMSODOO0OO0OOOOOODOOOOODOOODOO
guoubbodooooobobuogoooo bbooooobobbuooooobbbooa
guooboboggoooobobug oo oooobobbuoooooobbbooa
guoooood

https://support.google.com/accounts/answer/1066447

CONFIGURATION » AUTHENTICATION T ™ & O G o p R
Authentication method Local PandoraF._. ™
Double authentication ()
Force 2FA for all users is enabled
Session timeout {mins) 20
‘ Update 3 ‘
ooo

gobbbbbooooobobbbbbdoooobobbbboooooobbbbbdogd
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Workspace / Edit user

USER DETAILEDITOR

Autorefresh @
6 Pandora i
Full list of pages:

Nome 7

6 Mew password

User ID: admin
a Password confirmation b

Time autorefresh ®
a Current password

‘ 15 minutes

Language: Timezone @
Default W . none
Block size for pagination 20 D Default (20) ()

Home screen @

‘ Default il |

Event filter
‘ Mone b |

Double authentication () Show information

goobbobbboogoooobbobbbooooooboobobooao
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Double authentication activation

You are about to enable the double authentication mechanism.. With this option enabled

wour account access will be more secure, because a code generated by another application

will be required after login..

You will need to install the app from the following link before continuing...

Download the app

Continue

OO000OO(continue) 00000000 O0OOOODOOOOOOOOODOODOD OO0 OOOO
goobobobbboodooooboobobtbdoooooboobbbooo oooooboobo

Double authentication activation

A private code has been generated.

Before continuing, you should create a new entry in the authentication app.. You can

enter the code manually or scan the QR code to add it automaticalky.

-2 Code: HOWCDQ4I DY AULAW

Refreshcode  Continue
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gobobobobbuoooogobbobbbuoooon 2000000 oobooo

e JO0O0:PandoraFMS OO0 O00D0DDOOOODOOOOODODOOODO

e J000DO0ODOOD:PandoraFMSOOOOODODO QRUDDOODOODOODOOODOOOODODOO
gooboooboood

gobobbobbuoogogoobobbibuoogouoboobbouoooouoboboobougya
goobboboboodadd

gogbobbbbbddooouobbobbbudoooub bobbbboooooobo o
OOPandoraFMS OO0 O0O0OO0OOOODOOODOODOOODOOODOO

gobobbobbuoogogoobobbibuoogouoboobbouoooouoboboobougya
HEN

ERERE

gogbobbbbuougoogoboobbuoooguobooobboouooon

Language:

Default

x

Double authentication activation

Block size for pagination 20

Arevyou sure?

e @ Double authentication will be deactivated

| Default

Deactivate
Event filter

| Mone

Double authentication Show information

O010000000PandoraFMSOOOOOOOO D000 0oDo0oooooog

gogoobooogd

oooooooOooooood
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Database maintenance status

Pandora_db running in active database. Executed: 8 minutes 28 seconds ago.

Pandora_db running in historical database. Executed: 26 minutes 3 seconds ago.

godoobooooooooooo:
pandora db OO0 0O OOOOOODOODO O (Pandora_db running in active database)

“pandora db”" 0000000 O0ODOOODOOODOODOOODOO12000000000 O0OOO
goboboobbooooaon

pandora db OO0 O0OODOOOODOCODOOOODODO (Pandora_db running in historical database)

O00000000PandoraFMS OO0 000OO0OOOOOOODOOODOODOOODOOODOOOOO
O0pandora db” 00000000000 OOOOODOOOOOOOOOOODOOOOOOO
dbl1z00dgoobobbodgooooboobbooooon

gbooogboooooooobooob

»000000(Setup) 000000 (Setup) - 000000 O (Performance)
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Database maintenance options

Max. days before events are deleted 7
Max. days before traps are deleted 7
Max. days before audited events are deleted 15
Max. days before string data is deleted 7
Maw. days before GIS data is deleted 7
Max. days before purge 45
Max. days before data is compacted O
Mar. days before unknown modules are deleted o
Max. days before delete not initialized modules o
Manc. days before autodisabled agents are deleted 30
Retention period of past special days O
Max. macro data fields 10
Manc. days before inventory data is deleted 21
Ma. days before delete old messages 21
Ma. days before delete old network matrix data 10

godoougouoouooooon
O0000000000Od(Max. days before delete events)
godoougouoougoooo

OD00000000OD0Od(Max. days before delete traps)
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dodooooooooooonod
000000000000 0Od (Max. days before delete Audit Events)
dodoooooooooooooon
0000000000 (Max. days before delete String Data)
dodoooooooooooooon

GISO OO 00O OO0 (Max. days before delete GIS Data)
GISO0OoOoooooooooooao

00000004 (Max. days before Purge)

gobobbobboogoooobobbbdoogoobobobboooooooboboobbooaa
goooooo

0000000 (@DOO000D0O)(Max. days before data is compacted)
dodoooooooooooooon
000000000004 (Max. days before unknown modules are deleted)
godododdoooooooooooooooo
O00000000D0OODO0Od(Max. days before delete not initialized modules)
dodoodoodooooooooooobooood
0000000000000 00O (Max. days before autodisabled agents are deleted)
goddooooboobooooooooooooooooooon
O0000D0O0D0Od (Retention period of past special days)
doddoodooooboooodoodooooooooooood
0000000000000 (Max. macro data fields)
godododdoooooooooooooooo
000000000000 D0O00OOd (Max. days before inventory data is deleted)
goddoodoboobooooooodoooooooon

O0000D000000DDO0OO(Max. days before delete old messages)
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gobobbobboogoooobobbbooooooboon

0000000000000 00D000D0000O0DOOddoO(Max. days before delete old network
matrix data)

gobbobobbuogooobobobbbdoooobbooboboao

gbooboboobooboobooboonbo

O00000000O00PandoraFMSO OO OODOOOO0O
guoooobogooooobbuooaon

Historical database maintenance options

Max. days before purge 180
Max. days before data is compacted 120
Compact interpolation in hours (1 = fine / 20 = bad) 1

Max. days before events are deleted 180
Max. days before string data is deleted 130

doddoddooooooooooooon:

000000000 (Max. days before purge)

dodoooooooon

0000000 (@O00DoO)(Max. days before compact data)
godododooooouoooooooobad

000000000000 D000 (1020)(Compact interpolation in hours (1 Fine-20 bad))

gobobobbbboogoooobbobbboogagstoboooooooobbobboulgn 288
goboboobboogooobbobobbod 200bbbbboogou 20bboooooobooboon
gz ion1200bbobbboddgdoooobbbdgoooobbigoood
gooooooo

00000000000 (Max. days before delete events)
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gdodoooooooooooo
0000000000 (Max. days before delete string data)

goobobobbooooooobooo

O0:00000000000PandoraFMSO0OO0ODOOO
gobobbobbuoooooobobbbdoooon

gon
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pandorafms

Others @
Item limit for real-time reports 100
Compact interpolation in hours (1 = fine / 20 = bad) 1

Default hours for event view
Use real-time statistics

Batch statistics period (secs)

8:=08"-

Use agent access graph
Max. recommended number of files in attachment directory 250

Dielete not initialized modules

Big Operation Step to purge old data 100

Small Operation Step to purge old data 1000

Graph container - Max. Items 10

Events response max. execution 10

Row limit in csv log 10000

SHMP walk binary snmpbullowalk
SMMP walk binary (fallback) "'__ ) snmpwalk

WMI binary pandorawmmic
PhantomJs cache cleanup "'__ ) Mo scheduled

godoooooooooooooonoa
000000000000 00O00d(Iltem limit for real-time reports)
godododdoooooooooooooooo

000000000000 D000 (1020)(Compact interpolation in hours ('1' = ok '-20"' = bad)) O
oo ouooooosgbnououoooooobooboildgno 2880
gdodoooooobooououo 2000000000 b 200000000 ououo
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gz onb12200d0bbobobbodggdoooobbbdgoooobiooood
goooooo

00000000 (@0O)(Default hoursforEventView) 000000000000 O0OO0OOOOO0O
00240 000000000000000 00 4000000000000000000000
oo oobooboobooooooooooooonooooooDoo
goooo

00000000000 (Usereal-time Statistics): DO O0O0O0OO0O0O0O0OO. OO0ODOOO

0000000 (0O)(Batch statistics Period (secs)): DO 0D 000000 DOOODOODOOOOOOOO
dodoooooooon

O00000000D00D00D000O (UseagentAccessGraph): 00000000 O0OODOOOOOO
000000 oO0000dooooD 10Oy ooooooooboooooooooooooao
doddoodooooodobooboooooodoooooooooooooooonod
godododdoooooooooooooooo

0000000000000 D000D0004d0O Max. recommended number of files in attachment
directory): 00000000000 DODODO0ODOODDODOODOOODODOO

O00000000000(Deletenotinitmodules) 00 000000000000 ODOOODOOO
goon

000000000000 0O000D0DO(Big Operation Step to purge old data)
pandora manage.pl 00000000000 OOOO

gobbobboogoobobobboooooboboboooooobobbooooobobooooon
gobobbobboogoooobobbbdoogoobobobboooooooboboobbooaa
gooboobboogooon

gbbbiligoogobobboooooobbbbboogg sl oo oooon
goobbbbooooodoon

gdododoood 10000
000000000000 0000 (Small Operation Step to purge old data)
pandora manage.pl 000 SQLOOODOOOOOOOOOO

00000000000 D0000000D00O00O(Big Operation Step to purgeolddata)lJC0 OO0 OO 0O
000000 oO0000000obO@uooooooobboooo)yoooooowoooooooao
godoooooooood

gobobbobbodgoooobobbodoooobobobbooooooobob boogo
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goooobooooobooboogoobbboooobbboooooonoobo
guodoobbodood 1000000

0000000 -00000d(Graph container - Max. Iltems)
gooooboooooobobuoooooo

000000000000 (Events response max. execution)
guoduooboooguooobooooobbbouooooo
csvO0O0O0D0OOO0DODOO0O(Row limitin csv log)

snmpwalk 00000 snmpwalk OO0 O @ OO0OO0OO)(SNMP walk binary and SNMP walk
binary (fallback))

snmpbulkwalk 0 SNMPv1 OO0 0000000 OD0O0OO0O0OO0OODOODOODOOOOOOOOO
O0@OO00O00 snmpwalk DOOODOOO)

WMI O OO O (WMI binary)

wWMIOOODODODOODDODOOODOOOOOOO0OoOoOO000 pandorawmic 000

O0o000 NG76700:
Phantom|SO O OO OO OO0ODO OO (Phantom)S cache cleanup)

Pandora FMSweb2image 00 00000000 ODOOOODOODOOOOO
doddoddoooouooooooooboon

SNMPOOOO0O00O0O0O0DOOO

OO0000 NG76600

gd guobobobuogoooooobbugoa
gd
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Agent SNMP Interface Wizard defaults 0

ifOperStatus ifinOctets

a a

ifOutOctets ifinUcastPkts

a

ifCutUcastPkts iflnNUcastPkts

ifOutMNUcastPkts loclflnCRC

a

Bandwidth inUsage

a a

outUsage ifAdminStatus

a

iflnDiscards ifOutDiscards

iflnErrors ifOutErrors
gooo

O00000QPandoraFMS O 00000000 OODOOODOOODOODOOODOOO

oooo
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CONFIGURATION » VISUAL STYLES

Behaviour configuration @

Block size for pagination 20

Paginated module view

Display data of proc modules in other format

Display text when proc modules are in O status Ok
Display text when proc modules are in critical status Fail
Click to display lateral menus . @,
Service label font size 20
Space between items in Service maps 80

000000000 (Block Size for Pagination):

goooooooooo

O0000000000000000000 (Default interval for refresh on Visual Console):
gbodoooooooooouododoooon

000000000 (Paginated Module View):

gbodoooooooododooooodn
O0000000OO0proc00000OO0OODODO (Display data of proc modules in other format)

ProcO0D000O0ODOO0ODOO0ODODO0ODOOODDO0ODLDOODDO0ODODOODDOODDOODO
gooboboboodz2ubbbbbodooooobobbbbooooobob bbb ooo
goobobobobooooooobbobb2000bbbbodo0ooooo

O000O0O0Oproc00000O0O0OONODO (Display text proc modules have state is ok)

guooubobuotddprecUbbgoou bbbgoooobbbooobbbuoao
guoooubobbtooogooobobugooooooobon
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OO0000O0OprocO000O0OODOODOO (Display text when proc modules have state critical)

gobobobbtddprecOODUOOOOO0OOODLDODLDOOOOOOOLDDLDOOOODOOO
gobobbbbboogoooobboobbuoooooon

O0000D0000000D0DO00O(Click to display lateral menus)

gobobbobboogoooobobbbdoogoobobobboooooooboboobbooaa
goobbobobbooooooooboooo

O00000000D0O0D0OOO (Service label font size)
godooooooooodgon
O00000000D0000D00000O(Space between items in Service maps)

O0000bO0ob 20000b0b0O0@UubDOoboO)yoboooobUobobobon 80px OO
goobobobooodd

GISOO

GIS configuration

GIS Labels

Default iconin GIS marker d View

Style configuration

GIS O O O (GIS Labels)

GSOOOO0OoOOoOoOOoOoOOobObOO0ObOU0bOOoU0DOOoUOoDOUOobOObObOObObDObObDODbDbOOD
gobob bobbbdooooobobbbodooooobobbbodooooobbobbougo
HEN

GISOOUO0OO0OUO0OO0ODOO (Default Icon in GIS)

GSOOOO0OOOOooOOoOooOOoOooOOobOboOoOOO0DO0'ODOD0obOOoU0oD0OUDOO0O0o boOoDbDOoo
gooooo
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goooog

guooobobuogood:
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pandorafms

Style configuration o
Style template

Default theme
Custom favicon

Default v | @
Custom logo (menu)

logo-default-pandorafms.png v | View
Custom logo (header white background)

pandora_logo_head_white_bg.png « | View
Custom Splash (login)

none.png v | View
Custom support logo

default_support.png * | View
Custom mobile console icon

Default | View
Title (header)

Pamdora FMS
Title 1 (login)

ONE TOOL TO RULE THEM ALL
Docs URL (login)

https:pandorafms.com/manual
Product name

Pamdaora FMS
Background opacity % (login)

20

Disable helps
Automatically hide submenu

Random background (login)
L

O000000000O (Style Template)
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Status icon set

Colours ¥ | View
Custom background logo

flowers.jpg | View
Custom logo collapsed (menu)

logo-default-pandorafms-collapsedp..~ | View
Custom logo (login)

Pandora-FMS- 1.png v | View
Custom documentation logo

default_docs.png v | View
Custom networkmap center logo

Default » | View
Subtitle (header)

the Flexible Monitoring System

Title 2 (login)

Support URL (login)

hitps=!support. pandorafms.com

Copyright notice

PamdoraFMS.com

Disable logo in graphs

Fixed header

Visual effects and animation
|
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PandoraFMS OO OO0 O0OO00O0D0ODOOO0O0DOODOOODOIiInclude/stylesd00000 CSSOO
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000000000000 (Status Icon Set)
gobobobboogoobobobboooooboboboooooobobbooooobobbooooon

goobbbbooooodoon

gobobbbbboogoooobboobbuoooooon
gogobbobbboooooooobobboodga

0000 favicon (Custom favicon)

Pandora FMS OO O OO O 0000000000000 00oo0oO0o0ooooDog.ico
0000000 16x 160000000000 00O00O0ODO images/custom faviconOOOOOO
goobobboogoooobbobbboodgd

0000000 0d (Custom background logo):

O000000O0O000O0oO0O0oOoO0ooObOdimages/background 000000000 OCOOO
goboboobobbouoooooobobbodd

PandoraFMS OO OO OO0OOOOOOODOODOM@EIOOOO(Admintools)-000000O0O
OO (Filemanager) D OO OOO0OOO0ODOOODOODOOODOOODOOOO

000000 (@0O0O)(Custom Logo(menu))

O0000O0OPandoraFMS OO0 000000 OOOOODOOODOODODOODOOODOOOOQOPNGODO
gobobbobboogogoobbobbtbeox 130000000000 ooOboooooon
000 /images/custom logo 000000000 OOOOOO OOO

000000000000 D0O0(@0D0O0O[QR(Custom Logo collapsed (menu))

000000000000 00000000000000DO000 PandoraFMSODOO ODODOOO
O000000000000000000000000D00000000O0 /images/custom logo
guoooobooogoao

O000D00@OOD0D0OOd) (Custom logo (header white background))

gobobbobboogoooobobbbdoogoobobobboooooooboboobbooaa
OOf0Pandora FMS OO ODOO0O0DOOODOOODOOODOOOOOODOOODOOODOODOOODOOOO
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0 00O enterprise/images/custom splash login O O O

000000000000 (Custom documentationlogo) 000 O0OOO0OOO OOO (Custom
support logo)

gdbododoooobooooouoiooooboooooououooooooboooooo
O00000000000000000000D0O000enterprise/images/custom_general _logos/ O
0o

000000000000 O000D00O4d(Custom networkmap center logo)
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0000000000000 0000d(Custom mobile console icon)
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Tithe (header] Fandora FM3

Subtitle (header) the Flexible Monitoring System

Title 1 (login) PAMNDORA FMS

Tithe Z (login) QME TOOL TO MONITOR THEM ALL
Docs URL (login) hitrp: /il pandorafme com/

Support URL (login] https.supportartica.es

Product name Pandora FMS

Capyright notice Pandorar M5 com

Disabde logo in graphs
Disable helps

Fixed header

Automatically hide submenu

Visual effects and animation c

0000 (0Oo)(Title(header)) DO O OOODOO0O (O0ODO) Subtitle (header))
godoooooooogotdododoooogn
O0001OC0o0O0)(Titlel (login))DOO0 OOD0DO2@000) (Title 2 (login))
gododoooooooodouodod

000000 URL(OODOO) (Docs URL (login))
Oddooboooooooooooodoooboobo UVRLOOOooooo
0000 URL(ODOOO) (Support URL (login))
doddooooooooooooooooooo URLOooooooa

0O O (Product name)

000000000000 PandoraFMSOOOOOOOOOQEnterprise 000000000 OO0O


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

goddoddoooooooooo
000 0O 0O (Copyright notice)

O0O00000dfPandora0 000000 PandoraFMSSLO OO OO OEnterprise 0000000
0000000000000 O000000000O0pgPandoraFMSSLO0000O0OOOOOOO0OO
gdoddodoooooooooouodououoooboooooo

000000000 O (Disable logo in graphs)
godoooooooooo
00000 00Od(Disable helps)

Pandora 0000000000 DOO0OOOOOOOOOOOOOOODOOODOODODOOODOOOO
OOf0Pandora 0000000000 DOOODOOOOO

000000 (Fixed header)
guodobobbooooouoobuooooobobobouooo
0000000000 (Automatically hide Menu)
guodobobbooooouoobuooooobobobouooo
0000000000000 d(Visual effects and animation)
00000 Javascript0 OO0 DO OOOOOOO

00000000000 000000000000000000000000
OO0 Oconfig.phpd 00 ODOOOOOOOOOOCO

---------- Rebranding--------------------
// Uncomment this lines and add your customs text and paths.
// $config["custom logo login alt"] ="login logo.png";
// $config["custom splash login alt"] = "splash image default.png";
// $config["custom titlel login alt"] = "WELCOME TO Pandora FMS";
// $config["custom title2 login alt"] = "NEXT GENERATION";
// $config["rb product name alt"] = "Pandora FMS";
// $config["custom docs url alt"] = "http://wiki.pandorafms.com/";
// $config["custom support url alt"] = "https://support.pandorafms.com";

O00000(@O0O00)Random background (login) (DO O OO 7700 0))

oooboobobobobooobooooo(@obobobobooo)yoooooboobobo
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gobobbobbuoooooobbobbbodgooobrbodoooobobobood

../pandora_console/images/backgrounds/random backgrounds

gooono
googo:
Chart settings 0
Graph color #1 Graph color #2
. I
Graph color #3 Graph colour #4
I ]
Graph colour #5 Graph colour #6
I .
Graph colour #7 Graph colour #8
. .
Graph colour #9 Graph colour #10
I [
Data precision Data precision in graphs
1
Value to interface graphics Default line width for the Custom Graph
Bytes 1
Mumber of elements in Custom Graph Use round corners
10
Chart fit to content Type of module charts
area @
Line ©
Percentile Graph TIP view
95 None v
Graph mode Zoom graphs
Show only average by default v x1 v

O0000 #1(Graph Color #1)


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

goddoddoooooooooo

00000 #2(Graph Color #2)
goddoddoooooooooo

00000 #3(Graph Color #3)
goddoddoooooooooo

00000 #4(Graph color #4 -0 00 00O #10(Graph color #10)
OO000000OPandoraFMS OO OOODOOOODOO
000000000000 (Value to interface graphics)
goddoddooooooooooooon

00000 0O (Data precision)

gobobobbodogogoobobbtodoogoobobbuooooouob s goooo
goobobobooodd

000000000 (Data precision in graphs)
guodoobbotoogooobooooou sggoboobuooooooooon
000000 (Use round Corners)

00000000000 PandoraFMS OO O ODOODOODOODOODOOOODOOOOOO O
000000000000 (Chart fit to content)

gobobboogoobobbodoooobobobbogioocgbbobbuooonbobbuoooon
gobbobboogoobobobboooouoboboboooooobobbbooooobobooooon

O0000D000000D0(Type of module charts)
guoobobbtogouoobbuoooouobbobooooobobobbouooo
O0000000000D0Dd(Type of interface charts)

gt ooobobobbooooooboobbuoooooo
0000 O (Percentile)

gooboswdibooooodd


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

00000 (TIP graps)

Jd00do0dodoododoodoodoooDoDoDoodoDonD 3sgnoognoonooooogoog
«O00(None): 00 DDD0O0O0DODODOOODOO@OODDO)
OO 0DD0DNDNONDNONNDNONONDNONODOOoQO
e J00ODO0O(Booleangraphs): D0 000000000000 OOOOOOOOOODOO

000000 (Graph mode)

J00@oodooo)yooooooboooooooooobboooooooooooooad
oo oouoouobouoooo
oo oouoouobouoooo
O0000000000000003d0 Show only average by default0 0000

000000 (Zoom graphs)

guoooobogooooobbuooaon

OO0000 NG75200

Mumber of elements in Custom Graph 10

OD000000000O (Number of elements in custom graph)

goobob 720000000000 bbbbugoogoboboobbuoooooob bbbod
g obbbbbuooooobbbobbbodooogoboboobbuooo oooboboboobood
gobobbbbtbuooooobbobbuodg ooooobbobo bbooooooboboboobood
gobobbobbuoogooobbbbbugoogobobobbooooooobooo

O (Line)

00000 (Area)

O O (Vertical bars

O O (Horizontal bars
00 0O O (Stacked)

gboooboobobooooo
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Font and text settings

oa
]

Graphs font size

Agent text size Small:{ 18 Mormal 50
MModule text size Small: 25 Mormal:| 50
Drescription text size &0

Item title text size 45

Showe unit along with value in reports

000000 (Font path)

ODO00000000QPandoraFMS O OO OODOO True-Type OO OO OOOoOOOOO O
0000000 (Font size)

PandoraFMS OO 0000000 OOO0ODOOODODOO
000000000000 (Agent size text)

O00000000000JPandoraFMS O 0D O00D0DO0OOOOOOOOO NODOO ODOOODO
goog

O0000000000O0(Module size text)

O0000000000QPandoraFMSO 00000 DOOOOOOOODOONODODOODOOOOO
gog

0000000 (Description size text)
ODO000O000QPandoraFMS OO0 OO0 OOODOODOODOONODODOOOOO OOOO
O000000000000Od (Item Title Size Text)

O0000000000000dQPandoraFMSO 000000 O0OOODOOOOONODOOOOO
goooon

O000000000000000O00(Show unit along with value in reports)

guooobogooooobobugoooooobn


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

gboooboobooogn

guooobobuogood:

Visual consoles configuration 0

Legacy Visual Console View Default cache expiration
1 minutes ry

Default interval for Visual Console to refresh Type of view of visual consoles

5 minutes Classic view
Mumber of favourite visual consoles to show in the menu Default line width for the Visual Console

10 2
Maobile view not allow visual console orientation Display item frame on alert triggered

q

000000000000 0OD0O0O0O (Legacy Visual Console View)
gboddooodooodooouoooodooooooodooodn
000000000000 000 (Default cache expiration)

guboobobbtotboooooobbuoooobbbboooooobbbooooooobbn
guoooobbodooooobboggd

0000000000000 000O0D00OO0DoOO0nOo (bDefault interval for Visual Console to
refresh)

guboobobbtotboooooobbuoooobbbboooooobbbooooooobbn
gooog

O00000000D0000000 (Type of view of visual consoles)

guboobobbtotboooooobbuoooobbbboooooobbbooooooobbn
gouooon

0000000000000 000000D000000 (Number of favorite visual consoles to
show in the menu)

guoooobbbbtooooooobobbbouoooooobbbbooooooobobbbd
guoooobbbbtbooooooobobbbouoooooobbbboooooooboobbbd
guooobbgoooobobobbggd
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O00000000D00D00D00000d0O (Default line width for the Visual Console)

gobobbobboogoooobobbbdoogoobobobboooooooboboobbooaa
gobobobobbodooooobbbobbuoooooboboobboga

gogbobbobbbodogoooobboobbudooooooobboooooooboobo

0000000000000 00000o0o0oo0oboOogU(Mobile view not allow visual console
orientation)

(DOO0DOO0O ve300)00D0000O0O0OOOO0ODOOODOODODOODODOODODODOODOOODOO
gooon:

Back Demo visual console Home

1 9 - £ D0

799 - £ DYO

e
=
E
m
g
o
=
un

T H2EH - B 3130

7 MY - X0

000000000000 00D0O0dO (Display item frame on alert triggered)

(DoOoDOOo y7i00)000o0DD Dooo00ooOO0oooOO0ooOoOO0oOoOOooDOoOoDOOoOon


https://pandorafms.com/manual/!current/ja/documentation/pandorafms/management_and_operation/05_data_presentation_visual_maps#ビジュアルコンソールの作成と編集
https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

gobobbobboogoooobobbbdoogoobobobboooooooboboobbooaa
ERERE

goooog

Reports configuration

Showe report info with

description

Front page for custom
reports

PDF font size {pod 10

HTML font size for SLA (em) 2

Graph image height for
HTML reports

Interval description Long -

0000000000000 O(Show report info with description): D00 OO0 00000000 O0O0O
Do0dododoooooooooooooooouooooonn
O000000000000000 (Front page for customreports): 000 00000000 O0OOO
0000000000000 ooo0ooooOoooooa

POFOOOCOOOO (px)(PDF font size (px))

SLAO HTMLO O OO OO O (em)(HTML font size for SLA (em))

PDF OO0 O0ODOOO[O(PDF font family)

HTMLOODOOOOODOOODOODOO (Graph image height for HTML reports): 00000000 OO0
O000000000DoD0oD0oooDoooooooagHTMLOO)

000000 (Interval description): DD OO 0OOO0OOOOOOO 10 hours, 20 minutes, 33 seconds O [
00000 10h20m33s000

goooog

Services configuration

Murmber of favorite services to show in the menu 10

O00000000D00D0000000OOd(Number of favorite services to show in the menu)

guoobobbotoooobbobbouooobobbbbooooobbbboooooobbn
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goooo

gooon:
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Other configuration (7]

MNetworkmap

max width

Show only
the name of

the group

Show empty

groups in D

group view

Date format Example December 15, 2022, %:26 pm

string FjY.gia

Timestamp,
time
Rollover Timestamp Compact

comparison & H
P i comparison inrollover mode

or compact

value post Value: Text: Add )‘

Delete % ‘
Delete custom values: Bytes to Gigabytes ™ J

Interval

Value: seconds v Add > ‘
values

Delete interval: Empty: Default values will be appli... ™

Module units Walue: ‘ Add >‘

Delete custom values: bytes v ‘ Delete o ‘

CSV divider : | #

C5V decimal

separator

Data

multiplier to
Use always 1000

usein

graphs/data



https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

000000000000 (Networkmap max width)
doddoodooooboobooboooooodoooooooooooooooon
000000000 (Show only the name of the group)
dodoodoodooooooooooobooood
O00000000D00D0O00O00O (Show empty groups in group view)
doddoddoooouooooooooboon
00000000 (Date Format String)

dodoooooooouooood
00000 (Decimal separator)
goddoddoooooooooo
000000000000 D0000000 (Timestamp, time comparison, or compact mode)

0000000000000 D000000000 (Timestamp in rollover)JO O O O (Rollover
comparison)J0 0000000 (Compactmode) 00D OO ODOODOODOOO0OOOODOODOOO
doddoooooooooon

0000000000 (Custom value post processing)

gobbobboogoobobobboooouoboboboooooobobbbooooobobooooon
O0000000C0000D0OC0C0000DOO0 O00o0DOOod(Delete customvalues) OO0 O
O0O(Delete) 00 0O00ODOOO0ODOODODOODODOODODOODOO

0 O O (Interval Values)
OO0O00fPandoraFMS O OO OOOOOOD@MOOOO)YDOOOOOODDO
00000000 (Module units)
goddooooboobooooooooooooooooooon
CSV O OO0 O(CSV divider)
csvoooooopooooboooooooooobooooooon
CsvOOOOooodDo(CsV decimal separator)

csvoooobooboboboboboboobooooboon


http://www.php.net/manual/ja/datetime.format.php
http://www.php.net/manual/ja/datetime.format.php
https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/
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000000000000 0O0000O (Data multiplier to use in graphs/data)

gobobbobboogoooobobbbdoogoobobobboooooooboboobbooaa
goooo

NetFlow

DO00O000Ooo0O® NetFlowO OO0 ooO"0 O00DO000O00DOOO

Y OOIE < LRSI MK

Configuration » Netflow -
Data storage path () HAvarfspool/pandors/dats_in/netflow
Daemon interval () 3500
Daermon binary path Susr/bin/nfeapd
Nfdump binary path Jusr/bin/nfdump
Nfexpire binary path Jusr/bin/nfexpire

Ln
i

Maximum chart resolution ()

Disable custom live view filters [

]

Max. Netflow lifespan ()

Enable IP address name resolution [

00000000 0O (Data storage path)

Netflow O 0O OO0 O0O0O00O0OO0OOOOO

000000 (Daemon interval)

Netflow OO0 O O0OO0O0000000D0OO0OO0DOOOOOOOO

O0000000000Od (Daemon binary path)


https://pandorafms.com/manual/!current/ja/documentation/pandorafms/complex_environments_and_optimization/04_netflow
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/complex_environments_and_optimization/04_netflow
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/complex_environments_and_optimization/04_netflow
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/complex_environments_and_optimization/04_netflow
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/complex_environments_and_optimization/04_netflow
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/complex_environments_and_optimization/04_netflow
https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

nfcapd 00O 000

nfdump O 0 0O 00O O O (Nfdump binary path)
nfdump OO0 OO0

nfexpire 0 O O O O O O (Nfexpire binary path)

nfexpire 0000 00O

00000004 (Maximum chart resolution)
guodoobobogoogoo
0000000000000 0D00O000 (Disable custom live view filters)
guodoobbooooooooon

Netflow 0O O O O O O (Netflow max lifetime)

Netflow O OO0 OO0O0O0O0OO0OODOOO
IPOOODODODOOOO (Name resolution for the IP address)

POODODOOOODOOO0OOOOOODODODODODODOODOUOODUOOLOObOODODODOO
goboboboboogoooboooo

EHorus

guoooobogooooobbuooaon
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¢ T x & i © @ & B <~ L2 B = 8 M %

EHORUS

Pandora FMS Remote Control

Remote Management System
httpsfehorus.com

Enable eHorus

eHorus OO ODOOOOOODOOOOOODODOODOODODODODOO


https://pandorafms.com/
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¢ =T » & ji © 6 & B «~ L R = 8 N B

Pandora FMS Remote Control

Remote Management System
httpsfehorus.com
Enable eHorus ()
eHorus API
eHorus configuration at user level
User
Password L O 2
APl Hostname portal.ehorus.com
API Port 4435
Reguest timeout 3
Test ‘ Start > ‘

‘ Update O ‘

dodoooooooooooooon

0 00O (User)

eHorus O OOOOOOOOOO

00000 (Password)
O00OWsenDO0O0O0O0OO0OD0DOODOOODDOOOO
API OO O O (APl Hostname)

APIODOD0OD0OD0OODoOonodg


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

API O 0O O (API Port)

APID0O00000000000DO0ODbDO@EWDODbDOD 443000)
O0O000D00O0D0OO0O (Request time out)
APlO000000000000bO0b0OoUbUbUDbUDbDODbDObO(@E@UuDODO sgoOon)
00O (Test)

goboboobobbouoooooobobbodd

eHorus OO OOOOOOOOOO gooooooodad

Integria IMS

000000000000 ntegriaMSO00C000ODOOOODOOODOOOOO
0739000000(0ntegriaMSO0000O0OO0O0OOOOODOOOOOOO
guoobobbogooooobobouooooooon

ODO00O0000Pandora FMS O D00 O0DO00OO0DOODOODOOO ODOOOO(Setup)-00000
O (Setup) =» Integria IMSO OO DOOODOOOO

COMNFIGURATION » INTEGRIA IMS iy

INTEGRIAIMS

Pandora FMS ITSM

Iregria M5

£/ iNDagriaime com
aswerd palicy

Enable Integria M5

Alert default values &

eHkonees

OO0000OIntegriaIMSO OO O (EnableIntegriaMS) DD 0D 00000 DOOOOOODOO


https://pandorafms.com/manual/!current/ja/documentation/pandorafms/management_and_operation/13_remotemanagement#using_ehorus_with_pandora_fms
https://pandorafms.com/manual/!current/_detail/wiki/setup_integria.png?id=ja%3Adocumentation%3Apandorafms%3Amanagement_and_operation%3A12_console_setup
https://pandorafms.com/
https://pandorafms.com/
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gooooo

INTEGRIAIMS

Pandora FMS ITSM

Inkegria IMS

hitt pasSnLEgYRaimE. oo

Enzble Integriz IMS [ @]

Integria APl settings

Integria configuration at user lewvel

User Pandora

Password L T T Y A=
URL to Integria IMS setup hitpod192.1658.70.180

API Password LT &
Reguest timeout 5

Inventory ‘ Sync inventory  »

Test ‘ Start ¥ |

Update and continue »

00000000 Integria0 0O

O000000 IntegriaMSOO00O0O0O0OO0OOOOOOOOOOOODOOODOOODOOOO
O0000 O000O(User)OD DODOOO(Password) OO 00000000 DOODOOODOOOOO

0 0O O (User)
Integria IMS OO ODOOODOOOOOO
00000 (Password)

guooobuoooooooon


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

Integria IMS O O O URL(URL to Integria IMS setup)
Integria IMSOODOO IPODOOOOOO URLOODO

API 00O O OO (API Password)

Integria IMS O APIOOOO0OOOO
0000000000 0Od (Request timeout)
APIOD0DOO0O0O00OO0OD0DOO0ODOOOoobOOoOoDOOOoDDO

Integria IMS OO OOO0ODOO0ODOOODOOODOOODOO

Reqguest timeout 5
Inventory ‘ Sync inventory |
Test ‘ Start ‘

O00000000NG753 0000000000000 OD0ODO0ODO0OOOO
O00000000O0IntegriaMSOOD0OD0O0DOO0O0DOO@OOODOOODOO
)yooooooooooooo

O00000(Start) D0 00000000 DODO0ODOOODOOOO (Updateand continue)D 000
gudooobbogogooooobogod

e JODOOOODDOOO
e OO0 0OUOOOUOUOUOOOUOU

goobobobooodd

gobobbobboogoooobobbbooooooboon

00000 Integria IMSOODOODODOOODOOODOOOO
goobbobobbooooooooboooo
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Alert default values @

Title Integriz |MS5 alert for Pandora FMMS

Test for documentation alerta

Ticket body
S
Group Enginesring d
Priority Lima v
Cremer admin 6
Type Problem v
Status [ -

gobobobobboooooobooboon

gooboobobbooooooobobbboooooooboobobboooooobbobbboooa
goon
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Event custom response default values

Title

Ticket body

Group

Priarity

Type

Status

Integria |MS custom responde for Pandora FIS

Test for documentation

General Customer Support v
Maintenance -

admin ‘,
Problem i

Assigred v

guboobobbtotboooooobbuoooobbbboooooobbbooooooobbn
guoobbbtboooooobobbtooouo bbbuoooob bboooooobobbod
O000 APIDOODOO Integria MSOODOOODOOO OO0O0OO0OODOOOOO

e JODO0O(Title)DOO OODOODOO(Ticketbody):OOOOODOOOOODOODO
e JO00O0O(Group): 00000 OO0DODODOO IntegriaIMSOO0OODOOOO OOOO[QO(API

get groups)

goooooooon

Integria IMSOODOODOOOODOOOO

gboobooboood

00O O (Priority): Integria IMSO OO0 O0OO0O0OODO (APl get incident -riorities)[]

000 (Owner): Integria IMSO 00000000000 OODOODOQO(API get users)
OO0 (Type):IntegiraMSOODOODODOOOOODOODOOOQO(APIget types)
O0(Status): OO0 O OOOOOOO

googoooogd

goooboboobodad

GDDDDDDDDDD 0000000000000 00000000000Pandora FMS
Enterprise 0000 O00DO0O0ODO0ODOOOOOOOOO


https://pandorafms.com/manual/!current/ja/documentation/pandorafms/management_and_operation/14_incidence_management#integria_ims_優先度_priority_の値
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/management_and_operation/14_incidence_management#integria_ims_優先度_priority_の値
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/management_and_operation/14_incidence_management#integria_ims_優先度_priority_の値
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/management_and_operation/14_incidence_management#integria_ims_状態_status_の値
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/management_and_operation/14_incidence_management#integria_ims_状態_status_の値
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/management_and_operation/14_incidence_management#integria_ims_状態_status_の値
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/management_and_operation/14_incidence_management
https://pandorafms.com/manual/!current/_detail/wiki/icono-modulo-enterprise.png?id=ja%3Adocumentation%3Apandorafms%3Amanagement_and_operation%3A12_console_setup
https://pandorafms.com/
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CONFIGURATION » MODULE LIBRARY ® = u & ih © ¢ @ o 2 BB o8 Mo
esrniarme
Passaord A=

Update O

EEN

PandoraFMS OO0 000000000 DO0ODOOOOOODOOODOOOOODOOOOO

b= * a —
CONFIGURATION » NOTIFICATIONS ® =T 2 & i © G B £ B3 8 B
@ SYSTEM STATUS
Maotifed users HMotified groups
sdmin = =
L+ L+
-~ m - | =
" subtype customization
MOTIFLICEMSE.LIMITED & HOTIFLICENSE EXPIRATION @O MOTIFFILES.ATTACHMENT O
MOTIFFILES.DATAIN & HOTIF FILES. DATAINBADNML QO NOTIF PHRSAFE_MODE O
MOTIFPHRINPUT TIME & HOTIF PHREXECUTION_ TIME @O NOTIF PHEUPLOAD_MAX,_FILESIZE O
" " "
MOTIFPHRMEMORY_LIMIT & MOTIF.PHRDISABLE_FUMCTIONS & HOTIF.PHEPHANTOMIS )
MOTIFPHEVERSION & HOTIFHISTORYDE @O NOTIF PANDORADE O
o A e A e A

oo oo oooobobobuoooaon

WebSocket 0 0 OO

00000 741000Pandora FMS OO0 O OOOOODOOOOQOPandora FMSOO OO O
WebSocket OO OO OOOOOO

O0O0O0000O0O00O0O0OfgPandoraFMSOOOOONO WebSocketsOODOOOODOOOOOODOO
goboboboboogoooboooo


https://pandorafms.com/manual/!current/ja/documentation/pandorafms/management_and_operation/11_managing_and_administration#お知らせ
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/management_and_operation/11_managing_and_administration#お知らせ
https://ja.wikipedia.org/wiki/WebSocket
https://pandorafms.com/
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WebSocket 0 [

O000000000O0(Setup) - 000000 (Setup) » Websocket O 0O O O (Websocket Engine)
googod

Pandora FMS
@ PANDORA-MS the Elexible Monitoring System Enter keywo Q ‘
Setup
M t .
anagemen Pandora Websocket Engine
Historical database
WebSocket settings
Authentication
Bind address Bind port
Performance
0.0.0.0 8080

Visual styles
eHorus WebSocket proxy url
Integria IMS
Madule Library Test
Notifications [ Start e ]
External Tools
Welcome Tips Quickshell

Websocket 0O OO OODOOOOO QuickShellOOOOOOODOOOOOO
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pandorafms

Setup
Pandora Websocket Engine

WoebSocket settings

1)

Bind address

0.0.0.0

WebSocket proxy url

Bind port

8080

Test

[ Start w ]

Quickshell

Gotty path
fusr/bin/gotty

Gotty ssh port

8081

»  Advanced options

Gotty host
127.0.0.1

Gotty telnet port

8082

81/122

e J00O0O0DOOO(BINd address): 0.00.0 0000 OOWebsocket 1 000D OOOOOOOOOOOO

0000000000000 000ooopIiPOc0000OO0OO0O0DODOO0OODOD ifconfigOOOd
000000 IPOO0O0O0DOOCOO0ODOOO0ODOODOOOODO(CentOS70O00 8000# yum

install net-tools -yOOQOQOOOOoOooOOO)O
e JD00IDOODOOMBINdporttDOOODODOOODOO 80800 OOODODOOOOOOOODOO

» Websocket 0 O O O URL(Websocket proxy URL), SSLO OO O0O0O00O0000 OO00OO0OO0O0O0OOO

goobodon

wss://<URL_pblica>/WS

e PandoraFMS OO O0ODO 771 000000000C000DOCOO0ODOOOCOOO(Test)DODOOO

gobogobbooobooonoo
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WoebSocket settings

Bind address Bind port
0.0.0.0 BOA0
WebSocket proxy url

wss:/fenixpandorafms.com/ws

Test

[ Start ﬂ' ]

WebSocket OO OO OODOOQGeTTYOOOOO /usr/bin/0000CO00O0OODOCOOODOO
Of0PandoraFMS OO D0 0000000000 DOODOOOOOOPandoraFMSOOOOOOO0O
0000 GoTTYOOOUODOODOobooooooo

https://pandorafms.com/library/gotty/
godgodoouoouoougouoongooo
https://github.com/yudai/gotty/releases/tag/v1.0.1
0000000000000 000000 LinuxODOOODDOOODOOoODOOoOooOOoo
O00000D00000D0O00 WebsocketDOODOOOODODOOODO
/etc/init.d/pandora_websocket engine start

0000 pandora_websocket engine 00000000 OOOONO (pandora_console)J 00000
O00d /ete/init. dO0OOD0ODO0OO0 ODODDO0ODOOD DOODOOODOOOOO
OOWS_ENGINEO OO OO pandora_websocket engine0 000000000 OCOOOODOO
godooooooooooo

# If you want to run several pandora Console Websocket engines in this machine
# this script to another name, editing PANC OME to the new .conf

, just copy

oo:

e J00O0OD 7470000OWebsocket 0000 O0ODOODO /var/log/pandora/web socket.log O
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gooogoo
e JOO0OexportPHP O export GOTTY OO OO OUOODOOOOOODOO DOODOOOOODOO

e OUMOOOODOODOOOODAO logrotate gbobogoboooo bobooooboogd
e Apache 0000000 DOODO0OODDODOOODOOOODODODODOODODOOOO OO

#Add ws proxy options to apache.
cat>> /etc/httpd/conf.modules.d/00-proxy.conf <<'EQ HTTPD MOD'
LoadModule proxy wstunnel module modules/mod proxy wstunnel.so
EO_HTTPD_MOD
cat>> /etc/httpd/conf.d/wstunnel.conf <<'EO HTTPD WSTUNNEL'
# Websocket Settings
ProxyRequests Off
<Proxy *>
Require all granted
</Proxy>
ProxyPass /wss wss://127.0.0.1:8080
ProxyPass /ws ws://127.0.0.1:8080
ProxyPassReverse /ws ws://127.0.0.1:8080
EO HTTPD WSTUNNEL
systemctl restart httpd

goooogo

O0000000O0sshOODO telnet0000O0O0OOO0O00O0OOOIPOOODOOOOOOOO
PandoraFMS OO OO OO OODO O O[] Pandora FMS Websocket D OO 0D OO0 OOOOO
“ U0 gdooodoo

0000000000000 0000(Setup)>000000 (Setup) > Websocket 00 O
0 (Websocket Engine) 0000000000 DOOODOODOOODOO GoTIYODODOODODOOOOO
guoooood


https://pandorafms.com/manual/!current/ja/documentation/pandorafms/management_and_operation/11_managing_and_administration#ローカルサーバログ
https://www.youtube.com/watch?v=iFoYClc3y-w
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Quickshell

Gotty path Gotty host
fusrf/bin/gotty 127.0.0.1

Gotty ssh port Gotty telnet port
8081 8082

A  Advanced options

Gotty user Gotty password

e GOTTY WebSocket 0 D0 OO0 OO0DOOOOODO:
o GoTTY path: GoTTY D O OO O OO0
o GoTTYuser: OO DOODOOOOODODOO
o GoTTYpassword: 00 DO 0OO0O0O0OO0O0OOOO
e 0000 0ODOO GoTIYODODOODO:
o GoTTYpath: DO DO OODO0ODOODODOODOOOOODOO
o GoTTYuser OO OOOODOOOODDODOOOOOOODOO
o GoTTYpassword: DO D 00000000 OOOODOOOOOO

GoTTY user 00O 0O GoTTY password DO gotty 0000000000 0OO ODODOOODOOOOO
000000000000 000DO000000 GoTITODOOOD ODODDOOoO0oOooooOooog
O0oooooooooooooooooooooo ooooooo/000ooooooood

Windows 00 Pandora FMSO OO OODOO GNU/Linux OO0 000000000000 OOOO
0000000000000 000000000000000Getty DODO ODODODODODO

O000000000000000000000000000000000000 WebSocket 0 O
guooooboooooooon

0000000000000 00000000Telnet000 SSHOOODODODODOODOOODOO
goooon
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Resources / Wiew agents / QuickShell

Agent main view ( hp-pfms-22 ) *

Username

Port

22

Method

S5H

Telnet

goobobobbodgooooboboobbdodooooboobboooooobooon
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rents / QuickShell

ces / View a N ,
Agent main view ( hp-pfms-22 ) * D & ﬁ I£ I'if rrﬂ -‘- O 'ﬂ'

jimmy@l92.168.7.107"'s password:
elcome to Ubuntu 22.04.2 LTS (GNU/Linux 5.19.0-41-generic x86 64)

* Documentation: https://help.ubuntu.com

* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage
Expanded Security Maintenance for Applications is not enabled.
0 updates can be applied immediately.

21 additional security updates can be applied with ESM Apps.
Learn more about enabling ESM Apps service at https://ubuntu.com/esm

Last login: Mon May & 09:59:11 2023 from 192.168.7.117
hp-pfms-22  jimmy ~

gobobobbbbodgoogobboobbuooooon

oooboobobobobobo@Eobobobooboooooooboboboboboooo)yoo
oooooboboboboboboboog@Eeuo mooooooood
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fiew agents QL:ithh:.‘”

Agent main view { hp-pfms-22) w

top - 10:06:48 up 5:25, 2 users, load average: 0,47, 0,87, 0,99
asks: 289 total, 2 running, 287 sleeping, 0 stopped, 0 zombie
“Cpu(s): 4,3 us, 1,7 sy, 0,0 ni, 93,3 id, &,5wa, 0,0 hi, 0,2 si, 0,0 st
MiB Mem : 3346,4 total, 331,3 free, 2173,7 used, 841,4 buff/cache
MiB Swap: 4510,0 total, 3491,3 free, 1018,7 used. avail Mem

COMMAND
chrome
remmina
Xorg
gnome-shell
kworker/1:1-even+
rygel
chrome
chrome
chrome
top
systemd-oomd
kworker/u8:2-phy0
chrome
systemd
kthreadd
rcu gp
0 rcu_par_gp
slub flushwg
9 netns
mm percpu wq
rcu tasks kthread
0 rcu_tasks rude k+
00 rcu tasks trace +
ksoftirqd/0
rcu preempt
migration/@
@ idle inject/0
0 cpuhp/0
cpuhp/1

@

jimmy
jimmy
Jimmy
2509 jimmy
61 root
11659 jimmy
11806 jimmy
11853 jimmy
11932 jimmy
13348 jimmy
937 systemd+ 20
11690 root 20
11852 jimmy 20
root 20
root 20
root
root
root
root
root
root
root
root
root
root
root
root
root
root

1132,9g 207040 102364
1510540 223748 28552
719116 36816 20148
4815760 107820 40132
0 o 0
391784 18196 9416
32,7g 218436 131056
32,39 76340 656084
1130,9g 189132 183820
21896 4380 3512
14828 2348 1808

4] o 0

32,69 128568 96444
167196 8844 5280
0 o

t]

¢

0

0

0

¢

= L
L air

Pt

P i
e

i
o

I

i
o |

I

tttnunnunHUVHHEHHEHHHEMEHEEMEHEDILDTUIHLD AV VIED DWW
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s/ QuickShell

Agent main view ( hp-pfms-22) * & b |£ L"Ir Il-a -‘ O a

GNU nano 6.2 New Buffer -
his is an example file edition

QuickShell is something awesome!!

[ Welcome to nano. For basic help, type Ctri+G. ]

Write Qut @l Execute Location

gl Read File aste @ Justify fi Go To Line

gotty b oobbodooooobobobbtboooooobbobbbooooooobooboD
guoooobooogoood

/usr/bin/gotty -c 'user:password' --permit-arguments -a bind address -w --port
GOTTY_SSH PORT ssh

/usr/bin/gotty -c 'user:password' --permit-arguments -a bind address -w --port
GOTTY_TELNET PORT telnet

O:

/usr/bin/gotty -c 'root:password' --permit-arguments -a 0.0.0.0 -w --port 8081
ssh

goood

gobobbobboogoooobobbbooogooubobobboooooouboboobobouaa
00000 00000000000 00000000000000000PandoraFMSOOO0O0O
gooboobbodoooaon
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—
CONFIGURATION » EXTERNAL TOOLS ¢ = x & i © & &

Options

Sound for triggered alerts aircraftalarmaway * D

Sound for Monitor critical aircraftalarmaway * D

Sound for monitor warning aircraftalarmaway * D

Custom graphviz directory

Traceroute path

Ping path

Mmap path

Dig path

snmpget path

Custom commands G’)

Command Parameters )

‘§ Update ‘

gooogon

OOoboOogNG77000

0000000000000 00O00QPandoraFMSWeb OO OODOO0ODOODOOODOOODOOO
gobobobobbuoogoooobobbdodo oogobobbooooooobobbouogo
gobobobobbooooooobbobbooooooobobboooog.
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® B = 2 X ji @ 6 & B & L2 [

Create tip

Language Profile

English (UK) bt All

Title Hello! These are the tips of the day. Show usage tips at startup

Distortion

Text
Distortion is a powe
Downsampling, bit-c

boring sarmples into

Images

Seleccionar archin

Add image
DISTORTION

Distortion is a powerful effect. Downsampling, bit-crushing. clipping and other forms of sonic destruction are

great for turning boring samples into something completely different.

See more info

Maybe later {eo> m

goboboobbogoooobobboodd
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LA AL
Monitoring
Block size for pagination ~ 2* (} Default (20) (.
Topology maps
: : Theme:
Reporting
Mone
Home screen
Workspace
Diefault
Tools
Event filter
Mone

Show usage tips at startup D

Comments:

Admin Pandora

Admin tools

O00000(Setup) -0 00000O(Setup)-000000O (Welcometips) DODOOD0DOOOOO
gog
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CONFIGURATION » EDIT TIP T u ¥ i © 6 02 = 6 N %

i _'.ﬂ"_ - = -

‘._ l-" i
Images ’ Wiy,
(] “
—
Add image

Language
Prafile all -
Title
Teut
LURL
Enable (:I

Preview €» Send

Pandora FMS OO O OO OO 000000000 0D0O0O0ODO0OODO0OOOOO0OOOOOOOOOO

goboooboobodoobooobbooobbuooobboo0bLbboob bbb booLnbOoOon
gobooobooood

e 000D 464x26000000000O00O0OO0O1000DO
goodggo
e IOOOOOOOOOOOODODOODOODODODODODODODN

GiIsOOOoonO

PandoraFMS OO 0000000000 DO0OODOODOODOOOOOODOOODOOQGISOOOO
O000GISO0000000D00D00D0O0O0OnDOnDdpOpenStreetMap O Google Maps
gog
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Map connection type

Type | CpenStreetMaps - |

Tile Server URL: | httpottile memomaps.detilegen/S izl $ix)/5ivl.png

Preview to select the center of the map and the default position for an agent without GIS data.

Refresh preview map » ]

Map Centre Default position for agents without GI5 data
Change on the map (7] 2
Latitude L0.5734652 4042058
Longitude -3.5418545 -3.708187
Altitude 0 o

OO000Pandora FMSGISO OO DD OO0 ODOODOO

googno

PandoraFMS OO OO OOO0OODODOO OO0 0D0O0000DOO0O0O0ODOOOO0OOO
OO0 O0000000OPandoraFMSOOOOOOOOOOOOOOOOOOOO(@O (Validate))o O

O0000000000000000@UO000000000D0 (Requestnew license))D 000000
ERERE
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pandorafms

LICENSE MAMAGEMENT

Customer key

Expires

Platform Limit

Current platform count

Current platform count (enabled: items)

Current platform count (disabled: items)

License Mode

MNMS

Satellite

Licensed to

PandoraFMS 748 000000000 100000000 OOD1000000O0O
guooobuotdooooobobouooooobobooooo oobooi

oo gogooooooga

guooobogoooobobuooooon

OO0000 NG76500

agents

agents

agents

agents

‘ Walidate H Request new licenze &

94/122
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NMS disabled

Satellite enabled
License encryption key TIIL
Licensed to Artica(Sancho Lerena <info@artica.es=)

guooobbuoooooobbuooouobobboooobobbouooooboooo
gudoubobbtooooobobouoooobobbooooooboobboooa
guooobobogogd

EREERN

O000000»QPandoraFMS OO D O0DOND0OODOO0ODODOODODODOOODDODOOQCSS
gobobbobbuoogooobbbbbugoogobobobbooooooobooo

O000000000000000000000 Pandora0000000DOO0O0OO0O O

e images: 000 O00O0ODOOOODO
e include/styles: 00 OO CSSOOODOODOODOODO

O000Example 00000000 OO0ODOODOOODOOO

Example/
I

| images/
|
| include/
|
| styles/

O0000O<pandora root>/images/skin/ 00 0000000000000 ODOOOOOOOO
O00zipOOOOODOOODOOODOOODOOOODOOOOOO

goobobobbo 2000bbbbooooon

e J0OO:OD0OOODODO
e JOD0O:DO0O0D0DOOOD0ODLOOODD

guboobobbtotboooooobbuoooobbbboooooobbbooooooobbn
gg

guoooobogooooobbuooooooobn
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SKIN CONFIGURATION

Mame ‘ Filter €, ‘
Skin name Relative path Description Actions
Default theme pandora.css Diefault skin for Pandora FRS web console f ﬁ
Black theme Black theme Black theme f ﬁ

Createskin >

guooob- gogooobobuooooooobn
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SKIN CONFIGURATION

Mame

Relative path ."__: |M| Mo file selected.

Description

Group(s) Al A
Disabled O

‘ Create 3 ‘

guooobouoooooobogogd

OO0 (Name): OO O OO

OO0OO(RelativePath): 00000000000 zipOODODODODODODODODOODODODODODOODOOO
dooooooooooooooooooood

O O (Description): D OO0 OO OO

OO0O00O(Group/s): 00 00D0OO0OO0DOODOO

OO (Disabled): 0000000000000 DOODODOOODOOOOO

gooon

O000000 000000 (Setup)-00000O(Translatestring) 00 00000000000
gooobobooboog@oboobooboboo)yboobbooboo bobobobooboon
o oobogooaon
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TRANSLATE STRING

Language English {UK) -

Free text for search (7] licence

Total items: 4

Crriginal string Tran=lation in selected language (en_GEB) Customize translstion

Invalid licence. Imvzlid license

o o s
Please contact %s for 2 valid licence. Please contact %s for avalid license.

E A ~
Reqguest new licence Request new license

£ £ A
When connecting to licence server. When connecting to license server

E A ~

Total items: 4 | Update |

Jodod
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Monitoring

Events
Workspace
Tools

Discovery

Links
Diagnostic info

Cmnishel |

Admin tools
Links

Warp Update
Module library

About 582 Extension manager view

CSY import group

gooboood

PandoraFMS O O Pandora FMS OO OO O0O0OOOOOODOOODOODODOODOOODOODOOOO
0000000000000 0000(Admintools)-0000000 O (System Audit Log) 0 0O
guoooon
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gooooo

g

Topology maps
Reporting " Filter
Events
Workspace
Tools
System audit log

Resources Links _
Systemn audit log

Profiles Diagnosticinfo
Configuration Omnishell

|PAM

Site news

File manager

AP checker
Admin tools Extension manager
Links Action Dats

Update manager
Crocumentation ﬂ- Logon 2 hours

Module library

gobobooobbooddd

PANDORA FMS AUDIT » REVIEW LOGS

o

2C

00000 (AdminTools) > 000 (Links) DO DODOOO0OO0OOO0OOOfJPandoraFMSOOOOOO0O
ooo000ooooooooooooooooooboooooooooood

goood
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Enterprise Edition

Di ry Systern audit log

Resources Links
Profiles Diagnostic info
Configuration Omnishell

|IPAM

Site news

File manager

APl checker
Admin tools Extension manager
Links
Update manager

Module library

goboboboobboodagd

LINK MANAGEMENT

Link name Delete

Documentation

=|]

=|]

Enterprise Edition

=|]

Meodule library

=|]

Report a bug

Suggest new feature

=]

‘r’-‘add >‘
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gobobobobbuoogooobooo

0000000000000 000(Add)DO00D00DO00D0O00 OOd(Create)000O0OnO
ERERE

LINK MANAGEMENT

Link name Pandora FMs blog

Link https:/pandorafms.com/blogd

‘ Create *, ‘

0000000000000 0000000D000000D00 O0O(Update)DODODOODOOODO

LINK MANAGEMENT

Link name Integria IMS docs

Link https-/integriaims.com/docs/doku.php

‘ Update C}‘
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guooobbbboooooooobobbbuoooooobobobbod

pandorafms

i
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gooooobbbd

0000000 WebDOODODDODO/ODODODODOOODOOODOOODODODOODODOODOOODOOODO
guoooobooooon

goon

E M OT ®E ®m " omoo®

Monitoring

Resources
Profiles
Configuration

Alerts

Admin tools

Links

Link name

Diocumentation

Enterprise Edition

Integria IM5 docs

Integria IM5 docs

Maodule library

Pandora FMS blog

Report a bug

Luggest new feature

Diocumentation
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OMNISHELL

INFORMATION
i

There iz no command defined yet.

OMMISHELL

o—\gfe/—o Omnishell is an enterprize feature which allows you to execute a structured command along any agent in
fs) ) vOUr Pandora FMS. The only requirement is to have remote configuration enabled inyour agent.

¥ou can execute any command on as many agents you need, and check the execution on all of them using

the Omnishell Command View
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Hello, congratulations, if you've arrived here you already have an operational
manitaring consale, Remember that our forums and online documentation

are available 24x7 to get vou out of any trouble, You can replace this massage
with a persanalized one at Admin tools - = Site naws,
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INFORMATION
i

To schedule a periodic (or one-time) backup task you can do it through Discovery.

" Filter
Path backups All - ‘ Filker ¥ ‘
Show 20 w entries
Description W Dats Size Status Path Actions
. =
Iszue #3421 (113 days 743 MB e OF Svarfwene'html/pandora_consolefattachment/backups -
m
. 20
Issue #3421 (i) 15 days 803 MB o Ok Aearfwenw/html/pandora_consolefattachment/backups —_
mw
Issue #3421 l':'_'; 1months - @ InProgress  fvarfwww'html/pandora_console/attachment/backups ﬁ
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This is a view to interface with Elasticsearch directly from WEB console. Please note thatyou can damage

your Elasticsearch if you don ™t know exactly what are you are doing. This view is intended to be used only
by users with a knowledge of Elasticsearch .

Query Results

GET _search
1{
"query": |
"match_all": {}
¥
H

(5 RN, B o T O By =

Execute query »
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UPLOAD EXTENSION

Upload extension | Browse... | Mofile selected. "'__: Upload Enterprise extension ||

‘ Upload ﬂ‘

goboooboodon

gbododoooobooootuotdododooooooootdodoooooooooono
0000000000000 000 (Admintools)-» 000000 O (Extensionn manager) » 00O O
0000000 d(Filie repository manager) 00D OO0 O OO0 (Tools) > 000000000 (File
repository) 000 D000 O0O0OO

guoooobbtoooooobobibbuooooobbboooooobbbooooooon
0000000000000 000000000000 000000(PubliclinklDOODOOOO
00000000 00Add) 0 0000000000000 00000000O00o00o0n
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I
L0 J
FILE REPOSITORY MANAGER &
Groups = Applications
R Sumatra POF is a free and open-source document viewer that supports many document format.
Description ()
g
File | Browse... | SumatraPDF._64-installexe Public link ‘ Add @ ‘

SumatraPDF-3.3.3-64-install.exe

gobobbobbuoooooobbbbbuooooobboobbuooo oooboboobob bodgo
goobbobbouodgoodoon

L O
FILE REPOSITORY MANAGER &
Groups Please select...
Description
A
File | Browse... | Mofile selected. Public link [ ‘ Add © ‘
Total items: 1
Mzme Drescription Size Lzst modification
Sumatra POF is 2 free and open-s.._pports —
SumatraP DF-3.3.3-64-instalL.exe - 7OMB  Movember 24, 2021, 12:57 pm @ ! /’ i}

many document formats

DDDDDDDDDDDDDDDDDDDDDDD@DDDDDDDWebDDDDDDDDDDD
goooo
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(@woooo ogr O

Jodoogogood
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HRERERN
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https://pandorafms.com/manual/!current/ja/documentation/pandorafms/management_and_operation/11_managing_and_administration#ネットワークツール
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/management_and_operation/11_managing_and_administration#ローカルサーバログ
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/management_and_operation/11_managing_and_administration#csv_からのグループの_インポート
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https://pandorafms.com/manual/!current/ja/documentation/pandorafms/management_and_operation/11_managing_and_administration#csv_からのグループの_インポート
https://pandorafms.com/manual/!current/_detail/wiki/icono-modulo-enterprise.png?id=ja%3Adocumentation%3Apandorafms%3Amanagement_and_operation%3A12_console_setup
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/installation/02_anexo_upgrade#アップデートマ_ネージャを使ったコンソールのアップデート
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Servers |
LIST OF OS i
Total itemns: 20
[n] MName Description
(Ti 1 Lirux Linux: All versions
seilry 2 Solaris Sun Solaris
O AIX IBM AIX
' 4 B5D CipenBsD, FreeBsD and Others
A S HP-Lx HP-UX Unix 05
7 Cisco CISCO 105
i 8 MacO5 MALC O5
= @ Windows Microsoft Windows OS5
Np 10 Other Other 5O
11 Metwork Metwork Agent
12 Weh Server Web Server/Application
13 Sensor Hardware Agent (Sensar)
E:! 14 Embedded Embedded device running an agent
15 Android Android agent
15 Wiviware Wiviware Architecture
17 Router Generic router ITB
18 Switch Generic switch ITB
ﬁ 1% atellite Satellite agent ITB
n 20 Mainframe mrainframe agent ITB
@I 100 Cluster Cluster agent ITB

Total items: 20
A
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_ — ——
Servers / Edit OS5
EDIT OS i
Marne: Cent05 8 Stream
In December 2021, CentD5 2 will reach end of life and be replaced by Cent05
Stream.
Description
A
lcon zo_linuxpng v | Cl

‘ Create )|

gobobobobbuoogooobooo

e 00O (Name):OSODOODOOO
e O 0 (Description): OSOOO0O0DOOOOOODOD

e J00OO(con):0SOOOOOOOOOO

PandoraFMS OO DO O0OOO0ODOODO


https://pandorafms.com/manual/!current/ja/documentation/start
https://pandorafms.com/manual/!current/ja/documentation/start
https://pandorafms.com/manual/!current/ja/documentation/start
https://pandorafms.com/manual/!current/ja/documentation/start
https://pandorafms.com/manual/!current/ja/documentation/start
https://pandorafms.com/manual/!current/ja/documentation/start
https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

	コンソールの設定
	コンソールの設定
	概要

	セットアップ
	セットアップ
	一般設定
	レポート専用コンソール
	Email 設定

	パスワードポリシー
	概要
	設定

	Enterprise
	ヒストリデータベース
	ログ収集
	認証
	アクティブディレクトリ
	TLS を使っての Microsoft Active Directory 対応設定
	LDAP
	Pandora FMS ローカル
	SAML
	二段階認証

	パフォーマンス
	データベースメンテナンス状態
	データベースメンテナンスオプション
	ヒストリデータベースメンテナンスオプション
	その他
	SNMP インタフェースデフォルト値

	画面設定
	動作設定
	GIS 設定
	スタイル設定
	グラフ設定
	フォントおよびテキスト設定
	ビジュアルコンソール設定
	レポート設定
	サービス設定
	その他設定

	NetFlow
	EHorus
	Integria IMS
	モジュールライブラリ
	通知
	WebSocket エンジン
	WebSocket 設定
	クイックシェル

	外部ツール
	ようこそ表示
	GIS 利用マップ

	ライセンス
	スキン
	翻訳文字列

	管理ツール
	システム監査ログ
	リンク
	診断情報
	Omnishell
	IPAM
	サイトニュース
	ファイルマネージャ
	ディレクトリの作成
	ファイルのアップロード

	DB スキーマチェック
	DB インタフェース
	DB バックアップ管理
	Elasticsearch インタフェース
	API チェッカ
	拡張マネージャ
	拡張マネージャ表示
	拡張アップローダ
	ファイルリポジトリ管理
	ネットワークツール設定
	システムログファイル
	グループ CSV インポート


	アップデートマネージャ
	リソース
	オペレーティングシステム



