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# If set to 1, Pandora FMS servers will run in separate processes.
multiprocess 0
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# Enable (1) or disable (0) the Data Server smart queue, which gives priority
# to new data coming from agents at the expense of buffered XML files.
dataserver smart queue 1
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wmi_client

# WMI client binary (wmic by default).
#wmi client pandorawmic

wmicOOOODOOOOOOOOoOO0Od /usr/bin/pandorawmic OO0

i euclides root = /usr/bin/pando
usage: pandorawmic [-h] -U target [--namespace name] host query

WoL client compatible with wmic for Pandora FMS. Version: 1.8.0

1onal arguments:

f/ihost
query WQL query (e.g., SELECT * FROM Win32_OperatingSystem)

optional arguments:
-h, -- )
-U ot =
--namespace name na ce name cimv2? by default)
# euclides » root

show

syncserver

# Sync Server
#syncserver
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/tmp/<O0000><000000><000000>.10g
u:

[root pandorafms]# cat /tmp/pandorafms.*

2017-12-05 09:44:19 pandorafms dataserver (thread 2):[[CONSUMER|]] Waiting for
data.

2017-12-05 09:44:39 pandorafms dataserver (thread 3):[[PRODUCER|]] Queuing
tasks.

2017-12-05 09:44:40 pandorafms eventserver (thread 21):[[CONSUMER|]] Waiting
for data.

2017-12-05 09:44:40 pandorafms eventserver (thread 22):[[PRODUCER|]] Queuing
tasks.

2017-12-05 09:44:14 pandorafms inventoryserver (thread 17):[[CONSUMER|]]
Waiting for data.

2017-12-05 09:44:39 pandorafms inventoryserver (thread 18):[[PRODUCER|]]
Queuing tasks.

2017-12-05 09:44:14 pandorafms networkserver (thread 4):[[CONSUMER|]] Waiting
for data.

2017-12-05 09:44:14 pandorafms networkserver (thread 5):[[CONSUMER|]] Waiting
for data.

2017-12-05 09:44:14 pandorafms networkserver (thread 6):[[CONSUMER|]] Waiting
for data.

2017-12-05 09:44:14 pandorafms networkserver (thread 7):[[CONSUMER|]] Waiting
for data.

2017-12-05 09:44:39 pandorafms networkserver (thread 8):[[PRODUCER|]] Queuing
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mta_pass
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mta_auth
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mta_from

0000000000000 00000000D00O00dpandora@localhost 000

mail_in_separate
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mail_subject_encoding

# Encoding to use on mail subject (MIME-Header by default)
# mail subject encoding MIME-Header-ISO 2022 JP

O0000000000000000 00000000000000000 $LANG O
ja jp. UTF-80 0000000000000 00DOO0ODOOOOOOOOODOOODOODOOO0
guooobbtoooooobbbooooooobn

mta_encryption

OO0O00O0NG70D0

SMTPOOOODODOODOOOUO([(none, ssl, starttls)

nmap

0000000000000 00000000 /usr/bin/nmap 000
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fping

ICMPOOODOOODOOOODODOODOODOODOOONO/usr/sbin/fpingO OO

nmap_timing_template

1005000 nmapl0dddouobbooobubbbgooolrioobonbuooaa
goobobobooosggobobobboodoooobbobobbouooog 2000

recon_timing_template

nmap_timing template0 00 0000000000000 0O0OO0O00OO0OOO0ODOOO0OOOO0OOO
gooobooobooboodd

snmpget

SNMPOOODOODOODOODOOOOOOOOODOODNODO/ usr/bin/snmpget 00O [Osnmp 00
O0000000000000000WindowsOOOOOOO0OOOO0OO0OOD0OOOO

braa

SNMPOOODOOODOO braa0000000O0O0DOOOOO(/usr/bin/braal0d 00000
0)

braa_retries

O0000 breaad0 0000000000 O0ODOOODOODOOOOOOOOOO

fsnmp

SNMPO O OO SNMPVv3 DO OO OOOODOODO pandorafsnmp OO0 000000
O0(/usr/bin/pandorafsnmp 0000 000O0)

autocreate_group

guooobbuoooooobbuooouobobboooobobbouooooboooo
ooooooooboobooooboobooooboo XMLODODOooboobooooboooog
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autocreate_group_name

gobobbooooooobbooooobbobboooooobbobbooooobobbooooon
O000b0oo0oO0ooOobOOobobooooooOOoboboooo XMLOODOODOoDOOobOOoOoooooo

# Works like autocreate group, except the name of the group is specified
(instead of its id).

# Do not set both.

#autocreate group name Unknown

0000000000000 0ooooooooooboooD)yooooo
gobooooboodd

autocreate_group force

100000000000 b00b000 Oo0Oo0oooboboooboooobogo@Eo
O0o0ooboobooobooboobobooboobobooobooon)

o000O0DOO0ODbOO0DO0ODOO0ODOO0ODO0000O0DbOO0ODbODODODODODODODOODDOODbDOD
00O (autocreate group U 0D DO 0D OODDO0OODOODDO0ODOOODODDOOODOOO)

gooooboobooboboooboo X\MLOODbDooboobooooboobooooboooog
o000 Iblo000Db0ODbO0OD0D00OO0DOoDO0ODOo0ooOOooOO

autocreate group 10
autocreate group force 0

autocreate

0000100000 0b0obo0oooO0oboooobobobooboOo XMLOOODODOooOOoboooooo
goboboobboooooobooo

gobobobobbboogoooobbobbboooooon
gooboboobbododd

max_log_size

PandoraFMS OO DO ODOO0OO0OO0OO0OODODODOODODOODOOOOOOODODODOOOOOO
00000000 pandora_server.og.old 00000000000 OOOOODO pandora server.log
Jo00oobobooooooooess3e oo
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max_queue files

O000000000000fPandoraFMS OO0 00000 0OOOOOXMLOODOO
goobobobbboogoooobobbbooooooboobbooooooobbooboboooa
goboboobboooooobobbobbodooooonon sooo0 g

O000O0XMLOODOOODOODOODOOOO0OOO0OOO
gobobobobbboogoooobbobbboooooon
goooooo

use_xml_timestamp

00000000 @QUUoOo@oDooooO) XMLO (data) 0000 DOO0O0ODOOO0ODOOOO0O
guoobobooooooobouoooobobobooooobooon

goooooopiMLooboboooooobobooobo0 Dbooboooboo booooboo
guoubbbouoooobobobbuooobu bbb obbobbuoooobobobbuuaoo
0000000000000 0000000000000000000000Pandorad 00O
XMLODOOODOoDOooDbooooooo

00000 PandoraFMS OO OO0 74700000000
guoobbbbbbogooooouooobbuuooooa
gouooon

guoooubobbtooogooobobugooooooobon
guooobbuooooooooon

auto_restart

Oo000oboobUbObUObUODbUODbObDUODOUODUOO@EUDOOYODOUOONODDODODO
O000000@D =86400)0 00 0000000000000 0O00OO0ODOO Pandora FMS OO
gobobbobbooooooobobbbooooooboooon

restart

goobbbodoolpbobbboooouobbbbooooUobDbbbbboooooo
guooobogooooooon
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restart_delay

# Pandora FMS will autorestart itself each XXX seconds, use this if you
experience problems with
# shutting down threads, or other stability problems.

# auto restart 86400
# Pandora FMS will restart after restart delay seconds on critical errors.

reset 1
restart delay 60

Oooooboe0nODn gobbbobbougoogobbobobbuoooguooooobo
gobobobbbuooogobobbbdoogon

activate_gis

D000 @OOO0O0Oo@EoOo0n

location_error

200 GSO00O00OOO00OOO0OOOODODOO@oboOoD)y DO

recon_reverse_geolocation file

00000000000000000000000000 O0[MaxMind GPL GeoLiteCity.dat 0 O O
00000000000000000000000000000000000000000000
00000000000000000000000000000000000000000 IPO0O
0000000000000000000000000000GIS0000000000000000
(activate gis000)00000000O

recon_location_scatter_radius

oooboobobobobOobobooobooobooooobobobUobobg(uboOo)yboonoo
ooolpPOOO0ODODODODODODOOO

self_monitoring

0000000000000 00000000000000000000 PandoraFMSO O OO0
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gt ooobobobbooooooboobbuoooooo
O Oself monitoring 0 1 000000000000

self_ monitoring_interval

godoboboobboooooobbbbboog soouuon

update_parent

MLOOOOOODbObOOobOOobDooooooooooboboboboboboDooDoobDobOoo
gobobobobboodouobbobbtbdoooobobobobbodoooobbobobbooooon
parent nameO0 0000 XMLOODOODOOOODOOODOOODOODODOOODODOODOOOODOODOO
o000 XMLOOOODOOOOODOODbDODO

wmi_client

0000000000 wmiOODOOOOOO0O

google_maps_description

GPSOU0OD0U0DODU0DO0U0DO0ODOUODO@OOODODODO)YD0DOO0Googledd OO API
gobobbobbuodoogobobbbugooooboobbbooooguoooobbuga
O0Pandora FMS OO0 OO Google APIDDOOODOOODOO GISOODOOODOODODOODOOODOO
goon

Google OO DO APIODDODOOOODOOOOODOOOOQAPIOO
gobobbobbboudgooouobboobbuoooooon
gobooobooodd

openstreetmaps_description

GPSOD0OD0O0O0O0O0ODOODOODODODO@MODOoDOoDOoODO)YDOODOoO H
APIODOD0D00D0O0ODOO GoogleODODODOOODDOODODODODODODODODOODOO
guoobbbdoggooobbuooouobobbugoooobobboooao

goo0ob0oooobooboooo@oobo)yhooooo
0000000000000 00000000»OPandora
FMSOODOODO OpenStreet 000 APIODOODOODOOOO
opclsooooooobDoboooooboobon
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webserver

Ooooobood( woooooooo l1obobooooooooooob eonoOo
O00OwWebOODOODOODOODOQWUXJOOODOODODODOODODOODOOO

web_threads

O00000oO0Oo((Golat)D 00000000 0D00D0O0DO00ODO00O0DO0ODoDOoOoOooog
guoooobooooaou

web_timeout

0000000000 (Goliat)DODODOODOO0ODOO0ODOO0ODOO0ODOOOOOO

web_engine

O0000 74700000000000 curlD00000O00OOOODOOODOO “LWP"OD0OOODO
Oo0oooo curlO0oog guooooood

inventoryserver

PandoraFMS OO O0OO0O00OO0O0DOO0ODOOODOOOOOOD 10000000000D0000O0O
otbouodooooobbobbooooboboboooULobLbboooobbbboooobLboD
goobbobboooooobobobbioooooon

inventory_threads

guoooubobbtooogooobobugooooooobon

exportserver

PandoraFMS OO OO0 O0OD0OOD0OOODOOODOOO0100000000000000O0O0 000OO
goon

export_threads

guooobbuoooooobbuooouobobboooobobbouooooboooo
guooooboogoga
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eventserver

1000000000 DO0bO0oODOooDOooOoooeobOOobOOobO@E@UuDOobOO 100)
oooboooodon

eventserver_threads

odobbbbuoooouobobbogoooobobobb 1goa

# Number of threads for the Event Server (PANDORA FMS ENTERPRISE ONLY).
eventserver threads 1

event_window

gooooboobooboboobooobo(@yuobooooosec0ooobooobooboboon
guobinbobbgooooobbbouooooobbbuooooobbouoooobobbn
guoobbotgooooobo oooobbbboooooobbbuoooooobbbooa
O000000D0OO0D0OO0OD0OQgCPURAMOD O ODODOO

event_inhibit_alerts

00000 NG70D0

1000000000000 0D000D0000 '000(inprogress) D000 @OOODOO)YDOO
gobobobobbboudgoggobbondd

icmpserver

Pandora FMS ICMPO O 0D ODO()OOCODOOOOOO

ICMPODOOOOICMPOOODOOOOODOO

goooobbbbbooooooooobbogoood
OO0o0O0ooooO IcMPOOODOODOOOOOOODOODOO
guooooobn

icmp_threads

ICMPOOOOOODOODODOODODOODOOD@BODOOODOOOOog)
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snmpserver

Pandora FMSSNMPO O OO OO 10000000000 0O

SNMPOOOOOSNMPOOODOODODOODODO
gogobbobbboooooooboobboogo
O00000O0ODbOOSNMPODOODODOODOO

snmp_threads

SNMPODOODODODODODOOODOO@EUOODODOODONn)

prediction_threads

goobobobbooooooobooo

block_size

producer/consumer 0 0 0000000000000 O0100000000000000O0OO0OO
O@5S500000000)YWooopgSNMPOOD ICMPOODODODODODODOOODOODODO
guooooood

dataserver_lifo

ooo@uooxMLOC0O00O00b0O0bOO0ODbDODbOoDODODOOoDOobOOobODOODbOODbOObO@EOoDO
gbooboboobooboboobuooboboobboooboobL)yboobobooboobbo
gogoobobbodooodgoboonod

goobobobbboogoooobbobbboooooon
OgXMLODOODOODOODOO0ODOODOOoOO0obOOoobobon
goboboobbooooaon

policy_manager

goo@QuooboobooboooboobooobooboooDboobbooD 1000


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

event_auto_validation

goo@Quobooboobobooboobboobuooboboobooboboobboobobon
goobooboodg 1bo0o0

event file

O000000fPandoraFMS OO0 0ODOOOOO CSVOODOOOOOOOOOOOOOOOO
O0000000000000000000000dPandoraFMSO 000000 OD0OOODOOOO

0:

event file /var/log/pandora/pandora_events.txt

gobobbobbboodgoooobbobobbuooooon
gobobbobboooooobobbbuoooon

snmp_storm_protection

# Set the maximum number of traps that will be processed
# from a single source in a configured time interval.
snmp_storm protection 25

Pandora FMS O SNMPO OO ODOOODOOODOOODOOOOOOOOOOODOOODOOOOOO
guoobobbdogooobbuooouobobbooooobobobouoo

snmp_storm_silence_period

# Silenced time period in seconds, when trap storm is detected
snmp_storm silence period 300

guoooobogd goooobooboo@obo)yboobobooobo
000 30000

snmp_storm_timeout

snmp_storm_protecton D 00000000000 DOOOO

gobobbbbboudgoogobbb o0 ooobbbuougoooonooobooogg
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snmp_storm protection 1000
snmp_storm timeout 600

text_going_down_normal

O000000000000D000000000000000000[_module. OO0 _data_ OO
goboboboobboodadg

text_going_up_critical

0000000000000 0000000000000000000_module_ 000 data_ 00O
gooboboobbododd

text_going_up_warning

O000000000000000000000000000000000000(0_module_ 00O
0 data O00OO0OO0OO0OOODOOODOOOO

text_going_down_warning

0000000000000 0000000000000D00000000000(Q_module_0O0O
0 data 00OO0OO0OO0OODOOODOOOO

text_going_unknown

O000000000000000000000000000000(0_module. OO0 data_ 00O
guoooobooooaou

event_expiry_time

gooooboobo@yboboobuooboboobooboboobobbobDbboobboobo
goon

gooboobbwobbbodoogooboobboooooobobobbooooon

event expiry time 36000
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event_expiry_window

O0000000OOevent expiry tmeO0 000000000000 O0DOO0ODOOODOOODOOO
gooooboobooboboobog@)oooboobbooboobbooboobnbooo
OOevent expiry time 000000000000 0ODOOOO

gobobobobbooiwgooo

event expiry window 86400

claim_back_snmp_modules

1000000000000000000000000 (pandora db)DOOO0OO0ODOOODOOODO
OO0000O0OO0OSNMPOODODOOSNMPOOODODODOOO

async_recovery

id0oooobobooooooobobbobbbdoodu 2bbbubbbbboooooo
goobbbodouoouobbbbbboooooobooboo

console_api_url

O0OD0OD0D0OD0O APIO URLOOOOODO /include/api.phpOOOOOOOODODO

console_api_pass

00000 APIDD0O0O00O0O0ODO0O0ODOD0O0ODbDO0O0ODODOO0ObDU0O0ODDbDOoObDUOODDbOOO
goog

console_user

gobobobobobuoogoooobobbtbdoogouobobobbouoooouoboboobougda
gobobbobbuodoooobbobobbuoogooobooo

O0000b00obO0bOoboOopAPIOODbOObOObDODOD
gobobbobbboudgooouobboobbuoooooon
O00b00obobOobOoboOopAPIOODOooboobD PLOD
goon
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console_pass

gogoboobood

encryption_passphrase

guoooobooooooobouoooobobobuoooooon
guooooooogad

unknown_events

ooo0@Q)yooboobooobobobOoboboooDoooooobobobobo 1000

unknown_interval

gooobobobobobobobooboobO@WoOobobobobOoLO)yY bobobobobooo
goobobob 20000

global_alert_timeout

goobbobbboogoooobobobbbdooooooboobobboooooooboboobobooaoa
0000 1500000000 0000000Q0Pandora 00000000000 ODOOODOOODO

remote_config

00000000000 DLO0DLOO0ODOO0DO0DOO0ODO0DO0000bO0DbOO0ObOO0ODbOODOoDODOoDOooeODO
0001000000000 PandoraFMSOODOOOOOOOOOODODOO)Tentacle OO
gd guooobogooooooon

remote_config_address

0000000000000 00IPOD0DOODO0O0ODO0OODOOO0O localhostO OO

remote_config_port

0000000000 tentacle0 0000000 OOOO 41121000
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tentacle_service_watchdog

OO0000O NG76200

U OO000000ob0oboboboooooo 1(mooyoooe
goooobooodd goboobboooogooboo

# Enable (1) or disable (0) the Tentacle Server watchdog (enabled by default).
tentacle service watchdog 1

remote_config_opts

O0000O000 tentacle 00000000000 O000O000O0O00 0000 0OO0OO
00(0: “-v-r5")

warmup_event_interval

guooobbtooooooobbgoooobbbboooooobbouoooooobobn
guooobbgboooooobbuogooooo

warmup_unknown_interval

gobobbobbuodgooobobobbbugoogoboobbooooooobooon

enc_dir

XMLparserO OO OO oo god
guoooboooooooobn

dynamic_updates

gobbbobbuodgooobobobbuoooooon

dynamic_warning

guooobbuooooobobbudooobobbbbouoooobobboooooooobbn
guoobobbodooooobobogod
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dynamic_constant

goobobobbboogoooobobbbooooooboobbooooooobbooboboooa
goobobobbbodooooboboobobbooooooboooboobbogoa

unknown_updates

goobobobouodilbbbdooooubbbbbodoooobbobbboooooobbD
guoouobobotooooobobouoooobbobouooooboobbouoa

unknown updates 0 1000000000000 OOO0O
godgouoon

wuxserver

0000000000 0Owux hostOOO wux portddn
gooooo

wux_host

Pandora 000000 0O0DO0OOOOOO((PWRD)ODOODODOOODOIPOOOO/QDNOOOOO
gd

wux_port

Pandora 00O OO0 ODOO0ODOOODOO((PWRD)DODOOOOOOOOODOOODOOODOO 4444
ERERN

wux_webagent_timeout

OO0 WebOODODO SeleniumO 0000000000000 O0ODOOODOOODOOO 15000
guoooobogogoog

wux_timeout

OOowuxXooooooooooooobuobobo3egonoog
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clean_wux_sessions

# Force closing previous sessions on remote wux host,
# only for Selenium Grid server 3.
#clean wux _sessions 1

00000000000 @@Q)@ooofgPandoraFMS OO0 O0ODOOODOODOODOOODOOODOOO
U O0O0OoOooooooooog(Selenium300)

syslogserver

10 PandoraFMSSyslogD O OO0 O0O0OO0DO0OeO0O0OO0OOOOO

syslog file

syslog0 000000 OOO0ODOOOO:

syslog file /var/log/messages

syslog_threads

syslog 000000000000

syslog_max

syslog0 000 0000000000000 0O0O0OO0

sync_port

o00o0obobobobobobogob4l112l0b0obobogoboooooooboo

sync_ca

0SSl 00D0o00ooo00oboooooboboboooooog
00 /home/cacert.pem00000000000OOOOO

sync_cert
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gsSSlodddoooooobbooooooooooooooa
00 /home/tentaclecert.pem0 00000000000 OO0O

sync_key

OoSSIOo0do0oOo0ooooooooooooooog
00 /home/tentaclekey.pemO00 0000000000000

sync_retries

OO0000ob00ob0obOobobobooboo3sgoooooboobuoboboo

sync_timeout

O00000000DO0DbOO0ObOO0bOO0bOO0oDObO0 1000000000 ODOoOoOO

sync_address

OO0 TentacleODOOODOODOOODOO

ha_interval

0000 Pandora FMSHAD O OO ODOOODOODOODOODOOOO 30000000000
guooooboggd

ha_monitoring_interval

0000 Pandora FMSHADOOODOODOOODOODOODOOODOOOOOeO0O0DOOODOODO
goooobooodd

provisioningserver

10000 Pandora FMS opoooog
goeooooono

provisioningserver_threads
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provisioning_cache _interval
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ssh_launcher

O0000000000000D00000000 ssh launcher.shOOOOOODOOOOOODO
gobobobobbuoooooobbooboboodao

/usr/share/pandora_server/util/ssh_launcher.sh

rcmd_timeout

OO00O00ONG74300
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000000000 O0PandoraFMS 0000000000
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00000000000 000000000000000
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rcmd_timeout_bin
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guooubbbugoooobbuooouobbbouooooobbooooooo b
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e Windowsd PandoraFMS OO0 OO0OO0OOO0OOCOOOODOODOOO
C:\PandoraFMS\Pandora Server\bin\pandora exec.exe
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/usr/bin/timeout

user J [1 [0 group
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PandoraFMS OO OO0OD 7000000000000 DOOOQser" 0000 “group” 00000
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OO0 .conffd0000O0O0OD0O0OO0O0OO0OOOODOODOODOODOODOODOODOODOOO0O0OOODOO0n
OO00o00obooogoogd

alertserver

guoon 7s700

# Enable (1) or disable (0) Pandora FMS Alert Server.
alertserver 0

PandoraFMS OO O0OOO0O ODOOO(()0DO0OO00OO@OO0D0OOO0OOOOOoOOOOO

alertserver_threads

gobooon 75700

# Pandora FMS Alert Server threads.
alertserver threads 4

PandoraFMS OO OO0 O0O ODO0O0OOOOOOOOODOO4000

alertserver_warn

gooon vs5700

# Generate an hourly warning event if alert execution is
# being delayed more than alertserver warn seconds.
alertserver warn 180

00000000 alertserver warnOOODOOO0O0000000O0100000000000O
goobobobobO oooogo 1soddon
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alertserver_queue

# If set to 1, alerts are queued for the Pandora FMS Alert Server. If
alertserver is set to 1, alerts are always queued.
alertserver queue 1
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dbssl
dbssl 0
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PandoraFMS OO O0OD0O0OO0ODOOODOOODOO
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dbssicafile

# dbsslcafile
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dbsslcapath

# dbsslcapath

OO00o0oO0oOoOoDoooossLoon goobb oboboooooon
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gobobobbooogogobooo

PandoraFMS OO OO ODO0O0ODOOOOOOODOO
goboboboooodgg


https://pandorafms.com/manual/!current/ja/documentation/pandorafms/technical_annexes/15_security_architecture
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/technical_annexes/15_security_architecture
https://en.wikipedia.org/wiki/Certificate_authority
https://en.wikipedia.org/wiki/X.509#Certificate_filename_extensions
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/technical_annexes/15_security_architecture
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/technical_annexes/15_security_architecture
https://en.wikipedia.org/wiki/X.509#Certificate_filename_extensions
https://en.wikipedia.org/wiki/Certificate_authority
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/technical_annexes/15_security_architecture
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/technical_annexes/15_security_architecture
https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

verify_mysql_ssl_cert
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verify mysql ssl cert O
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splitbrain_autofix

# Pandora FMS HA MySQL cluster splitbrain auto-recovery (PANDORA FMS ENTERPRISE

ONLY)
# IMPORTANT! Please understand and configure all settings from

pandora console/index.php?
sec=gservers&sec2=enterprise/godmode/servers/HA cluster&tab=setup
# before enable this feature.

#splitbrain autofix 0
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O00@00)-000000HADO (Manage database HA) - OO0 0000 (Setup) 00O O OO
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CENVETS

MANAGE PANDORA DB HA &

DB Replication user
DB Replication user password
Resync data dir

Resync tmp directory

Resync MySOL user

Resync MySOL group

‘ Update ‘

gooooooo HEN
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ha_max_splitbrain_retries

# Pandora FMS HA MySQL cluster splitbrain auto-recovery settings (PANDORA FMS
ENTERPRISE ONLY)

# Maximum number of retries

#ha max_splitbrain retries 2

guooobbgooooobobuoooooobobn
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ha_max_resync_wait_retries

# Pandora FMS HA MySQL cluster splitbrain auto-recovery settings (PANDORA FMS
ENTERPRISE ONLY)

# Maximum number of retries to verify resync status.

#ha max resync wait retries 3

gobobbuoooobobbogoooobobobbouooao
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ha_resync_sleep

# Pandora FMS HA MySQL cluster splitbrain auto-recovery settings (PANDORA FMS
ENTERPRISE ONLY)

# Maximum number of seconds waiting while verifying resync status.

#ha resync sleep 10
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ncmserver

# Network manager configuration server (PANDORA FMS ENTERPRISE ONLY).
ncmserver 1

NCMOODOODODOOooOooooog gobboooogooo
o00:1,000e00000b0bOoboboonog

ncmserver_threads

# Threads for NCM server (PANDORA FMS ENTERPRISE ONLY).
ncmserver threads 1

gobobooobodd

ncm_ssh_utility

# NCM utility to execute SSH and Telnet connections.
ncm_ssh utility /usr/share/pandora server/util/ncm_ssh extension

guodgougouoobuoobooboobooouoouoouooug:
/usr/share/pandora_server/util/ncm_ssh_extension

O000000ONCMOODOODOO0OOO00O TelnetODDOO SSHOODOODOODODOOOOOOO
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correlationserver

# Enable (1) or disable (0) Pandora FMS Correlation Server
# (PANDORA FMS ENTERPRISE ONLY).
correlationserver 0

dododod 000000 oo oooooooooooon
eventserverOO OO O0OcorrelationserverJ 0000000 OooooonO

eventserver 0
correlationserver 1
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correlation_threshold

# Time in seconds to re-evaluate correlation alerts pool
# (PANDORA FMS ENTERPRISE ONLY).
correlation threshold 30

Oooooooooboobobobobog@ouooysnoo

preload windows

# Pre-load windows on start with available information.
# (PANDORA FMS ENTERPRISE ONLY).
#preload windows 0

PandoraFMS OO OO0 O0OD0OO00OO0OO0O0ODOODOOODOOODOOOO goooon
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discoveryserver

# Activate (1) Pandora FMS Discovery server
discoveryserver 1

gogooooooon OO0000O0obOO0bOobOoooobogoo:1oo0oo:en0Oo0O
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elastic_query_size

# Log retrieving, items per request.
elastic query size 10

Elasticsearch 0O O OO goboobboooooooboobbooooan
O[Elasticsearch 000000000000 O0ODOOOOOOOO 1e000

event_server _cache _ttl

# Correlated Alerts, group cache ttl (in seconds). Set to 0 to disable.
# (PANDORA FMS ENTERPRISE ONLY).
#event server cache ttl 10

OoOo0o0ooobooboooob@ubo)yoobooooooboooooo
0o0le000

log_window

# Correlated Alerts, log window in seconds (3600 by default)
# (PANDORA FMS ENTERPRISE ONLY).
log window 3600

OO0o0O00ooOo@obo)ybbobobo 3e00000 gbooooo
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sample_agent

# Pandora Sample Agent. If enabled, every 10 minutes, this embedded agent
# will make sample data. Disabled by default.
sample agent 0

O0O00O(sample agent 1) O DODODODO0OO0O0OO0O0OO0ODOODOOOOOOOOOOO
000 Sample Agent 0000000000 UODOOODOO ServersOO0O0O0O0OO0OOO)O
O000000000000000000 0D00ogoogofgPandoraFMSO OO0 OO0OOOOOO


https://pandorafms.com/manual/!current/ja/documentation/pandorafms/monitoring/04_discovery
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/monitoring/04_discovery
https://pandorafms.com/manual/!current/en/documentation/pandorafms/monitoring/09_log_monitoring
https://pandorafms.com/manual/!current/en/documentation/pandorafms/monitoring/09_log_monitoring
https://pandorafms.com/manual/!current/_detail/wiki/sample_agent_properties.png?id=ja%3Adocumentation%3Apandorafms%3Ainstallation%3A04_configuration
https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

pandorafms 41/53
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Respurces / Manage agents / Setup
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Agent name Intarval
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= Q L 4 Wiew agent OR code
Alias o5
Sample_Agent Linwee v d"a
IP Address Server
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pandorafms
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euclides webserver going UP
euclides pluginserver going UP
euclides wmiserver going UP
euclides reconserver going UP
euclides networkserver going UP
euclides dataserver going UP

euclides EﬂinE Up

© @ @ @ @ ®@ @

Warmup mode for unknown modules started.
system : monitoring server. Event occured at 2021-11-17 00:07:40.

Module 'Boolean ever false® is going to CRITICAL (0)

going_up_critical : monitoring_server. Event oocoured at 2021-11-17
00:07:39 in the module with Id 116

Maodule 'Boolean mostly false® is going to CRITICAL (0)

going_up_critical : monitoring_server. Event occured at 2021-11-17
00:07:39 in the module with Id 115.

Agent [Sample_Agent] created by euclides

new_agent : monitoring_server. Event occured at 2021-11-17 00:07:39.

EUCIIES WEDSETVET EUINg Ui

euclides dataserver going DOWN
euclides going DOWN -

sample_agent_interval

# Pandora Sample Agent interval (in seconds).
sample agent interval 600

sample agent 00 O00D0OO0O0O0OOO

unknown_block_size

OO0000 NG76900

# Number of unknown modules that will be processed per iteration.
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unknown block size 1000

000000 PandoraFMS OO0 0O0OO0O0O0DO0ODOOOOOOOOOOOOOO(@MOODOOO
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netflowserver

OOoOogNG77000

Pandora FMS 0000000 (()O000000 @oo000

# Enable (1) or disable (0) the Pandora FMS Netflow Server (PANDORA FMS
ENTERPRISE ONLY).
netflowserver 0

netflowserver_threads

OO0000NG77000

Pandora FMS gooooobbogoad

# Number of threads for the Pandora FMS Netflow Server (PANDORA FMS ENTERPRISE
ONLY) .
netflowserver threads 1

syslog_whitelist

O00o0obo0boobobooboobDDbO (egexp) 0000 OODDO ODOO
gooooo

# Whitelist regexp filter for the Syslog Server (PANDORA FMS ENTERPRISE ONLY).
# syslog whitelist .*

O0000OO0DbOobOobOOobOOobDOooDOobO ooDoooooo ERERN
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syslog_blacklist
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# Blacklist regexp filter for the Syslog Server (PANDORA FMS ENTERPRISE ONLY).
# syslog blacklist regex

gouooon ooooobbobd

critical_on_error
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critical on error 1

logserver
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# Enable (1) or disable (0) Pandora FMS Log Server (PANDORA FMS ENTERPRISE
ONLY) .

logserver 0

logserver_threads
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# Number of threads for the Log Server (PANDORA FMS ENTERPRISE ONLY).
logserver threads 1

too_many_xml

# If greater than 0, generate an event when more than the specified number of
XML data files are queued for an agent.
too _many xml 10

oooogo:iogpFMS OOO0D0OODOOODOOODOOO XMLOODOODOOODOODOODOO
O0OWebDOODODODODOOODOOOOOO

agent_deployer_utility

# Utility to deploy software agents via SSH or WinRM.
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agent deployer utility /usr/share/pandora server/util/pandora agent deployer
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siemserver
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siemserver_threshold
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siemevents
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siemevents_threads
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siemevents_threshold
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siem_max_timeframe
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siem_decoders
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/usr/share/pandora server/util/siem/decoders

siem_events_rules

oooooboo XMLOOOOOobOooboooobooboooboobooobo
guooon

/usr/share/pandora server/util/siem/rules
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O O /etc/pandora/pandora/pandora_server.env 0 0O O
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PANDORA RB_PRODUCT NAME
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PANDORA_RB_COPYRIGHT_NOTICE
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#!/bin/bash
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PANDORA RB PRODUCT NAME ="Custom product”
PANDORA RB COPYRIGHT NOTICE ="Custom copyright"

SNMPTRAPD 0 0 [0

Pandora FMSSNMP O OO OO OO O0000000 snmptrapd D00 00O
O0snmptrapd DO 0000000000000 0000D0O0DOD0O0O0OO0 UNXODODODOOOO
DO00O0O00O0oodpgPandoraFMS O Osnmptrapd 0000000 O0OO00OO0O0OOOODOODOOO
oo oouoouooooo
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0000000 snmptrapd D0 000000 OOOOO

/etc/snmp/snmptrapd.conf
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/var/log/pandora/pandora_snmp. log

0000 snmptrapd.confO0 00000000 O0DOOOOOO
authCommunity log public
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man snmptrapd.conf

Tentacle 0 0 O
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[root@pandorafms pandoral /etc/init.d/pandora_server status

Pandora FMS HA is not running.

pandorafms (/etc/pandora/pandora_server.conf) Server is running with PID: 25864.

greystone3 (/etc/pandora/conf.d/pandora_server_third.conf) Server is running with PID: 25859.

greystonel (/etc/pandora/conf.d/pandora_server_sec.conf) Server is running with PID: 259386.
[root@pandorafms pandoral echo $7

7

[root@pandorafms pandoral#
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$config["dbtype"]
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$config["dbname"]
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$config["dbhost"]
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O00000000000000127.0.0.1000 localhostO OO

$config["homedir"]
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$config["public url"]
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$config["id console"]=id;
$config["console description"]="description";
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<html>
<head>
<meta HTTP-EQUIV="REFRESH" content="0; url=pandora console/index.php">
</head>
</html>
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m admini@example.com
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User ID: admin
APIToken @ () B
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bearer 0000000000000 O0OOOOOOOOOODOOHTTP _AUTHORIZATION=$10O0O
O0O0000 /etc/httpd/conf.d/php.confO00C00O0O0OOOOOODOOOOOO

# Redirect to local php-fpm if mod php (5 or 7) is not available
<IfModule !'mod php5.c>
<IfModule !'mod php7.c>
<IfModule !mod php.c>
# Enable http authorization headers
SetEnvIfNoCase ~Authorization$ "(.+)" HTTP_AUTHORIZATION=$1
<Proxy "unix:/run/php-fpm/www.sock]|fcgi://localhost">
ProxySet timeout=1200
</Proxy>

<FilesMatch \. (php|phar)$>
SetHandler "proxy:fcgi://localhost"
</FilesMatch>

</IfModule>
</IfModule>
</IfModule>
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