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Monitor @ Web check

Module type @
Module group All =
Module Perf NTDSATOThreadsTotal - .
MODULE
DESCRIPTION
The total number of AT
o threads that are either a

waiting to service an
inComing request, or are
already servicing a request.
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General Name

Description

IP Address

Password

Disabled

e [0 0 00O (Advanced Configuration): 00 00O 0000 OD)ODOOOO

KepleR (koldo_server) Agent: &
Various
Interval | 5 minutes
Thresholds

Warning ) Min: 0.00

Critical £ M™in: 0.00

pandorafms

Perf_NTDSATOThreadsTotal

The total number of ATO threads that are either
waiting to service an incoming request, or are
already servicing a request.

Force primary k.. ™
Administrator

Max: 0.00 Inverse interval [

Max: 0.00 Inverse interval [

o
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Copy of Copy of Warning condition3 ™
Copy of Warning condition
Caopy of Warning condition_2
Critical condition
I | alert
- . R

Warning condition

L

ALERT DESCRIPTION

Critical condition
This is a generic alert template
to fire on condition CRITICAL

Previous

Mext

e JO OO (Previsualization): 000 O0000OOO0O0ODOOOOOOODOOOODO

KepleR (koldo_server) Agent: &

Mame

Description

IP Address

Disabled

Alerts

Perf_NTDSATOQThreadsTotal

The total number of ATQ threads that are either waiting to service an incoming request, or are already

SEMViCing a request.
force_pri
Administrator
none

Pl

Qoo

Ilanc:

Qoo

Inverse interval:
Mo

Pl

0.00

Pz

.00

Inverse interval;
Mo

5 mirutes

Mo
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General S
(==
Descniption
MODULES
Vi
Check type Latency v .
Disabled [
ALERTS
Web Checks
URL a)
String to check
AGENTS
Add check o Delete check 0
u Mext
e 10
KepleR (koldo_server) Agent:
General Nasme @
Description MODULES
Vi
a
Checktype | Latency -
Disabled [] ALERTS
Web Checks
a)
Web Checks
AGENTS
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Module: Sysname @
Various
(Taln g ]
Interval 15 minutes ¥ 4 ODULES
Credentials
SNMP Community public -
ALERTS

Thresholds

Warning o Min.: 0.00 Max.: 0.00 Inverse interval

P . . -
Critical o Min.: 0.00 Max.: 0.00 Inverse interval -)
AGENTS
o C
e [10:
Agent; 192.168.10.2 #
Various @
Interval 5 minutes | j
N ODULES
Thresholds Y
Warning o Min.: 0.00 Max.: 0.00 Inverse interval[]
ALERTS
Critical o Min.: 0.00 Max.: 0.00 Inverse inter\.fal[:]
Web configuration -)
Proxy URL _
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D Edit Module
> Manage module o| select General ] Advance d Alerts Preview edited
9 module dat dat configuration corfirm
>
? x
> Create alert p  Select {
module
Alerts
Edt  f—
Select
g ’ slert
Delete —|
L Agent creation
N
Create agent | General Modules P’E‘_”E"‘
data configuration confirm Agent edition
> Agent
N o] General Modules Preview
> ;
. Manage agent . 2:‘:11 o] data configuration Confirm
| Delete —| [
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Select the module to be edited or deleted
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onfirm
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Module
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P> Manage alert D> lert
£  Delete —|
L Agent creation
H>|
Create agent = ceneral Modules Preview
data configuration Agent edition
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1> Agent
¢ Preview
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Select lata configuration ¢
onfirm
> Manage agent >l agent I
P Delete —|
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Select the module in which the alert will be created
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Agent search
Agent | Mone
Mone

Modules
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Select the alert to be edited or deleted
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A
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ALERTS
Alerts a-)
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> Manage module

Create alert

Agents
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Monitor

’_‘){ Create agent
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B Manage agent

Select Module creation
component
Select A {1 Module
agent P Select type General Advanced Alerts Preview created
data data configuration
Confirm
Select
web check mode
Web check
v Module edition
g e
Select General Advanced edited
module data data
>
Select
module
1>}
L Agent creation
H>|
= ceneral Modules Preview
data configuration confirm Agent edition
N o General Modules Preview
P> -
Select ) data configuration Confirm
agent
P Delete —|

gudoobobbtuoooooobbgooouobobbooooobobbouooooooon

guoooobn

Treewiew  Tacticalview  Groupwview  Alertsview  Monitorsview  Custom fieldsview  Inventory m Log viewer

go

guobobobbotdooooboobouooooobboooga

Create apent

Ed

MODULES

A

ALERTS

a)

AGENTS



https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

pandorafms 24/54

gobobbobboogoooobobbbdoogoobobobboooooooboboobbooaa
goboboobobbouoooooobobbodd

gooboobboooooooooobbodooooon

gobobbobbooogoag 3spboougoooooo

eJO00D0:0D00D00OM@MODODOQgPODYODODODUODOUOODODODODUODODUOODODOD

g
Server koldo_server ™
Alias B
Growp . P
Desoription
a
Y
)
Disabled || AGENTS
] =]

e JO00O0OO:0O00DbDOUOOO0ODLOLOODLDDOUUODLDUODLDDOOOLDbOOODbLDOUODDOOO
gooboooon

Modules Components Agent modules
. . ==
AD Couniers -~ Mone -~ MODULES

Perf NTDSABANRPerssc

Perf_MTDSAEErowsesPersec

Perf_WTDSABClientSessions

Perf NTDSABEMatchesPersac A
Perf NTDSAEPropertyReadsPersec >

Perf NTDSAEPrmyLookupsPersss ALERTS
Perf NTDSATORequestLatency

Perf NTDSATCThreadsLDAP

Perf NTDSA]

e o o -
o =

e 00000 0UUUUUUUUULULUULUUU U


https://pandorafms.com/manual/!current/ja/documentation/pandorafms/command_center/09_metaconsole#ユーザ管理
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/command_center/09_metaconsole#ユーザ管理
https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

pandorafms 25/54

Preview
Server koldo_server E
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mg vy 3 F 9

Move agents

SOuUrce server Destination server
loldo_server v stod v
Filter group: Filter group:
All v All T
Group recursion Group recursion
[} [H}
Filter apent- Filter agent
Aarailable agents Selected agents
000 Agent for automated testing “‘ Maone ~
001 Agent for services testing
02-test
1
112 dev >

192.168.50.101

192.165.50.11

192 16850111 {

192.165.50.12

192.168.50.124 w v

Discard history data
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R g vEHE 9

Total items: 3

Description Execution
test autoconft test autoconf desc start 'IT m
test scheduled 'IT ﬁ
Mew auta scheduled ir ﬁ
Total items: 3

Add reew configuration definition
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Agent MModulzs Alert Component Us=r Policy Category Command
management managemeant management management management management management manzgement operations Center

m G vy E F 9

Editing or deleting groups can cause problems with synchronization.

Total itermns: 2&

Parent Drescription
24 Abuelo Enabled & ﬁ
8 Applications E Enabled f ﬁ
21 Created Enabled &
2z Created by koldo Enabled &
4 Diatzbases = Enabled d* o
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Agent Module Alert Component User Podicy Category Server Bulk Command
management management management management management manzgament management manzgement operations Canter

m i vy E F 9O
Editing or deleting groups can cause problems with synchronization.

& Found groups: 26
# ||l Abuelo #

E Applications J# [

E Created F i

[l Created by koldo #

& Databases #

B8 Firewalls & g

H GitLab 9229 #

® GitLab 9723 # i

# T Network &
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QB » B B2 %

| ] Name Action

g0
it
8 = =2 &

=[]

(W} Storage

i

(] Temperature sensors

H

{
.
g
g

O Fans

=]

=l

(] Temperature

T
1
B 2 = =

}

Creste % Deleta
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Ql & E =T
Show Options
Total itermns: 44
| Mama s Group Ope
[  BusyXMLThreads - Citrix ]
[l Cache mem fres " MacOs ﬁ
[ Citrix_Sessions - Citrix ]
[l CPUFree F" Linue ﬁ
(] CPU Load : Microsoft Windows ﬁ
0 cpu_system ' B3D ]
O Cpu_user ' BzD ﬁ
[ DiskFres ) Linus (i}
[ Disk 10 Wait ﬂ"'l Linuz i
[ disk_root_free ' B5D ]
[l Swap_Free [ 5] HP-UK ﬁ
(] Users_Connected = Citrix ﬁ
[0  Windaws Updaete LastRun B Microsoft Windows i
|  Zombie processes n‘ Linuz w
Total itermns: 44
Delete
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A B »» @8 B2 %

Show Options

Total iterns: 578

B Modulename f Description Group MzgMin  Action
— b B waws  Suniquevalue for eachinterface. General AT
[ IF-MIEifindex1 x T s vl ranges betwre.. aoun s =
M IF-MIBiffyoel m o e The type of interface, distinguished  Genersl MAA S
— ~IrType e according to the phy_ group A ﬁ
. - UCD Mibs

— iy Total process in Operating System - RS L]
] 5 Total process X ous (UNDXMIE) gﬂmuucnu i =
) : LICD Mibs =
- . CPU Load in Operating System - A

[ LR

[0 ©OS5CPULoad (1 min) N gus (UNIX MIE) (Uinoe UCD- —F
G ] m

[ Sysname m o e Get name of system using SMKMP General A

— - R standard MIE group A ﬁ
. . . UCD Mibs

— Active users in Operating System = MAAS L]
[ ©OSUsers | Loy : [Lirwes, UCD- =
x; (UNIX MIE) SHME) NA =

- - o v Cizoo Cateyst Switches CPU RS

[ Catalyst CPU Usage (Smin) x o U Uisage. Taleen from ftpe//ftmci_ CiscoMiBs o =
— e ~ A
||  HSRP5tatus m | L Get status of HSRP Cisco MIBs NI ﬁ
— . =7 e, Metwork: SR
[ ifOperStatus ifl X PEs SshsafMIcH Managemert  N/A =
- - o e Metwork MiAS
[ ifCperStatus jf2 z; PUE Stahisof NIC#2 Manegement  N/A i
— . =7 e, Metwork: SR
[ ifOperStatus if3 X P StatusofNIC#S Management  N/A .
- : : iy Cutput throughtput on Interface Metwork RS
[0 ifOutOctets_jifl = | R o e, =
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QA B 8 8 %

MName Type Command Op

DMS Plugin Standard  /usrEhare/pandora_serveriutil/iplugin/dns_pluginsh é" ﬁ
dynamic_snmp Standard  /home/soportesdynamic_snmp-wlr2 &4 9’" ﬁ
1PMI Plugin Stendard  Jusr=hare’pandora_serverutil/plugindipmi-plugin.pl 4” ﬁ
kySOL Plugin Stendard  JusrEhare’pandora_serveryutil/plugin/mysgl_plugins=h a 4” ﬁ

Metwork bandwidth SHNMP Standard perl fusrishare/pandora_server/util/plugindpandora_snmp_bandwidthpl

%
=]

Packet Loss Stendard  Jjusrshare’pandora_servery/util/plugin/packet loss.sh E 4"’ ﬁ
Remote S5H exec Standard  Avarfweeswhtmlfpandora_console/attachment/pluginfssh_pandorapluginsh a J’ ﬁ
SMTP Chedk Stendard  JusrEhare’pandora_server/util/plugin/SMTP _checlopl }’ ﬁ
SMMP remote Standard perl fusrishare/pandora_server/util/pluginsnmp_remote.pl 4” ﬁ
Testl Stendard  Avarfwweaw'htmlpandora_console/attachment/pluginftest_pluginsh )’ ﬁ
Test2 Stendard  Avarfwesw'html/pandora_console/attachment/pluginftest_plugin2 sh )" ﬁ
Test3 Standard  Avarfwesnhtmlfpandora_consoledattachment/plugintest_plugin3sh “J" ﬁ
Test4 Standard  Avarfwaeswhtmlfpandora_console/attachment/pluginftest_plugind.sh é” ﬁ
test_merge Standard  test_merge }’ ﬁ
UDP port chedk Stendard  Jusrchare’pandora_server/util/plugin/udp_nmap_pluginsh j’ ﬁ
‘Wizard SNMP module Stendard  Jusr=hare’pandora_servery/util/plugindwizard_snmp_module )’ ﬁ
‘Wizard SNMP process Stendard  Jusrshare/pandora_servery/util/plugindwizard_snmp process J’ ﬁ
Wizard Wil module Standard  fusrEhare’pandora_serveriutil/plugindwizard_wmi_module é" ﬁ

o bggooooobobuoooobbbuoooobbbooooooobood
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QA B * B B2 =

Total iterns: 26

Interpreter Action i

cpu CPU A Remoteioca & T
= M

RAM Femory modules {"5 Local module ‘éf il
= (|

Video “ideo cards {qﬁ Local module éf il
= |

NIC Metwork Interface Cards M Locsi medule 6‘_" il
= -

HD Hard drives D Local modute df' m
= |

CDROM CD-ROM drives -!"i Local madule ‘éf o
= -

Patches Inztalled patches = Remote/Local ‘éf o
|

Init services Services programmed to lauch im Unix .fqi Local module élf il
= |

File system UM filesy=tern mounted on system .q"i Local module ﬂf' il
- -

Process Process runmning on system .fqh Local module ‘é{ il
- |

Users U=er list -f_"! Local module “_’f m
- -

Services Services installed B Local module &_"' o
|

Software Installed software packages .fqh Local module 4_’.' il
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Medule managemeant
: 44 * B =2 T

Plugin registration

PLUGIM REGISTRATION

This extension makes registering server plugins an easier task. Here you can upload a server plugin in .pspz

zipped format. Please refer to the official documentation on how to obtain and use Server Plugins.

You can get more plugins in our Public Resource Library

Choose file | Mo file chosen Upload

RS O»P 0DBEEe .0

O00000000000000[Pandora FMS oo
guoooobbogd
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Critical comdition

Manuszl alert

‘Wamning conditGon

basg nombre

Test9157

Copy of Warning condition

Comando 18

urbmnoeamipl ant

criticalplant

Copy of Copy of Waming condition3

Total itermns: 14

gooooo

goood
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Copy of Wamning condition_2

¢ Q>0 QQ QR

Critical status

Critical status

Critical status

iz and min

Warning status

Critical status

Critical status

Critical status

Warning status

Warning statu=

Critical status

Unkrvonam status

Critical status

‘Warning status=

O 0 0 00 Qoo b

Agent Module Component User Palicy Category Server Baulk Command
management  management manggement mansgement management  management  management  operations Center
o S S
Show Opbions
Total itemns: 14

8 8 8 8 &8 &8 &8 &8 &8 8 & 8 &8

=

O000000000000000000 000000 O(Show options) O
O00000000 (Type) 0000000000 (Search)y 0000000000000 00000O

0000000000000 0000D000 ODoO0DOoOo(Show

Options) 000D O0O0DO0O0DOODOOODOOODOOODOOODODODOSearchyboOODOooOOO
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ol S W

Show Opltions

Total itermns: 77

Group Copy Delete
sleep action copy sleap command L 5] i}
Testfi2 sleep command < 1]
Testfil sleep command L 7] ﬁ
Test50 sleep command L 7] 1]
Test59 sleep command <o o
Test58 slesp cormmand L ) ﬁ
Test57 sleep command L ) o
Tost56 sleep command L ) ﬁ
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R & A& &

Total iterns: 15

Dre=cription

This alert send an email using internal Server SMTP capabilities (defined in each server, using:
_field1_as destingtion email address, and

eMail 1 €y  _feld2 assubjectformessage
_field3_as text of message.
_field4_as content type (plaintexdt or hibml /et
Internal Aandit 2 {; This alert seve alert in internal audit system. Fislds are static and only _field1_is used.
Monitoring Event 3 c’ This alert create an special event into event manzger.
Alertl This is a default alert towrite alert= in a standard ASCI plaintexct log filz in fvar/logfpandora =
+ c’ /pandora_alert.log m
Send a SMMPTRAP to 192.148.0.4. Please review config and edapt to your needs, this iz only a =
SNMP Trap . c’ samiple, mot functional itself m
Syslog & c; Uses field1 and field2 to generate Syslog alert in fadlity daemon with "slert” level ﬁ
Sound Alert 76 i
Zend jabber alert to chat room in a predefined server [configure first sendompprc file). Uses =
o et < c’ field3 a= text message, field1 as useralias for source messege, and field2 for chatroom name w
SMS Send 5M35 using the standard SMS device, using smstools. Uses field2 as text message, field] as -3
# {’ destination phone (incdlude international prefixd) m
Validste Event 10 c’ This alert validate the events matched with a module given the agent name (_field1 ) and module
name [_field2_)
R t This command is used to send commands to the agent=with the UDP server enabled The UDP
irol 11 {; server is used to order agents (Windows and UMEX] to "refresh’ the agent execution: that means, m
toforce the agent to execute and send data
Motificat 12 {; This command allews you to send aninternal notification to amy user or group.
This command is used to send commands to the agent=with the UDP server enabled The UDP
Renntel [w 13 {’ server iz used to order agents (Windows and UMIEX] to "refresh’ the agent execution: that means, ﬁ
copyl toforce the agent to execute and send data
Integria IMS Tidet 14 € Create a ticket in Imbegria IMS
sleep command 15 € m
Hineteen command 19 c’ Mimeteen command ﬁ
Send report by 2 .
il 23 c’ This command alloews you to send a report by email.
Send report by
e-mail {from 24 c’ This command allews you to send a report generated from a template by email.
template)
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ol S N

Filicer

Mame Group Description Options

Default c’ Dwefault calendar é’ 0

Showing 1 to 1of 1 entries E'
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L % ¢
Show Opltions
Total iterns: 11

Mumber of modules

affected e

DCretail information

cpu_usage CPU usage Qe &
critical Critical modules Qo rd
disk_rate Disk rate Q2 &
disk_usage Diisk usage Qe &
dmz DMZ Metwark Zone Qo &
dmz tect DME Metwork Zane Qo &
memory._usage Memory usage Qe £
network MNetwork equipment http-artica.es Q- &
network usage  Metwork usage Qo &
performance Performance anda capacity madules Q! &

Total iterns: 11

O00000000000000D00OO(Createtag) JO0OODOOODOOODOO
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goddo dooooooooog i 0000000 oboobooboooooood
OO0000000 (@O(Name)OOO)O ODODOOODOOOODOOO (Create module group) 0O O
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|;| =y 4}

Total iterns: 15

[[w] Mame Delete
5 Application ﬁ
10 Datzbase 1]
11 Enviroment i
2 Enviromenitzl 1]
s General (i
= Miscellaneous ]
5 Metworking m
5 Performance i}
15 prusha L
1 prucha 1]
- System ﬁ
12 System of a Down 1]
14 test decde mets ]
3 Tast desde meta. 1]
1z Users 1]

oS 00
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(] Mame Description
d} 1 Limee Limee: All versions
w2 Solaris Sumn Solaris
9 = AIX IBM ADC
' 4 BsD OpenB20, FreeB50 and Others
5 HP-L, HP-L2 Unix OS5
L Cisco CISCO 105
® ¢ MacOS MAC 05
- Windows Microsoft Windows 05
W 0 Other Other 50
11 Metwork Metwork Agent
12 ‘Web Server Web Server/Application
13 Sensor Hardware Agent (Sensor)
E] 14 Embedded Embedded device running an agent
15 Android Android agent
16 Whiwane Wiviware Architecture
17 Router Generic router ﬁ
1z Switch Generic switch ]
F Satellit Satellit= agent i
. 20 Fginframe Mainframe agant ﬁ
U = 05 2 doz nodos 15 2 dos nodos i}
l@ 100 Cluster Cluster agent ﬁ
ﬁ 102 KS7000 05 test for tivket Gitlab 8770 ﬁ

Total itermns: 22
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Showr Dptions
Group All v Search Search
Total itemns: 57

Ifﬁ:mr'ta':t Admin  Profile f Group Description Op.

?

The user does not w

000 admin-all 000 Admin-All Unkaeonam have amy assigned j’
profilefgroup .

m

Pandora !

1001 admin-applications 001 Admin-Applications Uinkanwonwm Administrator / f
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Centralized operation console

Mame Status Type Version Modules  Lag ﬂ T/Q o Updated op.
31 0 ) , - i
meta-pandorafms III 7OMG771(P) 230521 Qof0 -f0 1:0D 4 seconds .
s 0 ) - - i
meta-pandorafms gl} 7OMG.771(P) 230521 MA MR 1:5 4 seconds .
meta-pandorafms B O 70NGT771(P) 230521  NJ/A N/A 1:0 4seconds (]
$ 0 ) - - &
meta-pandorafms - > TOMGTF71(P) 230521 A MR 1:0 4 zeconds .
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PandoraFMS Metaconsole

Configuration / Bulk operations

: . : a) @
Bulk operations - Edit agents in bulk -
Group
Group ;
recursion
Show
Status All All
agents

Mode X nodo-1-pandorafms All

Agents ¥ nodo-1-pandorafms agent (nodo-1-pandorafms) Al
Group Mo change
Interval 5 minutes ,‘
05 Mo change
Server Mo change
Description
»  Advanced options
»  Custom fields
Action Edit agents in bulk ﬂ Update @
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Configuratic n.B_Ik nper:a:ions , O @]
Bulk operations - Edit users in bulk -

Users

Language
Mo change
Block size for pagination 20 .' Mo change

Home screen ﬂ

Mo change

Event filter

Mo change

Autorefresh ﬂ

List of pages

Full list of ]
with
pages:
autorefresh:
Apgent det
Mo changt
Alert detz
None
Cluster vi
Dashboar
Events

Time autorefresh ﬂ

Mo change

Timezone ﬂ

Mo change

Status

Mo change . Disable Enable

Action | Editusersin bulk Update @
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Warning X

. i System is not centralised, please go to command center to

perform a database merge process.
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Cron extension has never run or it's not configured well,
This extension relies on a proper setup of cron, the time-based scheduling service. Please add the following line to your crontab file

¥f5 ® ¥ ¥ % cycer> wget -g -0 - --no-check-certificate http://192,.168.70.133/meta/enterprise/extensions/cron/cron.php == fvar/www/html/meta/pandora_console.log
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