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PandoraFMS Metaconsole

Centralized operation conzole

Tactical view  Groupwview  Alertsview  MWonitors view  Custom fields view  Inventory  Wizard  Log viewer

Show Options

Groups found: 12
w- g Applications [21:1:6:9:6]
#- B Databases [1:1]
E:I--ﬁFirewalls [2:1:1]
M7 Network [33:3:2:28]
@ (@& Servers [1174:1:193:54:552:375]
w- €y Unknown  [4:1:2:1]
B €pweb [2:2]
- L:' Workstations

[17:16:

Pandora Fik

Page g

uild PC211216 - MR 52
22-04-12 22:37:44

0000000000000 oodooO0oOdoo0bO0DoO0DoOoDOoODon (Monitoring)-000O
OO0(Treeview) DOOOOOODODOO
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" Show Options

Search
group

Search
agent

Groups found: 12
EH--EApplicatiuns [21:
& 000 Agent for automa

E]--I 000 Agent for automa
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pandorafms

Show
not init
modules

Show
not init
agents

Show full
+ [
& hierarchy

6:9:6]
tedtesting [4:1:1:3]

tedtesting [1:1]

- 001 Agent for services testing  [1:1]

- 001 Agent for services testing  [1:1]

OO0O0O0O00OACLOOODO
goooboooo
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Agent

status

all
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> Show Options

Groups found: 12

-- Ehpplicatiom [21:1:6:9:6]
-- B Databases [1:1]
--nFirewalls [2:1:1]

B % Network  [33:3:2:28]
i @& Servers [1174:1:193:54:552:375]

"ﬁUnkann [4:1:2:1]
= €Web [2:2]
B CLlworkstations [17:16:1]
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Groups found: 12

Eﬂ--ﬁhpplicatinm [21:1:6:9:6]
I 000 Agent for automated testing [4:1:1:3]
I 000 Agent for automatedtesting [1:1]
I 001 Agent for services testing [ 1:1]
I 001 Agent for services testing [1:1]
I MetaManu [9:4:5]
--I5tod.1DCJ [11:1:10]
--ItEEtEEtod [7:7]
"ItEEt_isma [10:10]
"ItESt_SI'iITIp_EtGd [4:1:2:1]

- B8 Databases [1:1]

()

0000000000000 000O0obOooboOopPoOobOOoDOogoSOUODbDODODODODOD
doobb240000b00000oobobobobbooooon


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

pandorafms 7/46

goboboobbuoooooobbobbuoooooboob boooooobobo bbboooa
gooboobobooddogobobbo oo obbbboooooobobobobboooga
HEN

'  Agent data

Agent name KOLDO_ AGENT

IP Address 192.168.80.34(7)

Interval 5 minutes

Description Created by koldo

Last contact / 27 minutes 31 seconds / September 15, 2021,
Remote 12:15 pm

Nextagent |
contact

"  Advanced information

Agent version 7.0NG.760(Build 200504)

Agent Extra [nfn@ California 527, 3rd Floor, Rackl

“  Agent access rate (24h)

1%
| £i]
3
N i

12:0% 17:0% 22.:.09 0305 0

'  Events (24h)

14 Sap 14 Sap 14 Sap 15 Sap 15 Sap 15 Sap 15
12:45 165435 el H] I 0445 08435 Sap
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EI--Itest_isma [10:10]

~| ADAppMgmt

BIOS Serial Mumber

Computer Chassis Bootup State
Computer Daylight In Effect
Computer DMS Host Mame
Computer Front Panel Reset Status
CPU load
Perf_MTDSABBrowsesPersec

Total Virtual Memory Size

Windows version

Microsoft Wi Q

pandorafms

18],

15 S

System Seria )

(x5

3

(x]

True

WiIN-Q

3

(x5

(x]

10

(]

0

108564256

(& &
BE B EEE EE B A A

(x5
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Name WINDOWS VERSION
Interval 5 minutes

Warning status str:

Critical status str:

Module group General

Description Operating system versian
Last status change 35 days

Last data Microsoft Windows Server 2016 Standard Ej

Go to module edition
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00000000 (Module Graph): DO 00000000 O0ODOOOODODODOOO
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L =] .
Module: Total Virtual Memory Size x
51
(@) Choose a time from now Jyears hd
ca B
10 o Timestamp from: 2022/4/12 187
{7y Specify time range -
Timestamp to: 202274512 18:7
] Total items: 7
Data Time
i 12 April 2022
oot 10,864,935 06:28:59 PM
- ~ 11 April 2022
10,864,936 06:28:55 PM
b ME 10 April 2022
i pri
» 10,864,236 046:24:01 PM 5
i 0% April 2022
10,864,936 06:22:07 PM
v
sesh _ 08 April 2022
10,864,936 06:20:51 PM
ySi i
T —————
oooo
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Treaview Alerts view  Monitorsview  Custom fields view  Inventory  Wizard  Logviewer

Tactical view [T

Agenits by status Important events by severity
=) 410
=) CL&T Info of status in events (1 hours)
Monitors by status = - — — - - = — -
irae 173 irae 1744 1740 1754 1750 1804 100 18:14 =10 18:24 =¥
= 278
== 5522
m
= 39 admin a. User mansgement ({)2h 102158801 Updated user Documentation
Tri alsrts admin a. User manzgement 2h 192163801 Crested user Documentation
admin a. User manzgement 2h 192143801 Added profile for user
2 -
. admin i  Logorr 0kL 192.16880.1 Loggedout
admin Metaconsole node [Deh =1 Node kaldo_server modified

Mode overview

R
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Report of status

Agents by status
=) 219
-) 41

Monitors by status

= 278
&= 5522
39
Triggered alerts
N 2
Mode overview
EL 2
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0010000000000 0000000000000000(@O0O0000D0004d0d (info of
statusinevents)) D DO OO OO
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Repart of events (1 hours)

Important events by severity

Infio of status in events (1 hours)
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Monitoring / Wiews

GROUPVIEW

Ssmmary of the stahes proups

Bzents

Mot

Urkmown ot initialiced ‘Warning Urnkmowan

All 279 11 3 238 4 23

Firewalls
Metwork

Servers

Unknown

0 0000O0O0O0O

Warkstations

goooobo

gobobbbbuoogoooobbobbbdoogoobbobbouooooobboobbooag
gobobbbbuoogoooobbobbbdoogoobbobbouooooobboobbooag

goobbobbbogoooobobobo

» Show Options

Group All Status All (Enabled) Tags

Free text for search Stand by All Action

Total items : 36
[0]1[1]

Agent Module Template

SNMP Agent ata_aux Q Critical condition
D 192.168.50.5 CPU % Q critical candition
D 192.168.50.6 CPU % Q critical candition
D 192.168.50.3 CPU % Q critical candition
D 192.168.50.4 CPU % Q critical candition
D 192.168.50.2 CPU % Q critical condition

112_dev CPU Usage Q Critical condition

gooobo

guobbobbtoogooobbbugoooobbooga

initialized

2865 2 2915

All

All

Action

Mail to Admin (Default)

Mail to Admin (Default)

Mail to Admin (Default)

Mail to Admin (Default)

Mail to Admin (Default)

Mail to Admin (Default)

Mail to Admin (Default)

Wiarning

Last fired

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Alert

Erigzered

Status
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“# Show Options

Group All v Monitor status | All r Module group Al ¥
Module name () Search Tags (1) Al v Show
Server type All ¥ Show monitors | Only enabled v Data type All ¥

> Advanced options

Total tems: 100 n 1]2]3|4

Agent 4 w Data type & w Module name 4 w Servertype & w Interval & w  Status 4 w  Graph Warn Data & w Timestamp & w

1 . OATA / Connections opened E 5 minutes - u 0/400 - 01450 243 conns Mo
1 E oam J" Dropped Bit... nothing E 5 minutes - u /A, - NIA 349,416,065...Jins () Mow
1 — o jf Metwark Tra...coming) g 5 minutes - u N/A - 0/B00K 213,017 [...]sec (7) oW
i e J" Metwork Tra...tgoing) E 5 minutes - u N/A - 0/900K 658,153 [...Jsec (7) Moy
1 ) pAoc j" Server Stafus A g 5 minutes - u /A - NEA ar Mow
1 ) Proc J" Server Status B E 5 minutes - u MNIA - NIA 27 Mow
1 ) eroc j" Server Stafus C E 5 minutes - u /A - NEA 0 Mow
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“““

Agents by status: 121 Total Agents

Monitors by status: 2192

Total Modules

108 2051 2o 2o
2 1,069 B 21,123
Central

T T TITH-T-

Agents by status: 132 - .
dispositivo * Agent s LP % Server T Status

&) 102 &) 0 &

w*  Tablet stresc_garroch_506 127.0.0.1 garmosh -
Monitors by status: 2396 w  Tablet stress_garrosh_173 127.0.0.1  garrosh -
@ 115 ¥ 2244 B2 0 g 0 % Tablat stress_varian_1215 127.0.0.1 WARARN -

L Tahblel stress_varian_ 77 127.0.0.1 WAMan -

gboobogon

O000(Group): 000000000000 00O0O0O
O00000000(Customfield):0 0000000000000 0ODOOO0OOODOOOODOOOO
00000000000 ooooooll ooooooo* 00000 (Display up front)” 0000

gbobooobboobbooobbooobobd
gboboooboodabn

gobooobobod
gooboooo
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» Show Options

1 Custom Fields Data
s a v . Status agents Status module
Al | < (O - (A - B &
- [uri=PandoraFM 5. comWeb PandoraFMS[furl] Critical Critical
Recursion ) [ud=wwra pandorafms.com] EMLACEJurl] Mormal Mormal
[ur|PandoraFMS. comffurl] Mot intiglised Mot intialised _
Mot normal Mot normal
Custom Fields | PandoraFMS ¥ Unknown Unknown
Warning Warning

Module search |

goooodooonod

e J0ID0O00ODODODOODOOO (Create, update and deletefilters: DO D0 OO0 OOO0ODOOOOOO

oboobooboobooboooooboooboooooboobooobooboobOoOoboboooboOooon
goboobooboobooooboobooooboobooooooobooobooboboobooon

cODDDOO(NewcFiter:DDDDODODDODDDDDODODODDDODOODODODODOOODODOODOODODOO

‘ Save filter ®

Filter name

Group

e J0DDDDO(Existent Filter): 00 DD D00 ODDOODOOOO

I

Filter name Mone ¥

Delete filter

Group

Update filter
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gobobbbbboogoooobboobbuoooooon
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e J0D0D0DO0ODODO(Loadfilters): 00000000 DDODOODODDOOODODOOO

Load filter x

Filter name filter-1 ¥ Load filker

e JOJ0J0ODOOOODODOO(Addfilterstoadetermineduser): 000000 DOOO0OOOOOOOOOO
oo oogoooooobooogooooo b oo oo oo oog

User ID: Extra info
[ . . - ,
@ Fulldisplay) name B E-mail
ﬂ Password ‘.. Phone number
L] -
E Password confirmation Login error
Local user
Administrator user
Session time
Language Timezone
Deefault ” Mone
Metaconsole access Search custom field view
Basic - None
Home Enable agent management
Default - Enable node access
Default event filter

test4
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Agents by status: 123

Monitors by status: 2220

R 115 N 2069 ™ 0

Centralita

Agents by status: 128
& 101 & 0 & 0
Monitors by status: 2320

= 113 m 2173 ™ 0

gboboooobobgonoodgoo

gobobbbbuoogoooobbobbbdoogoobbobbouooooobboobbooag
gobooobooodgd

Total counters

Total Agents
Total Modules
,

gooboooogo
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Shaw items per page Search: _ Previous 1 H n H m

dispositive - Agent . * Server Status

M,  Central stress_garrosh 263 127.0.0.1 garrosh

Module name Treshold i Timestamp Status
Metwork Traffic (Incoming) 184,738 MN/A - V900K 300 4 minutes 30 seconds [ ]
Metwork Traffic (Outgoing) 994 151 MNIA - VS00K 300 4 minutes 30 seconds [ ]
“  Central stress_varian_751 127.0.0.1 varian [ ]
%  Cental stress_garrosh_209 127.0.01 garrosh -
%  Ceniral stress_garrosh_308 127.0.01 garrosh -
w  Central stress_garrosh 236 127.0.0.1 garosh [
w  Central stress_varian_850 127.0.0.1 varian
% Ceniral stress_varian_1093 127.0.0.1 varian
“ Central stress_varian 210 127.0.0.1 varian [ ]
w Central stress_varian_1243 127.0.0.1 varian -
% Ceniral stress_varian_229 127.0.01 varian -
w Cenral stress_garrosh 681 127.0.0.1 gamosh [
w Central stress_varian 1143 127.0.0.1 varian [
w Central stress_varian_3 127.0.0.1 varian [
s Central stress_garrosh_ 681 127.0.0.1 garmosh [ ]
% Central stress_varian_256 127.0.01 varian -

Showing 1 to 15 of 236 enfries Previous 1 H H m

googoo
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. PANDORAFMS  PandoraFMS Metaconsole

Centralized operation console

Alerts view  Monitors v

Treewview  Tactical view  Groupview

Tree view
Events Tactical view
Reports e Group view
Services Alerts view
Screens Monitors view E 01:46:26
Metflow Custom fields view
Alert correlation Inventory
Centralised management 7 Wizard
Setup

Extensions

Advanced nntinns
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gog guoobbbtoggoobobbugooouobbbbouooooobobbogao
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guooobbuoogoooooon guooooon
000000000 Elasticsearch OO0 00000000000

OO000000000(Monitoring) 000000 (Logviewer) DD 00000000 DOOOO 10
00008 ooooooooooo (mobh)yooooobboooooooD@uooooo
O (Selectdates by range))D D 0000000 OOOO:


https://pandorafms.com/manual/!current/ja/documentation/pandorafms/monitoring/09_log_monitoring#表示と検索
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/command_center/03_installation#一般設定
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/command_center/03_installation#一般設定
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/command_center/03_installation#一般設定
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/command_center/03_installation#ログビューワ
https://pandorafms.com/manual/!current/ja/documentation/pandorafms/command_center/03_installation#ログビューワ
https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

Treewview  Tactical view  Groupview  Alertsview  Monitorsview — Custom fieldsview  Inventory  Wizard

Search .

—— Exact match bl Order Descending bl

Search D Group All v

Select

dates Start

by D T & hours A

range a
custom . All

nod

1 hour

Server
2 hours

Adva ncEd Optinns -

12 hours
1 day
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Treewview  Tacticalview  Groupwview  Alertsview  Monitorsview — Custom fieldsview  Inventory  Wizard

Search Exact match
- wact matc

Search

O o©

pandorafms

Order

Group

Descending

All

Select

dates
v
by /]

range

Start

date 2023/02/28

21:25:07

End
date

2023/02/28

22:25:07

Server

> Advanced options &)

oo

23/46
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PANDORA PandoraFMS Metaconsole

= . . Searc
Centralized operation conzole

Monitoring
Events
> Filter
Reports
Group events
Screens m .
Netflow > Total Events per node: (100000)

Alert correlation

Show 300 w entries

Centralised management
Custom

5¥Timestamp Event n

Setup data
Configur:
Extensions temd/sys:
1 minutes 31 seconds 2 [kthrea
T D fusrish
DFOREG

rocess. |

PandoraFMS O OO0 000000000 DOO0ODOOODOOOOOOOOODOOOOODOOODOOO
guoooooggd

0000000000000 000000000000PandoraFMS OO0 0000000 ODOOOO
guooobbuogoooog
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gobobbobbboodgoooobbobobbuooooon

PandoraFMS Metaconsole

Centralized operation console

Events
Events list Q * Q
.

Mot set. Mot validated. Last 8 hours. Group events
§ Eventname Status  Agentname W Timestamp Options |
(2) Warmup mode for unknown modules ended. * 3 hours ]
(2) Warmup mode for unknown modules started. * 3 hours ]
(2) meta-pandorafms predictionserver going UP * 3 hours ]
(2) meta-pandorafms eventserver going UP * 3 hours []
(2) meta-pandorafms provisioningserver going UP * 3 hours []
(2) meta-pandorafms migrationserver going UP * 3 hours []
I nodo-1-pandorafms icmpserver going DOWN * 4 hours ]
I nodo-1-pandorafms snmpserver going DOWN * 4 hours ]
I nodo-1-pandorafms dataserver going DOWN * 4 hours ]
I nodo-1-pandorafms networkserver going DOWN * 4 hours (]

2 3 4 Next 10 vl In progress selected v Execute event response {:’

bbb goooooobogooooobbodoooobbbooooooobn
gouooon
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] %%

" Filter
Group Please select_.. v
Event type All -
Event status Only not validated b
M hours old g
Duplicate Group events b
Free search

All s
Severity Critical

Critical/Mormal v
Grfc_:.ll.lp recursion D

Search in secondary D
groups (i)

»  Advanced options

gobobbbboogooobbbbboooooobbbobbooooob1rbbooooon
00000 000(Server)DO0O0O0O0ODOO


https://pandorafms.com/
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pandorafms

"  Advanced options

Source

Extra 1D

Comment

Agent search

User ack.

Alert events

Id source event

From (date-time)

To [date-time)

Custom data filter

Custom data search

koldo_server
Metaconsola

Any

All

Filter custom data by field name

Events with the following tags

configuration

Cpu_usage
critical
disk_rate
disk_usage
dmz

dmz test

MEMory_usag:

network

5
Hone

network_usag v

Events without the following tags

M)
MHone

configuration
Cpu_usage
critical
disk_rate
disk_usage
dmz

dmz test
Memory_usag
network

network_usag .,

goobbo ve700D00O000O0O0O0O0ODOOOOOOOO
00000 Oo0O(Server) D0 DO00ODOO0ODOOODOOO
guoobobbtuogooobobugoooooobn
guooobouoooooobogogd

Filter
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guoooobooooaog

PandoraFMS Metaconsole

Centralized operation console

Filter

Group events

Total Events per node: (100000)

goooooobo

guouoobbogogooboobuuoooobbbuooooobbouoao

2000oobobobobtodooobobbbbodUbb1oooo Db bbb ooOon
0000000000000 d(Savefilter) 0000000000 0D0O0ODOO0O0ODOOODOOODOOO
guoooobn
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" Filter

Group

Event status

Duplicate

Severity

Onby not validated

Group events

All
Critical
Critical/Mormal

> Advanced options

Load filter

O000000000O(Manage Events) - 0000 00O (Filter List) » 000 00O OO O (Create new

Event type

Max. hours old

Free search

Search in secondary
groups

All

il

[

Manage events

LI -

filter) 00000000 DOOO0O00ODOO0OO0OODOOOO0ODOODDODOOOUOODODOOOOOO
gobbbbbuogooobobbbboooogoboboo
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E 2 Y [

Filter name
Save ingroup | v
Group v
Event type All v
All o
Critical
Critical/Mormal
Informative
. Maintenance
Severity R
Major
Minor
Mormal
Mot normal
Warning W
Event status All events v
Free search
Agent search a) @
Block size for pagination Default -
Max_ hours old
Userack. (1) Any v
Duplicate All events -
From (date)
To (date)
Events with the following tags
configuration v
Mone & —
W
Events without the following tags
configuration v
Mone & —
Remove
W
Alert events All v
Source
Extra ID
Comment
Custom data filter type Filter custom data by mame fi.. ¥
Custom data

Id souce event
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Advanced options
Source Extra ID
Comment Agent search )
loldo_server
Server Metaconsola User ack. Aty
stod_server

Alert events All Id source event 0
From [date-time) : 00:00:00 To {date-time) : 00:00:00
Custom datafilter | Filter custom data by field name Custom data search
Events with the following tags Events without the following tags

configuration ~ Mone configuration " None

|_Us3ge CpU_Usags

critical critical

disk_rate y disk_rate 3

disk_usage disk_usage

dmz dmz

dmiz test < dmz test <

MEeMory_usage MEMOry_usage

netwoark netwaork

network_usage W network_usage "

gobobobobbodogoooobooobog:

e JODO0ODOUODO(Agentsearch): 00 000000DOO0O00OODOOO0ODOOOOODOOOOOODO

gobooobob 200000000000 Db00O00

OO00O(Server): 000000000 O0O0ODODOOOODOOOOOODOOOOD
O000000O(Userack.): 000000000 OO0ODOO

00000000000 (Events with the followingtags) D00 OO00OO0OOOOOOOOOO (Events
without the following tags): 0 0 00000000000 O0OODOOO00ODOOOO0OOODOOOODOOO
O0O00000O0O000O(Customdatafilter:) 0000000000 DOOCOO@UODOOOOOODODOO
000000000000 Od(Filtercustomdatabyfieldname)) D0 0000000000 O0ODOOO0O
O000@0D0O00D000000 0000000000000 (filker custom data by field value))O O

oo oo oon
gooogaoo
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User ack. Any A

Alert events All -

Q
Filter custom data by field name

Filter custom data by field value

From (date:time)

To (date:time)

Custom data filter Filter custom data by field name A

Custom data search

Events with the following tags
PRSI R S . L

cooooo

ooooobo@uoobobOo)yYobobobobooboooooUooboobUoboboboo oo
OO0000O((Showmore) OO0 O0D0OO0O0DOO0ODOOOOOODOOODOOODOODODOODOO

:::I::::Dm S¥Timestamp Event name fggent Status ‘:f;:t deent AR
o ;jgilju le ‘Connections opened’ is going to WARMIMNG 106 ﬁ O
o :\E;]u le 'Connections opened’ is going to WARMING 113 ﬁ U
I Mo :lc?dule ‘Connections opened’ is going to CRITICAL (4 107 ﬁ O
o Module 'Connections opened’ is going to WARMNING 109 ﬁ 0

[403)
[

gobobobobbooooooboobbbddoooobobbboooooooboobobbodoa

HEN
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Module "Network Traffic (Incoming)' is going to CRITICAL (947293) b 4

‘_ GEnera Q Detailz El Agent fields i" Comments 1 Rezponzes
Event ID ®34009425
Event name MModule 'Metwork Traffic (Incoming) is going to CRITICAL ($47293)
MNode koldo_server
Timestamp August 2, 2022, 3:45 am
Owner M
Type Going up to critical state g
Duplicate Mo
Severity Critica -
Status Mew event
Acknowledged by N
Group SErVErs E
Contact M4
Tags MAA
Extra ID M4
Module custom ID MNAA

goobobobboooooobobooboodao

OOO0OID(Event ID):DO000O0DOOOOCODODOOOCODOIDODOO
OO00OO0O(EventName). OO ODODO0ODO0ODOOODOOOOOOO
OO0O00O((DateandHour): DO ODO0DO0OO00DODODOODODODOOODOODOOO

OOO(Owner): 0000000 0OO0ODOODOOODOO

OO00O(Type): 0000000 DOD0O0OO0D0OODODOODO:00000O00(EndedAlert), 00000

O (Fired Alert), 0 O O O O O (Retrieved Alert), 0 O 0O O (Configuration change), 0 O (Unknown), 00 O
000000000000 0D0000 (Network system recognized by the recon), O O [J(Error), O O O
0 0O O O (Monitor in Critical status), 0 0 O O O O O (Monitor in Warning status), 0 000 OO

O (Monitor in Unknown status), 0 O O (Not normal), D O 0O O (System), 00O 0OO0OO0OOO

O (Manual validation of one alert)
OOO0OO(Repeated): 0000000 0DO00OO0ODOODOODOODOODOOODOO

OO00O(Severity): 000000 O0ODO00O0D0O0ODOO0OO0DO0O0ODOOOOODO:000O0O0O (Maintenance),
0 O (Informative), O O (Normal), O O O [J(Minor), O O (Warning), O O O [J(Major), O O (Critical)
OO(Status): 00000000 DO0ODO0OO0DODOOOOODOO: 00O (New), 000 (Validated), O O

O (In progress)

OO0O(Validated by): D000 OO0D0D0OO00OO00DO0DODOO0OO0DOODOODOOODOOOOOO
OO0O0OO(Group): 00000000 DOODOO0DOODOODOODOODOODOOODOODOODOOODOODOO
gooogo

O0(Tags): OO ODODODOOODODODOODODOODODODODODOOOOODODODOODOOn

OO0 ID(ExtraID): 00000000 O0OO00OCDOOOOCODO IDODOO
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HEN

Module "Network Traffic (Incoming)' is going to CRITICAL (947293) x

*, General Q Details El Agent fields ,O\ Comments 1 Rezponzes
Agent details
Mame koldo.228
IP Address M
0s D uinux(26)
Last contact 2 minutes 07 seconds
Last remote contact August 2, 2022 345 am
Custom fields
Module details
Mame Metwork Traffic [Incoming)
Module group Mot assigned
Graph
Alert details MAA
Instructions MAA
Extra ID MAA
Source monitaring_server

2000oooooboodooooboboobboooooooLbbbbboooooobLbbboboa
gooboobboooooobooo

O000000000Pandora0 00000000 OOODOOODOODOOODOOO APIODOOOOO
goobobobbooooooobooo

goobobobobooodd
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Module "Network Traffic (Incoming)' is going to CRITICAL (947293) b 4

{, Genera Q Detailz El Agent fields i" Comments 1 Rezponzes
Serial Mumber MAA
Department A
Additional ID M4
eHoruslD A
VITWare_vcenter_ip A
vmware_datacenter MAA
VIMWare_user NAA
VIMWare_pass M
vmware_type MAA
vmware_parent MNAA

gldggodoooobodooooobbobbbooooooonoboo

goog

Module "Network Traffic (Incoming)' is going to CRITICAL (947293) x

;, Genera Q Details E| Agent fields ;."\ Comments 1 Rezponzes

Added comment by admin (#34009425)
Test for documentation.
August 2, 2022 3:58 am

A00odgogoobobbodoooobbobboooooobbobbbouoooobobo
goooboooo
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Module 'Network Traffic (Incoming)' is going to CRITICAL (947293) x

;, Genera Q Details El Agent fields ”\ Comments 1_ Rezponzes
Comment Add comment 3
Custom responses Ping to host b Execute »
Description Ping to the agent host

stggggobbbobodgoooobobbbdoooobbobbuooouboboboobobood
gooooooo

goodaguo

googd

goooooo

gooogoo
oo UU L

gbooogood

ACLO ewOoooobobuobobuobobuobuooooobouoboboobuobobuobuoboo

PandoraFMS Metaconsole . A B Q) admin) [
Centralized operation conzole o e v L

goooooboon

0000000000000 0000000000000000000D000D0 000 d(Pandora
guooobbuoooooobbuoooobbbboooooobbooooooooobn
goog


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

gobobbobbooooogobbobobbooooooooboobo

. PANDORAFMS  PandoraFMS Metaconsole Search 9 SO K Qe

Centralized operation console

Monitoring

Severity Action

Events

Reports

[l server_koldo ﬁﬂ :;nil‘j;iz W
Services

— Only not .

L] test2 t’ validated 1]
Screens

— Cnly not —
Netflow L testd ﬁ validated 1]
Alert correlation ] testd L 5 -::n_l;r TE 1]

— wvaligate:
Centralised management () tests7es f) All events W
Setup _ .

|| test8939 ﬁj All events m

Extensions

Createnew filter Delete

O0000000000000" 0000000 (createfilters)" 00000000000 ODOOO
guouobogoooooboood
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E 2 Y [

Filter name
Save ingroup | v
Group v
Event type All v
All o
Critical
Critical/Mormal
Informative
. Maintenance
Severity R
Major
Minor
Mormal
Mot normal
Warning W
Event status All events v
Free search
Agent search a) @
Block size for pagination Default -
Max_ hours old
Userack. (1) Any v
Duplicate All events -
From (date)
To (date)
Events with the following tags
configuration v
Mone & —
W
Events without the following tags
configuration v
Mone & —
Remove
W
Alert events All v
Source
Extra ID
Comment
Custom data filter type Filter custom data by mame fi.. ¥
Custom data

Id souce event
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e 0O ODO(Group): PandoraD 00O OOOOOOO
O0000O0O0(EventType): 00 OD0OO0OD0OO0O0OOODOOODOOOOODOOODOOOOO
OO0O(Severity): DO0DOD0O0O0ODODO0ODOO0OODODOOOODOOOOOODO
O0000O0O(EventStatus): 0000000000000 0OO0OO0OO0OO0OO0OOOOOOOOOO
OO00O(Freesearch): 0000000000 OOOODODO
O0000O0O0O(AgentSearch): 00000000000 O0ODODOODOOOOOOO
O000O0O(Maxhourold): 0000000000 0O0OOOO
O000000O(UserAck): D00 000OO0OO0OO0OO0OOOO0OOOOOOOO
OOOO(Repeated): 0000000000000 O0OO0DODOOOODOOOODOOO

0000000000000 00000000000000000000D0 OO0 (Block size for
pagination) 0 0 0000000000000 O010000000000D000D000ODO0O0OO0O
guooobggd

oooo

gobobbbboogoooobobbbdoogoobobobobbouooooobboobobougg
OO000O000O00IPO0O0OO ping0000D00D0OO00ODOOODOO0O sshOODOODODOODOOO

panoRarye  trtrmeees
" - C Centralized operation conscle -

Monitoring
Description Group Actions
Events
Ping to host Ping to the agent host m +
REI:K:'l_tS t’ m L
. Create a incident from the event with the -
Services SIEE R LE TR standard incidents system of Pandora FMS t’ m *
Screens Restart the agent with using UDP protocol. To
B use this response is necessary to have -
Netflow Restart agent inztalled Pandora FMS server and console in c’ T~
B the zame machine.
Alert correlation Ping to module agent host  Ping ta the module agent haost ﬁ? W ,_f
Centralised management —
echo test test ‘j m ,_f

Setup

. Createn

O000o0obo0oboobo uUrRLOooooooog
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Edit event responses

Mame Group All hd
Description
A
Location Width () | 620
Modal window - Size

Height () | 500

Parameters Type Command -

Command

Display
command O

gudoobobbtuoooooobbgooouobobbooooobobbouooooooon
guooobotgooobbbuooooobobboooobobbuooooobbbooa

_agent address :O0000O0O00OOOO

~agent id :000O0OOO ID

_alert id :000DO0O0O00C0COOOOID

_event date :0000000DDOOO

_event _extra id :00 ID

_event id 0000 ID

e event instruction :000O0O0ODO

_event severity id :0000CO0O0O ID

_event severity text (0000000 (Pandora000000O0O0N)
_event source :QUodpoOoOd

e event status :000000O0O (new, validated O OO event in process).
_event tags :00000000O0O0DOO0
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_event text (000000000
_event type 0000000 (System, going into Unknown Status 00 0)
e event utimestamp 000000000 utimestampOOOOOOODOODO
_group id :0000O ID
e group name 0000000000000
~module address 00000000000 ODOOOODOOO
~module id :000000O00O0OOCOOOID
~module name 00000000 OOOOOOO
_owner user 00000000
_user id :00O0O ID
~current user :JO0O00O0ODOOOID
e J00000U0DDDO0UODOOOUUODDOODOUDDODDOOUODDOOOODO customdata * OO
OO00DOO00oOoo0ooo™UooOobOOooDo0obOoooooobOoooooobOooooo
o customdata X 000000000000 O00ODOOOODOOXOOODODOOOOOOO
googd
o customdata text 00000000000 0DOOOOODOOOOOOODOOOODO
o customdata json :)SONOO0O00O0OOOO00ODOOCOOODOOOOOODOOO

ooooooOoOO0OO0OO0O00000000oooo

PandoraFMS OO O0OO0OO0D0OO0O0DOOODOODOOOOOOOOODOOODOODODOODOOODOO
gobobbbbuoggggobobbbdoooobobobbuoooooobooo

© prrvworaris  rrime s
" ' L Centralized operation conzole

Monitoring
SHOW EVENT FIELDS (

Events
Reports Fields available Fields selected
Sarvices Custo_m da_ta_

AgentIP -?-I.E\-"EFI;EYmInI
Screens User imestamp

Event name
Group
AgentID

Metflow Event Type Status

Module Mame

alert Agent name
Alert correlation . Event Id

Severity
C lisad . Comment

entralised management Tags

Source - "

Setup
~
Extensions
Uﬂiﬂt& )

e J00000OO0ODODODOOO(Fieldsselected) DOODODDOOOO OODOOOOODOAO (Fields
available) DO O00ODOOCOO0ODOODOOO0ODODOOOODOOOODOOOOODODOOOODOOOO
goo
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e 000000 DOUOUOUODDUOOLUDDOOUODDOUOUOUODbDDUUOLDDUOOUODDbDUOOO
e J00O0ODOOOMO(Fieldselected) OO ODO0OD 1000000000000 0DODODOOOOODODOO

gobooobboobobbooobbooobboon
4
+000000000000000000Y 0DOOO0O000O000O00O0

oo

ting / Custom reports [ Is] -

o Monitoring List of reports 4 b a
" Events #  Fllters
] Re -

leports
9 Group Free text for search: )

Create new report
All

42/46

Report templates

Templates Wizard Filter O\

Dashboards

Custom 50L

Messages Report name HTML XML PDF  J50N C5V E-mail Private Group Op.;.
Services Node 1 report mR R B B S © @

E) screens

! Alert correlation Create report @

guooobbbboooooooooobbouooooooobobbbuooooooboobbobd
guooobbuoooooobbuoooobbbboooooobbooooooooobn
guoooood

guooobbobogooobbugoooooobn
guooobbobogooobbugoooooobn
guoooobggd

gooboobobo2000bbbbooooon

e U0
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goooooo

gobobbobboogoooobobbbdoogoobobobboooooooboboobbooaa
goobbbbooooodoon

gooboboboogoooobooboobbooooooobo -*ouobo”-*oaggr ERERE
goobobobooodd

Create new report

Reports

B0 Report templates

¥ Templates wizard

Services

gobobbobboogooobobbobobooodooooobbgooooobooon
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. PANDORAEMS  PandoraFMS Metaconsole

Centralized operation console

Favourite Visual Console  Temp
Monitoring
Events
Reports Search
Services
(2] Visual Eu:l;'usnle
Netflow E Favourite Visual Console
-

Alert correlation =a Template Visual Console

Centralised management ~ #* Wizard Visual Console

Setup Worldmap

Extensions Eurocpe
LI5A
Snain
guodgougouoouoon O000000o0on

gooboooogdd

guouobbuooooboobbooooobobboooobbb oo oobo
guoooobooogoog

guouobbuooooboobbooooobobboooobbb oo oobo
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PandoraFMS Metaconsole

Centralized operation console

PANDORAFMS

Favourite Visual Console  Template Visual Console  Wizard Visual Console

Monitoring

Events
Reports Search Group| A[l + | Group Recursion [ Search O
Services
Total items: 21
Screens
Map name Group Iltems Copy Delete
MNetflow
Demo visual console ﬁj 47 ﬁ
Alert correlation
Demo visual console 2 13 1 m
Centralised management < ﬁ w
Setup Worldmap ﬁ; @ 1]
Extensions Europe O w© mw
USA G i}
Spain ﬁj 19 ﬁ
Madrid ﬁ 20 W
Germany ﬁ; 15 ﬁ
ooooooogoo oooooooooo

Netflow
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@ PANDORAFMS

Live view WElEE

Screens Start date

@ Monitoring
* Ewvents
“®  Reports Connection | kold
=  Services
1day

3 eHflowy € Liveview

Alert correlation €3 Filters
Centralised management
Setup

% Advanced
Extensions

O _SErver

2022/08/02

-

Draw |ive filter

End 2022/08/03 Resolution e .
date M 000343 ' o

1" L3
M-‘Il*- L\ Aggregate DST IP address ~
values y. by

-

Saveasanewhilter ()

guouoobbuoooooobboooobobboooobbbouooooboboobo
O0000000000000000000000000 NetflowOOOOOOOO0OOOO0OOOO

0000 Netflow O OOOOOOO0OOO0OO0OOOO

O00000000 Netflow OOOODODOO0O0OO0D0O0OO00O0OO0O0OOOO0OOODOOODOOOOOOO
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