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User Experience monitoring (UX and WUX)

Introduction

User experience monitoring consists of making recordings of automated tasks of both web
browsing (PWR/WUX) and interaction with the desktop and Windows system applications (PDR).
These recordings can range from a mouse click on a web browser, typing text or performing a web
search, to opening an application on the desktop. This allows functions to be configured and
automatically recorded for later execution in search of results.

Differences between UX and WUX monitoring

Both monitoring systems are used to execute automated web browsing tasks using Pandora Web
Robot Daemon (PWRD) system.

The UX system performs these monitoring tasks using the software agent installed on a machine,
while WUX monitoring is based on a server integrated within Pandora FMS.

Pandora Web Robot Daemon (PWRD) is a service that provides the necessary tools to automate
web browsing sessions. To do it, it uses a file that contains a list of the actions necessary to
navigate the user's web portal.

Additionally, UX monitoring enables the execution of the automated tasks that interact with MS
Windows® desktop and system applications. These types of tasks cannot be performed with WUX.

Pandora FMS UX is a system that executes automated tasks, giving Pandora FMS a report with the
execution results, time spent and screenshots with the errors that may be found.

If you have a task automation system, Pandora FMS UX also allows you to execute the scripts you
already have and monitor their execution.

It is important to specify the use of this type of monitoring. Both methods are based on monitoring
execution by means of a plugin in the software agents installed in the corresponding machines.

For the execution of web transactions Pandora FMS uses
Selenium Engine:

¢ Selenium version 2.
¢ Selenium version 3.
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PWR UX monitoring

Taking into account the , UX monitoring must follow a
series of prerequisites related to the environment to be monitored, with the following previous
steps:

e Install Java®.

Configure a profile in Mozilla Firefox®.

Install a Selenium® service.

Distribute PWR on the system.

Install the Selenium® IDE for Mozilla Firefox®.
e Save a PWR session.

For the standard execution of pre-recorded sessions use the Plugin in its latest version
28-04-2022.

Web User Experience (WUX) with Selenium 3

For Selenium deployment on WUX servers, a container-based stack will be used for fast
deployment and easy scaling.

Previous settings

Docker and Docker Compose must be previously installed and we recommend using CentOS as the
base operating system.

For this installation, we recommend following the Docker documentation at:

The official Selenium images will be used for the installation and deployment of the stack. You may
find them at:

Different images with browsers are available in the Selenium repository. For Pandora FMS, we
recommend Firefox® and Chrome® containers.


https://pandorafms.com/guides/public/books/pandora-ux
https://docs.docker.com/engine/install/
https://hub.docker.com/u/selenium
https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

Selenium Stack Deployment

To deploy the Selenium stack, it will be necessary to first create a YAML file with the necessary
configuration:

# To execute this docker-compose yml file use “docker-compose -f up’
# Add the "-d° flag at the end for detached execution
version: "3"
services:
selenium-hub:
image: pandorafms/pandorafms-selenium-hub
mem limit: 2G
container name: selenium-hub-v3
logging:
driver: "json-file"
options:
max-file: "5"
max-size: "4m"
mode: "non-blocking"
environment:
- TZ=Europe/Amsterdam
ports:
- "4444:4444"

chrome:
image: pandorafms/pandorafms-selenium-node-chrome
mem limit: 2G
volumes:
- /dev/shm:/dev/shm
depends on:
- selenium-hub
logging:
driver: "json-file"
options:
max-file: "5"
max-size: "4m"
mode: "non-blocking"
environment:
- TZ=Europe/Amsterdam
- HUB HOST=selenium-hub
- HUB PORT=4444

firefox:

image: pandorafms/pandorafms-selenium-node-firefox
mem limit: 2G
volumes:

- /dev/shm:/dev/shm
depends _on:

- selenium-hub
logging:

driver: "json-file"
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options:
max-file: "5"
max-size: "4m"
mode: "non-blocking"
environment:
- TZ=Europe/Amsterdam
- HUB HOST=selenium-hub
- HUB_PORT=4444

In the previous example, make the necessary
modifications for each case, such as memory limit, time
zone, number of nodes, etc.

It can be saved as docker-compose.yml to make identifying it easier.

To activate the container with the defined settings, just run the following command (replace
<compose-file> with the name you chose for the file):

docker-compose -f <compose-file> up -d

To check the services running in the container, use the following command:
docker-compose -f <compose-file> ps

To see the status and logs of Selenium services, use the following command:
docker-compose -f <compose-file> logs

Once the appropriate checks have been made, to verify the grid works properly and the workers
have signed up as you defined in the configuration file, go to the following URL:

http://<ip_selenium_server>:4444/grid/console
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PP
-2
S€ Grid Console v.3.141.59

DefaultRemoteProxy (version : 3.141.59) DefaultRemoteProxy (version : 3.141.59)
id : http://192.168.0.4:5555, OS5 : LINUX id : http://192.168.80.42:5555, 05 : WINDOWS
Browsers E&ihiTTETGT Browsers E&Til et
WebDriver WebDriver
@ (&
vi72.0.1 Ve
DefaultRemoteProxy (version : 3.141.59) DefaultRemoteProxy (version : 3.141.59)
id : http://192.168.0.3:5555, OS : LINUX id : http://192.168.71.201:5555, 0S : WINDOWS
Browsers EeGhiiTeiildg Browsers Eedili[Te1eli]
WebDriver WebDriver
v:79.0.3045,1178 Vi
View Config

If you need to increase the number of workers, just run the following command:

docker-compose -f <compose-file> scale chrome=X firefox=Y

Selenium service infrastructure

Selenium works as a hub where a container, that works as a grid where to deploy the necessary

worker containers, is enabled.
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Internet

Selenium HUB Server (Docker)

Worker 1 Worker 2 Worker 3

Selenium Grid

@

Pandora FMS Server
(WUXServer enabled)
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Pandora FMS Configuration

To use the centralized mode (WUX) it will be necessary to apply the following configuration to the
Pandora FMS server.

Regardless of the chosen mode, once started you may start assigning executions from your
browsing sessions, adding the WUX Server configuration parameters to the configuration file of
your Pandora FMS server.

Add the following configuration ath the end of the file /etc/pandora/pandora server.conf
(replace <ip wux host> by the server's IP address, if it is the same server where Pandora FMS
use server runs 127.0.0.1):

wuxserver 1
wux host <ip wux host>
wux_port 4444

The configuration file of Pandora FMS server has a new token to clean queued navigation sessions.

clean wux sessions 1 #(default)

Pandora FMS Threads Management

e The wuxserver threads management is done automatically when starting the pandora_server
service.
e |t is done taking into account the number of nodes of a MINOR browser that is in the Selenium hub.
For example:
o If in the hub there are configured 2 Firefox and 2 Chrome nodes, the number of wuxserver
threads will be 2.
o If 1 Firefox node and 4 Chrome nodes are configured in the hub, the number of threads will be
1.
o If 6 Firefox nodes are configured in the hub, the number of threads will be 6.

Note that each thread indicates the sessions that can be
sent simultaneously from the wuxserver to the Selenium
hub.

Appendix: Add workers for Internet Explorer and Microsoft Edge

If it is necessary to launch web transactions against Microsoft® browsers, it will be necessary to
configure a machine (physical or virtual) with the desired Windows® version and configure the
driver following the official documentation.

Internet Explorer® driver installation documentation:
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github.com/SeleniumHQ/selenium/wiki/InternetExplorerDriver

We recommend using driver 3.141 version 32bit to avoid
performance 64bit version problems.

Microsoft Edge® driver installation documentation:
https://developer.microsoft.com/en-us/microsoft-edge/tools/webdriver/
To run Selenium, Java® must be installed on the Windows® device.

To check whether Java® is installed, run this command:

java -version

You should get an output like the following:

m cmd o L - O x

c:\tools>java -vers

java version "1.8.8_ 241"
Java{TM) SE Runtime Environment (build 1.8.8_241-b87)
Java HotSpot(TM) 64-Bit Server VM (build 25.241-b87, mixed mode)

c:\tools>

The Selenium JAR file will also be required to run the server locally and register it on your grid.
It can be obtained at:

https://www.selenium.dev/downloads/
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Selenium About Dowmloads Proects Documentaton Supgart Blog [ ] Q

Downloads

Below |s where you can find the latest releases of all the Selenium components. You can also find 2 list of previous releases, source code, and additional information for Maven
USETS.

I Latest stable version 2,141.88 ]

SE'|E|"IIUIT‘I Server {Grld] To wsa the Selenium Server in 3 Grid configuration see the decumentation.

The Selenmam Server is needed n order 1o iun Remole Selenium WebDrives {Gad), Latest Selenim 4 Alpha version 4.0.0-apipha-5
u Doaminad version 315001 for
The Internet Explorer Driver Server 32 it Windows IE (recommended) 84 bit Windews IE CHANGEL OO

This & requirsd d you want b make we of the latesl and greatest featuras of 1hi WabDraer
Irilimed E xpdarss Dinees
Pirasn make suse that this is available onoeour SFATH inr TPATHE on Windows in arder for the IF Nrives

To activate the Microsoft Edge® server, the following must be run in a terminal in the directory
where you have the JAR file:

java -jar selenium-server-standalone-<VER>.jar -port 5555 -role node -hub
http://<ip_selenium server>:4444/grid/register -browser
"browserName=MicrosoftEdge, platform=WINDOWS, maxInstances=1"

The command is similar to activate the Internet Explorer® server, but the path of the downloaded
driver must be specified:

java -Dwebdriver.ie.driver=<PATH>IEDriverServer.exe -jar selenium-server -
standalone<VER>.jar -port 5555 -role node -hub

http://ip_selenium server:4444/grid/register -browser "browserName=internet
explorer, platform=WINDOWS, maxInstances=1"
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lenium

ava -Dwebdriver.ie.driver=C:/tools/IEDriverServer.exe -jar selenium-server-standalone-3.141.5%.jar

-port 5555 -role node -hub http://192.168.80.44:4444/grid/register -browser "browserName=internet expl
orer,platform=WINDOWS,maxInstances=1"

:14.742 INFO [GridLauncherV3.parse] - Selenium server version: 3.141.59, revision: e82be7

:14.977 INFO [GridLauncherV3.lambdafbuildLaunchers$7] - Launching a Selenium Grid node o

58

on port 55

2028-84-13 14:29:16.258:INFO: :main: Logging initialized @2433ms to org.seleniumhg.jetty9.util.log.5tdE
rrLog
: :16.742 INFO [WebDriverServlet.<init>] - Initialising WebDriverServlet
g8 INFO [SeleniumServer.boot] - Selenium Server is up and running on port 5555
6.898 INFO [GridLauncherv3,lambdag$buildLaunchers$7] - Selenium Grid node is up and ready to reg
the hub
.227 INFOQ [SelfRegisteringRemotefl.run] - Starting auto registration thread. Will try to regis

:18.336 INFO [SelfRegisteringRemote.registerToHub] - Registering the node to the hub: http://192.
8.44:4444/grid/register
: - The node is registered to the hub and ready

The Windows Firewall must be configured to allow traffic
on the ports specified in the run command. In the case of
examples 5555 and 4444,

Recording

It should be taken into account that the recordings made in
Selenium 2 may not work properly.
For Selenium version 3, both old and new recordings will be supported.

In order to record a new session, the Selenium IDE extension must be installed in the desired
browser.

Firefox

https://addons.mozilla.org/es/firefox/addon/selenium-ide/
Chrome

https://chrome.google.com/webstore/detail/selenium-ide/mooikfkahbdckldjjndioackb
alphokd

The next icon will be the one that allows to start the recording environment once the extension is
installed.
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A menu that will allow to start new recording projects will open.

™ Welcome to Selenium IDE!
Se  ersion 2.16.1

What would you like to do?
Record a new test in a new project
Open an existing project

Create a new project

Close Selenium IDE

To learn more on Selenium IDE and how to use it visit the
the Selenium IDE project page.

Once the recording is made, it will result in something like the following:
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Extension: (Selenium IDE) - Selenium IDE - pruebaswux - Mozilla Firefox

Project: pruebaswux Cr O :
Tests = G > ® =
9] http:{ fvarian.artica.lan
Command Target Value

pruebaswux
/l'| phase_start:inicio

2 open fweh

uncheck name=checkl
4 check name=checkl
5 | phase_end:inicio

| phase_start:Captura

7 store attribute ¥path=/input[@name="ch estado
eckl)@checked
stare xpath count xpath=*[@name="check aa
g9 store attribute xpath=/input@name="ch Mame
eckl]@name
10 ff| storeExtraction input name="(.*7)" inputs
11 | phase _end Capiura
12 1| phase_start:Muestra
1 echo F{aa}
14 echo [${estado}]
15 if ¥name} '="checkl" &&
Haa} ==
Command {{phase_start:Inicio |_|Z
Target
Value
Description
Log Reference N

Apart from the feature provided by Selenium, Pandora FMS has custom commands to retrieve
information from the target to be monitored.

Commands

The list of compatible commands available can be found
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Recommendations and suggestions when making the recordings

Next, we detail a series of recommendations and advices to make the recording of the
transactions with Selenium IDE as well as to integrate the most complex commands with Pandora
FMS:

e Divide the transaction in phases whenever it is possible. In this way, the modules created of state,
times and screenshots will be segmented and they will be easier to locate when the transaction has
failed.

e Use the selenium command set speed and wait for to avoid false negatives. When executing a
transaction, the selenium commands don't have any default delay from the end of one until the next
one is executed, and some of them don't have timeout either. This makes the transaction run in the
shortest time possible, but by doing it so quickly, if the web is somewhat slow or takes an extra
second to load it is possible that the check will end in failure. For instance, after executing a click
command and go to other page, if we then have a command that interacts with an element on the
new page and the loading of this is delayed by one second, it will not find the element on the new
page and the check will end in failure. To avoid these situations, there is the command set speed,
which adds a delay of the amount of milliseconds that we indicate in the Target field between each
command. We recommend to set it at the beginning of the transaction. There are also for cases
where we know that the loading of a page or the appearance of an element can take a few seconds,
the commands wait for element present,wait for visible andwait for text in which
we can set the time in milliseconds that will wait for the element to appear on the page before
marking the transaction as a failure. It is important to emphasize that the use of these commands,
although they increase very much the reliability of the check, they will also increase the time that it
takes to execute the transaction.

¢ Checking the existing elements. For this we will use commands like assert and verify, in their
different aspects. Finishing a transaction with a click, for example, does not guarantee that the new
page that should open the element you clicked on will open, only guarantee that it is possible to click
on the element. If after the click we introduce a verify text to a text that we know will only be
loaded after the click, it would be a way to check that the page that the click sends us is available.

e Usestore window handle in transactions where you are going to navigate between windows or
tabs. The change of window (with a select window) can give failure if you have not previously
stored an identifier to the initial window.

¢ Use xpath when the Target by CSS identifier fails or when we want to search content in the page. By
default, the Selenium IDE recorder load in the Target of the element the CSS locator, but it also loads
the locator by xpath, it is possible to see all the locators that it saves if we click on the Target box in
the recorder:
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Command assert text i
Target kss=#136 fn79666fiykxpysdro91xlcer_meassage sp ‘ E‘ Q
Value css5=#436 cssfinder

n79666Tiykxpysdrodixic

o Cr_message span

Description
xpath=//div[@id="6fn796 xpath:idRelative
66T iykxpysdro9lxlccr_me
ssage']/div/h2/span

xpath=//h2/span xpath:position
rovided value. T,

(RN T N 44 Fow a.

In addition, when using xpath, it is possible to search texts inside the tags of the pages to make
more dynamic recordings. In the previous capture we see that it is possible to use an xpath that looks
for the text “Monitoring Innovators” in all the span tags of the page, not in a specific locator.

e Correct use of theexecute script command. This command executes a snippet of JavaScript in the
context of the currently selected frame or window. We recommend to read this guide to learn about
its use and the different options that it offers:
nttps://ui.vision/rpa/docs/selenium-ide/executescript However, the use of the variables previously
stored (by a store text command for example) should go between double quotes so that the
Pandora FMS webdriver interprets them correctly. Here is an example of a variable stored with store
text and its later use in execute script so that the Pandora FMS server interprets it correctly.
Note that this use of the variable between quotes will fail to execute the script in the Selenium IDE

recorder:
store text css=folder:nth-child(1) abbr test
execute script  if ("${test)” match{/{_thismonth_-)0\d)+|agal)) { return 1; } else if {"S{testy” match(/_lastmonth_ 4

W)+ { return 2; } else { retum 0 };

Web User Experience (WUX) with Selenium 2

Selenium 2 is now obsolete, the current version is
Selenium 3.

Previous settings
Selenium

Pandora Web Robot Daemon (PWRD) deployment

Pandora FMS Web Robot Daemon is a service that provides the necessary tools to automate web
browsing sessions, using a file that contains a list of the actions necessary to navigate the user's
web portal.
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It comes integrated with the Pandora FMS server and can be found in the
/usr/share/pandora server/util/pwrd folder when installing the Enterprise server
(GNU/Linux®) or in the module library (Windows®).

To download it, go to the following link:

It contains:

e Firefox® browser binary version 47.
e Pre-built profile for executing web browsing sessions.
e Session automation server (Selenium server).

Selenium server deployment on Windows systems

Prerequisites:

Install Java® 1.8 on the machine that will provide the service.
Install Firefox® 47.0.1 (downloadable at ).
Make a Firefox® profile to be used to test automated sessions (optional):

Create the following directories: C: \PWR .

To download the PWR_Server.zip, go to the following link:

Do the following file distribution:

e Unzip the PWR_Server.zip file to C: \PWR\
e Export Firefox® profile to C: \PWR\profile

The use of a profile to carry out checks is not mandatory, however it is recommended particularly
when using a proxy or wanting to use password autocompletion. To create a Firefox profile, follow
the steps from the following screenshots:
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2 Run >

Create Profile...

Firefox - Choose User Profile

Firefox stores information about your settings, preferences,
and other user items in your user profile,

resource, and Windows will open it for you.

Open: | HEEEE %

E Cancel Browse.,.,

Rename Profile...

Typethename of a program, folder, document, orlnternet Delete Profile...

default-release
default

[]wWerk offline

M Use the selected profile without

asking at startup

Start Firefox

Exit

Create Profile Wizard

Welcome to the Create Profile Wizard

profile,

profile,

separate profiles for business and personal use.

To begin creating your profile, click Mext.

= Back

Firefox stores information about your settings and preferences in your personal

If you are sharing this copy of Firefox with other users, you can use profiles to keep
each user's information separate. To do this, each user should create his or her own

If you are the only person using this copy of Firefox, you must have at least one
profile. If you would like, you can create multiple profiles for yourself to store
different sets of settings and preferences. For example, you may want to have

Cancel

Choose the destination directory:
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Create Profile Wizard >

Completing the Create Profile Wizard

If you create several profiles you can tell them apart by the prefile names., You may
use the name provided here or use one of your own,

Enter new profile name:

Pandora PWR

Your user settings, preferences and other user-related data will be stored in:
CAPWR\profile

LChoose Folder... Usze Default Folder

Click Finish to create this new profile,

= Back Finish Cancel

Start Firefox® with the new profile to customize options such as proxy, popup display, etc.:

Firefox - Choose User Profile X}

Firefox stores information about your settings, preferences,
and other user iterns in your user profile.

default-release
default
Rename Profile... Pandora PWR

Create Profile...

Delete Profile...

[ Work offline

] Use the selected profile without
asking at startup

Start Firefox Exit

Next, install the service by executing the provided BAT file service installer.bat. For the
service installer.bat to work properly, modify the content, typing in the paths that exist in
the file as they are installed on your machine. For example, Java® can only work if you have
correctly configured its PATH. Otherwise, you will have to provide the full PATH inside the file.
Finally, start the service:
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net start PWRSRV

From this point, the Selenium server is running on your machine. However, you may execute it
manually (stopping the service previously) in case you wish to perform debugging tasks, using the
following command:

java -jar C:\PWR\server\selenium-server-standalone-2.53.0.jar -
firefoxProfileTemplate C:\PWR\profile -port 4444 -v

Selenium server deployment on Linux systems

Prerequisites:

e Install Java 1.8 on the machine that will provide the service.
Install Firefox 47.0.1 (downloadable at ).
Prepare a Firefox profile to be used to test automated sessions (optional):

Install xorg-x11-server-xvfb
Install java

The Selenium component of the PWRD daemon requires Java to work, so it needs to be installed:

yum install java

For PWRD to be able to launch Firefox on your Linux server, it will be necessary to install xorg-x11-
server-Xvfb, gtk2 and gtk3 in order to virtualize a graphical environment:

yum install xorg-xll-server-Xvfb gtk2 gtk3

If it is not available in your repositories, you may find the rpm files in the following links:

To manually install the rpm packages:

yum install xorg-x1ll-server-Xvfb-1.15.0-22.el6.centos.x86 64.rpm
yum install gtk2-2.24.31-1.el7.x86 64.rpm

Once the prerequisites are installed, continue with the installation of install_pwrd.sh. This installer
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is found by default in the folder /usr/share/pandora_server/util/pwrd/install_pwrd.sh and it is
executed as follows:

cd /usr/share/pandora server/util/pwrd/
./install pwrd.sh --install

Once installed, start the service:
/etc/init.d/pwrd start
Use the following script to start the Selenium server:

#!/bin/sh
# Monitoring selenium process
if [[ ""ps aux |grep selenium ]]; then
exit
else
if [[ " "ps aux |grep Xvfb ]]; then
Xvfb :99 -ac &
export DISPLAY=:99
fi
export DISPLAY=:99
java -jar /usr/share/pandora_server/util/pwrd/selenium-server-
standalone-2.53.1.jar &
fi

Or manually with the following commands:

$ Xvfb :99 -ac &

-> Press Enter to continue

$ export DISPLAY=:99

$ java -jar /usr/share/pandora server/util/pwrd/selenium-server -
standalone-2.53.1.jar -port 4444 &

In version 730 and later, the possibility of performing the custom installation with a user and a
directory different from those of the default installation has been added.

PWRD operating modes

PWRD provides several operating modes:

e Standalone: This standard mode will launch a single PWRD instance. Each of these instances will be
associated with a Pandora FMS server.

e HUB: Hub mode. In this mode, the PWRD service will not evaluate the browsing sessions directly, but
“nodes” must be registered to execute the tasks. It is the cluster mode of the PWRD service. Each
HUB will be assigned to a Pandora FMS server.
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PWRD in standalone mode

PWRD in standalone mode will start the daemon and get it ready to execute the actions indicated
by the user through WUX Server.
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Internet

A

WUXServer PWRD Standalone

PWRD

®

Pandora FMS Server
(WUXServer enabled)
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Start:
/etc/init.d/pwrd start
See the status
/etc/init.d/pwrd status
Stop:

/etc/init.d/pwrd stop

PWRD in "HUB" mode

The hub mode will start the daemon as a load balancer. In this work mode, the system will balance
the load among all the nodes that are registered on it, assigning browsing session execution to the
nodes according to their workload.

You can see the HUB status at any time by accessing the HUB administration console:

http://<ip addr HUB>:4444/grid/console
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WUXServer - PWRD HUB

Node 1 Node 2 Node 3

= "

H |
B R R R R R R R R

=

PWRD

@

Pandora FMS Server
(WUXServer enabled)
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Start:

/etc/init.d/pwrd start-hub
See the status:
/etc/init.d/pwrd status-hub
Stop:

/etc/init.d/pwrd stop-hub

Add PWRD nodes to HUB

To add a new PWRD node, you will need:

e A hub (PWRD in HUB mode).
e PWRD files, on the same or on different machines.
e TCP /4444 connectivity from the computer hosting the node to the computer hosting the HUB.

In this working mode, the service will process all those requests queued from the hub (HUB) ,
giving back the results of the executions. It will be the HUB who will speak exclusively with the
WUX Server, for which the one who executes the user's actions is visible.

Start and sign up in the HUB, replace “hub” with the IP of the PWRD HUB server:
/etc/init.d/pwrd start-node http://hub:4444/grid/register

See the status:

/etc/init.d/pwrd status-node

Stop:

/etc/init.d/pwrd stop-node

Uploading certificates for Firefox

It is possible that some of the configured checks are executed against web pages that use self-
signed certificates or signed by a CA not included in those accepted by default in Firefox, so in
those cases it will be necessary to load the certificate itself in the Firefox profile that is being used.

The easiest way to do it is to start the browser in a graphical environment, access the URL and add
the SSL certificate. Next, we will explain how to do it both in Windows and Linux:
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With PWRD deployed on Windows systems

In this case, since you have a graphical environment, just start the Firefox browser with the profile
used for the checks:

F B

=7 Run @

== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you,

gpen: firefox -p -

QK ] ’ Cancel ] ’ Browse...

Firefox - Choose User Profile @

Firefox stores information about your settings, preferences,
and other user items in your user profile.

default
|Pandura PWR

I Create Profile...

|
| Rename Profile.. |
|

[ Delete Profile..

[ Work offline

& Use the selected profile without
asking at startup

Start Firefox l

Exit

Once started, access the URL with the certificate you want to load and add it as an exception for
the browser:
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% Your connection is not secure

The owner of artica.es has configured their website improperly. To protect your information from being stolen, Firefox
has not connected to this website,

Learn mare...

Report errars like this to help Mozilla identify and block malicious sites

-

artica.es uses an invalid security certificate.
The certificate is not trusted because the issuer certificate is unknown,
The server might not be sending the appropriate intermediate certificates.

An additional root certificate may need to be imported.

Error code: SEC_ERROR_UMKNOWMN_ISSUER

Add Exception...

Add Security Exception

You are about to override how Firefox identifies this site.

y '_1.\_ Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: Get Certificate

Certificate Status

This site atternpts to identify itself with invalid information. View

18

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using a secure signature.

Permanently store this exception

Confirm Security Exception ] Cancel

Another possibility, if you want to accept any SSL certificate, would be to go to Firefox options, go
to “Privacy & Security” and uncheck the field “Check responding OCSP servers to guarantee the
current validity of the certificates”:
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w n @ =
£2 Signin to Sync

(0] Content Blocking

B} New Window Ctrl+ N

&2 Mew Private Window Ctrl+5hift+P

a Restore Previous Session
Zoom - 100% 4+
Edit ¥ b g

I\ Library »
Add-ons Ctrl+Shift+A
Options

#7 Customize...

Open File... Ctrl+0
Save Page As... Ctrl+5

& Print...

Q, Find in This Page... Crl+F
More #
Web Developer *

@ Help >

O it Ctrl+Shift+Q
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'ﬁ' General
Q’ Home
Q Search

a Privacy & Security

S Firefox Account

@ Firefox Support

Firetox Data Collection and Use

We strive to provide you with choices and collect only what we need to provide and improve Firefox for

everyone. We always ask permission before receiving personal information.

Privacy Motice

v Allow Firefox to send technical and interaction data to Mozilla Learn more
¥ | Allow Firefox to install and run studies View Firefox studies

Allow Firefox to send backlogged crash reports on your behalf

Security

Deceptive Content and Dangerous Software Protection
+ | Block dangerous and deceptive content Learn more
+  Block dangerous downloads

«  Warn you about unwanted and uncommeon software

Certificates
When a server requests your personal certificate

Select one automatically

& Ask vou every time

With PWRD deployed on Linux systems

Learn more

it

View Certificates...

Security Devices...

In general, when a Linux server is installed, it is not included in a graphical desktop environment,
so in order to follow the same steps as in the previous case, redirect the graphical Xs to a
computer where you do have a graphical desktop environment. This is done differently if we
redirect the Xs to a graphical desktop in Linux or Windows.

Redirecting X11 to a Linux desktop

Doing it is very simple, since it will be enough to set an SSH connection to the PWRD server with

the parameter “-X":

ssh -X user@pwrd ip address

Once this is done, if you launch the Firefox browser, it will be shown on your desktop:

firefox -p
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In a default installation, you will only see the “default” profile, so it would be advisable to do as in
the installation in Windows and create a new profile to use:

Firefox - Choose User Profile (on pandorafms) [

Firefox stores information about your settings,
preferences, and other user items in your user profile.

‘2 default

Create Profile...

Bename Profile...

Delete Profile...

[ ] Work offline

Use the selected profile
without asking at startup

Exit Start Firefox

Create Profile Wizard (on pandorafms)

Welcome to the Create Profile Wizard

Firefox stores information about your settings and preferences in your
personal profile.

If you are sharing this copy of Firefox with other users, you can use
profiles to keep each user's information separate. To do this, each user
should create his or her own profile.

If you are the only person using this copy of Firefox, you must have at
least one profile. If you would like, you can create multiple profiles for
yourself to store different sets of settings and preferences. For example,
you may want to have separate profiles for business and personal use.

To begin creating your profile, click Next.

| Gancai Next l
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Create Profile Wizard (on pandorafms) [

Completing the Create Profile Wizard

If you create several profiles you can tell them apart by the profile
names. You may use the name provided here or use one of your own.

Enter new profile name:
| PandoraPWR

Your user settings, preferences and other userrelated data will be stored
in:

foptffirefox_profile

iChoose Folder...]| Use Default Fc-ll:ler|

Click Finish to create this new profile.

Cancel | Back Finish

In case of saving the profile in a path other than /opt/firefox_profile, it will be necessary to edit the
PWRD starting script /etc/init.d/pwrd to indicate the path to the new profile:

PWROPTS=" -firefoxProfileTemplate /path/to/profile/folder"
With the created profile, you can start the browser:

Firefox - Choose User Profile (on pandorafms) [ x ]

Firefox stores information about your settings,
preferences, and other user items in your user profile.

defaylt
Create Profile... ' PandoraPWR

Bename Profile... ‘

Delete Profile...

[ ] Wark offline

Use the selected profile
without asking at startup

Exit | Start Firefox

Once started, access the URL with the certificate you want to load and add it as an exception for
the browser:
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This Connection is Untrusted

You have asked Firefox to connect securely to artica.es, but we can't confirm that your
connection is secure.

Mormally, when you try to connect securely, sites will present trusted identification to
prove that you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone
is trying to impersonate the site, and you shouldn't continue.

Get me out of here! |

Technical Details

1 Understand the Risks.

If you understand what's going on, you can tell Firefox to start trusting this site's
identification. Even if you trust the site, this error could mean that someone is
tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use
trusted identification.

| Add Exception... |
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Add Security Exception (on pandorafms)

c You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not ask >

you to do this.

Server

Location: | https:/jartica.es/ Get Certificate

Certificate Status

This site attempts to identify itself with invalid information. -

Unknown Ildentity 3
ot

The certificate is not trusted because it hasn't been verified as issued by

a trusted authority using a secure signature. -

Permanently store this exception

Confirm Security Exception [l Cancel

Another possibility, if you want to accept any SSL certificate, would be to go to Firefox options, go

to “Privacy & Security” and uncheck the field “Check responding OCSP servers to guarantee the
current validity of the certificates”:
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B ¥ A 9 @ O E;

Cut I’. Copy P aste

- 100% -

0 s B

Mew Window  Mew Private Save Page

Window
.
= O o
-
P rirt History Full Screan
Fird Preferences Add-ons
Developer Swync

C} Sign in to Sync

Custormnize 9 0

Advanced

General Data Choices Network Update Certificates

Requests
When a server requests my personal certificate:

Select one automatically
@ Ask me every time

Query OCSP responder servers to confirm the current validity of certificates

Advanced

View Certificates Security Devices

Redirecting X11 to a Windows desktop

In Windows, first install an X server to be able to redirect, such as Xming. Once installed and
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started, redirect the Xs.

Using the SSH Putty client, go to the “Connection> SSH> X11” section before connecting, and

make sure you check the “Enable X11 forwarding” option and fill in the “X display location” field as
“localhost:0":

ﬁ PuTTY Configuration @

Category:

: ‘... Features -~ Options cortrolling 55H X171 forwarding

EI Window ¥11 forwarding

" epesrance Enable X11 forwarding

- Translation || *display location localhost: 0

- Selection Remote X171 authentication protocal
. Colours @ MIT-Magic-Cockie-1 () XDM-Puthorization-1
= CD”'E:IE':“':'“ ¥ authority file for local display

- Data
o
- Telnet
- Rlogin
- SSH
- Kex
- Host keys
- Cipher
- Auth
ITv

- ¥11 |
—runnels

- Bugs
- More bugs -

[ About ] [ Help ] [ Open ] [ Cancel

m

Then go back to the “Session” section and establish the connection:
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ﬁ PuTTY Configuration

-2l

Category:
- Session - Basic options for your PuT T session
I:I Tems glglng Specify the destination you want to connect to
smina Host Mame (ar IP address) Part
- Keyboard -
- Eell 152 168.70.151 22
- Features TR =R T= T
= Window (TyRaw () Telnet (7 Rlogin @ S5H () Serial
ﬁppea@nce Load, save or delete a stored session
- Behaviour -
. Tranelation 1 Saved Sessions
- Selection
- Colours .
Default Settings
[=)- Connection _
- Prongy
F'JDgin .
- 35H
Kex Close window on exit:
Host keys (1 Aways () Mever @ Only on clean exit
- Cipher
G- Auth -
[ About ] [ Help ] [ Cpen ] [ Cancel ]

Once the connection is established, if you launch the Firefox browser on the PWRD server, you

may see it on the Windows desktop.

firefox -p

In a default installation, you will only see the “default” profile, so it would be advisable to do as in
the installation in Windows and create a new profile to use:

@ Firefox - Choose User Profile

Firefox stores information about wour settings,
preferences, and other user terms in your user profile.

[ 5 ]S

Create Profile...

Renarme Profile... I

Delete Profile... |

[ ] werk offline

Use the selected profile
without asking at startup

% Exit Q'EI Start Firefox
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@ Create Profile Wizard @

Welcome to the Create Profile Wizard

Firefox stores infermation about yeur settings and preferences in your
personal profile.

If wou are sharing this copy of Firefox with other users, you can use profiles to
keep each user's information separate. To do this, each user should create his
or her own profile.

If wou are the only parsan using this copy of Firefox, yvou rmust have at least
one profile. If you would like, you can create multiple profiles for yourself to
store diff erent sets of settings and preferences. For example, vou rmay want
to have separate profiles for business and personal use.

To begin creating your prefile, click Mext.

# Create Profile Wizard @

Completing the Create Profile Wizard

If wou create several profiles you can tell them apart by the prefile names. ou
rmay use the name provided here or use one of your own.

name:
| P ancloraP'WR
- rnces and other user-related data will be stored in:
loptifirefox_profile

Use Default Folder

Click Finish te create this new profile.

% Cancel

1 ..
 Back Firish

In case of saving the profile in a path other than /opt/firefox_profile, it will be necessary to edit the
PWRD starting script /etc/init.d/pwrd to indicate the path to the new profile:

PWROPTS =" -firefoxProfileTemplate /path/to/profile/folder"

With the created profile, you can start the browser:
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& Firefox - Choose User Profile EI@

Firefox stores information about your settings,
preferences, and other user tarms in your user profle.

default
andoraP'WR

Create Profile... |

Renarme Profile... |

Delete Profile... |

|:| Work offline

Use the selectad profle
without asking at startup

% E xit '(15 Start Firefox

Once started, access the URL with the certificate you want to load and add it as an exception for
the browser:

This Connection is Untrusted

w
WA You have asked Firefox to connect securely to artica. es, but we can't corfirrn that your
| connection is secure.

Marrmally, when you try te connect securely, stes will present trusted identification to prove
that wou are going to the right place. Howewer, this site's identity can't be verifiad.

What Should | Do?

If wou usually connect to this site without problemns, this error could mean that someone is
trying to impersonate the site, and you shouldn't cortinue.

Get me out of here! |

Technical Details

‘| Understand the Risks:

If wou understand what's going on, you can tell Firefox to start trusting this ste's idertfication.
Even if you trust the site, this error could mean that someone is tampering with
your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use
trusted iderthication.

Add Exception. ..
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-

@ Add Security Exception @
“fou are about to override how Firefox identhies this site.
A Legitimate banks, stores, and other public sites will not ask you to do this.
Server

Location: | https:ifartica. es/ Get Certiﬁcatel

Certificate Status

This site atternpts to identify tsealf with invalid information. Wiew..
Unknown Identity

The certiicate is not trusted because it hasn't been verified as issued by a trusted authority
using a secure signature.

Permanently store this exception

Corfirm Security Exception % Cancel |

Another possibility, if you want to accept any SSL certificate, would be to go to Firefox options, go

to “Privacy & Security” and uncheck the field “Check responding OCSP servers to guarantee the
current validity of the certificates”:
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Pandora FMS server configuration

To use the centralized mode (WUX), it will be necessary to apply the following configuration to the
Pandora FMS server.

Regardless of the chosen mode, once started you may start assigning executions from your
browsing sessions, adding the WUX Server configuration parameters to the configuration file of
your Pandora FMS server.

Assuming that you have deployed your PWRD server on the same server where your Pandora FMS
server runs, you should add the following configuration (add to
/etc/pandora/pandora server.conf):

wuxserver 1
wux_host 127.0.0.1
wux_port 4444
wux_timeout 30

The wux_timeout parameter sets the maximum transaction time to 30 seconds: if necessary
adjust this value to your particular environment.

PFMS Threads Management

In case of using the PWRD in hub mode:

e The wuxserver threads management is done automatically when starting the pandora_server
service.
e |t is done taking into account the number of nodes of a MINOR browser that is in the Selenium hub.
For example:
o If in the hub there are configured 2 Firefox and 2 Chrome nodes, the number of wuxserver
threads will be 2.
o If 1 Firefox node and 4 Chrome nodes are configured in the hub, the number of threads will be
1.
o If 6 Firefox nodes are configured in the hub, the number of threads will be 6.

Note that each thread indicates the sessions that can be
sent simultaneously from the wuxserver to the Selenium
hub.

Session Recorder (PWR)

The new Selenium IDE version will be supported by
Pandora FMS version 745 onwards, when Selenium 3 is
implemented. Transactions recorded in Selenium 2 will not
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be affected.

Before monitoring a user experience, record it. Use the appropriate recording system according to
the type of technology you chose.

Session recordings with Selenium 2 can only be done with
Firefox.

To record a navigation with PWR, you will need the PWRD recorder available in the module library:

It contains:

* Web browser
e Extension

Start the PWR recorder.exe recorder:

E PWR_recorder.exe

It will automatically start Firefox with the environment ready to record PWR sessions:

Mew Tab o 4

ISEG-":'-".' or enter address > Search ﬂ' B ¥+ @ 9 ) e
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pandorafms

After accessing the Selenium IDE, you may start recording your user experience:

@ Selenium IDE 2.9.1 o] 50 S
Archive (F)  Editar Actions Options  Ayuda
Base URL -
t Sl = |

H P'E D"’ | p @ o @
Test Case Table | Source
Untitled

Command Target Value

4

Command -
] Target - Select Find
Runs: 0 Valiss
Failures: 0|
| Lﬂl_]l Referencel UI-Elementl Rullup| Infor Clear

From that moment on, you will be able to navigate throughout the website that you wish to
monitor and the different actions of each step that you take will appear in the recorder.

To stop the recording, use the following button, located in the upper right corner of the recorder:

Archivo (E) Editar Actions Options Ayuda
Base URL

5:51: Slow b’=
| -

=
IT-.h.I; '.-—

@ @ -

Once these actions are completed, perform the checks on the website. For example, check the
existence of a certain text to make sure that the loaded page is the correct one. To that end, right-

click on a section of text on the browser window while you keep recording, and select the option
verifyText:

44/82
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ng and correcting anon

vork is an often idiosyncratic ec
Fite nwvn A onnd monitorine oug

ve give you the best experience

pandorafms

Advantagﬂr Af natvaiarls rvannitAarine

€ . c w

Save Page As...
Save Page to Pocket

View Background Image

Select All

View Page Source

Yiew Page Info

happy to receive all cookies fro Inspect Elernent (Q)

21 PasciveRecon

open /monitoring-sclutions/network-monitoring,’

verifyText css=h2 Advantages of network monitoring I

show All Availlable Commands

know how to ente
extract the datav
limitad flavihility
our settings, we'

Ok

A new step will appear in the recorder indicating the indicated text checking action:

45/82

BE p= | @
Table | Source
Command Target Walue
open Smonitaring-software’
clickfndWait xpath={//img[@alt="Pandora FM5'])[2]
clickfndWait xpath={//alcontains(text(), Network Monitoring )11[2]
!1.rerifyText css=h2 Advantages of network monitoring

Target

Yalue

css=h

Command verlf_r,rTEKt

Advantages of network monitoring

-

v | select || Fina |

You may play the full sequence using the button Play entire test suite and check that it ends

correctly:
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Archivo (B} Editar Actions Options  Ayuda

Base URL https://pandorafms.com/ -
ﬁast Slow! P‘E P_ |f-, @ - a
TestCase | | 1o00e Source
iuw : Command Target Value
open /monitering-software/
:cﬁcluf‘(ndWait xpath=(//img[@alt="Pandora FM3'])[2]
clickAndWait xpath=(//a[containsitext(),' Network Monitoring')]1[2]
: [verifyText ess=h2 Advantages of network monitoring
<
Command -
| | Teroet | Select | [ Find
Runs: 1 Value :
Failures: 0

Once the validity of the navigation sequence is verified, save it (File » Save Test Case) to execute
it afterwards with Pandora FMS UX. The resulting file will be an HTML document that Pandora FMS
UX will interpret.

Record a transactional session for PFMS WUX

Pandora FMS WUX allows dividing navigation monitoring into multiple modules, which will
represent each one of the steps carried out.

To insert a new control point and generate the phase modules (up to that point), right-click on the
point where you want to identify the beginning of the phase.
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ki Untitled {untitled suite) - Selenium IDE 2.9.1 * O >
File Edit Actions Options Help
Base URL |https://artica.es/ |
ast Slow P‘= D“' | @ @ - O
Test Case Table ' Source
Untitled *
Command Target Value
open £
) : _ Cut Ctrl+X |
click&ndWait id=logo
. ) ) Copy Ctrl+C
| |clickf&ndWait link=Pandora FM5
1 ] ] ] Paste Ctrl+Y
3 click&ndWait xpath=(//alcontains|
Delete Deel
Insert Mew Command
Insert Mew Cormment
i Clear Al
Toggle Breakpoint B | |
Command |open Set / Clear Start Point S a
_ Target / Execute this command
Runs: 0 Value | |
Failures: 0
Loeg Reference Ul-Element Rollup
open{url) ~
® yr] - the URL to open; may be relative or absclute
Opens an URL mn the test frame. This accepts both relative and absclute URLs. The "open” command waits
for the page to load before proceading, ie. the " AndWait™ suffix iz implicit. Note: The URL must be on the
zame domain as the numer HTML due to security restrictions in the browser (Same Origin Polieyv). If vou
need to open an URL on another domain, uze the Selenium Server to start a new browser seszion on that v

| .

Type in the following text as a comment:

phase start:<phase name>

The phase will include the time and result of all the commands found until the following comment:

phase end:<phase name>

All commands executed between phase_start and phase_end tags will be included within that

phase.

47/82
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D
©
O

535t Slow D_E D__

Test Case Table ' source
Untitled * Command Target Value
phase_start:Load web site =
open !
phase_end:Load web site
1 phase_start:Web site navigation
| |clickAndWait id=lngo
clickAndWait link=Pandora FM5
click&ndWait xpath=(//alcontains(text(), 'Ki...
‘ phase_end:Web site navigation
v
Command | |
] Target Select Find
Runs: 0 Value | |
Failures: 0

It should be taken into account that the recordings made in
Selenium 2 may not work properly.

Web transaction execution

Standard execution

To launch pre-recorded PWR sessions, call the executable “pandora_ux_x64.exe”, which can be
downloaded from the following link:

Indicate that the working mode is PWR, and the file that contains the session guidelines. In the
path indicated in the - folder parameter, the screenshots will be saved to be shown in case of
failure, optional parameter. You may also enter the number of consecutive retries in case of
failure, optional parameter. Its execution in Windows is:

pandora ux Xx64.exe -exe PWR -script C:\tests\std.html -retries 3

The following modules will be returned:
e UX Status project name: if the sequence succeeded or failed.
e UX_Time_project_name: time taken to complete the sequence.
e UX_Snapshot_project_name: screenshot right before the error, if any.

Example of successful execution:


https://pandorafms.com/library/user-experience-pandora-ux
https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

<module>
<name><! [CDATA[UX Status std.html]]></name>
<type>generic proc</type>
<data><![CDATA[1l]]></data>
<description><![CDATA[Test OK]]></description>
<tags>UX</tags>
<module group>UX</module group>

</module>

<module>
<name><![CDATA[UX Time std.html]]></name>
<type>generic data</type>
<data><![CDATA[16.317]]></data>
<description><![CDATA[Test OK]]></description>
<tags>UX</tags>
<module group>UX</module group>
<module parent>UX Status std.html</module parent>

</module>

Output with erroneous execution example:

<module>
<name><![CDATA[UX Status std.html]]></name>
<type>generic proc</type>
<data><![CDATA[O]]></data>
<description><![CDATA[Failed to execute verifyText]]></description>
<tags>UX</tags>
<module group>UX</module group>
</module>
<module>
<name><![CDATA[UX Time std.html]]></name>
<type>generic data</type>
<data><![CDATA[15.463] ]></data>
<description><![CDATA[Failed to execute verifyText]]></description>
<tags>UX</tags>
<module group>UX</module group>
<module parent>UX Status std.html</module parent>
</module>

<module>
<name><! [CDATA[UX Snapshot std.html]]></name>
<type>async string</type>
<data><![CDATA[data:image/png;baseb4,
iVBORwOKGgoAAAANSUhEUgQAA..JRU5ErkJggg==]]></data>
<description><![CDATA[Image (last error)]]l></description>
<tags>UX</tags>
<module group>UX</module group>
<module parent>UX Status std.html</module parent>
</module>

If everything has turned out right, you may add the execution line to the Pandora FMS agent
installed on the machine that you have prepared to run the checks. The line to add to the agent
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configuration file will look like this (in one line):
In Windows:

module plugin C:\Users\artica\Documents\Product\UX-Trans\UX\pandora ux x64.exe -
exe PWR -script C:\Users\artica\Documents\Product\UX-Trans\PWR\sesion.html -
folder <screenshots path>

In Linux:

module plugin /usr/share/pandora server/tool/pwrd/firefox/pandora ux.64 -exe PWR
-script /usr/share/pandora server/tool/pwrd/firefox/TestUX.html -pwr port 4444

Once it reports information to the Pandora FMS server, you will see how the corresponding
modules appear. You may enable the view in “hierarchical mode” to see the relationship between
them:

= /  ux_Status_sesion.html Test OK 1 Bl 45secona:
E j‘ L ux_snapshot_sesion.html Image (last errar) NEA - NPA Mo image ava Q m 20 hours
E #’ L ux_Time_sesion.html Test OK WA - NPA 4.7 m H5 Cecnids

As indicated previously, you see the result of the execution (whether it was successful or not) in
the module UX Status sesion.html, the time spent (in seconds) in the

UX Time sesion.html module, and another with a screenshot of the last failure in

UX Snapshot sesion.html, which in this case is empty. It will be on these modules where you
may create alerts and show the individual graphs of each module.

Stage-based execution

If you have a transactional recording with Pandora FMS UX PWR, as indicated in previous sections,
the system itself will generate the required modules to identify each of the indicated stages, so
the execution will not change regarding the previous case. Just indicate the corresponding html
file, which in this case will contain the different stages. Windows execution example:

pandora ux x64 -exe PWR -script C:\tests\std.html --folder <screenshots path>

The following modules will be returned by stage:

e UX Time_project name.phase_order
e UX Status project name.phase order

If there is any phase with an error, the following module will also be created:
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e UX Snapshot_project name.phase_order
It will display an image of the web at the time of the error.

The global summary modules identified with the following names will also be returned:

e UX Global Time_project name
e UX Global Status_project name
e UX_Global_Snapshot_project_name

A web image at the time of the error will be displayed.

The agent's execution line would be the same as in the previous case, but with the html file that
contains the stated phases.

And when the information correctly reaches Pandora FMS server, it will be displayed as modules in
this way. Enabling the view in hierarchical mode in the module list will help you see the
information much more clearly:

E j" U%_Global_Status_sesion_fases.htmi Fhasze fasel OK M- bfa m 4 zseconds
E f L ux_Global Snapshot sesion_ fases.html Image (last error) | A~ NIA E m 6 hours
E j’ L ux_clobal_Time_sesion_fases.html Phase fasel OK | T R | m 4 seconds
E f L ux_Status sesion fases.html.fasel 0 Fhase fasel 0K NiA- NIA 1 m 4 seconds
= j’ L ux_Time_sesion_fases.html.fase1_D Phase fasel OK NiA-N/A 201 m P
E j" L ux_snapshot_sesion_fases.html.fasel_0 Image (last error) | wia-wa Mo image ava Q m & haurs

By accessing the WUXsection of the agent, you may see additional details of the transaction and
its stages:

The example below represents a browsing process of our website and the purchase of multiple
items, divided into 5 stages to accurately measure the times and know where improvements are
needed, or a bottleneck takes place:
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B /F v _cloal_status_pandora_fases.himl

. L ux_clobal_Time_pandora_fases.html

B /F L ux stetus_pandora_fases.himl.add_article_2

. & L ux_Time_pandora_fases.htmil.add_article_2
B /& L ux ststus_pandora_fases.himi.finish_shopping_4
. & L ux_Time_pandora_fases.html funish_shopping_4
B /L ux_ststus_pandors_fases.himi.keep_buying_3
s/ L us_Time_pandora_fases.himl kesp_buying_3
. & L ux_swstus_pendora_fases.himl.cpen_shop_1

B F L ux_Time_pandora_fases.html.cpen_shop_1
W L ux_ststus_pandors_fases.hirnl.open_web_0

! f' L ux_Time_pandora_fases.html.open_web_0

Value recovery

pandorafms

Phase open_wel OK Fhate open_shop OK Phase add_article OK P...
Fhase open_web O Phase open_shop O Phase add_article 0K P...
Fhase add_article Ok

Phase add_article OK

Phase finish_shopping Ok

Phase finish_shopping Ok

Fhase keep_buying O

Fhase keep_buying OK

Fhase open_shop OK

Fhase cpen_shop OK

Fhase cpen_web O

Phaze open_web OK

P s Bk

MA - WA

A = B

WA - WA

21

4.7

&5

5.8

1.9

1.6

O O 5 - O s = O -
EE EEEEEEEEAEA

[

10 s&conds

i0 seconds

11 mecands

11 seconds

11 swconds

10 s&conds

11 sHsonds

11 secends

11 secands

11 swcends

11 swoends

11 seconds

Pandora FMS UX is capable of retrieving data directly from the website during the execution of

user experience tests.

To use this new feature, add the screenshot command as a comment in the Selenium test:
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pandorafms
5| gjemplito (untitled suite) - Selenium IDE 2.9.1 O
File Edit Actions Opticns Help
Base URL |http://fringe.lab.artica.lan/
ast Slow D‘= D“' | (;1 @ & g

Test Case Table Source
ejemplito
L Comrmand Target Value

phase_start:Entrada a pagina

open /prueba.php

type id=campo gjemplito

clickAndWait narme= enviar

phase_end:Entrada a pagina

getValuenumerito;generic_data; <span style="font-size:1. Tem; "> (ud+\ "\ d*) < /spa

getValueresultado en texto;generic_data_string;<h1>(*7)</h1>

Command |geth’a|ue;resultad|:| en texto;generic_data_string:<h1=(*T}</h1>
D | Target Select Find
Runs: 1 Vaibise
Failures:

0 |
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Log Reference Ul-Elerment Rollup

open(ur])

Arguments:
® qr] - the URL to open; may be relative or absclute
Opens an URL in the test frame. Thiz accepts both relative and absclute URLs. The "open” command waits for the page to load before

proceeding, e the "AndWait™ suffix is implicit. Nofe: The URL must be on the same domain as the rmner HTML due to security
restrictions in the browser (Same Origin Policy). If vou need to open an URL on another domam, use the Selenium Server to start a new

browser session on that domain.

In the example here, two values are retrieved after navigation and will be represented as modules

in Pandora FMS (number and result in text).

The steps to make the plugin collect data are as follows:

e Add a new comment to your test file with the Selenium recorder.
e Add the directive to the comment.

Data capture policy

getValue;<module name>;<module data type>;<Perl regular expression for data
capture>

What does each field separated by semicolons represent?

e getValue: Instruction for the UX system.
e Module name: The name of the module as it appears in Pandora FMS.
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e Module data type: What type will be used. It can be any of the supported by Pandora
FMS.

¢ Perl regular expression for data capture: It must be a Perl regular expression, with the information
capture command between brackets.

For example, in the text:

<p> The temperature of the solar panel is: <span class="temperature">542
C</span></p>

If you wish to retrieve the temperature to keep track of the value, specify the regular expression
as follows:

<span class="temperature">(\d+\.*\, *\d*).*</span>

In such a way that it will recover the value 54 of the example, or possible values with decimal
places.

The full capture directive would be as follows:

getValue;solar panel temperature;generic data;<span
class="temperature">(\d+\.*\,*\d*).*</span>

The commands that generate modules are:

e getValue: Extract a value.
getValue;module name;module type;REGEX string match

e getVariable: (Version 753 or later) Extract an specific value from a variable.
getVariable;module name;module type;var name

 getScreenshoot: capture screen.

getScreenshot;module name

getValue is a command that belongs to the type that
. Visit the previous link to find out
more about them.

All your own commands must appear in the test file (.side)
as comments. Otherwise, it will fail to test the test in the
Selenium extension.
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https://pandorafms.com/manual/!current/en/documentation/pandorafms/technical_annexes/17_compatible_selenium_commands#commands_that_generate_modules
https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

pandorafms 55/82

Data management and display
Create a web analysis module in Pandora FMS Console

Once the browsing session is recorded, it is time to deploy it as a module in Pandora FMS console.

To do it, access any agent linked to a server with the WUX feature enabled and create a new
module with the option Create a new web analysis module:

S "o om[E o B X e

Show in hierarchy mode [] Type | Create anew dataserver module -

Create a new network server module

sdules on Monitoring Library
Create a new plugin server module

terval : Drescription on Del.
Create a new Wl server module
minutes Create a new prediction server module @ ﬁ
minutes Create a new webserver module @ ﬁ
- . 2 . A ... ... - e =

Once Create is selected, fill in all the fields the form presents:
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Base options

Test 1

Manne — Disabled []
ip 107 W

Run performance tests

Target web site httpsifwww.example.com

Execute tests from pandorafms b

Browser Google Chrome ¥

User data dir

Profile

Accept insecure certificates

Keep counters D

FF threshold (® Change all statuses: O
() Change each status : To ‘normal” 0 To “warning” O To “critical’ O
Historical data
Paste your selenium test, exported as HTML. here

| Browse.., | Mo file selected.

®

Upload your selenium test in html or side (only Selenium 3) format

Module name
WUX Module (Parent). All sub-modules with the monitoring results will rely on this new module.
Run performance tests

It indicates that you wish to monitor not only the browsing experience, but also the performance
statistics of access to the target website.

Execute test from
Set the WUX server that will execute the test.
Browser

Web browser that will run the test.
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The indicated browser must be on the Selenium grid or

server used by the WUX server.

User data dir

(Version 764 or later) Optional: It allows you to specify a data directory.

User data dir option only works on Google Chrome web
browser.

Profile
(Version 764 or later) Optional: It allows to specify a user profile. If the profile name does not exist,

use the default profile.

The Profile option only works on Google Chrome web

browser.

Accept insecure certificates

If enabled, any insecure certificate (self-signed, expired, etc.) that is part of the navigation will be

accepted.

This option is only available for Google Chrome and Mozilla

Firefox browsers, and will only take effect if the test is run

by a Selenium 3 server.

Data history

To save or not the historical information of the modules that monitor this user experience.

Text area section

Text box where to copy (or load) the content of the files from the browsing session that you
previously recorded.
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Advanced options

Description
P
Custom ID
Interval 5 minutes | #
FF interval 0
Retries a
FF interval

Module execution flip flop time interval (in seconds).
Retries

Number of module launch retries.

Custom macros

Custom macros

Custom macros @

Mame Value

Custom macros enabled involve replacing certain text strings present in your browsing session file
with certain custom values.

This feature has been improved for web analysis modules, enabling dynamic macros that allow
these values to be translated into variable dates and times.

Why this feature?
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Suppose you need to monitor, through a browsing session, the correct operation of a meeting
room booking web application.

If you set a fixed date and time when filling in the form data, it is possible that the system
canceled the booking because at some point it is in the past. For example, you might be trying to
book a room for the past week.

It is also possible that you find a time limit to make that reservation, and that the system forces
you to book the room within a specific time period, for example, no farther than the current
month.

To avoid having to edit the macro every few days, and not worry about the configuration section,
you may use dynamic macros, telling the system to always book the room for the next day at the
time of performing the test.

In order to use this feature, the values must have a specific format, achieving the following
possible replacements:

e @DATE_FORMAT current date/time with user-defined format.
e @DATE_FORMAT nh hours.

e @DATE_FORMAT nm minutes.

e @DATE_FORMAT nd days.

e @DATE FORMAT ns seconds.

e @DATE_FORMAT nM month.

e @GDATE_FORMAT _nY year.

Where “n” can be an unsigned (positive) or negative number.
And FORMAT follows the standard of

For example:

@DATE_ %Y -%m-%d %H:%M: %S
@DATE_%H:%M:%S_300s
@DATE %H:%M:%S_-1h

Data display

The information generated by WUX will be displayed in the form of modules as follows. Enabling
the view in hierarchical mode in the module list will help you see the information much more
clearly:
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Total de elementos 18

Hombre médule &% e Extado &%  Advertencia

0O BF s | E m
B L coddns_Global_Status Test QK [ | B B 101}
B/ L coddns_Global_Time Test OK [ ] 6.6 = |
= F L coddns_Phase 0: Wordpress_Status [ ] \ 1 101
= F L coddns_Phase 0: Wordpress_Time || 2 a7 E @
- W L coddns_phase 1: application_Status [ ] 101}
= L coddns_phase 1: Application_Time || " 1.9 [101]
= F L ecoddns_un_stats_DNS [ | 4 E m
— e L coddns_UX_Stats_TSSL || L 604 10
e L coddns_ux_sStats_TST [ 823 E m
g L coddns_Ux_Stats_TT [ ] 862 = m
=4 L coddns_ux_Stats_TTC [ " 33 E m
B/ L coddns_ux_stats_Trce || 51 E M
B/ L coddns_uUx_Stats_TTR Time global spent in retrieve https://coddns. es (selected it... || LR 9,111 10
= F L coddns_Ux_Stats_TTR_css Tirme spent in retrieve ess ressurces fram bitps:/feoddns.es [ 2,649 E @
=/ L coddns_ux_Stats_TTR_image Time spent in retrieve image resources from hitps://coddns.e... 2,230 E &
! j‘ L coddns_ux_Stats_TTR_js Time spent in retrieve js resources from hitps://coddns.es [ | A - WA 3,308 Igl n
W L coddns_ux_Stats_TTR_Main Time spent in retrieve main HTML from hitps://coddns.es | 834 = m

Within this hierarchy you find the following modules:

e module_Global_Status: It will indicate the global state of the complete navigation.

o If there is a recording, it gives the status of the WUX recording.

o In the case that the run performance Test is enabled but the recording is not included, the
Global Status module status is the status of the check that is performed when obtaining these
modules.

e module _ Global_Time: It will indicate the global time spent in full navigation.

e module Global _Screenshot: It contains an image with the result of the navigation error, it will only be
generated in case of error

e module_Phase X: Phase name_ Status: It will indicate the navigation status during phase X.

e module_Phase X: Phase name_Time: It will indicate the time spent in phase X.

Example: Error screenshot view.
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.'_ Pandora FMS Snapshat data — O b4

@ fringe Parent hA

Current data at 2017-09-08
01:45:59

Remote configuration Desabled

Full list of monitors

wr  List of modules

Status: A

Totad items @ 29

Dremoripkian i bun AW

0 B #
B/
B
a/
B/
B#
B4
B#
B/
B/

- L

[&cceso al portal]: Failed to execute dickéndWait at ink=M...

Test OK

Warning: If you have updated from previous versions to
Pandora FMS 7.0NG 712, you must make a small change.

— al v Show in hierarchy mode

Dats

2.5

Graph

EEEEEEERE

1 ®

In order to store the screenshots generated by WUX Server, you will need to launch the following

operations in your database schema:

alter table tagente estado modify column datos mediumtext;
alter table tagente datos string modify column datos mediumtext;

Note: Pay attention to table names.

If you do not perform, you may not see the full screenshot.

By accessing the WUXsection of the agent, you may see additional details of the transaction and

its stages:
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T ook N EE®mE Lo &

Treasacton] At b rene mercic [ [stom ineascicn > |

° Success: (3 minutes 20 seconds ago) ® Total transaction time: 16 seconds

| Fhase 0 begin

Ewecstion results for ransaction Artica web page example !
Camplated 08 In 2.73ms ]
H Phase 1= chicki b
Caompleted 0K in 2.25ms :
| Phase I dick2 o

Completed O in L14ms 5 —

5 5 = - £ o
& aF P S P o L .
& L - o o ra & g
-("ﬁ % # .,,"' e o & L. .Si

. rhaee 3= clicka

] o . - “ -
# « & & e P 2 F
Complated 08 in 2.39ms & o o o Fad v’-"j & W

v o

Website statistics are summarized in the following concepts:

e Stats TT: Total time to load the website.

e Stats TDNS: Total time to solve the target's IP address.

e Stats TTCP: Time spent connecting through TCP.

e Stats TSSL: Time spent establishing SSL communication.

e Stats TST: Time elapsed until data transfer started.

e Stats TTC: Time transferring data. It will group all the resource transfer times.
e Stats TTR: Time taken to transfer the content of the page.

e Stats TTR main: Time used to transfer the HTML code.

e Stats TTR image: Time spent transferring image type resources (png|jpg|jpeg|bmp|tiff|giflwebp|svg).
e Stats TTR css: Time taken to transfer style sheets.

e Stats TTR js: Time spent transferring JavaScript files.

Assign alerts to a web analytics module

The alerts associated with the web analysis modules follow the same operating dynamics as the
entire alert system in Pandora FMS.

For compatibility purposes, it is recommended to assign the alert templates on the sub-elements
self-generated by the web analysis module, such as:

e The status of global navigation.
¢ Alerts about time thresholds.
e Alerts with warning template set to “always” for result screenshot modules.

New widgets for Dashboards

In order to represent user navigation information, two new types of widgets have been added:
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Navigation phase status widget:

Wi transaction am

Global status: Ok

Phasze 6: recovering
0.96 ms

!
Phasze 3: zervlet operation
342 ms

Phaszs 4: check data
2ms

Phase (: Access to the portal
5.39 ms

Phass 3: access to the anthor
184 ms

Phasze 2: item =earch
230 ms

(© 19.89ms

Website statistics widget:

Wux transaction stats 5

My Web site

Stats TT: 1.8K m=s

Bl Stats DMS: 51 ms

Bl Stats_TTCP: I26 ms

Bl Stat=s_TSSL: LK ms
Stats TST: 1.7K m=

Bl Star=_TTC: 126 ms

B Stat=_TTR: 77.8K ms

Bl Stat=_TTR_Main: 4 4K ms

I Stats_TTR.css: 20.3K ms
Stat= TTR.j=: 42K m=

. Bl stats_TTR.image: 10K ms
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Desktop User Experience (PDR)

PDR system deployment

(£

The PDR system only works on Windows® systems, and once it is run by Pandora FMS agent, it
must run in process mode, since running in service mode will not work. Also, it will not be possible
to lock the desktop session, so it is recommended to use it on virtual machines.

Prerequisites:
e Windows® system in desktop mode with auto start and auto login.

To achieve this configuration, execute:

For versions prior to Windows 10®:

control userpasswords?2

And uncheck the box “Users must enter a username and password to use this computer”:

User Accounts E

Users Im-mdl

.{iz Use the list below to grant of deny users ScCess to your computer,
§ and to change passwords and other settings.

™ Users must gnter 3 user name and password to use this computer]

Lisers for this computer:

Password for Admin

To change the password for Admin, click Reset Password.
LT

o ] _omu |_won |

For Windows 10®:
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One way to enable autostart on MS Windows®, version 10, is to use Sysinternals Powertoys
(available in the of the Microsoft® documentation) and enable the user who will
perform the monitoring, for example:

Username: |Ji|'ﬂ|'ﬂ':-" | Enable I

|
Domain: | WINIOIIMMY | [ oisabie
|

Password; | T

Sutologon

o Autologon successfully configured,

Mote: The autologon password is encrypted

| ok |

To prepare the environment, create the following directories:

C:\PDR

And unzip the PDR. rar file provided in the following link:
in C:\PDR.

Record a PDR session

To start the recorder, run the following script:

C:\PDR\pdr


https://docs.microsoft.com/en-us/sysinternals/downloads/autologon
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=5 Medium icons smallicans - 7 Il L[ File name extensions
i . — ; _ Sort Hide select
[EDetails pane | g ist 2= Details (T bye 0 Hidden items TEms
Panes Layout Current view Showehide
V # Local Disk §C:) » pdr v | 22 Search pdr
p P

Marme Date rmodified Type
k access

| pdr 103172018 327 kA Windows Batch File
Irive D sikulix.jar 10312018 826 Ak IAR File
B D sikulizapijar 1053172018 2o Akd JAR. File
vork

After the loading process, enter the recording environment:

@J SikulizlDE 1.1.0 - CifUsersflimmyf&ppDatafLocal/Temp/Sikulic_12 769733053 tmp-19710921 7051k uli

File Edit RBun Yiew Tools Help

Take screenshot Insert image Re_giu:un

Settings

Find

find( I'= )
findalli |'sd )
wait | I'sd 3
waitVanishi ['= )

exista( |'=

Mouse Actions

glick( =l )
doubleclick( |'= )
rightClick( = )
hover | =] )

dragbrop ([ = , Eﬂ:‘

¥

Keyboard Actions

Sikuli=DE 1.1.0 (2015-10-05_17.07)

LDcatiuﬁn

—

g

Runin slow motion
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Message

[ife] IDE startup: 6.2 seconds

(python) [R: 11 | o6

Select the actions you wish to perform and do a screenshot on the area where you want to apply
them. Below you can find a list with the most common ones.

General actions:
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Mouse Actions
click( = )
doubleClick( |'= )
rightClick( =l )

howver i I'=

dragDrop( I'= , I'=

Flow control actions:

Find

find( [= }

findill( =] }

wait | = )

waitVanishi =l }

exista| I'sdl 3

More language help: http://sikulix-2014 readthedocs.io/en/latest/index.html

When recording the project, a folder will be created that will contain the following elements:

* .py file with the automation script code.
* Images to control navigation.

A simple example of execution could be monitoring that your Windows calculator works correctly.

We will show the whole process through screenshots.

1. Choose the “click” action and the area where you wish to apply the action. The screen will
change to “area selection” mode:

"W

| =

Mouse Actions

click( |'=l )

doubleClick| click( I's] , [modifiers] }

Clicks on the best matched GUl component on the screen or in the Region,
rightClick| T |
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Location Offset Show  Showin
~ | [E] *Untitled

1|eclick( H I

2

]

2. Enter the action type and the text “calc”. Then enter the actions to wait for the “calculator”
area to appear and click on it. Then wait for the calculator window to appear to enter the following
actions this way:

3| type ("cale™)

e mekt

4 |wait ([T j
Tmgvenl
: |:| Caleian: :
Slelick (= /
L TR TESTET TN

£ |wWadit | ._ _' ';- |

glclick( b I

11 |wmait | 25 I

12

3. Then click on the corresponding buttons, selecting the areas as in the previous steps.

4. Finally save the process and run it using the Run button.
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Important comments:

e If you double click on any of the images within the recording environment, you may adjust details of
the control screenshot, such as selecting the exact point where to click.

e It is highly recommended to enter actions such as wait after each click to make sure that the
execution will not stop due to an operating system delay.

e The recorder will search for the area that looks the same as the screenshot, so special care should be

taken in case something is highlighted when the button is located above (for example, the calculator
buttons change to orange when the mouse is hovering over them).

In the folder where you stored the recording you may see the image files and the Python file.

« Documents » calc.sikuli w | ) S0 Search caleusikuli

233

ts 1616123971 826.p 16161241111 06.p 1616124992967, p 1616125028876.p 161681252661 72.p
ng ng ng ng ng
LER

=1 Gt
Vo

ks

X - 25
ds 5
1616125276301 p 1616125296113 .p 16161253211 26.p 1616125359689 calc.html
ng ng ng ng
kiC
Dy CCCo
calc.py

Note: You can customize the capture made from the PDR recording engine using the following
code:

## OPTIONAL ##capture file names
import shutil

file = "C:\probes\screenshot prueba.sikuli.png"
focusWindow = App.focusedWindow()
regionImage = capture(focusWindow)

shutil.move(regionImage, file)

This will create an image of the active window in the destination indicated by file, with which you
may take a screenshot right when you want. You may customize the screenshot using coordinates.
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To that end, specify the following syntax:

capture(x, y, w, h)

Where:

X: horizontal position of the rectangle to take a screenshot on.
Y: vertical position of the rectangle to take a screenshot on.
W: Screenshot width.

H: Screenshot height.

Record a transactional session with Pandora FMS UX PDR

It is not necessary to record a specific session. Just record the sessions you need in different
scripts. It will be Pandora FMS UX who manages the return of results to organize it as a complex
transaction. In the next point, we will see how to make the execution call for it to work correctly.

If you are going to make several recordings to create a transactional process, be careful when
making the recording and make sure the elements you are looking for are present. It is
recommended to manually execute the recordings that you wish to use in a single transactional
process continuously, to ensure that the actions proceed as expected.

The following example contains a recording process that will represent the second phase of the
process used in the previous example. The result returned by the calculator is copied and pasted
into a notebook. The recording looks like this:
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e
[£] *savecalc calc

kightclick |

—_

|
25

2 lwait (| [ Copy L

3|crick(| B Copy |

A

7ltype ["notepad")

Slaait | }-;l Eﬁepm J j

‘;1 Neotepad |
© App

lelick|

10|elick [-;Edit_ |

11 |wait ([

12| click ([ Paste Crrly )

And another sequence that will consist of saving the text file in a certain location is included,
overwriting the previous one. This offers high flexibility, since it opens the possibility of monitoring
these files at the same time, reflecting the needed information in all kinds of checks for heavy
desktop applications. This third sequence consists of the following steps:

13 |click (| Paste Ctrl+v )

14 |elick(| = = IJ

15 |click(| —=—"4)

16 |wait (== 0
A e

17 |type ("cal latest")

 —

18 [elick([F I

|

19
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PDR session execution

Standard execution

To launch pre-recorded PDR sessions, the working mode indicated is the path to the pdr.cmd file
displayed at the corresponding point, the argument of said “-r” file, the file that contains the
session directives (-script), the directory where to store the screenshots (-folder) ending in “\”,
which is optional, where to save the screenshots in the folder where the pdr is located. You may
also enter the number of consecutive retries in case of failure, optional parameter.

In the next run, the screen capture is also customized to collect only the active window:

pandora ux x64 -exe C:\PDR\pdr -args -r -script C:\pandora ux\calculadora.sikuli
-folder C:\pandora ux\ -ss config active -retries 3

The following modules will be returned:

e UX Time_project name.
e UX Status_project name.
e UX_Control_Snapshot_project_name (only on the first run).

If there is an error at any stage, the following module will also be created:

e UX Snapshot_project_name.

And it will show an image of the active window (with -ss_config active) from when the failure took
place.

Example of successful execution:

<module>

<name><![CDATA[UX Status calculator.sikuli]]></name>

<type>generic proc</type>

<data><! [CDATA[1l]]></data>

<description><![CDATA[C:\pandora ux\calculator.sikuli execution completed
Control snapshot rebuild ]]></description>

<tags>UX</tags>

<module group>UX</module group>
</module>
<module>

<name><! [CDATA[UX Time calculator.sikuli]]></name>

<type>generic data</type>

<data><![CDATA[20.204]]></data>

<description><![CDATA[C:\pandora ux\calculator.sikuli execution completed
Control snapshot rebuilt ]]></description>

<tags>UX</tags>

<module group>UX</module group>
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<module parent>UX Status calculator.sikuli</module parent>
</module>
<module>
<name><! [CDATA[UX Control Snapshot calculator.sikuli]]></name>
<type>async string</type>
<data><![CDATA[data:image/png;baseb4,
IBCAIAAAAOCNThAAAAAXNSR../4x79e/7757f8H2C00s1C73yMAAAAASUVORK5CYII=]]></data>
<description><![CDATA[Control image rebuilt]]></description>
<tags>UX</tags>
<module group>UX</module group>
<module parent>UX Status calculator.sikuli</module parent>
</module>

Example of output with failed execution:

<module>
<name><![CDATA[UX Status std.html]]></name>
<type>generic proc</type>
<data><![CDATA[O] ]></data>
<description><![CDATA[Failed to execute verifyText]]></description>
<tags>UX</tags>
<module group>UX</module group>
</module>
<module>
<name><! [CDATA[UX Time std.html]]></name>
<type>generic_ data</type>
<data><![CDATA[15.463]]></data>
<description><![CDATA[Failed to execute verifyText]]></description>
<tags>UX</tags>
<module group>UX</module group>
<module parent>UX Status std.html</module parent>
</module>
<module>
<name><![CDATA[UX Snapshot std.html]]></name>
<type>async string</type>
<data><![CDATA[data:image/png;baseb4,
1VBORWOKGgoAAAANSUhEUgAA..JRU5ErkJggg==] ]></data>
<description><![CDATA[Image (last error)]]l></description>
<tags>UX</tags>
<module group>UX</module group>
<module parent>UX Status std.html</module parent>
</module>

If everything turned out to be a success, you may add the execution line to the Pandora FMS agent
installed on the Windows machine as an agent plugin. The line to add to the agent configuration
file will look like this (in a single line):

module plugin C:\Users\artica\Documents\Product\UX-Trans\ux\pandora ux Xx64.exe -
exe C:\PDR\pdr.bat -args -r -script C:\PDR\calc.sikuli -folder C:\PDR\ -
ss_config active -checkpoint -post "taskkill /F /IM calc.exe"
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As you can see, this run has a few more options. The -checkpoint parameter is used to show a
screenshot of the result, even if there is no failure. -post will execute actions after the session
playback is finished. In this case, the calculator process that started the recording is closed, to
prevent the system from failing due to too many open windows or similar processes.

Now that the agent has the execution line module_plugin ready, it is launched in process mode,
executing the following from the command line as administrator:

"sProgramFiles%\pandora agent\PandoraAgent.exe" --process

Obviously, the full path to the executable “PandoraAgent.exe” must be the one corresponding to
the installation.

When launching it, the actions will be executed automatically according to the recording. From
that point onwards the agent process should not be closed, and you should not log in the machine
through remote desktop, or the executions could be interrupted. The machine must be left
unhandled, that is why its use is recommended in virtual machines.

If you already have automation tests, they can be included
in Pandora FMS with the following execution.

pandora ux.64 -exe <exe of the automation system> -args <system arguments> -
script <test file path>

e <exe of the automation system>: exe (executable) of the automation system.
e <system arguments>: System arguments.
e <test file path>: Test file path.

Transaction-based execution

If you have recorded different processes with PDR and you have checked they work by playing
them continuously, run:

C:\Users\artica\Documents\Product\UX-Trans\ux\pandora ux x64.exe -exe
C:\PDR\pdr.cmd -args -r -t calculadora trans -script
C:\PDR\calc.sikuli,C:\PDR\savecalc.sikuli,C:\PDR\savefile.sikuli -folder C:\PDR\
-ss_config active

As it can be seen, just indicate the path of the new script in the -script parameter separated by a
comma from the previous script and use the -t parameter with the name of the transaction that
will include the different phases . If the process had more phases, the same logic would be
followed, for example:

pandora ux x64.exe -exe C:\PDR\pdr.cmd -args -r -t proceso transaccional -script
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C:\PDR\scriptl,C:\PDR\script2,C:\PDR\script3,C:\PDR\script4 -folder C:\PDR\ -
ss_config active

The line to add to the agent configuration file, in this case, is the following:

module plugin C:\Users\artica\Documents\Product\UX-Trans\ux\pandora ux x64.exe -
exe C:\PDR\pdr.cmd -args -r -t calculadora trans -script
C:\PDR\calc.sikuli,C:\PDR\savecalc.sikuli,C:\PDR\savefile.sikuli -folder C:\PDR\
-ss_config active -checkpoint -post "taskkill /F /IM calc.exe"

Thanks to the -checkpoint parameter, you may see screenshots of the result of each phase in the
Pandora FMS console.

The following modules will be returned by stage:

e UX Time_project name.phase_order
e UX Status project name.phase order

If there is any phase with an error, the following module will also be created:
e UX _Snapshot_project name.phase_order
It will also display an image of the web at the time of the failure, should it take place.
The global summary modules identified with the following names will also be returned:
e UX_Global Time_project name
e UX_Global_Status_project name

e UX Global Snapshot_project name

When the agent is running in process mode and the modules are recovered by Pandora FMS you
will see them in the console. Again, through the view in “hierarchical mode” you can clearly show
the relationship between the modules shown, clearly defining the different phases:

E J" Ux_Global_Status_calculadora_fases Test OK I u 5 saconds
E f L ux_clobal_Time_calculadora_fases Test OK | wa-wa ag u 5 secands
! f L ux_Status_calc.sikuli_o C:\PDR\calc.sibuli execution completed Control snapshot rebu... TR | n 5 seconds
E ﬁ"‘ L wx_Time_calc.sikuli_o C:\POR\calc.sikuli execution completed Control snapshot rebu... [ WA-WA 135 n 5 seconds
E j‘ L ux_contrel_Snapshet_cale.sikuli_o Control image rebuilk | s E m 5 seconds
B /L ux status_savecalcsikuli_t C:\PDRY\savecalc.sikuli execution completed Control snapshot ... [ A= 1 Bl 5seconds
E f L Ux_Time_savecalc.sikuli_1 C:\PDR\savecalc.sikuli execution completed Control snapshot ... [ WA- %4 17.7 u 3 sacands
E )’ L ux_control_Snapshot_savecalc.sikuli_1 Control image rebuilt | T E u 5 zeconds
E &" L ux_status_savefile.sikuli_2 C2'\POR\savefile.sikuli execution completed Control snapshat ... [B _ LTLE O RS | n 5 seconds
E /’ L Ux_Time_savefile. sikuli_2 C\PDR\savefile.sikuli execution completed Contral snapshet ... I_-_ KA-WA - 16.8 n S seconds
E dv L ux_control_snapshot_savefile.sikuli_2 control image rebuilt | | won- wa E n 5 secands
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And in the transaction viewer, you can see the detail of the phases and the graph with the times:

L RICE

Transaction calculadora_fases ¥ Show transaction

Transaction history

= - > ¢ Glat sults
xecution results for transaction calculadora_fases Global resul

]
E

Global status: OK i

. leted OK in 13.50100ms . 2.24’02!101? 12:18:37
: @ Total time spent Time spent: 47.98400ms

. savecalc.sikuli

. calc.sikuli

in check: 47.98400ms
Completed OK in 17.71900ms

. savefile.sikuli

Completed OK in 16.76400ms

0

calc sl savecac shoull savefie shod

The error traps will only be shown when the UX client (PWR) and the PWR server are running on
the same machine. Otherwise, the directory for image delivery by the PWR server must be
accessible by the client in order to display the image in Pandora FMS.

It will be on these modules where you may create alerts and see the history to build graphs and
show the evolution of your systems over time.

It is recommended to create a scheduled task that starts the Pandora FMS agent in process mode
when the computer starts. This will not interrupt executions even if the system is forcefully
restarted and if it is in automatic login mode without password, the agent will always be run even
if the machine is restarted.
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- Task Scheduler

(D) Task Scheduler s O >
File  &ction  View Help

&= |5 HE

@ Task Scheduler (Local)

Actions
» L@ Task Scheduler Library pal o
Crverview of Task Scheduler - i
|.»-.'-!’}II e e R S i -.:‘ Cannect to Another O,
— A
I.:.”:" 5 You can wse Task Scheduler to create and rmanage '@ Create Basic Task...
‘. comman tasks that your computer will carry out o
automatically at the times you specify, To begin, click r it Create Task..,
a comrmand in the Action rmenu, Import Task...
Tasks are stored in folders in the Task Scheduler Display &ll Running Ta...,
Likrare Toowiewe ar neafarrn an nneratinon nn an i .
Enable All Tasks History
Task Status *‘ :
— — AT Service Account Co..,
Status of tasks that have started in t.. i-Last 24 haurs vi Wiews 4
L —
0y Refresh
Surmrmmary: 0 total - 0 running, 0succeeded, 0stopped, 0failed I, riefees

Help

Task Mame Run Result  Run Start

Last refreshed at 3/19/2021 7:09:58 Pk | Refresh |
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(B Create Task

General Triggers Actions Conditions  Settings

Marme: Pandaora Fi5 Agent
Location: !
Author WP T QIR RAY i ey

Description: | Starting Pandora FMS Sgent, process mode,

Security options

When running the task, use the following user account:

WA T QHRARAY iy Change User aor Graup..,
(®) Run only when useris logged on
() Run whether user is logged on or not

Do not store password, The task will only hawe access to local computer resources,

(] Rurn with highest privileges

[] Hidden Configure for: | Windows ® 7, Windows Sercer™ 2008 B2
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LA B B

)

Gererall Triggers

Withen wou create

Trigger

e [T

Mewr Trigger

Begin the task: |Atlog on
Settings
(@) Any user

() Specific user:

Advanced settings

[ ] Delay task for: 15 minutes

[] Repeat task eveny: 1 hour

[] Stop task if it runs longerthant 3 days

[ Activate: | 37192021 7:13:52 PM
[ Expire: | 3/19¢2022 7:13:52 P
Enabled

4

k

1 day

Cancel
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[T TR TR P Ty T

pandorafms

X |

General Triggers Actions

Wrhen you create 3 task, wou

Artion Detai

M e, Edit...

Mews Action

You must specify what action this task will perform,

Action: | Starta program

Settings

Program/script:

"#ProgramFiles®\pandora_agenttPandorafgent.exe" |

Browse.,,

&dd arqurments (optional): |--prl:|cess|

Startin (optional): |

Cancel
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(5 Create Task

General Triggers Actions Conditions  Settings

Specify the conditions that, along with the trigger, determine whether the task should run, The task will not
tun if amy condition specified here is not true,

Idle
[ Start the task only if the computer is idle for: 10 rrinutes
: : 1 hour
Stop if the cormputer ceases to be idle
Restart if the idle state resurmes
Powver -

(] Startthe task anly if the cormputer is on AC poweer
Stop if the cormputer switches to battery power

[ ] Wake the computer to run this task

Metwark
[] Start anly if the following network connection is available:

Ay connection

(B Create Task

General Triggers Actions Conditions Sethings

Specify additional settings that affect the behavior of the task,

Allow task to be run on dermand

O

Fun task as soon as possible after a scheduled start is missed

If the task fails, restart every:
Otternpt to restart up to: tirnes

3 days

&

[ Stop the task if it runs longer than:
L] Ifthe running task does not end when requested, force it to stop

L] If the task is not scheduled to run again, delete it after: 2SS

If the task is already running, then the following rule applies:

Do not start a new instance -



https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

That way you will ensure the Pandora FMS agent will always be running in process mode in this

Windows system, even when the machine is restarted, being able to always send the information
collected by the PDR probe.

Systems with multiple desktops can be troublesome, so it is always recommended to use the
configuration described above, on a desktop-mode machine with auto-login and a single desktop.
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