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ViHBeHTapu3auus

NHBeHTapu3auus
BeepneHune

Enterprise Bepcusa Pandora FMS no3sonseT BeCTM MHBEHTapMU3aLUIO YCTPONCTB,
KOHTponupyeMbix Pandora FMS. C noMOL b0 TaKOW MHBEHTapM3aL MM MOXHO BECTU CMUCOK
NpoLLeccopoBs, KapT, onepaTUBHON NaMATK, NaTYen, NPoOrpaMMHOro obecnevyeHuns n T.4. CEPBEPOB
KOMMaHUN.

IHBeHTapu3aumnsa He 3aBUCUT OT MOHUTOPUHIa 1 MOXXET BbITb NMOJly4YeHa IoKaabHO (Yepes
Pandora FMS) nnun

. Mopgenb n ckopocTb npoueccopa (MS Windows®, GNU/Linux®).

J XpaHunvwe n anioBble CUCTEMBI.

. Bepcus npowmnsku (ceteBoe obopynoBaHue).

. KoHurypaums yCTponcTea (ceTeBoe obopyaoBaHue).

. CepuitHble HoMepa 1 anueHsnn (Hanpumep: MS Office®, MS Windows®).
J YcTaHOB/IEHHbIE Ha KOMMbloTepe npunoxeHunsa (MS Windows®, Android Linux®, GNU/Linux®).
o CeTteBble kapTbl 1 ux MAC-afpeca, cBsizaHHble C IP-agpecamu.

. Moaynu namatn RAM 1 nx obbem (MS Windows®, GNU/Linux®).

. PyT yCTaHOBAEHDI.

. 3anycK CepBuMCOB.

J YcTponctea xpaHeHnsa (MS Windows®, GNU/Linux®).

i CuctemMHble Nosib3oBaTenu.

C60p AAdHHbIX ANA UHBEHTapU3aluunuu
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C60p OaHHbIX 018 NHBEHTapU3aunn CUCTEM OCYLLECTBNAETCA ABYMA crnocobamu:

, C MOMOLLIbIO MOZYJiIer UHBEHTapMU3aumm, Yepes CKpunTbl MHTerpnuposaHHble B Pandora
FMS, kKoTopble BbINOAHAKT queries WMI , nnn ckpunTel, BoiNoNHAeMble Yepe3 SSH ¢ noMoLLbio
Expect nnm aHanorun4yHo.

, C MOMOLLIbIO NporpaMMHoro areHta Pandora FMS, Yepes rniaruHbl B areHTe.

Mopaynu nHBeHTapu3auum

Moay/in UHBEHTaPU3aLMUK - 3TO yAaJleHHbIE MOLY/IN, KOTOPbIE BLIMOJHAT KOMaHAY Ha
yZOaneHHOW MalnHe. 3T Moaynn paboTaloT aHaNOrnYHo r1aruHy. Te xxe Moayan MoryT 6biTb
onpeneneHbl Kak «0KaJlbHble», €CI OHW NOJTyHaloT faHHble Yepes areHTa.

B napameTpax nosb3oBaTesNs 1 Napoas MOXHO
NCrosnb30BaTb CledyoLme

_agentcustomfield_n_ (Monb30BaTesibCKOE Mnone HoMepa
areHTa).

YnaneHHaa MHBeHTapu3auums

Co3spaHue ypaneHHbIX MOaynen

Co3naHne agMUHUCTPATOPOM MOAYNSA yAaNEHHON UHBEHTapU3aUnn He SBNSeTCs 0bblYHbIM
[efIoM; OHU y)Ke NOCTaBASATCA C npeaycTaHoBneHHbIM Pandora FMS Enterprise. OgHako Pandora
FMS no3sonsieT co3gaBaTb COBCTBEHHbIE MOAYIN UHBEHTAPU3ALUN NN U3MEHATL
CyLLecTBYyoLWMe C NOMOLLbIO peflakTopa MoLynen MHBEHTapm3aumm.

YT106bI CO3MaTh YAaNeHHbIN Moay b, NepenanTe B pasaen Configuration - Inventory Modules, roe
nepeyncieHbl BCe CO3[aHHble MOLYN UHBEHTapU3aLnN.
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pandorafms

@ PANDORAF VIS

Management

Discovery
Resources
Profiles

Configuration

Templates

Imventory modules

Manage agent autoconfiguration
Software agents repository
Manage policies

Collections

YT106bI CO34aTb HOBLIN MOAYJb, HaXXMUTe Ha Create.

Pandora FMS

the Flexible Monitoring System

Configuration / Inventory modules

Inventory modules

Mame

CPU

CPU

Video
Video
MNIC

MNIC

Descriptio

CPU

CPU

Mermory m

Memory m

Wideo card:

Wideo card:

MHetwark In

Fetwark In
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Confizuration / Inventory modules

Maodule management

MName Description

Qs Interpreter
Linux

Format Block mode

Script mode

Use inline code

Script path

OS: BblbepuTe LeneByto onepaunoHHY CUCTEMY O MOAYNS.

Interpreter: OcTaBbTe MyCTbIM, €C/IN 3TO JIOKaJIbHbIVi MOAYJ1b. [lone, B KOTOpOe nomellaeTcs
KOMaHOHbI UHTEpPNpeTaTop, UCNOJib3yeMblin B Moayne. 3To MoxeT bbiTb Shell Script, Perl nnn
APYrov OonyCTUMbIA MHTEpPNpeTaTop A5 CepBepa NHBEHTapm3aumm, paboTaloLero B cucteme
Linux.

Block mode: B KOH(pUrypauum.
Format: BeeguTe nons, pa3aeneHHole ; , KoTopble ByayT BO3BpaLLEHbl MOAYEM.

Code: OcTaBbTe MyCcTbIM, €CJIM 3TO JIOKabHbIA MoAy/1b. Kog Moayns; 06bl4HO 3T0 KoZ4 Perl nam
Shell Script. Ecnm 6b1 370 6b171 4BOMYHbLIN KOA, TO eMy noTpeboBanack bbl Apyras npoueaypa
3arpy3ku, BBOAMMas BCNOMOraTebHbIMU CKPUMTaMM.

OyeHb Ba)HO NpaBUIbHO BbIbPaTb ONepaLnoHHY0
CUCTEeMy, Tak Kak npu nobaBneHnn 4ONOJHUTESbHbIX
MOZyNen MHBEHTapU3aLMM B areHTe NosBATCS TONIbKO Te
MOZY/N, ONepaLMoOHHas CUCTEMA KOTOPbIX COOTBETCTBYET
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onepaLVoHHOM CUCTEME MOLYNA U ONEepPaLVOHHO
CUCTEMe areHTa.

Mocne co3maHus Moayns HaxxMmuTe KHornky Create:
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pandorafms

MODULE MANAGEMENT » INVENTORY MODULES

HName

Description

o5

Interpreter

Block mode

Format [ )

Script mode

Code ()

Software

Installed software packages

Windows r

fusribindperl (i)

O

MameVersion

Use script (:) Uze inline code @

#usr/bin‘perl

R R R R R R R R R R R R R R R R R B R B R R B R
# pandora_software pl

R R R R R R R R R R R R R R R R R B R B R R B R
# Copyright (c) 2008 Ramon Movoa, rnovoa@artica.es

# {c) 2008-2021 Artica Soluciones Tecnologicas 5.L

¥

# This program is free software; you can redistribute it andfor

# modify it under the terms of the GMU General Public License

# as published by the Free Software Foundation; version 2.

¥

# This program is distributed in the hope that it will be useful,

# but WITHOUT ANY WARRAMNTY: without even the implied warranty of

# MERCHANTABILITY or FITMESS FOR A PARTICULAR PURPOSE. Seethe

# GMU General Public License for more details.

# You should have received a copy of the GHU General Public License

# along with this program; if not, write to the Free Software

# Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

B e e R e T R e e T S e P P e e

penfakTupoBaHue yaaJsieHHbIX MOAynsa

YT106bI OTPEfaKTUPOBaTL yAaNEHHbIA MOAY b, NnepenaunTe B Configuration = Inventory Modules,
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pandorafms
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rae nepeyncsieHsl BCe CO3[4aHHbIe MOAY/IN MHBEHTapu3aumn. HaXxMnTe Ha B Ha3BaHUN MOL4Y /b,
KOTOprI?I Bbl XOTUTE OTPEANAKTUPOBATL, WIN Ha NKOHKY KJ1HO4a B KOJIOHKE Action.

MODULE MANAGEMENT » INVENTORY MODULES

Total items: 37

Mama Description o= Interpreter

CPU CPU A RemoterLocal

CHoBa MosBMTCA CTpaHMLa Co3gaHnsa moayns.

o E

Action [ |

jr

[/
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pandorafms

MODULE MANAGEMENT » INVENTORY MODULES

Marme

Description

a5

Interpreter

Block mode

Format ()

Code "'__ )

CPU

CPU

Linux A

Jusr/binfperl i)

Model;Company;speed

#/usr/bin/perl

# Copyright () 2008 Ramon Movoa, rnovoa@artica.es

£ (c) 2008 Artica Soluciones Tecnologicas 5.1

&

# This program is free software; you can redistribute it and/or

# modify it under the terms of the G General Public Licenze

# as published by the Free Software Foundation; version 2.

&

# This program is distributed in the hope that it will be useful,

£ but WITHOUT ANY WARRAMTY: without even the implied warranty of
#MERCHAMTAEBILITY or FITMESS FOR A PARTICULAR PURPOSE. Seethe
# GMU General Public License for more details.

#You should have received a copy of the GHU General Public License

# along with this program; if not, write to the Free Software

‘ Update >‘

3mMeHnTe Hy)XHble N0 U HaXXMUTe Ha KHomMky. Update.

YHUYTOXEeHue YAaJIeHHbIX MOAyHEﬁ

YT106bl yOanuTb yaaneHHbI Moaynb, nepengnte B pasgen Configuration = Inventory Modules,
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pandorafms 11/42

re nepeyvyncsieHbl BCe CO3AaHHble MOYIM UHBEHTApU3aLUUn. HaxMnTe Ha 3HAa4YOK KOP3UHbI B
cTonbue Action Mmoayns, KOTOPbI HEO6XOAUMO YAANUTb.

MODULE MANAGEMENT » INVENTORY MODULES

Total iterns: 37 n .

Mama Description o= Interpreter Action [ |

CcPU CPU A remote/Local j’ O

Kpome Toro, KaX bl U3 HUX NUMeeT haxok, KOTOprVI Nno3BOJIAET Bbl6|/|paTb MX NMakeTHO, a He
yOandaTb No 0gHOMY.

HasHauyeHue yaaneHHbIX MOgynen

Ha3Ha4yeHue Mou,yne|7| MHBEHTapuM3aunn ocyLleCTBideTCcd B CaMOM areHTe, Ha BKJiajgKe
dOMUHNCTPUPOBaAHNA areHTa.

Bbl 0O/KHbI HaXkKaTb Ha BKNaAKy Inventory.

f 'S m ——
Resources / Manage agents / Setug

KEPLER . N I 0O kB OB KX e
Agent name Interval
275760bebf?a%c39a6361fcea |p 40 m A 5 minutes v |
Q L e View agent QR code
Alias Q5
KEPLER Windows | B
IP Address Server
192.168.56.1 Unigue IP munchkin A
Description
Delete selected
192146583561 r . SEiesEeeE Custom ID:
Items Created by munchkin

Primary group

o
Warkstations d - :
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OTKpoeTcs CTpaHuLa, Ha KOTOpOVI MOXHO 006aBUTb MOAYyJIN NHBEHTaPU3al .

Resources / Manage zgents

- s o ule
KEPLER VR I W oA kP B X e
Maodule CPU b Intarval 1 hour | #
Target 152168561 Us= custom fields
Username PandoraFMS Password LLTEI TR AT
[t )
P Mzime= Dieccripdion Target Imb=rval Artions
Software Inzzzlled softveare packsgss 5 minutes ﬁ cﬁ" 0

Module: BbibepuTe Moay/ib UHBEHTapM3aL MK, KOTOPLIN Heobxoammo fobaBuTb. byayT
oTobpaxkaTbCA TONbKO T€ MOAYJIM, ONepaLMoHHas CUCTEMa KOTOPbIX COBNagaeT C OnepaLnoHHOM
CUCTEMOW areHTa.

Target: IP-agpec nnvn nms cepeepa, C KOTOPOro Bbl XOTUTE NPOU3BECTU MHBEHTapU3aLKIO.

Interval: BoibepnTe nHTepBan BpeMeHu, Yepes KOTOPbIM 3anyCKaeTCca MOAYNb MHBEHTapuU3aLuu.
Username: Monb3oBaTe b, KOTOPLIN ByaeT MCNosb30BaThCa ANSA 3anyCKa MOAYSA UHBEHTapmU3aLmu.
Password: MNaponb nosib3oBaTesna, KOTOPbIA ByaeT NCNob30BaThLCA A5 3amnycka Moay s
WHBEHTapu3auuu.

HaunHasa ¢ Bepcum v7.0NG.724, MOXXHO onpefensaTb Noas BMeCTo 0b6bl4HbIX Moern nosb3oBaTens
1 napons. 1ns 3Toro Heobxo4MMO aKTMBMPOBATb CEAYOWMIA (hiaXoK:

Use custom fields

Mocne 3Toro NOABMTCA INEMEHT ynpaBaeHnsa gna gobasneHns Hoebix nonen (Add field):

Field name I's a password ‘ Add feld ‘

B 3TOM 3nemeHTe ynpaBieHns BBeAMTE HYXXHOe uMs nepef ero nobasneHnem. Ecam Bbl ykaxeTe,
4TO NoJIe A0/KHO COAEPXKATb NapoJib, 3HaYeHNe byaeT XxpaHUTbCS B 6a3e JaHHbIX B COKPbITOM
BUAe.

Mocne co3gaHns NONEN Mbl MOXXEM NnpMcBonUTb MM 3Ha4YeHWNEe N, HaKoHeL, nobaBnTb MOAOYyJb. 2Tn
nonaga OOJKHbI MPUMEHATLCA B NMopAagKe Co34aHnd rnpu BbINOJHEHUN CKPUIMTa ynaneHHon
MHBEHTapun3alnn.
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Module ChL - Interval 1 hour - !.
Target 1921685461 Use custom fields

Username PandaraFM5 ﬁ

Pazsswiord ey ﬁ

Ensble passwiord | sssssss ﬁ

Field name [ 153 password ‘ Addfield @ ‘

Mocne 3anonHeHUs popmMbl HaXxMuTe KHornky Add. Moayne bynet nobasneH B Mogyu
WHBEHTapu3aumnm.

® SUCCESS
Irvventory module sdded successfully
Modula Select imventory mod... ¥ Intarval 1 hour v #
Target 172 1658.56.1 Use custom filds
Username Password

Description Imt=rval

CPu CPU 192168.546.1 1hours ﬁ

=]

Software Inztalled softwars packages 5 minutes

PepakTupoBaHue Ha3Ha4e€HHOro Moayns yp,aneuuoﬁ WHBEHTapu3auuu

MO,D,yJ'II/I MHBEHTapPM3aunnm MOXXHO pefaKTNUPOBaTh, 3TO pefakKThnpoBaHNe OCYLLeCTBAAETCA Ha TOn
Xe CTpaHuue, raoe oHn OblN CO30aHbI.

YT106bI OTPEAAKTMPOBATL MOAYJIb MHBEHTAPM3aLMM, HAXKMUTE Ha Ha3BaHWe MOAYNS UK Ha
3HAYOK KJIl04a, MOKa3aHHbIN Ha PUCYHKe.
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CPU CPU 1921585461 1 hours

=]
* %
o O

=[]

Software Installed software packages 5 minutes

YpaneHue HasHaYe€HHOro yAaJZiIeHHOro Mmoaysna UHBeHTapusauum

MO>XHO yAanaTb MOAY/IM MHBEHTaPMU3aLUNN; yaaNeHne Npon3BoANTCSA Ha TOM XXe CTpaHuue, rae
OHW BbIIN CO30aHbI.

Description

CRU CPU 172158561 1 hours ﬁ

=]
* %

Software Installed software packages 5 minutes

YT106bI YIANUTL MOJYb UHBEHTAPU3ALMNKN, HAXKMUTE Ha 3HAYOK KOP3MHbI B KOSIOHKe Action
MOy /IS

MonHbIN NPpUMMep Npouecca CoO3AaHUA YAANEHHOro MOAYA MHBEHTapU3aLum

MpennonoxXunM, BaM HY>XXHO MOAY4YUTb CMINCOK U3NYECKMX AaApPECOB afanTepa C cepeepa, B
AaHHOM ciyyae cepsepa Unix. 3Ty uHgopMaLmio 06bI4HO NOJSTYyHaloT C NMOMOLLbIO KOMaHAbl arp -
a -n, KoTopas Npu 3anycke Ha cepBepe byneT BbIrAAETb NPUMEPHO TaK:

artica@galaga:~$ arp -a -n

(192.168.70.74) at 08:00:27:39:BF:6F [ether] on eth2
(192.168.70.162) at B4:74:9F:94:98:84 [ether] on eth2
(192.168.50.30) at 08:00:27:10:D1:1A [ether] on eth®
(192.168.70.90) at 98:0C:82:54:2F:DE [ether] on eth2
(192.168.50.2) at 08:00:27:EA:B2:FF [ether] on ethO
(192.168.70.135) at C8:60:00:4B:96:67 [ether] on eth2
(192.168.60.182) at FE:26:C5:91:B1:DA [ether] on tap0

NN N N N Y Y

B naHHOM npumMepe mbl nwem IP-agpec, MAC-agpec n nms agantepa.
B Shellscript 3T0 MOXXHO caenaTh cnenyowmm obpa3om, NCNONb3YyS «» AN pa3feeHns nonen:
arp -a -n | sort | grep -v incomplete | awk '{ print $2,%4,%$7 }'

370 TO, 4TO HeobxoAMMO A4N1a «MMMAOPTa» 3TOM MHGOPMaLUK B CepBep YAaNEHHON
NHBeHTapu3aunn Pandora FMS. [1ns 3Toro BoO3bMUTE 3@ OCHOBY CJlerka MOANGMULMPOBAHHbIN
Mo4yNb yAasleHHOW NHBeHTapu3laumm «CPU». 3TOT ckpunT nogkno4aeTcs yepes SSH K uenesomy
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cepBepy M BbINOJIHAET KOMaHAyY. BbiBO4 KOMaHAbl 40JIKEH BO3BpaLlaTh KaXk4oe noJse,
pa3nesieHHoe CMMBOJIOM

Ha 3ToM 3Tane BaM He0OHX04MMO MMETb HaBbIKK NPOrpaMMMpoBaHmMs, 4Tobbl pa3paboTaTh uUnun
N3MEHUTb CKpUMNTbl. CKpUNTbI yAaNEHHON UHBEHTApM3aLMNA , XOTS U He CNI0XKHbIe, TpebyioT
onpepeneHHbix 3HaHun Perl, Shellscript nnn gpyroro NHTEpPNpeTUpyemMoro A3blka; OHN TakXXe
MOryT ObITb BbINOJIHEHBI Ha Java, C++, 1 Bbi3biBaTb UX BbINOJHEHWE U3 MOAYS, MPX YCI0BUK, 4TO
OH BO3BpalllaeT 3HAYEeHNS KaXKL0ro onpefesieHHOro noss, pa3fefieHHble ; 1 nepexoLoM CTPOKK
AN5 KaXKO0W e AMHNLbI SAaHHbIX.

#!/usr/bin/perl
Lt s S s S s s S s s s S S S G S R R S S S S S S R
# pandora linux arptable.pl
e e B i
Copyright (c) 2012 Sancho Lerena <slerena@artica.es>

(c) 2012 Artica Soluciones Tecnologicas S.L

This program is free software; you can redistribute it and/or
modify it under the terms of the GNU General Public License
as published by the Free Software Foundation; version 2.

This program is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

GNU General Public License for more details.

You should have received a copy of the GNU General Public License

along with this program; if not, write to the Free Software

# Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301,
USA.
e e e 2 e

#
#
#
#
#
#
#
#
#
#
#
#
#

use strict;
use warnings;

# Check for ssh

my $ssh client = "ssh";

if (system("$ssh client -v> /dev/null 2>&1")>> 8 != 255) {
print "[error] $ssh client not found.\n";
exit 1;

}

if ($#ARGV <1) {
print "Usage: $0 <target ip> <username>\n";
exit 1;

}

my $target ip = $ARGV[O];
my $username = $ARGV[1];
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# Retrieve ARP table

my ($ip, $mac, $iface);

my $command = '/usr/sbin/arp -a -n | sort | grep -v incomplete | awk \'{ print
\$2,\$4,\$7 I\'";

my @info = “$ssh client $username\@$target ip "$command" 2> /dev/null’;
foreach my $line (@info) {
if ($line =~ /7(.+)\s(.+)\s(.+)/) {

$ip = $1;
$mac = $2;
$iface = $3;
print "$ip;$mac;$iface\n";
}
}
exit 0;

Y106l SSH-coeanHeHme paboTano aBTOMaTUYECKN, HEOOXOAMMO CKOMMPOBATb OTKPLIThLINA KHOY
nosnb3oBaTens root ¢ cepeepa Pandora FMS Ha uenesown cepep. ECnm uenesoe yCTPpoOMNCTBO UMeeT
cnenywowmn IP-agpec, HanpuMmep, 192.168.50. 10, BbINOSHUTE Cneayowmne 4encTBuS

1. Co3pganTe KNtoY Ha cepeepe Pandora FMS Kak KopeHb. 3anofHUTe Heobxoanmele nNons.

ssh-keygen

2. cnonb3ynTe KoMaHgy ssh-copy-id o KONMpoBaHMA OTKPLITOrO KJIK0Ya Ha Lenesoun cepsep (
192.168.50.10 ) c uenesbiM Nonb30BaTENEM (B JAaHHOM MPUMeEpPE MoJib30BaTENIEM C UMEHEM
artica):

ssh-copy-id -i /root/.ssh/id rsa.pub artica@192.168.50.10

Bbl LOJHKHBI BBECTM Maposib Nosib3oBaTens artica oanH pas Ha 192.168.50.10, 4Tobbl yCTaHOBUTL
OTKPbITbIA KJIOY Ha LlesIeBOM CepBepe.

3. MonpobynTe NoaKMOYNTLCS; NOAKAOYEHNE Npon3ongeT 6e3 3anpoca napons:

ssh artica@l192.168.50.10

4. Ecnvi Bbl AOWIN A0 3TOrO, TOT XXe Npouecc byAeT BbINOMHATLCA U MOLYIEM MHBEHTapM3aLmM,
Mo3TOMY nonpobyiTe 3anyCcTUTb €ro U3 KOMaH4HOW CTPOKW, COXPaHMB NPeablayLINA CKPUMT Ha
anck (dann temporal.pl, T.e. ) n 3anycTuTb ero ¢ IP-agpecom 1 nosib30BaTeNIeM Kak napameTp:

perl temporal.pl 192.168.50.10 artica
(192.168.50.1);00:0f:ea:27:ba:f0;ethd
(192.168.50.3);08:00:27:98:8:48;eth0

ObpaTnTe BHUMAHMWE, YTO CKPMMT YOaNeHHO Bbi3biBaeT /usr/sbin/arp. KomaHaa fo/KHa
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HaXOAWNTbCA B 3TOM MyTU; €C/IN HET, MEPEMECTUTE CKPUNT B APYrOe MECTO. Bbl Takxe MoxeTe
3aMETUTb, YTO Mbl BbI3bIBAEM HALL CKPUMT C MOMOLLbIO KOMaHabl perl, KoTopas 0bbl4HO HaxoanTCs
B /usr/bin/perl. 370 TO, 4TO Bbl AO/KHbLI HACTPOUTbL MPU OMNPELENEHNUN MOLY S, KaK MOKa3aHo
HUXe:
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Marme ARP

Description ARP Inventory

05 Linwux v

Interpreter Jusr/bin/perl 'J__'_ )
BElock mode J

Format () ip;mac;iface

Code If-'.-'-: #1/usr/bindperl

# Copyright (c) 2012 Sancho Lerena <slerena@articaes»

& [c) 2012 Artica Soluciones Tecnologicas S.L

F

# This program is free software; yvou can redistribute it and/or

# modify it under the terms of the GMIU General Public License

# as publizhed by the Free Software Foundation; version 2.

F

# This program is distributed in the hope that it will be useful,

# but WITHOUT ANY WARRAMTY: without even the implied warranty of

# MERCHAMTAEILITY ar FITHESS FOR A PARTICULAR PURPOSE. Seethe
# GMU General Public License for more details.

#ou should have received a copy of the GMU General Public License

# along with this program; if not, write to the Free Software

& Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA

uze strict;

Use wWarnings;

# Check for szh

my Sssh_client = "ssh";

MpUMeHASN ero K areHTy, ybeamTtech, 4To onepaLoHHas cMcTeMa CoBrnagaeT. Ecav y Bac pasHble
onepaLynoHHbIe CUCTEMbI, Bbl JO/KHbI CO3[aTh OTAENbHbIA MOAY/b A8 KaXKO0N U3 HUX, NOTOMY
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4TO OJVH U TOT Xe Kof He byneT paboTaTs.

Module ARP 4 Interval 1 hour 4 !‘
Target 192 168.70.147 Use custom fields J
Username Password

lNocne BbINOJIHEHNA 3TOrO MoAaysa N3 KOHCOJIN MOXKHO MOJIy4YNUTb BUA, noao6bHbIN cnepymwouiemy:

Group A v Module ARP L
‘ Search ‘
Agent All ) Search ’
Order
Date Last ' by O
agent

Export this list to CSV

ARP {}
Agent ip mac iface Timestamp
ARP agent (192.168.25.254) 00:50:56:f3:e2:7d ens38
(192.168.26.2) 00:50:56:f0:14:58 ens38
(192.168.70.105) 93:54:1b:fb:b5:b& Ens33
(192.168.70.156) 30:3a:64:a0:d7:c8B  ens33
(192.168.70.198) d0:67:e5:01:1fF:d3 ens33
(192.168.70.1) cl:eaied:6e:9b:22 ens33
(192.168.70.52) Qe:9f:75:49:5f:02 ens33
Total: 7

JlokanbHaA MHBEHTapU3aumsa C NOMOLLLLIO MPOrPaMMHbIX areHToB
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Mediante los C nomoLbto NPOrpaMMHbIX alf€HTOB MOXHO MOJIY4NTb AaHHbIE NHBEHTaPU3aLLNN
MaLlMHbI. [JOCTaTOYHO NPUMEHUTbL COOTBETCTBYOLLME MOOY/IN MHBEHTapu3aumn B

Kak 1 B cnyyae C yaaneHHbIMU MOLYNAMA, 3TN MOAYN TakXe Heobxoanmo 0obaBnTh B KavyecTse
NHBEeHTapHbIX Moaysien B Configuration = Inventory modules.

Co3paHue NoKasnbHbIX MOgy el

YT106bI CO34aTh NOKaNbHbLIN MOAYJb, NepenanTe B pa3aen Configuration - Inventory modules, rae
nepeyncieHbl BCe CO3[aHHble MOAYN UHBEHTapM3aUmn. 34ecb [0/KHbI OblTb CO34aHbl BCe
MOLYJin, onpegeneHHble B KOH(UIrypauum areHTa; onepaunoHHas cMcTemMa, Ha3HavYeHHas areHTy
B KOHCOJIM, TaKXe L0J1KHa CoBMajaTh C OnepaunoHHON CUCTEMOWN CO3A4AaHHOr0 MOAYNS.
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MODULE MANAGEMENT » INVENTORY MODULES

pandorafms

Total itermns: 38

Mams

CPU

CPU

Video

Video

MIC

MIC

HD

HD

YT06bI CO3AaTh HOBLI MOAYNb, HAXXMUTE Ha Create.

Diescription

CPU

CPU

Memory modules

MMemory modules

Video cards

Video cards

Metwark Interface Cards

Metwark Interface Cards

Hard drives

Hard drives

os

> EE o, EE o, B

o> o

Interpreter

Remote/Local

Remote/Local

Local module

Remote/Local

Local module

Remote/Local

Local module

Remote/Local

Local module

Remote/Local

Action [
Vd |
4]
'
Vd |
4
4
Vd |
4]
'
Vd |

a-

o o o o o o o o oo
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MODULE MANAGEMENT » INVENTORY MODULES

Mame

Description

05 Linux v

Interpreter i)

Block mode J

Format ()

Code "'__=

Mpouenypa Takas e, Kak 1 A3 ciyyas ¢ yaaneHHsIM MoagyIeM, 3a UCKI0YEHNEM 3anoNHEHNS
nonen Interpreter n Code. B naHHoM npumepe o5 nonas OS MOXHO 3a1aTh CODCTBEHHBIE
onepaLnoHHbIE CUCTEMBI.

Mocne 3anofIHEeHNS NONeN HaXXMUTE KHoMnky Co3gaThb, 4yTObbI COXpPaHuTb. B cnuncke Mouyne|7|
MHBEHTapPM3auni Bbl yBUOUTE YTO-TO BPOAE 3TOr0 VI306pa)KeHI/IFIZ

Software Remote Get software fram Remote M3 Windows® = Remaote/Local j’ ﬁ _J
ARP ARP Inventory (Ti Remote/Local #’ lﬁ [
CcPU CPU @ Local module j’ ﬁ J

Total items: 39 0 n

|

‘ Create > H Delete @
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Pour modifier le module d'inventaire nouvellement créé (ainsi que tous les autres), cliquez soit sur
son nom, soit sur l'icone de la clé a molette.

MODULE MANAGEMENT » INVENTORY MODULES

Hame CPU

Description CPU

os Ubuniu v
Interpreter

Block mode

Format tbodel;Comparny;Speed

Code

Update

3meHuTe HeobxoanMble 3HAYEHNA U HAXKMUTE KHOMKY O6HOBUTL, YTOD®I COXPaHNTb N3MEHEHNA.

KoHdurypaums nokasnbHOW UHBEHTapU3aL MK 418 NPOrPpaMMHbIX areHTOB

Y7066l @AaNTMPOBATh KOHPUIYPALINIO MPOrPaMMHOI0 areHTa K HOBOW BepCUM, HE0BX0AUMO:
1. Pa3BepHMTE KOMIEKLMIO CKPUMTOB ( ).
HauuHasi ¢ Bepcun 7, 3TV NAarnHbl Mo yMOMYaHMWIO

MOCTaBNISOTCS BMECTE C YCTAHOBKOMN areHTa, X0Ts OHM
3aKOMMEHTMPOBAHbI B KOHUIYpPaLIMOHHOM chaiine.

2. HacTpoiTe 3annaHMpOBaHHOE BbIMOIHEHUE CKPUMTOB NIOKANIbHOW MHBEHTApW3aLMK B Galine
pandora agent.conf, no6aBuB B KOHLIE C/ieayoLLY0 MHDOPMALIUIO:

HauuHas ¢ Bepcun 7 1 fanee, HeT He0bxoaUMOCTU B
nobaBfieHnmn; NPOCTO OTKOMMEHTUPYITE CYLLECTBYOLLNE


https://pandorafms.com/library/?s=inventory
https://pandorafms.com/library/?s=inventory
https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

naarvHbl B KOHQUrypaumoHHoM anne AreHTta. bonee
noapobHy NHMOPMaLMIO MOXKHO HAaNTW B BUOEOYPOKe

« » (MOBECTBOBAaHME BeAEeTCH
Ha aHrJIMNCKOM fA3blKe).

Mpumep pna MS Windows®:

#module begin

#module plugin cscript.exe //B //t:20
"%sPROGRAMFILES%\Pandora Agent\util\cpuinfo.vbs"
#module crontab * 12-15 * * 1

#module end

#module begin

#module plugin cscript.exe //B //t:20
"%PROGRAMFILES%\Pandora Agent\util\moboinfo.vbs"
#module crontab * 12-15 * * 1

#module end

#module begin

#module plugin cscript.exe //B //t:20
"%PROGRAMFILES%\Pandora Agent\util\diskdrives.vbs"
#module crontab * 12-15 * * 1

#module end

#module begin

#module plugin cscript.exe //B //t:20
"%PROGRAMFILES%\Pandora Agent\util\cdromdrives.vbs"
#module crontab * 12-15 * * 1

#module end

#module begin

#module plugin cscript.exe //B //t:20
"%PROGRAMFILESS\Pandora Agent\util\videocardinfo.vbs"
#module crontab * 12-15 * * 1

#module end

#module begin

#module plugin cscript.exe //B //t:20
"%PROGRAMFILESS\Pandora Agent\util\ifaces.vbs"
#module crontab * 12-15 * * 1

#module end

#module begin

#module plugin cscript.exe //B //t:20
"%PROGRAMFILESS\Pandora Agent\util\monitors.vbs"
#module crontab * 12-15 * * 1

#module end
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#module begin

#module plugin cscript.exe //B //t:20
"%PROGRAMFILES%\Pandora Agent\util\printers.vbs"
#module crontab * 12-15 * * 1

#module end

#module begin

#module plugin cscript.exe //B //t:20
"%PROGRAMFILES%\Pandora Agent\util\raminfo.vbs"
#module crontab * 12-15 * * 1

#module end

#module begin

#module plugin cscript.exe //B //t:20
"%PROGRAMFILES%\Pandora Agent\util\software installed.vbs"
#module crontab * 12-15 * * 1

#module end

#module begin

#module plugin cscript.exe //B //t:20
"%PROGRAMFILES%\Pandora Agent\util\userslogged.vbs"
#module crontab * 12-15 * * 1

#module end

#module begin

#module plugin cscript.exe //B //t:20
"%PROGRAMFILES%\Pandora Agent\util\productkey.vbs"
#module crontab * 12-15 * * 1

#module end

#module begin
#module plugin cscript.exe //B //t:20
"%PROGRAMFILES%\Pandora Agent\util\productID.vbs"

#module crontab * 12-15 * * 1
#module end

Mo.u,ynb WHBEHTapu3auum B CucteMmax Unix ¢ noMmoLubio NPOrpaMMHOro areHTa

Moay/ib MPOrpaMMHOro areHTa Unix SI0KaibHO UCMONb3yeT maruH ans cbopa nHdopmauum o
PA3/IMYHBIX aCNEKTax MallVHbl, KAK MPOrpPaMMHbIX, TakK U annapaTHBbIX.

CUHTaKCUC MOAYNS CleayoLWuii;

module plugin inventory 1 cpu ram video nic hd cdrom software init services
filesystem users route

MoAy/b COCTOUT M3 CTPOKW CO C/IeAYIOLLMMMN NapaMeTpaMu:

e AKTMBaALMA MOLYNS:
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"“module plugin inventory" 1 cpu ram video nic hd cdrom software init services
filesystem users route

e MMone, B KOTOPOM YCTAHAB/IMBAETCS, C KAKOW NEPUOANYHOCTBIO (B AHSX) ByaeT BbINONHATLCS
mMoAayNb. Ecav Homb (0 ), TO MHBEHTAPb BO3BPALLAETCSA NPU KAXXA0M BbIMOJHEHUN AreHTa.

module plugin inventory "1" cpu ram video nic hd cdrom software init services
filesystem users route

e [None, B KOTOPOM 3adatoTCA 06bEeKThI WHBEHTaApPWU3aUnn, nognexalwine C60py.

module plugin inventory 1 "cpu ram video nic hd cdrom software init services
filesystem users route"

Kak n B areHTe gnsg MS Windows®, MoXXHO cobupaTth cnegyrowme o6bekTbl:

CPU: CobupaeT nHgpopmMaLmio 0 LeHTpasibHbIX NPOLLeCcCopax.

e ram: CobupaeT nHopmaLmio 0 MOAYAX ONepaTUBHON NAaMATH.

e video: CobnpaeT nHopMaLuio 0 BUAEOKapTax.

e nic: CobupaeTt nHopmaLnio o0 ceTeBbix KapTax, Network Interface Controlers.
e hd: CobupaeT UHopMaLnio 0 XXECTKNX ANCKAX.

e cdrom: CobupaeT nHopmaLnio 06 yCTPONCTBaX YTEHUSA ONTUYECKUX ONCKOB.
¢ patches: CobupaeT nHopmaumio 06 yCTaHOBEHHbIX MPOrPaMMHbIX MaTyax.
e software: CobupaeT nHgpopmaumio 06 ycTaHOBJIEHHOM NPOrpaMMHOM obecrnevyeHmm.
* init_services: CobvpaeT nHopmaLmio 0 npoLeccax aBTo NHULMMPOBAHUS.

e filesystem: CobupaeT nHdopmaLunio 0 CEerMeHTaLUNmn CUCTEMBI.

e users: CobmpaeT nHGpoOpMaLMO 0 NOb30BaTENSX.

e Route: CobupaeTt nHpopmaumto o Tabauue nyTen CMCTEMbI.

[MnaruH, KOTopbIi COBUPAET MHBEHTAPb, HAXOAUTCS B KaTanore /etc/pandora/plugins.

OH TaKXXe MOXXeT ObITb 3a,aH NPOCTO A5 cbopa BCel AOCTYMNHON UHDOPMaLUN. B faHHOM
npuMepe OH eXxeaHeBHO cobupaeT BClo MHMOpPMaLIMIO 06 NHBEHTapU3ALNN:

# Plugin for inventory on the agent (Only Enterprise)
module plugin inventory 1

YT0Obl aKTVBMPOBATL MOAY/lb UHBEHTAPM3aLMUM, MPOCTO CKOMMPYIATE OMNMUCAHHBIN Bbille KOJ, B
thann pandora agent.conf nporpaMmHoro areHTa, a 3aTem nepesanyctute cnyxby. 3Ta
aKTMBaALIMSA MOXET ObITb U3 ylaNeHHOW KOHDUTypaLumn areHTa (bosee noapobHyo NHGOPMaLInO
MOXXHO HallTU B BUAEOYPOKE « » (NOBECTBOBAHMWE BeETCA Ha
aHrINIACKOM $i3bIKE) W BbIMOIHEHA JIOKAJIbHO:
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pandorafms

agents/
KEPLER (]

Add module

Group General group A Maodule Mone b ‘ Add :}‘

Delete remote conf agent files ﬁ 0

Configuration

#(c) 2006-2021 Artica Soluciones Tecnologicas
#Version 7.0MG.739

£ This program is Free Software, vou can redistribute it and/or modify it # under the terms of the GHU General Public Licence as
published by the # Free Software Foundation; either version 2 of the Licence or any later # version. This program is distributed in

the hope that it will be uzeful # but WITHOUT AMNY WARRAMTY, without ever the implied warranty of # MERCHAMNTABILITY or
FITHESS FOR A PARTICULAR PURPOSE

‘ pdate ‘

HasHauyeHue NoKaNLHbIX Mopynen

HeT HeobxoaANMOCTM aKTUBMPOBATL MOAY/IN B areHTax, onpenesieHHbIX B KOHCon. Ecan mogynn
bbin co3gaHbl B Configuration - Inventory modules, onepaunoHHas cucTeMa COOTBETCTBYET, a

BbIMOJIHEHWE ONpeaeNieHo B KOHPUrypaLUMOHHOM daiiie MPorpaMMHOro areHTa cobpaHHbIe
[aHHbIe NoSBATCS Hanpsmyto B pasaene View - Inventory areHTa B KOHCONN.
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Monitoring / View /

KEPLER

[
.})

O BB B ¢ m B & & %

Module Date b Search . |
Al - o ’ ‘ Search ‘

CPU - (January 9, 2022, 7:08 am)

Speed Description

Intel{R) Core{TM) i53-2400 CPU @ 3.10GHz 3101 MHz Intel &4 Family & Model 42 Stepping 7

MIC - (January 9, 2022, 7:08 am}

Caption MACAddress IPAddress

Intel{R) 82572LM Gigabit Metwork Connection A44:37-E&ACAFEA 192 165.1.47

RAM - (January 9, 2022, 7:08 am)

Al DIMMO 20485 MB 1333 MHz
Al DiMM1 20458 MB 1333 MHz
Al DirMM2 20485 MB 1333 MHz
Al DIMM3S 20485 MB 1333 MHz

Co3paHue noKasibHbIX MOAYJiel MHBEHTapM3aLum ¢ noMollbio Software Agent

B nonosiHeHMe K cucTemMaM MHBEHTapu3aLUun, NpeaBapuTesibHO HACTPOEHHBIM B AreHTe, Bbl
MOXKEeTe JIErko Co3aBaTh MOAY/N MHBEHTapW3auum ansa cuctem Unix® n Windows®.

B OCHOBHOM BaM HY>HO CO3AaTb CKPUMT, KOTOPLIA reHepupyeT XML co creayoLwen CTPYKTYpPOui:

<inventory>

<inventory module>

<name>INVENTORY MODULE NAME</name>

<type>generic data string</type>

<datalist>
<data>DATA1;DATA2;DATA3....</data>

</datalist>

</inventory module>

</inventory>

INVENTORY_MODULE_NAME: Bbl LOJKHbI MOMECTUTb TO XKe UMS MOLYJISi, KOTOPOE Bbl
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3aperncTtpunpoBain B MOAYyNAX MHBEHTapPU3aU B KOHCOJIN Pandora FMS.

DATAL;DATA2... : 9TO OaHHble, KOTOPble HEOOX0AMMO M3BNEYL U KOTOPbLIE ObIAN ONpeaeneHsl B
MoZAyJle MHBEeHTapu3auunu.

MpeanonoXxuMm, Bbl XoTuTe Nony4yntb ARP-Tabnuuy, IP-agpec c ero nHtepgencamm (
C yAaneHHbIMU MOAYIAMU UHBEHTapu3aunmn). Mcnonb3ynTte KomaHay arp
-a M 04UCTUTE 3aMunCb, 4TOOLI MOAYYNTb HYXKHbIE AAaHHbIE.

Tenepb gnsa pa3spabotkn B MS Windows® caenante HebonbLLION CKpmNT
C:\tmpwindows arp inventory.bat co cnegyowum onpenesieHnem:

@echo off

echo “<inventory”™>

echo “<inventory module”™>

echo "“<name”>ARP"</name”>

echo “<type”>generic data string”™</type”™>

echo "<datalist”™>

arp -a | sort | grep "[0-9]" | grep -v ":" | gawk "{ print \"“<data”™>\"
$IN";\"$2\";\"$3 \""</data™>\" }"

echo "</datalist”™>

echo “</inventory module”™>

echo “</inventory”™>

Tenepb BaM HY)XKHO U3MeHNUTb pandora_agent.conf, n 0o6aBuTb CleayoLLy0 CTPOKY:

module plugin cmd.exe /C C:\tmp\windows arp inventory.bat

3TOT CKpUNT ByAeT 3anyckaTbCs Kaxable 5 MUHYT (Mo
YMOJIYQHWIO - 3TO MHTepBan AreHTa). EC/in Bbl XO0TUTE,
4TO6bI OH 3aMyCcKaNcs Kaxable X BpeMeHu, BaM nNpuaeTcs
pPeann3oBaTb 3Ty JIOFMKY B CAMOM CKPUMTE UMW
1CNoSb30BaTh

[TOMHUTE: 4TOObI IOKaNbHbLIN SCript MOr XpaHUTb UHopMaLnio 06 MHBEHTapM3aLUK, B KOHCOAN
[OJKeH ObITb onpeaeneH Moaynb NMHBEHTapMU3aL MK, B KOTOPOM YKa3biBaeTCs onepaumoHHas
CMCTeMa, UMA MOAYNSA N AaHHbIE ANS XPaHEHUS, pa3geneHHble ; . [IoMHUTE, 4TO nNepeq
nepesanyckom areHTa Pandora FMS, 4To6bl 3arpy3nTb BHECEHHbIE U3MEHEHWS, CO3AaNTe MOy b
NHBeHTapu3auum B Pandora FMS:
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MODULE MANAGEMENT » INVENTORY MODULES

Mame ARP

Description ARP Inventory

05 Windows b
Interpreter

Block mode ]

Format ip;mac;iface

ObpaTnTe BHUMaHKeE, 4TOo, Byayym nokanbHbIM MoayneM, nons Interpreter n Code He HYXHbI, XOTS
none Operating System (OS) Ba>xHo.

[ony4yeHHble pe3ysibTaThl COBMAaAalOT C pe3ynbTaTaMu, NoJy4eHHbIMU A1 3KBUBAJIEHTHOr0
ypnaneHHoro mogynsa B GNU Linux:
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Group All

Agent All

Date Last

ARP

Agent

ARP agent

Total: 7

ip
(192.168.26.254)
(192.168.26.2)
{192.168.70.105)
{192.168.70.156)
{192.168.70.198)
(192.168.70.1)

(192.168.70.52)

pandorafms

Module ARP

Search

Order

by ]

agent

el

mac iface
00:50:56:f3:e2:7d Ens38
00:50:56:f0:14:58 ens38
98:54:1b:fb:bo:b8 ens33
30:3a3:64:a0:d7:cB  ens33
d0:67:e5:01:1fF:d3 ens33
cD:eaied:6e:9b:22 ens3d
Oe:9f:75:49:5f:02 Ens33

‘ Search ‘

Export this list to CSV

Timestamp

B oHnann-bnbnnotexke monynen Pandora FMS nmeeTcs MHOXKECTBO APYrnx Moaysen

WHBEHTapM3aLWnmn, Kak yaaJieHHbIX, TaK U NI0OKalbHbIX. Bbl TaK)XXe MoXeTe Jierko paBDaﬁaTblBaTb

CcBOW COBCTBEHHbIE MOAYJIN, KaK Bbl YXX€ BUOEN B 3TOW rnase.

Busyanusau,ml AAdHHbIX UHBEHTapUu3auuu

— &
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[aHHble NHBEeHTapu3auuu, C06paHHbIe N3 CUCTEMbI, J1IOKaJIbHO WK YOaJiIeEHHO, MOXHO
NPOCMOTPETbL U3 CaMOro areHTa uam u3 MmeHto VIHBeHTapsa KOHCOMN.

MpocMOTpP AaHHLIX UHBEHTapu3auum B MeHIo IHBeHTaps

B pasgene Monitoring = Inventory MOXXHO NPOCMOTPETb AaHHbIe MHBEHTapM3aL MM BCEX areHTOoB,
BbIMNOJIHUTb MOUCK N 3KCNOPTUPOBaTL AaHHble B CSV-ann.

INVENTORY
Group All b Module A b
‘ Search ‘
Agent All -] Search
Order
Date Last b by |
agent

Huxe nepevyncsieHbl NoJid, KOTOPbl€ MOXHO UCMOJZ1Ib30BaTb OJ1A NMONCKa.

 Group: BeibepuTe rpynny areHToB Ans puabTpauun. Monb3oBaTeb CMOXET YBUAETb Pynnbl, K
KOTOPbIM OH ByeT NpuHaanexaTb, TOJIbKO €C/IM 3TOT NOJb30BaTe b HE MPUHAANEXUT K rpynne
BCE ( ).

e Module: BbibepnTe Moy ib UHBEHTAPM3aALMM, MO KOTOPOMY Bbl XOTUTE OT(UILTPOBATL AaHHbIE.

e Agent: BBeguTe UMs areHTa, Nno KOTOPOMY Bbl XOTUTE OTMPUNLTPOBATS.

e Search: HanuwwuTe TeKCT 415 NOMCKa Mo BCEM MOSM VHBEHTapS.

C NOMOLLbIO MOMCKA MOXHO MPOCMOTPETHL MOAY/IM BCEX areHTOB, Y KOTOPbLIX €CTb MHBEHTApDb,
BbibpaB B MapaMeTpax Nomcka BCe 1 HaxXkaB Ha Search.
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CPU @iEGEE-Dl-{I? 17:16:33)
Agent Model Company Speed
munchkin_agent Intel{R)Xeon(R) CPUE3-1230 v @ 3.50GHz Intel Corp. 3504mMHz
InteliR) Xeon(R) CPUES-1230vé i@ 3.530GHz Intel Corp. 3504MHz
Intel{R) Xeon(R) CPU E3-1230v4 @ 3.50GHz Intel Corp. 3504mMHz
prueba_keep InteliR) Xeon(R) CPUE3-1230vé i@ 3.530GHz Intel Corp. 3504MHz
Intel{R) Xeon(R) CPU E3-1230v4 @ 3.50GHz Intel Corp. 3504mMHz
InteliR) Xeon(R) CPUE3-1230vé i@ 3.530GHz Intel Corp. 3504MHz
euclides DO-Premium-AMD Advanced Micro Devices [AMD]  2GHz
CPU {:'—)I:ZCIZE-D:L-CI‘? 17:16:33)

Agent Mame

KEPLER Intel(R) Core(TM) i5-2400 CPU @ 3.10GHz

RAM

Agent Model

Speed Description

3101 MHz  Intel&4 Family & Model 42 Stepping 7

@ (2022-01-09 17:14:33)

Size Timestamp

Timestamp

2022-01-09 17:54:32

2022-01-0% 17:34:32

2022-01-09 17:54:32

2022-01-09 17:534:33

2022-01-09 17:534:33

2022-01-09 17:534:33

2022-01-09 15:32:47

Timestamp

2022-01-09 12:05:11

Nnwn KOHKpETHbIVI MOAYJlb BCEX alr€HTOB C NHBEHTaAPEM, Bbl6paB MOAYJlb N HaXXaB Ha Search.
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Group All A Module Video -

‘ Search ‘
Agent All ) Search ; ’
Order
Date Last v by J
agent
Export this list to CSV
Video (2022-01-06 13:57:43)
Agent Controller Model Company Timestamp
munchkin_agent GD 5444 WiGA compatible controller Cirrus Logic 2022-01-09 17:56:32
keep_p GO 53444 WiGA compatible controller Cirrus Logic 2022-01-0%9 17:56:33
euclides QXL paravirtual graphic card WiGA compatible controller Red Hat, Inc. 2022-01-09 15:32:47

[aTbl U U3MEHeHus B WHBEHTapu3auuu

B noapobHOM NpocMOTpe MHBEHTapPM3aL MM areHTa C MOMOLLbIO CENEKTOPa MOXHO BbibpaTb AaTy
oTObpaxKeHMs KOHKPETHOro oT4yeTa 06 MHBEHTapuU3aumu:
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INVENTORY
Group All A Module
Agent All a () Search
Date | Last A | Qrder by agent
a
2021-12-20
CPU 02:42:32 {I_) {2022-01-0% 17:14:33)
Agent Mo 2021-12-20 Company
03:52:32
munchkin_agent Inte vd @ 3.30GHz Intel Corp.
2021-12-20
Intg 03:54:32 vd @ 3.50GHz Intel Carp.
-
Intel{R) ¥eon{R) CPU E3-1230 vé @ 3.50GHz Intel Corp.

Ecnu Bbl 3aMeTunun, 4TO AaTbl OTCYTCTBYHOT, 3TO, BEPOATHO, MOTOMY, 4TO B JaHHbIE HE
N3MEeHWINCb Nocne NocieiHero BbINOJIHEHUS MHBEHTapu3aunn. To ectsb, Pandora FMS coxpaHseT
JaHHble NHBEeHTapu3aunu ToJIbKO TOr4a, Koraa OHU U3MEHSAKTCA Moc/e noc/e AHEro BbINOJIHEHNSA

DKCNOPT AaHHbIX MHBeHTapu3auum B CSV

Yepes Monitoring = Inventory MOXXHO 3KCNOPTUPOBaTb AaHHblIE MHBEHTAPU3aLMUK, NOJYYEHHbIE B
pesynbTaTe punbTpauum, B CSV-pann.

Bbibepute hunbTp 1, KOrga AaHHble byayT AOCTynHbI, BbibepuTe Export this list to CSV.
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INVENTORY

Group All - Module RAM A
‘ Search ‘
Agent All ) Search
Order
Date Last - by O
agent
Export this list to CSV
RAM (2022-01-09 12:08:11)
Agent Model Size Timestamp
munchkin_agent System MMemory A0P2MIEB 2022-01-09 18:12:32
Dl Rt A092MIB 2022-01-09 158:12:32

Co3paeTca han C JaHHBIMW MHBEHTapMU3aLnn, pasesieHHble TOYKOM C 3anAToNn.

Pasnunuus MeXay BepCUsaMn UHBEHTapUu3auuu

Pe)xum 610K0B

B Bepcumn Pandora 5.1 MOXHO HarasaHO NoKasaTb Pa3anyns Mexay ABYMS KOH(UIypauusmu,
oTobpaxkas Ux B ABYX KOJIOHKAX, YTOObI yBUAETb pa3HULy. Pexxum 6/10K0B yKa3biBaeT, YTO
pe3ynbTaTOM MOAY/NA MHBEHTAPW3ALIMMN SBASETCS OMH 3/IEMEHT, @ HE UHTEPNpPeTMPYET Kaxayto
CTPOKY KaK pa3/ivyHble 3/IeMEHTbl 0AHOr0 TUMa, Kak 370 ObII0 CAeNaHo B MOAYsX
MHBEHTapWU3aLun, PaCCMOTPEHHbIX BhILLE.

BnoyHbIN pexxuM HacTpausaeTcs (Block mode) npu onpegeneHnn noKanbHOro Uan yaaneHHoro
MOAY/I MIHBEHTapu3auunu:
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Mame I

Description Metwork Interface Cards

05 Windows b

Interpreter Jusri/bindperl G
Elock mode

Format () Caption;MACAddress;|IPAddress

Korga Moayfb HaCTpoeH B 6104HOM peXXrnMe, OH Mo3BOISIET NPOCMATPUBATbL €ro No cekumam(ans
BM3yasibHOr0 HabNOAEHNS 33 N3MEHEHMAMN).

Module ' - Date T - Search ( ]
NIC o Search
Diff view } )

MIC - (January 9, 2022, 7:08 am)

Caption MACAddress IPAddress

Intel(R) 82579LM Gigabit Network Connection;44:37:E6:AC:4F:EA;192.168.1.47

MpencTaBneHne B BUAE ABYX KOJIOHOK MOKa3blBaeT Pa3nyns Mexay 0LHON BEpCUEN
WHBEHTapM3aLun 1 Apyrow, 1 Bbl faxxe MoXXeTe BbibpaTb BEPCUIO Mo AaTe.

Manitoring / View /

o = -
KEPLER O = M B ¢ m E & & %
2022010010811 NIC 20230109 134300 *
1 Intel{R) 82579 Gigabit Metwork Confesionad-SrFa-AE SR FA00 158 47 1 Inted(R) 325790 Gigabit Metwork Connection

2 SAMSUNG Mobile USB Remote NDIS Network Device:02:34:60:7 2 74: 74,192 168.192.3

MOMHUTE, YTO KaXAbli pa3, Koraa obHapy)XMBAETCS U3MEHEHWNE B MOAYJIE MHBEHTapM3aLMK,
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reHepupyeTcs cobbiTue.

pandorafms

LT
EVENTS F 2% %
 Filter
Mot zat. Event status Mot validated. Last & hours.
Duplicated Group events
Show 20  w |entries
n 2 Mext
5 Ewent nams ,-:;a": Status WTimesiamp = Comment Oiptions (]
Carfiguration change: DELETED RECORD: Intel(R)
32579LM Gigabit Metwork
Connection;44:37-E6ACAFEA; 192 168.1.47 MEW
RECORD: Int... Connection;; S&AMSUNG Maobile LS8 43 34 minutes 10seconds  #54749 @l W m (]
Remote MOIS Metwork
Device;02: 34607 2:74:7A;192.168.192.3 for agent
"KEPLER' module 'NIC. (7
] recovered (Critical condition) assizned to (Host Alive) 1 38 minutes 45 seconds  #84745 Q. w m ]
I recovered (Criticzl condition) assizned to (Host Alive) 15 38 minutes 45 seconds  #54747 w ﬁ ]
Module 'Service Metlogon - Status’ is going to CRITICAL .
43 39 minutes 10seconds  #54742 v i} O

()

n peaynpexapeHnd UHBeHTapusauuu

Bepcusa 751 NG win no3xe.

MpenynpexxaeHns NHBEHTapM3aL MM NCNONb3YIOTCA A4 3anyCka KOHKPETHbIX NpeaynpeXxaeHuni

0 COLEPXXUMOM MHBEHTapsa rpynnbl areHToB. Kak 1 npeagynpexgeHnsa SNMP nnu

npeagynpexgeHums o CcobbITUSAX, OHN He NMPUMEHATCA areéHTOM K areHTy, a ABJAAITCA

rnobanbHbIMK, B AAHHOM CJZly4da€ OHU NPUMEHATCA rpynnamMmu.

YT106bI yCTaHOBUTL KX, Heobxoaumo nepenTun B pasgen Alerts - Inventory alerts.
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Discovery

Resources List of Alerts
Profiles Templates
Configuration Actions
Commands
Alert correlation
Setup SNMP alerts
Admin tools Inventory alerts
Links
LIpdate manager

rModule libra ry

MpenynpexaeHns MHBEHTapM3aLUN UMEIOT NOJIA, aHaIornYyHble APYruM NpefynpexneHunsam,
Takue Kak uMs, onucaHue, BpeMeHHoV rnopor 1 OencTeBne, Kak yka3aHo B /1ase 0
npenynpexaednax Pandora FMS. 3pecb 06bACHEHbI UX pa3nnyuns./p>

e [pynna B AaHHOM CNy4ae OeNCTBYET KaK YCI0BME NPeaynpexaeHuns, Tak YTo nNpeaynpexaeHus
OyayT oueHnBaTbCS ANs N0ObIX AaHHbIX, MOCTYNAOLWMX OT areHTa 3TON rpynnbl.

e DTV NpeaynpexaeHns TakXXe MMEKT ONuUN0 AeaKTUBMPOBaTb CobbITE, 4TOBbLI Npu cpabaTbiBaHUN
npenynpeXxaeHns He reHepnpoBanoch CobbITUE NpeaynpeXxaeHus. ITo Nose3Ho, Tak Kak
BO3MOXXHO, Y4TO MNPV NPYMEHEHNN NHBEHTaPU3aLMOHHbIX OMOBELLEHNA MHOTUE NPeaynpeXaeHus
MOryT cpabaTbiBaTb UM BKIOYATLCA 3@ OJIHO BbIMOJSIHEHNE.

Ycnosue cpabaTbiBaHUA nNpeaynpeXxaeHus

MpenynpexaeHns 06 NHBEHTapM3auMm OLEHNBAIOTCS B TPEX Pa3/INYHbIX PEXMMAX:
COMNOCTaBNEHNE CTPOK, pa3peLleHHbI CINCOK 1 OrpaHNYEeHHbIN CANCOK.
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ConocTraBJsieHUe TEKCTOBbIX CTPOK

B 3TOM pexuMme, ecnv onpeneneHHas CTpoka NocTynaeT B onpeaeseHHbIn Moay /b
WHBEHTapu3auum, Hanpumep, “software”, cpabaTbiBaeT ycTaHOBNEHHOE AencTBKue. CnenyeT
OTMETUTb, 4TO MOAYAN MHBEHTAPMU3aALUN MMEIDT AMHAMUYECKME MOoNS; T.e. B MOAYNE
WHBEHTapU3aLum NporpaMMHoOro obecrneyeHns eCcTb Nojae UMEHN, BEPCUSA N ONUCAHME:

serpentis  acl 2.2.51 Access control list utilities
aic9dux-firmware 30 Adaptec SAS 44300, 48300, 58300 Seguencer Firmware for AlIC94xx driver
alsa-firmware 1.0.28 Firmware for several ALSA-supported sound cards
alsa-lib 1.1.6 The Advanced Linux Sound Architecture (ALSA) library
alsa-tools-firmware 1.1.0  ALSA tools for uploading firmware to some soundcards
apr 148 Apache Portable Runtime library
apr-util 1.5.2 Apache Portable Runtime Utility lizrary
atk 2.28.1 Interfaces for accessibility support

Takum o0bpa3om, Bbl MOXeTe YCTaHOBUTb NpeaynpexaeHne ans nioboro n3 Tpex AnHaMn4eckumx
noJsien. 370 naeasbHbI BApUaHT, eC/I Bbl ULWeTe KOHKPETHbLIM NakeT Uan nakeT onpeaeneHHom
BEepCcUu:

Inventory modules 20ttware (Linux bl
Condition Match W

Name

Version

Description

ByayT oTobpa)keHbl BCe N0 MOAYAS MHBEHTapM3aUnn. B 3Tnx nonsx Bbl MOXXeTe NCNOb30BaTb
perynsipHble BblpaxeHus onsa 6onee CNoXKHOro noncka. ECam none ocTaBaeHO MyCcTbiM, OHO
cynTaeTcs .* (OHO Noka)keT match nnm 6yneT coBnagaTh C NOObIM 3HAYEHNEM).
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OrpaHu4eHHbIA CIUCOK

B 3TOM cniyyae Bbl LOJKHbBI YKa3aTb TOJIbKO O4HO Mose Tuna MoayJslb UHBEHTapu3aumm 1 3afaThb
CMUCOK CTPOK (Mo O4HOM Ha CTPOKY), YTODbLI, €C/IN areHT COAEPXKUT 3/IEMEHT M3 3TOr0 CNUCKa,
cpaboTano onoseleHne. HanpruMep, B Cjly4ae NporpaMMHOro obecneyvyeHuns, 3ToT orpaHUYeHHbIN
cnucok (Black list) - 3To cnMcok NnakeTos NporpaMM, KOTOpble He JO/KHbI ObITb YCTaHOBJIEHbI Ha
MalunHe. ECv Ha MallMHe yCTaHOBJIEH OAMH M3 3TUX MakeToB, cpaboTaeT npepynpexaeHue.

Inventory modules product_key (\Windows) b
Condition Black list

Koy W

347637433473647364

234723644732467536
234736453653652643
374374364563545612

PaspelueHHbIA CNMCOK

,D,eIZCTByeT TaK Xe, . YKa)KuTe CnNnCcoK 3/1eMeHTOoB 4J19 O4HOro 13
nonewn MHBEHTapun3aunn, ogHakKo, 3TOM CJly4ae 3Ha4eHne Moayaa NHBEHTapmn3aunn 4OJ1XXHO
BCerga HaxognTbCd B OOHOM U3 3/1eMeHTOB CrNNCKa, nHa4de cpa60TaeT rpeaynpexunaeHune.

Inventory modules Users (Windows) v
Condition White list »

User hd

Artica

Adrnin

Administrator

Ncnonb3oBaHuMe npepynpeXxneHui MHBEHTapUu3aLuum
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3Ta yHKUMA 0eNCTBUTENbHO NoJse3Ha AN 06HapyXeHUs YS3BUMbIX BEPCUI YCTPOWCTB,
HEeaBTOPWN30BaHHbIX MOJIb30BATENEN Ha MALLMHAX UM HEABTOPM30BAHHOMO MPOrPaMMHO0
obecneyeHns Ha KOMMbOTEPAX.
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