)

v

. PANDORAFMS

FIM ( )



https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/manual/!800/
https://pandorafms.com/manual/!800/ja/documentation/pandorafms/cybersecurity/50_fim

www.pandorafms.com 2/7


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

FIM(DOOOOOOOO)

HEN

oooooobooo(FrMODoooDboooooobooboooobooboooDbooooooo
guouobbodooooobouooa

PandoraFMS OO O0OD OO0 784 00 JLinux® O MSWindows® D00 0000000 OOOO
goog guoooobbood

Jodoooogdot

ooooobooboboboboboboooMMOOODOObOUODOODODODODODODO

O O (Management) -» 0 0 O O (Resources) » 0 0 0 0O 00O OO (Manage agents) - [0 O (Edit) » O
00000 (Security) » FIMO O OO OO (Enable FIM)
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Enable FIM

FIM Directory max depth FIM Directory max files

3 14

FIM File max size FIM Skip extensions

200MB md,tut sa,cab

Fir4 Cache time (seconds) FIM Files

3600 etripasswd
etr/shadow
eto/group
etcigshadow
etc/sudoers
etcisecuritylimits.conf
etc'hosts
etc'hostname
etoiresobv.conf
etoisshdsshd_config
etoifstab

etciorontab
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00000000000 DO0DO0DO00o0oDo0ooo0oo0ooooo0bOOoobOOooDoOooDoOoog
exclude /opt/myapp/*.tmp
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#exclude /opt/myapp/*.tmp
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C:\Users*\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\
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O O (Management) -» O O (Configuration) » 0 0 O 0O O O (Manage policies) DO 0 OO0 OO OO0
O000000000000000000000Od(File Integrity Monitoring) 00000000
FIM O O O (Apply FIM from this policy) D0 000000000
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%SystemRoot%\System32\config\SAM
%SystemRoot%\System32\config\SYSTEM
%SystemRoot%\System32\config\SECURITY
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%SystemRoot%\System32\config\SOFTWARE
%SystemRoot%s\System32\config\DEFAULT
%SystemRoot%\System32\winlogon.exe
%SystemRoot%\System32\1lsass.exe
%SystemRoot%\System32\services.exe
%SystemRoot%\System32\smss.exe
%SystemRoot%s\System32\svchost.exe
%SystemRoot%\System32\csrss.exe
%SystemRoot%\System32\winload.exe
%SystemRoot%\System32\ntoskrnl.exe
%SystemRoot%\System32\drivers\etc\hosts
%SystemRoot%s\explorer.exe
%SystemRoot%\System32\cmd.exe
%SystemRoot%s\system32\WindowsPowerShell\v1l.0\powershell.exe
%SystemRoot%s\System32\wscript.exe
%SystemRoot%s\System32\cscript.exe
%SystemRoot%\System32\taskmgr.exe
%SystemRoot%\SysWOwW64\kernel32.d1ll
%SystemRoot%s\SysWOw64\user32.dll
%SystemRoot%s\SysWOw64\advapi32.dll
%SystemRoot%s\SysWOw64\gdi32.d1ll
%SystemRoot%s\SyswWOw64\ntdll.d1ll
%SystemRoot%\SysWOw64\ole32.d1l1
%SystemRoot%s\SysWOwW64\shell32.d1ll
%SystemRoot%s\SysWOwW64\ws2 32.d1l1
%SystemRoot%\SysWOw6e4\cmd. exe
%SystemRoot%\SysWOw64\WindowsPowerShell\v1l.0\powershell.exe
%SystemRoot%\SysWOw64\wscript.exe
%SystemRoot%\SysWOwW64\regsvr32.exe
%SystemRoot%s\SysWOw64\mshta.exe
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FIM status last change:FIMOOOOOOOOOOO

FIM changed:0 0000000000 DOCOOOOODO

FIM deleted: 00000000000 DOOOOOODO
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