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BbiCOKas cTeneHb OO0CTYNHOCTMH
(HA)
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Bbicokas cTteneHb gocrynHoctu (HA)

BBepeHue

Pandora FMS - o4yeHb cTabunbHoe npunoxeHue (bnarogaps Tectam u ysy4yleHNsM, BHOCUMbIM B
KaXX Ayt BEPCUIO, @ TaKXXe NCMPaBIEHNIO HEKOTOPLIX OLMBOOK, 0BHapYXEHHbIX NOJb30BaTENAMN),
TEM He MeHee, B KPUTUYECKNX cpelax n/mnm npu 60nbLIon Harpy3ke MOXKET BO3HUKHYTb
HeobxoAMMOCTb pacnpefennTb Harpy3kKy Ha HECKOIbKO MaLlIUH 1 BbiTb YBEPEHHbLIM, 4TO MpK
oTka3e noboro komnoHeHTa Pandora FMS cuctema He pyxHeT.

Pandora FMS 6bina pa3pabotaHa no mogynbHOMY NpuHUMNY, 1 1tobon N3 ee moaynen MoxeT
paboTaTb HeE3aBMCUMO. HO OH TakXXe NpefHa3HayeH onad COBMeCTHON paboThl C ApyrnMmn
KOMMOHEHTaMM 1 cnocobeH NpuHATL Ha cebs Harpysky OT TeX KOMMNOHEHTOB, KOTOpbIE yNau.

CtaHpapTHO Pandora FMS MOXeT BbIrsi4eTb Tak, Kak Noka3aHo Ha PUCYHKE HUXeE.
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Remote Pandora FMS Agents

Pandora FMS Pandora FMS Pandora FMS Pandora FMS
Network Data Recon SNMP

Server Server Server Console

Pandora FMS
Database

Pandora FMS Console

O4eBUAHO, YTO areHThl He ABASIOTCA U3ObITOYHBIMUA. ECIM areHT BbIXOAMT U3 CTPOS, HET CMbIC/1A
3anyckaTb APYroro, MOCKOJIbKY €IMHCTBEHHOW NPUYMHON BbIXOAa areHTa U3 CTPos ABASeTCS
HEBO3MOXXHOCTb MOJYYEHUSI AaHHbIX U3-3a c60s B paboTe Kakoro-nmbo Moayns, KOTOPbIA He
MOXXET ObITb YCTPAHEH APYrMM areHToM, paboTaloLUMM NapannenbHo, Uan n3-3a oTCyTCTBUS
cBsA3M UK c60a cncTembl. O4EBUAHBIM PELLEHNEM SBNISETCS PE3EPBUPOBAHNE KPUTUYECKUX
CUCTEM He3aBMCUMO OT TOro, paboTatoT 2 B HUX areHTbl Pandora FMS nnu HeT, 1, TakuMm
06pa3oMm, pe3epBMpPOBaAHE MOHUTOPUHIA 3TUX CUCTEM.

icnonb3oBaHue HA moxeT 06Cy)XAaTbCsA B Pa3/IMyHbIX CLLEHAPUSX:
e banaHcupoBKka 1 HA cepBepoB OaHHbIX.
» banaHcuposka n HA ceTeBbix cepeepos, WMI, plugin, web, prediction, recon n nogo6Heie.

e banaHcmpoBka n HA B 6a3ax OaHHbIX.
e banaHcmposka n HA koHconn Pandora FMS.

ApxuTekTypHoe npoeKkTupoBaHue HA v onpepneneHue pasMepoB

Hanbonee Ba)kHbIMW KOMMOHeHTaMu Pandora FMS aBnsatoTcs:

1. ba3sa AaHHbIX
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2. Cepsep
3. KoHconb

KaXKZbl N3 KOMMOHEHTOB MOXXeT ObITb pernnunpoBaH 4ns 3aWwmnTbl CUCTEMbI MOHUTOPUHIA OT
nobbix npobnem.

YT106bI ONpenennTb KONMYECTBO Y3108, HEOOX0AMMbIX AN BaNaHCUPOBKIW Harpy3KK, Mbl
PacCMOTPUM KONIMYECTBO LieNen Ana MOHUTOPUHIA, a@ Takxe 06bem, TUN 1 4YacToTy 3axBaTa
MeTpuk ans cbopa.

B 3aBMCMMOCTM OT NOTPebHOCTEN MOHUTOPWHIA, Mbl ONPEeLEeNNM Pa3iIMyHble apXMTEKTYpbI.

MpuMeyaHue: NcnbiTaHWA, NPOBEAEHHbIE OIS ONPENENeHNS apPXUTEKTYP, Obln BbINOJIHEHBI C
NCMONb30BaHNEM pa3/inyHoro obopynoBaHus:

Intel(R) Core(TM) i5-8600K CPU @ 3.60GHz

dk3emnnsap t2./large oT Amazon

OnpepeneHue pasMepos

B 3aBucMMOCTM OT noTpebHocTei:

1. ABTOHOMHO (6e3 BbicOKOW aocTynHocTK) Ao 2500 areHTos / 50000 Mmoaynen Kaxxable 5 MUHYT,
0O4HOPOAHbIE AaHHblEe, Be3 NCTOPUYECKUX AAHHbIX

Cepsepbl: 1 (06Lwnin)

[ NaBHbIN:
CPU: 6 cores
RAM: 8 Tb

Awnck: 100 T'b
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PANDORA FMS
SERVER+CONSOLE+DB

STANDALONE 1

2. ABTOHOMHO (6e3 BbicoKoM AocTynHocTK) Ao 2500 areHTos / 50000 Moaynen Kaxkable 5 MUHYT,
O0O4HOPOAHbIE AaHHbIE, C UCTOPUYECKUMUN AaHHbIMUK (1 roa)

Cepsepbl: 2 (1 0bwwmin, 1 ncropus)

[ NaBHbIN:

CPU: 6 cores
RAM: 8 Tb
IOuck: 100 '
NcTopus:

CPU: 2 cores
RAM: 4 Tb

Awnck: 200 T'b
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PANDORA FM5 HISTORIC
SERVER+CONSOLE+DB

STANDALOME 2

3. ABTOHOMHO (6e3 BbicoKoM gocTynHocTK) Ao 5000 areHTos / 100000 moaynen Kaxkgble 5 MAUHYT,
O0OQHOPOAHbIE AaHHbIE, C UCTOPUYECKUMW AaHHbIMYK (1 roa)

Cepsepsbl: 3 (1 cepBep + KOHCOb, 1 0CHOBHas 6a3a AaHHbIX, 1 ucTopus)

CepBep + KOHCOJb:

CPU: 6 cores
RAM: 8 Tb
IOunck: 40 T'b

[NaBHasa 6a3a JaHHbIX:

CPU: 4 cores
RAM: 8 Tb
IOuck: 100 T'b
NcTopus:

CPU: 2 cores
RAM: 4 Tb

IOunck: 200 I'b
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DB PANDORA FMS HISTORIC
SERVER+COMSOLE

STAMDALONE 3

Co3paHue apxutekTypbl HA

1. MpocTas 6a3a aaHHbIX HA, 0o 7500 areHToB / 125000 Mmoaynen Kaxable 5 MUHYT, 04HOPOAHbIE
[aHHble, C UCTOPUYECKUMM OaHHbIMUK (1 rog).

Cepsepsbl: 4 (1 cepBep + KOHCOJb, 2 6a3bl AaHHbIX, 1 nCTOPUS)

CepBep + KOHCOJIb:
CPU: 6 cores
RAM: 8 Tb
Iuck: 40 Tb

ba3a paHHbIX y3en 1:
CPU: 6 cores
RAM: 8 Tb

Awnck: 100 I'b

basa paHHbIX y3en 2:
CPU: 6 cores
RAM: 8 b

Aunck: 100 T'b

NcTopus:

CPU: 2 cores
RAM: 4 Tb
Iunck: 300 I'b
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MODE 1 MODE 2 PAMDORA FMS HISTORIC
SERVER+COMSOLE

HA1

2. ba3a gaHHbIx ¢ nonHon HA (c ksopymoM), o 7500 areHToB / 125000 mogynen kakable 5
MWHYT, OQHOPOAHbIE AaHHbIE, C UCTOPMYECKUMN AaHHbIMUK (1 rog).

Cepsepbl: 5 (1 cepBep + KoHCOb, 3 6a3bl AaHHbIX, 1 nCTOPUS)

CepBep + KOHCOJb:

CPU: 6 cores
RAM: 8 Tb
IOnck: 40 T'b

ba3a paHHbIX y3en 1:

CPU: 6 cores
RAM: 8 Ib
IOuck: 100 T'b

basa paHHbIX y3en 2:

CPU: 6 cores
RAM: 8 Ib
Ounck: 100 I'b

ba3a paHHbIX y3en 3:

CPU: 6 cores
RAM: 8 Tb
Ounck: 100 I'b
NcTopusa:

CPU: 2 cores
RAM: 4 Tb

Ounck: 200 I'b
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N

MODE 1 NODE 2 NODE 3 PANDORA FAMS HISTORIC
SERVER+COMSCOLE

3. ba3a gaHHbIx B npocTon HA n Pandora FMS B cbanaHcmposaHHon HA, oo 7500 areHToB /
125000 moaynen Ka)kable 5 MUHYT, OAHOPOAHbIE AAHHbIE, C UCTOPUYECKUMM OaHHbIMK (1 roa).

Cepsepbl: 5 (2 cepsepa + KOHCONb, 2 6a3bl AaHHbIX, 1 nCTopns)

CepBep + KOHCOJb:

CPU: 6 cores
RAM: 8 Tb
IOnck: 40 T'b

CepBep + KOHCO/b:

CPU: 6 cores
RAM: 8 Ib
IOuck: 40 Tb

ba3a paHHbIX y3en 1:

CPU: 6 cores
RAM: 8 Ib
Ounck: 100 I'b

basa paHHbIX y3en 2:

CPU: 6 cores
RAM: 8 Tb
Ounck: 100 I'b
NcTopusa:

CPU: 2 cores
RAM: 4 Tb

Ounck: 200 I'b
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MNODE 1 NODE 2 PANDORA FMS PANDORA FMS HISTORIC
SERVER+COMSOLE CERVER+COMSOLE
i 2

HA3

4. ba3osasi HA cbanaHcmpoBaHa Ha cepBepe, ocHoBHOM 1 6a3oBon 6a3e gaHHbIX, 4o 4000 areHToB
/ 90000 moaynen Kaxkable 5 MUHYT, 0OHOPOAHbIE AAaHHbIE, C UCTOPUYECKMMU AaHHbIMK (1 rog).

Cepsepbl: 3 (2 0bwunx, 1 nctopus)

[NnaBHbIN: (KOHCONb + cepBep + y3en 6a3bl JaHHbIX 1).

CPU: 8 cores
RAM: 12 Tb
IOunck: 100 I'b

BTOpu4HbIN: (KOHCONb + cepBep + y3en 6a3bl JaHHbIX 2).

CPU: 8 cores
RAM: 12 Tb
IOuck: 100 T'b
NcTopusa:

CPU: 2 cores
RAM: 4 Tb
Onck: 200 T'b

B aTon cxeme y3nbl 6a3bl gaHHbIX Pandora FMS HacTpoeHbl Ha KaXKAoM U3 ABYX OOCTYMHbIX
cepBepoB (OCHOBHOM M BTOPUYHOM).
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PANDORA FMS HISTORIC PANDORA FMS
SERVER+COMSOLE+DE SERVER+CONSOLE+DE
1 2
H4

MpnmeyaHune: na 6onbLnX cpen ™Mbl oripegennMm KaXxayt n3 paHee ONMMCaHHbIX CXEM
KOH(Urypaunm Kak BblIYNCINTESIbHbIE Y3J1bl.

Mpumep
Ecnn BaM Hy»xXHO KoHTponumposaTb 30 000 areHToB ¢ 500 000 moaynen, Bbl OOSKHBI HACTPOUTb

CTOJIbKO Y3J10B, CKOJIbKO HeobxoAMMo ONS BbINOJAHEHNSA 3TUX Tpe6OBaHI/IVI. Cnegnys npumepy:

Ecan mbl Bbibepem an3sanH HA#1 (1 cepBep+KoHCONb, 2 y3na 6a3bl AaHHbIX B HA 1 6a3a AaHHbIX
nctopum), Ham npugetca HacTpouTb 30 000 / 7500 = 4 y3na.

[ns ynpaBneHus Bcen cpenon Heo6xoAnMo YCTaHOBUTbL METAKOHCOJIb, 0TKY1a MOXHO HAaCTPOUTb
BCIO UHPACTPYKTYPY MOHUTOPUHIa.

MeTakoHCco/b NoTpebyerT:

Cepsepsbi: 1 (06wwmin)

[ NaBHbIN:

CPU: 8 cores
RAM: 12 Tb
IOwuck: 100 '

ObLLee KoIMYecTBO CEPBEPOB C HE3ABUCUMbIMU NCTOPMYECKMMM Ba3aMn AaHHbIX: 17
ObLLee KoMYecTBO CEPBEPOB C 0O bEANHEHHBIMU NCTOPMYECKMMM Ba3aMy AaHHbIX: 13

MpumedaHue> Y1obbl 06beAMHUTL BCe ncTopmyeckme 6asbl AaHHbIX (4) B OAHON MalLWHe, BaM
NPUAETCA M3MEHUTb pasMep UX PYHKUNIA, YTOObI MalLuMHa CMOrla MPUHATL Ha cebs
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AOMOJIHUTENbHYIO Harpy3Ky:

ObbennHeHHas nctopus:

CPU: 8 cores
RAM: 12 Tb
Onck: 1200 T'b

BbiCOKas A0CTYNMHOCTb CepBepa AaHHbIX

CaMbIi npocTon cnocob - ncnonb3osaTb HA, peann3oBaHHbIN B areHTax (KOTOpbI NO3BOASET
CBS3aTbCA C a/ibTepPHAaTUBHbLIM CEPBEPOM, eC/IM OCHOBHOW CepBep He oTeeYaeT). OgHako,
MOCKOJIbKY CepBep AaHHbIX 0bcnyxmnpaeT Yepes nopt 41121 v 370 cTaHAapTHbIN TCP-nopT,
MO>XHO MCM0JIb30BaTb l060e KOMMepYecKoe peLleHne, No3sossioLLlee banaHcMpoBaTb Uan
Knactepmn3oBaTb 0bbl4HbIN TCP-cepBucC.

Ins cepsepa AaHHbIX Pandora FMS Heobx0anMo yCTaHOBUTL ABe MallMHbl C HACTPOEHHbLIM
cepsepoM daHHbIX Pandora FMS (1 pa3HbiMKM MeHaMK XOCTa U cepBepa). Ha Ka)xaom 13 Hux
HY>XHO BbyaeT ycTaHOBUTL cepBep Tentacle. Kaxxgasa mawwimHa byaet umeTb cBow IP-agpec. Ecnam
Mbl COBMpaeMCa NCN0JIb30BaTb BHELIHUIN BanaHCUMPOBLUMK, OH NPeaoCTaBUT oauH IP-agpec, K
KOTOPOMY areHTbl By ayT NOAKAYaTbCA A1 OTMPABKN CBOMX AaHHbIX.

Ecan mMbl ucnonb3yem BHeLWHWUA 6aNaHCUPOBLLMK HAarpy3ku, 1 04UH U3 CEPBEPOB BLIXOANT U3
CTpos, MexaHn3m HA BKNOYaeT 04MH N3 JOCTYMHbIX aKTUBHbLIX CepBepOoB, 1 areHTbl Pandora FMS
ByoyT NpoLo/KaTb MNOAKNOYATLCSA C TEM XKEe afpecoM, YTO U paHbLUe, HE 3aMedast U3MEHEHUN, HO
B 3TOM CJiyqae 6anaHCMpPOBLUUK Harpysku byaeT oTnpaBasaTb AaHHbIE HE Ha CepBep, KOTOPLIN
BbILLE N3 CTPOS, @ Ha APYrON aKTUBHbLIN cepBep. HeT HeEOBX0ANMOCTU MEHSATL YTO-MB0 B
Ka)aoM cepBepe AaHHbIX Pandora FMS, na)ke Ka)kabl cepBep MOXXeT COXPaHATb CBOE
cobCTBEHHOE NMS, MONE3HOE A5 TOro, 4Tobbl 3HaTb, eCn Kakon-nnbo 13 HUX He paboTaeT, B Npu
NPOCMOTpPE COCTOAHUSA cepBepa. Moaynn gaHHbix Pandora FMS moryT obpabaTteiBaThCsa Nt0bbiM
cepepoM 6e3 HeobXxoANMOCTU NpefBapuTeNibHOr0 pacnpeneneHns. OH pa3paboTaH Takum
obpa3om, 4To HA MoXeT bbiTb peanun3oBaH 6osee yaobHbIM a5 Nonb30BaTeNs cnocobom..

B cny4yae ncnosb3oBaHna MexaHusmMa HA areHTos, 6yueT HabnaaTbca HeboNbLIas 3a/epP>XKa B
OTrpaBKe OaHHbIX, TaK KaK Mpn Ka>Xa0M BbINOJIHEHWUWN alreéHTa, OH 6yneT NbiTaTbCA COEANHNTBLCA C
nepesmM4yHbIM CeEPBEPOM, N €CJZIN TOT HE OTBETUT, OH CAENIAET 3TO CO BTOPUYHBLIM (ecnn oH bbIn
HaCTPOEH TaKnM o6pa30M). DTO ONMCAHO HUXXe KaK «banaHCMPOBKa Ha MPOrpPaMMHbIX areHTax».

Ecnn Bbl XOTUTE NCMONb30BaTh ABa CepBepa AaHHbIX U oba 0o/KHbI O6pa6aTbIBaTb yYOaleHHbIE
NOJINTUKKN, KOJINEKLUN N KOHUTYpaLWK, Bbl LOJIKHbI

4yT0bbI BCE 3K3eMnAdapbl cepBepa OdaHHbIX MO YNTaTb U 3alCbiBaTb B 3TU KaTaJ10ln.
KOHCOIN TaKXXe AOJ/IKHbI MMeTb OOCTYMN K 3TUM obwmm KaTanoram.

e /var/spool/pandora/data_in/conf
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* /var/spool/pandora/data_in/collections

e /var/spool/pandora/data_in/md5

* /var/spool/pandora/data_in/netflow
 /var/www/html/pandora_console/attachment

HA/ Balanced using generic balancer Failover detection (invisible for Pandora)

o E=u=ul

T = E=EE=NI

Rl = E==NE=ul

T E=ae=al = E==EE=N

Remote Pandora Agents Remote Pandora Agents

Generic Balancer Generic Balancer

Pandora FMS Pandora FMS
Data Data
Server #1 Server #2 Server #1

BbicOKasA AOCTYNHOCTb NPOrpaMMHbIX areHToB

C NOMOLLbIO NPOrpaMMHbIX areHTOB MOXHO BbINOJHATb BaflaHCMPOBKY CEpBEPOB AaHHbIX,
MOCKOJIbKY MOXXHO HAaCTPOUTb OCHOBHOW CepBEP AaHHLIX 1 pe3epBHbIN cepBep. B danne
KOH(Mrypaumm areHta pandora_agent.conf nos>kHa bblTb HaCTpoeHa N He KOMMEHTUPOBaHHON
cneayouwas 4acTb hanna KoHpuUrypaumm areHTa:

# Secondary server configuration
#
# If secondary mode is set to on error, data files are copied to the secondary
# server only if the primary server fails. If set to always, data files are

# always copied to the secondary server

secondary mode on_error

secondary server_ip localhost

secondary_server _path /var/spool/pandora/data_in
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secondary server port 41121
secondary transfer mode tentacle
secondary_server pwd mypassword
secondary server_ssl no
secondary server opts

JoCTYNHbI cieayowmne onumm (ans noayvyeHns OonoaHUTEbHON MHAOPMALIUK CM. T/1aBy O
KOH(Urypaumm areHTa).

e secondary_mode: PeXxnM, B KOTOPOM [0J/KEH HAaXOAUTbCA BTOPUYHbLIN cepBep. OH MOXeT uMeTb [iBa
3HaYeHUs:
o on_error: OH 6yneT oTNpaBnATb AaHHbIE Ha BTOPUYHLIN CEpBEp TOIbKO B TOM CJlyyae, ecin He
MOXKET OTMPaBUTb X Ha NEPBUYHLIN CepBep.
o always: OH Bcerfga oTnpaBnseT AaHHble HAa BTOPUYHbLIN CepBep, HE3aBUCUMO OT TOr0, MOXeT
JIN OH CBAA3aTbCA C NEPBUYHLIM CEPBEPOM NN HET.
e secondary_server_ip: IP-afpec BTOpU4HOro cepsepa.
e secondary_server_path: MNyTb, no koTopoMy XML KonupyeTcs Ha BTOPUYHbIN cepBep, 06bI4HO
/var/spool/pandora/data_in
e secondary server_port: [MopT, 4epe3 KoTopbli XML 6yaeT cKonupoBaH Ha BTOPUYHbIA CEpBep, B
tentacle 41121, B ssh 22 n B ftp 21.
e secondary_transfer mode: Pexxum nepefayu, Kotopbi OyaeT NCNoNb30BaTbCA A1 KONMPOBaHMUSA
XML Ha BTOpU4HbIN cepsep, Tentacle, ssh, ftp, ...
e secondary_server_pwd: MapameTp naposia ons nepenayn gaHHbix no FTP
e secondary_server_ssl: YCTaHOBMTE 3Ha4Y€HME yes UM NO B 3aBMCMMOCTM OT TOrO, XOTUTE NN Bbl
MCNONb30BaTb SSl Ans nepefayn AaHHbIX Yepes Tentacle.
e secondary_server_opts: [lpyrue napameTpbl, HeobxoamMmble ans TpaHcdepa, byayT noMeLleHbl B 3TO
none.

Ha rnaBHOM cepBepe paboTaeT TO/IbKO yAaNeHHas
KOH(UrypaLmnsa areHTa, e OHa BKJOYEHa.

BbiCOKana AOCTYNHOCTb ceTeBbiX cepBepos, WMI, nnaruHos, web,
prediction u T.n.

Bam Heobx04MMOo yCTaHOBMTL HECKOJIbKO ceTeBbix cepeepoB. WMI, Plugin, Web nnu prediction, Ha
HECKOJIbKUX MallMHax B CeTU (BCe C 0ANHAKOBOW BUANMOCTbIO B OTHOLLIEHUN CUCTEM,
nognexxawmx MOHUTOPUHTY) 1 BCE B OAHOM CerMeHTe (4Tobbl AaHHbIE O CETEBOW 3adep)XKe Oblan
COrNacoBaHHbIMM).

CepBepbl MOTyT BbITb NOMEYEHbI Kak OCHOBHbIE. DTN cepBepbl ByayT aBTOMaTMYeCKn cobupatb
JlaHHble CO BCEX MOAYNIeN, Ha3HAYE€HHbIX Ha CEPBEP, KOTOPbIN MOMeYEeH Kak «HepaboTatowmnn». B
cammx cepsepax Pandora FMS peann3oBaH MexaHW3M, NO3BONSAOLLINA 0BHAPYXUTb, YTO OAMH N3
HUX BbILLEN U3 CTPOS, NYTEM NPOBEPKM AaTbl NOC/IEAHEro KOHTakTa. (server threshold x 2).
[locTaTo4HO, 4TObObI Obl1 aKTUBEH TONIbLKO 0AMH cepBep Pandora FMS, 4Tobbl OH cMor 0bHapyXXuTb
nageHne ocTtanbHbIX. ECnn Bce cepeepbl Pandora FMS He paboTaloT, HET BO3MOXXHOCTU
obHapyXnTb Unn peannisosaTtb HA.
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OyeBnaHbIM ciocobom peannsaumm HA n 6anaHCMPOBKK Harpy3Kn B ABYXY3/10BON CUCTEME
ABNAETCS Ha3HadYeHne 50% moaynen Ha KaXk bl CeEpBep N MapKMpoBKa 060MX CEPBEPOB Kak
Beaywmx. B cnyyae 6onee yem AByx rnaBHbIX CEPBEPOB 1 TPETLErO YNaBLLUEro cepeepa C
601bLINM KONNMYECTBOM MOAYNEN, OXXNOAIOLLNX BbIMOSHEHUS, MEPBLIA U3 FNaBHbLIX CEPBEPOB,
BbIMOJIHAOLLNA MOAYNb, «CAaMOHa3HavYaeTCa» MOAYNEM yNaBLUero cepeepa. B cnyyae
BOCCTAHOBJIEHNS OAHOIO M3 BbILLEALINX U3 CTPOS CEPBEPOB, MOAYN, KOTOPbIE BblIM Ha3HAYEHbI
OCHOBHOMY CepBepy, aBTOMaTMYeCKM NepeHasHavyaTCs.

[ 500 modules ] [ 500 modules ] [ 500 modules ]

Pandora FMS
Network

Pandora FMS Pandora FMS
Network Network
Server

(MASTER] Server Server

500 modules ~750 modules ~750 modules

Pandora FMS Pandora FMS
Network Network
Server Server
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banaHCcMpoBKa Harpyskn Mexagy pasnyHbiMn CepBepaMin OCyLLEeCTBNSETCH B a,EI,MVIHVICTpaTVIBHOIZ
4aCTW areHTa B MeHIo «setup».

Resources / Manage agents / )
DOCKER Ve = oA B X |e
Agent name Interval
&0fffce83330 D & & minutes -
q M View agent QR code
Allias o5
docker Linux - I’.'l
IP Address Server
192 1688031 Unigue P rmunchkin hd
Delete selected Description c .
192 168.30.31 , ustom ID:
items Created by munchkin
Primary group
= -~
Servers - a §

Advanced options

Custom fields

‘ Update ‘

B none «server» eCcTb KOMBMHMPOBAHHOE None, rae Bbl BbibMpaeTe cepeep, KOTopbin byaeT
BbIMOJIHATbL NPOBEPKN.

KoHdurypauus Ha cepBepax

Cepsep Pandora FMS mMoxeT paboTaTb B ABYX Pa3/INYHbIX PEXMUMAX:

e [laBHbIA pPeXunM.
e He rnaBHbI peXxuM.

Ecnu cepBep BbIXOAUT U3 CTPOS, ero Moayan OyayT BbIMOAHATLCA MaBHbIM CEPBEPOM, TaK YTO
LaHHble He ByyT NOTEpPSHbI.

B nto6oin MOMEHT BpeMeHn MOXET ObiTb TOJIbKO OAMH INaBHbI CEPBEP, KOTOPLIN BhibnpaeTcs
cpenu cepBepoB, UMetLWMX napaMeTp KoHpUrypauumn master B /etc/pandora/pandora_server.conf
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CO 3Ha4YeHueM bonbLue 0:
master [1..7]

ECnun TekyLwwnin rnaBHbln cepBep BbIXOAMT U3 CTPOS, BbIbMpaeTcs HOBLIV rNaBHbIN cepeep. Ecaun
KaHAMAATOB HECKOBKO, BblIbMpaeTcs KaHANAAT C HambosbLLMM 3HaYeHneM master.

byabTe OCTOPOXXHbI MPU OTKJIOYEHUN cepBepoB. Ecnn
cepBsep C ceTeBbIMU MOLYIAMUN BbINAET U3 CTPOS, @
CEeTEeBOWN CepBep rnaBHOro cepsepa byaeT OTKIOYEH, 3TU
MoLynn He ByanyT paboTaTb.

Hanpumep, ecnmn y Bac ecTb Tpu cepeepa Pandora FMS B cTaTyce master, yCTaHOB/IEHHbIM Ha 1,
OOWH rnaBHbIA cepBep byaeT BbibpaH cyvyanHbiM 06pa3oM, a ABa apyrux byayT pabotaTh BO
BTOPOCTENEHHOM pexxume. ECAn rnaBHbIN cepBep BbIXOAUT U3 CTPOS, HOBLIN rNaBHbLIA CEPBEP
BblbupaeTcsa cnyvanHeiM obpasom.

B pandora_server.conf 6b11 BBeAEeHbI CefytoLme napameTpbi:

* ha file: Aopec BpemeHHOro gBonyHoro pannaa HA.
e ha pid file: Tekywwnin npouecc HA.
e pandora_service_cmd: KOHTpoJib cocTosiHUSA CNyxbbl Pandora FMS.

BbicoKas AooCTynHOCTb KoHcosim Pandora FMS

TONbKO HYXXHO yKa3blBaloLWyo Ha 6a3y gaHHbIX. Jllobas n3 KoHconewn
MO>XXeT UCMO0J/Ib30BaTbCA OAHOBPEMEHHO M3 Pa3HbIX MECT pa3HbIMU NOJb30BaTENAMU. Mbl CMOXEM
MCNoNb30BaTb BeH-6aNaHCMPOBLUMK 419 KOHCONEN, eCIM HaM NOHagobnTCa ropM3oHTaNbHbIN
POCT Ana 6anaHCMPOBKN Harpy3KM Ha KOHCOJIM. YNpaBaeHne CUCTEMOWN CECCUIA OCYLLLECTBASETCA C
noMoLLblo hannos cookie, KOTopble XpaHATCS B Bpay3epe.

B cnyyae ncnonb3oBaHWS yaoaneHHOW KOHUrypaumm n onaa ynpaBneHus e Co BCEX KOHCO1en,
oba cepBepa OaHHbIX 1 KOHCOJIM OO/KHbI COBMECTHO MCMOJ1b30BaTbh KaTaslor BXOAHbIX AaHHbIX
(no ymonvaHuio: /var/spool/pandora/data_in) ons yoaneHHon KOHGUrypauum areHToB, KoJ1eKLun
N APYrnx KaTanoros.

NnokKasaHo, Kak NnpenocTaBsAThb
obwmin 4OCTYN K 3TUM KaTasioram ¢ nomoubio NFS u
GlusterFsS.

Ba)kHO NpefoCcTaBnATh 06LWMIA 4OCTYN TONLKO K NofAKaTanoram BHyTpu data_in, a He K camMuM
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data_in, TaK KaK 3TO HEMAaTUBHO CKa>XXETCA Ha MNMpon3BoaonTeIbHOCTU CEPBEPa.
ObHoBNEeHue

Mpwn obHoBNEHUN KOHCoNM Pandora FMS B cpefie BbICOKOW AOCTYMHOCTN BaXKHO Y4UThIBATb
cnepytowme coobpaxenmsa npu obHosneHmm Yyepe3 OUM nocpeacteom Update Manager —» Update
Manager offline.

Monb3oBaTenn Bepcun Enterprise moryT 3arpy3nTb nakeT OUM c canTa nogaepxku Pandora FMS.

B cbanaHcnposaHHOM cpefe ¢ obuien 6a3on AaHHbIX Npy 0OHOBNEHWM NePBON KOHCOMM K Ba3e
[aHHbIX MPUMEHSAOTCA COOTBETCTBYIOLLME U3MEHEHNSA. DTO NPUBOAUT K TOMY, 4TO Npwu
obHoBNEeHNN BTOpO KOHCOoNM Pandora FMS BbigaeT ownbky npy NoMcke MHMoOpMaLnmn, yxe
BCTaBJIeHHOM B 6a3y AaHHbIX. OQHaKo 06HOBNEHME KOHCONM ByaeT OCyLLeCTBAATLCA TEM Xe
cnocobom.

Update manager « Offline Wi o (88

ger n
g

ERROR

Database MR versicn is inconsistent, do you want to apply
the package?
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INFOQ

Minor release rejected. The database will not be updated
and the package will not be applisd,

- Updating ...

DK

i_ﬂﬂl

BbicOKas AOCTYNMHOCTb B 6a3e AaHHbIX

Llenb goaHHOro pasgena - NnpensioKNTb KOMMNJIEKCHoe pelleHne ona HA B
cpepne Pandora FMS. 310 egmHcTBEHHas Mofesib HA ¢ ouumansHom
nogaepxkon Pandora FMS. 3To pelleHne noctaBnseTcs -
npefABapuTesibHO YCTAHOBJIEHHBbIM - 3 OUM 724, 3Ta cnctemMa 3ameHseT
DRBD u ppyrue cuctemsbl HA, pekoMeHA0BaHHbIE B NMPOLLJIOM.

970 nepBoe npmmMmeHeHune 6a3bl AaHHbIX HA B Pandora FMS, n npouecc
YCTaHOBKMW MOYTY MOJHOCTbIO PYYHOM, C UCMOJIb30BAHNEM KOHCOJIU
GNU/Linux B kayecTse root. B 6yayLinx Bepcusx mMbl obnerymm
HaCTPOMKY 13 rpan4yeckoro nHTepgenca.

Pandora FMS ocHoBaHa Ha 6a3e gaHHbIx MySQL ans KOHpUIrypmpoBaHUa N XpaHEHUS OaHHbIX.
C6Hon 6a3bl AaHHbIX MOXXET Ha MrTHOBEHME Napann3oBaTb paboTy UHCTPYMEHTa MOHUTOPUHTa.

KnacTep 6a3bl AaHHbIX BbICOKOM AOCTYNHOCTKU Pandora FMS no3BonseT HaM Nerko pa3BepHyTb
HaLEeXHYI0 1 0TKA30yCTONYUBYIO apXUTEKTYpY.

9T0 NpoaBMHYyTasa yHKUMA, Tpebyiollas 3HaHNS CUCTEM
GNU/Linux.

YnpaBnieHune pecypcaMu KiacTepa OCyLLeCTBISeTCs C NOMOLLbI0 Pacemaker,
yCOBEpPLUEHCTBOBAHHOI0 U MacluTabrpyemoro MeHexepa pecypcoB KflacTepa BbICOKOM
LOCTYNHOCTW. Corosync npefocTaBnaseT Mogesb CBA3M 3aKPbITON rpynrbl NPoLLeccoB AJsis

20/61
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CO3LaHNS PenInuMpPoBaHHbIX MALLIUH COCTOAHUN. 6bina BbibpaHa B kadecTse PCYB[ no
ymMos4aHuto bnarofapsa csoen maclwtabmpyeMocTu, 4OCTYNHOCTM, 6e30MacHOCTY U PYyHKLUUAM
pe3epBHOro KONMpoBaHUS.

AKTVBHas/naccnBHas OCYLLLeCTBASETCA C OAHOro BeAYyLLEro y3na (C pa3pelleHneM Ha
3anncb) Ha Ntoboe KONMYECTBO BEAOMbIX Y3J10B (TONBLKO A8 YTeHns). BupTyanbHbin IP-agpec
BCerja BelleT K TEeKYLLEMY raBHOMY y3.y. Ecnan Begywinii y3en BoIXOAUT U3 CTPOS, OAMH U3
BE€AOMbIX Y3JI0B CTAHOBUTCS BEAYLIUM, a BUPTYyabHbI IP-agpec 06HOBNSIETCS COOTBETCTBYOLUM
obpazom.

PANDORA FMS

SERVER
VIRETUAL IP
DB Node 1 DB Node 2
SLAVE
DATABASE
CLUSTER.

NHcTpymeHT 6a3bl gaHHbIx Pandora FMS HA, pandora _ha, ocyliecTBAsSeT MOHUTOPUHT KJlacTepa U
cneguT 3a TeM, 4Tobbl cepBep Pandora FMS HenpepbiBHO paboTan, nepesanyckas ero npu
HeobxoanmocTu. pandora_ha B CBOK o4epenb KOHTponupyeTtcs systemd.

PekoMeHAyeTCs XPaHUTb MaKCUMyM 15 AHen gaHHbIX U
cobbiTun, ons 6onee ANTENLHOrO XPaHEHUS
. CM. TaKkXe TeMy

« ».

YctaHoBka gna RHEL 8 u Rocky Linux 8

Bepcua 760 nnn bonee no3gHaa
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B 3Tom npumepe byneT HacTpoeH cluster 3 aAByx y3n08, € hosts: nodel n node2.

3meHnTe nmeHa hosts, naponu n T.4. No mepe HeobxoANMOCTM B COOTBETCTBUN C
pa3BepTbiBAEMON Cpenon.

KomaHabl, KoTopble A0/KHbI ObITb BbIMOAHEHLI Ha t06OM y3ne, bByayT nMeTb CiefyoLWnia
CMHTaKcUC (npumep ons nodel):

nodel#

<command>
<command>
<command>

KoMaHbl, KOTOpble AO/IKHbI ObITb BbINOJIHEHBLI HA BCEX y3naxX, 6yn,yT npenBapAaTbCda CJIOBOM all:

all#

<command>
<command>
<command>

CyliecTByeT TakXXe OONONHMTEeNbHBLIN host nof Ha3BaHWeM pandorafms, Ha KoTopoMm byaeT
ycTaHoBsneH Pandora FMS. Korga ccelnatoTcs Ha all, 3To OTHOCUTCA TOBKO K y31aM B6a3bl faHHbIX,
LononHuTenbHbIN y3en Pandora FMS Bcerpa bynet ynoMmumHaTbes Kak pandorafms v He aBiigeTcs
yacTbio all.

MpepeKkBU3nUTLI

RHEL Bepcum 8 nnm Rocky Linux Bepcun 8 0o KHbl BbITh YCTAaHOBIEHbI HA BCEX hosts, 1 [O/IKHbI
NMeTb BO3MOXXHOCTb pa3peluaTtb hostnames pgpyrux hosts.

Ha kaxxgom host gosmkeH 6biTb YyCTaHOBMEH 1 3anyuleH cepep OpenSSH. MoaasneHne
npeaynpexmneHus, kotopoe otobpaxaet OpenSSH:

all#

[ -f /etc/cron.hourly/motd rebuild ] && rm -f

/etc/cron.hourly/motd rebuild sed -i -e 's/”Banner.*//g' /etc/ssh/sshd config
systemctl restart sshd

NHcTpyMeHT 6a3bl gaHHbIX Pandora FMS HA He bygeT
paboTaTb OO/MKHLIM 0bpa3om, ecam B OpenSSH HacTpoeHo
npegynpexaeHue.

CreHepupyinTe HOBbIE KJIKOYM ayTeHTUUKaLUMM SSH ans Kaxaoro host n ckonupymnTe OTKPbITbIN
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KJI0Y 0719 KaXkgoro u3 hosts.

Bbl MOXXeTe CreHepunpoBaTh KJOYKN 414 NoSb30BaTenNs,
OTJINYHOr O OT root, ona nocnenyrou.l,elh YCTaHOBKW
KnacTepa C noab3oBaTesieM «Non-root».

all#

printf "\n\n\n" | ssh-keygen -t rsa -P '’
ssh-copy-id -p22 root@nodel

ssh-copy-id -p22 root@node2

pandorafms#

printf "\n\n\n" | ssh-keygen -t rsa -P '’
ssh-copy-id -p22 root@nodel

ssh-copy-id -p22 root@node2

Ha y3ne Pandora FMS ckonupyinTe napy Kiaw4yein B cnenytowme kKatanoru httpd , ssh. KoHconb
Pandora FMS (httpd) gosxHa nonyy4nTh cTaTyc cluster:

pandorafms#
cp -r /root/.ssh/ /usr/share/httpd/
chown -R apache:apache /usr/share/httpd/.ssh/

Cnepnytouime Wwarn HeobxoAnMbl TOJILKO B TOM C/lyyae,
eCnn y3nbl UCNoNb3yoT SSH Ha HeCcTaHAAPTHOM MOPTY.

Bbl 0/>KHbI 3aMEHUTb 22 Ha HOMEp MopTa, KOTOPLIV Bbl UCMO/b3YeTe:

all#
echo -e "Host nodel\n Port 22">> /root/.ssh/config
echo -e "Host node2\n Port 22">> /root/.ssh/config

Bbl O/KHbI MPOTECTMPOBAThL ayTEHTUGMKaUMIO 63 Napons OT KaXKAoro y3/a K Apyrum:

all#
ssh nodel
ssh node2

pandorafms#
ssh nodel
ssh node2
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YcTaHoBKa Percona

YcTaHoBUTE HeobXxoaMMbl NaKeT:

all#

dnf install dnf-utils \
https://dl.fedoraproject.org/pub/epel/epel-release-latest-8.noarch.rpm \
https://repo.percona.com/yum/percona-release-latest.noarch. rpm"

dnf module disable -y mysql

dnf install -y Percona-Server-server-57 percona-xtrabackup-24

Ins nonyvyeHns LONOJHUTENIBHON MH(OPMaLIMK O NpoLecce yCTaHOBKN Percona Bbl MOXXeTe
0bpaTnTHCA K 0OPMLUMANbHON OOKYMEHTALMM MO NPOAYKTY:

Mocne ycTaHOBKM NakeToB ybeauTech, 4To cnyxba Percona oTkAO4€EHa, Tak Kak et byaeT
ynpasnaTh cluster:

all#
systemctl disable mysqld

Ecnn cnctemHas cnyxba He OTK/OYEHa, gucneTyep
pecypcos cluster He bygeT paboTaTb NpaBUsIbLHO.
3aTeM 3anycTuTe cepsep Percona:

all#
systemctl start mysqld

byoeT creHepnpoBaH HOBLIWM BPEMEHHbLIM Naposib AN noaknyeHma K /var/log/mysqld. log.
Mogkn4mnTech K cepeepy Percona n nsmMmeHuTe naponb Ang root:

all#

export MYSQL PwWD=$(grep "temporary password" /var/log/mysqld.log | rev | cut -d'
" -fl | rev)

echo monn

SET PASSWORD FOR 'root'@'localhost’
UNINSTALL PLUGIN validate password;
SET PASSWORD FOR 'root'@'localhost’

PASSWORD ( ' Pandor4!"');

PASSWORD ( ' pandora');
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| mysql --connect-expired-password -uroot

Mpw BbINOJHEHWUM HACTPONKN MySQL 3TO MOXHO cAenaTh C MOMOLLbIO CAeayoLero
aBTOreHepaTopa, KOTOPbLIA Y)Xe BKJIIOYEH B YCTaHOBOYHLIN NakeT cepeepa Pandora FMS Enterprise
Mo YMOJIHaHMI0.

Mocne yCTaHOBKM Server, Bbl HalaeTe NoCTPOMTENb KOHUrypauum ans penankauun 6assl
JAHHBIX MO NyTW:

/usr/share/pandora_server/util/myconfig ha gen.sh

Example: ./myconfig ha gen.sh -i serverid [-1 file location] [-d database] [-b
binlog] [-u dbuser] [-p dbpass] [-s poolsize] [-h help]
Mandatory parameters:

-1 --serverid Set the server id for the database (Mandatory)
Optional parameters:

-1 --location Set my.cnf custom location including filename. [ default
value: /etc/my.cnf ] (optional)

-d --database Set the database to be replicated. [ default value: pandora ]
(optional)

-b --binlog Set binlog file. [ default value: mysql-bin ] (optional)

-u --dbuser Set dbuser for mysql connection and backups. [ default value:
root ] (optional)

-p --dbpass Set dbpassword for mysql connection and backups. [ default
value: pandora ] (optional)

-s --poolsize Set innodb buffer pool size static size in M (Megabytes) or G
(Gigabytes). [ default value: autocalculated ] (optional)

-h --help Print help.

B TekylleM ciiyyae, koraa 6a3bl JaHHbIX HE HAXOASTCS Ha TOM XXe CepBEepe, YTO 1 NPUSIOXKEHNE,
Heobxoaumo byaeT CKonupoBaTbk SCript B CTaHAAPTHBLIX CpeAax HEKOTopbie Heobs3aTesbHble
napaMeTpbl AJ18 N0JIb30BaTENbCKIX CPEa.

pandorafms#
scp /usr/share/pandora server/util/myconfig ha gen.sh root@nodel:/root/
scp /usr/share/pandora server/util/myconfig ha gen.sh root@node2:/root/

Heobxoaumo byneT Tonbko nepenaTh napameTp serverid (0653aTesNbHbIN) B CTaHAAPTHbLIX Cpeaax
N HEKOTOPble HeobA3aTeNbHbIE NapaMeTpbl AJ18 NOMb30BaTENbCKMX Cpes.

Ecnv 3a4aHHbIA MO YMOMYAHUIO UAN 3aJaHHbIN NOJb30BaTe b He MOAK/IOYaAETCA K 6a3e AaHHbIX,
CLLeHapui 3aBepLUnTCA C OWNBKOM NOAKI0YEHNS.

Y Bac Tak)e eCTb BO3MOXXHOCTb nepeaaTb UM 6a3bl JaHHbIX, M0Ab30BaTENS U NApPOJb B
KayecTBe aprymMeHToB. B npoTMBHOM ciyvae ByayT MCNOJIb30BaTbCS HACTPOWMKM MO YMOIYAHMIO.

B 3TOM cnyyae OH BbINOJHUT CLeHapui Ha obounx y3nax, nepenas server id TOJIbKO B TOM
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cny4dae, ecjsin OH MUMEeET Yy4e€THbIE OaHHbIE MO YMO/A4aHUIO, B MPOTUBHOM CJly4ae OH OOJI)KEH
onpenennTb HeobxoauMble NnapaMeTpbl.

nodel#
/root/myconfig ha gen.sh -i 1

node2#
/root/myconfig ha gen.sh -i 2

Kaxxabl y3en fo/KeH UMeTb YHUKAbHbIV
noeHTuuKaTop.

®ann KoHpurypauum Percona 6ynet 3anucaH B /etc/my.cnf , rge byayT onpegeneHsi
NOeHTUUKaTOP CepBepa N pekoMeHAyeMas KOHGpuUrypauma ons penavkauny 6assl gaHHbIX. Bbl
LOMKHbI Nepe3anycTuTb cnyxby mysqgld, 4Tobbl ybeanTbcs, 4To KOHDUrypauns NpuMeHeHa
npaBuJIbHO.

all#
systemctl restart mysqld

YctaHoBka Pandora FMS

Bbl MOXXeTe n1Mb0 BbINOAHWUTbL MNOJIHOCTbIO HOBYIO YCTaHOBKY, nmbo nepeHecTn NMeLWNECH
OaHHbIE N3 CYLLECTBYOLWEN0o 3K3eMIIApa.

HoBas yctaHoBka Pandora FMS

Ha BHOBb co3JaHHY0 6a3y gaHHbIX. OcTaHoBUTe cepBep Pandora FMS:

pandorafms#
/etc/init.d/pandora server stop

Ha4ynHas ¢ Bepcum NG 754 y Bac
cpen BbICOKOM JocTynHocTu (HA).

CyuwiectByilowias yctaHoBka Pandora FMS

OcTtaHoBuTe cepsep Pandora FMS:

pandorafms#
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/etc/init.d/pandora server stop
Co3panTe pe3epBHYLO Konuto basbl AaHHbIX Pandora FMS n nepeHecuTe ee Ha y3en 1.

pandorafms# mysqldump -uroot -ppandora --databases pandora> /tmp/pandoradb.sql
scp /tmp/pandoradb.sql nodel:/tmp/

Tenepb 3arpysnTte nHopMaLuto B HOBYt0 6a3y AaHHbIX Ha y3/e (eCnu Bbl He NCNOJib3yeTe
y4YeTHble AaHHble 1 UMS 6a3bl AaHHbIX NO YMOJIYAHWIO, U3MEHUTE UX B Ciefyolen KOMaHae):

nodel# mysql -uroot -ppandora pandora -e source "/tmp/pandoradb.sql"

KoHdurypaumsa penamkauum

MpenocTaBbTe HEOOX0AMMbIE NPUBMAETN ONS penankaumm, 4Tobbl oHa paboTana Ha Bcex Haszax
JaHHbIX:

all#
mysql -uroot -ppandora

GRANT ALL ON pandora.* TO 'root'@'%s' IDENTIFIED BY 'pandora’;

GRANT REPLICATION CLIENT, REPLICATION SLAVE ON *.* TO 'root'@'Ss' IDENTIFIED BY
'pandora’;

GRANT REPLICATION CLIENT, REPLICATION SLAVE ON *.* TO 'pandora'@'s' IDENTIFIED
BY 'pandora‘;

GRANT REPLICATION CLIENT, REPLICATION SLAVE, SUPER, PROCESS, RELOAD ON *.* TO
'root'@' localhost' IDENTIFIED BY 'pandora';

GRANT select ON mysql.user TO 'root'@'Ss' IDENTIFIED BY 'pandora'; FLUSH
PRIVILEGES; quit;

OcTaHoBuTe H6a3y AaHHbIX node2:

node2#
systemctl stop mysqld

CoenanTe pe3epBHYO Konuto 6a3bl AaHHbIX NEPBOro y3na (nodel) u 3anuwmnTe NMs 1 NO3ULMIO
rnasHoro log panna (B gaHHoM npumepe mysql-bin. 000001 n 785):

nodel#

[ -e /root/pandoradb.bak ] & rm -rf /root/pandoradb.bak
innobackupex --no-timestamp /root/pandoradb.bak/

innobackupex --apply-log /root/pandoradb.bak/

rsync -avpP -e ssh /root/pandoradb.bak/ node2:/var/lib/mysql/
cat /root/pandoradb.bak/xtrabackup binlog info

3arpy3uTe 6a3y AaHHbIX Ha BTopow y3en (node2) n HaCcTpoWTe ee Ha peniMkKauuio C NepBoro ysna
(Heobxonmmo yctaHoBMTbL MASTER LOG _FILE n MASTER LOG_POS Ha 3HayeHus u3
npeabigyLlero wara):


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

node2#
chown -R mysql:mysql /var/lib/mysql
chcon -R system u:object r:mysqld db t:s0 /var/lib/mysql

systemctl start mysqld

mysql -uroot -ppandora
CHANGE MASTER TO MASTER HOST='nodel',
MASTER USER='root', MASTER PASSWORD='pandora',
MASTER LOG FILE ='mysql-bin.000001', MASTER LOG P0OS =785;
START SLAVE;
SHOW SLAVE STATUS \G

Bbl nony4ynTe pesynbTaT, MOXOXUI Ha:
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pandorafms 29/61
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clave IO State: Waiting for master to send event
Master Host: nodel
Master_User: root
Master_Port: 3386
Connect_Retry: c@
Master_Log File: mysql-bin.eeeseez
Read Master_Log Pos: 785
Relay Log File: node2-relay-bin.@eeess
Relay Log Pos: 998
Relay Master Log File: mysgl-bin.Beoeaz
Slave_I0 Running: Yes
Slave SQL_Running: Yes
Replicate Do DB: pandora
Replicate_Ignore_DB:
Replicate Do _Table:
Replicate_Ignore_Table:
Replicate_Wild Do_Table:
Replicate Wild Ignore Table:
Last_Errno: @
Last_Error:
Skip Counter: @
Exec_Master_Log Pos: 785
Relay Log Space: 1252
Until_Condition: Mone
Until Log File:
Until Log Pos: @
Master 55L_Allowed: Mo
Master_55L_CA_File:
Master SSL_CA_Path:
Master_S5L_Cert:
Master_S5L_Cipher:
Master_S5L_Key:
Seconds_Behind_Master: @
Master S5L Verify Server Cert: No
Last_IO Errno: @
Last_I0 Error:
Last_SQL_Errno: 8
Last_SQL_Error:
Replicate_Ignore_Server_Ids:
Master_Server_Id: 1
Master_UUID: 588d8bb&-6991-11e8-9a322-16efadb2f156
Master_Info_File: mysql.slave master_info
SQL_Delay: @
SQL_Remaining_Delay: MULL
Slave_SQL_Running_State: Slave has read all relay log; waiting
for more updates
Master_ Retry_Count: 86498
Master_Bind:
Last_I0 _Error_Timestamp:
Last_SQL_Error_Timestamp:
Master_S5L_Crl:
Master_SsL_Crlpath:
Retrieved Gtid Set:
Executed Gtid Set:
Auto Position: @
Replicate Rewrite DB:
Channel_MName:
Master _TLS Version:
1 row in set (8.88 sec)
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Bbl fo/mkHbl yoeauTbes, 4to Slave I0 Running u
Slave SQL Running nokasbiBatoT Yes. [pyrue 3HadyeHus MoryT
OT/INYaTbLCA OT MPUBELEHHbIX B MpUMepe.

Ecnv Bce B nopsanke, BbINAMTE U3 nHTepdeiica 6a3bl AaHHbIX:

#node2
mysql> QUIT

KoHdurypauusa knacrtepa c AByMs y3namMu

YcTtaHoBuTe HeobxoamMmble nakeTobl: Ond Rocky Linux™ OOCTaTOYHO BbIMOJHUTL CAEAYIOLLYIO
KOMaHAay.

all#
dnf install -y --enablerepo='ha' chrony epel-release corosync pacemaker pcs

B cnyyae RedHat nepep ycTaHOBKOW HEOOX0AMMO BKYNTL peno3uTtopun rhel-8-for-x86 64-
highavailability-rpoms u3 subscription manager.

all#

subscription-manager repos --enable=rhel-8-for-x86 64-highavailability-rpms
dnf install -y --enablerepo='rhel-8-for-x86 64-highavailability-rpms' chrony
epel-release corosync pacemaker pcs

Tenepb onpegennTe KOHMPUrypaumoHHbIN ann n BkaoYnTe Cnyxbbl corosync, pscd n chrony
(3ameHa cTaporo ntpd).

all#
cp /etc/corosync/corosync.conf.example /etc/corosync/corosync.conf

systemctl enable chronyd --now
systemctl enable pcsd --now

systemctl enable corosync --now

Mpun nonbITKe 3aNyCTUTb CAy>Xby COrosync: Bbl MOXXeTe
yBuaeTb coobuieHne 06 owmnbke: 3To CBSA3aHO C TEM, 4TO
OHa eLle He HaCTpPOeHa, MPOUTrHOPMPYINTE €ro un
NPOAO/IKUTE CAelyoLme Warw.
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OcTaHoBuTe cepBep Percona:

all#
systemctl stop mysqld

AyTeHTUdUKaLMA BCEX Y3/I0B B Knactepe

Onpenenute naposnb nonb3osatend hacluster:

all#
echo hapass | passwd hacluster --stdin

Co3panTe 1 3anyctute cluster, 3T warun 6yayT HeobxoAnMbI TONILKO AJ1 TOro, 4Tobbl caenaTb
370 B nodel:

nodel#
pcs host auth nodel node2 -u hacluster -p hapass
pcs cluster setup pandorafms nodel node2 --force

pcs cluster start --all
pcs cluster enable --all

pcs property set stonith-enabled=false
pcs property set no-quorum-policy=ignore
[MpoBepbTe cocTosHMe cluster:

nodel#
pcs status

Bbl yBMAMTE pe3ynbTaT, aHaJ0rMYHbIA CeayloLemy:
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Cluster name: pandoraha

Stack: corosync

Current DC: nodel (version 1.1.18-11.8l17 5.2-2bB7d5c5a9) partition
wWith guorum

Last updated: Fri Jun 8 12:53:49 2818

Last change: Fri Jun 8 12:53:47 20818 by root via cibadmin on nodel

2 nodes configured

8 resources confipured

Online: [ nodel node2 |

Daemon Status:
corosync: active/disabled
pacemaker: active/disabled
pecsd: active/enabled

Oba y3na fo/mKHbI ObITb B peXxume OH1anH
(Online: [ nodel node2 1)

ﬂpyrl/le 3Ha4YeHnsa MoryT OTJin4aTbCs OT MNpUBELNEHHbIX B rIpUMeEpPE.

YcTaHoBKa areHTa pennukauum Pacemaker ot Percona

KapAnoCTUMYyNATOP MOXHO 3arpy3nTb BPYUHYIO U3

Ecnny Bac ecTb goctyn B IHTepHeT, Bbl MOXKeTe YCTaHOBUTb ero, 3anyCcTuB:

all#

cd /usr/lib/ocf/resource.d/

mkdir percona

cd percona

curl -L -o pacemaker mysql replication.zip
https://pandorafms.com/library/wp-content/uploads/2019/12/pacemaker _mysq
1 replication.zip

unzip pacemaker _mysql replication.zip

rm -f pacemaker mysql replication.zip
chmod u+x mysql

cd

HacTponTe pecypchl cluster.

Ecnn naponb Mo yMoN4aHM0, UCMOb3YEMbIN B JAHHOM PYKOBOACTBE AN
nosnb3oBaTens 6asbl gaHHbIX root, 6bl U3MEHEH, peKOMeHayeTCs
0bHOBUTL replication passwd un test passwd coOTBETCTBEHHO.
imeHa pecypcoB cluster 8oxHbI BbITb TOYHO TaKMMU, KaK YKa3aHo B
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[aHHOM pykoBoacTse (pandoraip n pandoradb).

3ameHuTe <VIRT_IP> Ha npeanovynTaemMbln BUPTYasbHbIN IP-agpec:

#nodel

export VIP='<VIRT IP>'

pcs resource create pandoradb ocf:percona:mysql config="/etc/my.cnf" \
pid="/var/run/mysqld/mysqld.pid" socket="/var/lib/mysql/mysql.sock" \
replication user="root" replication passwd="pandora" max slave lag="60" \

evict outdated slaves="false" binary="/usr/sbin/mysqld" datadir="/var/lib/mysql"
\

test user="root" test passwd="pandora" op start interval="0" timeout="60s" \

op stop interval="0" timeout="60s" op promote timeout="120" op demote
timeout="120" \

op monitor role="Master" timeout="30" interval="5" on-fail="restart" op monitor
role="Slave" \

timeout="30" interval="10"

pcs resource create pandoraip ocf:heartbeat:IPaddr2 ip=$VIP cidr netmask=24 \
op monitor interval=20s

pcs resource promotable pandoradb meta master-max="1l" master-node-max="1" clone-
max="2" clone-node-max="1" notify="true" \

globally-unique=" false" target-role="Master" is-managed="true"

pcs constraint colocation add master pandoradb-clone with pandoraip

pcs constraint order promote pandoradb-clone then start pandoraip

sleep 5 ; pcs resource cleanup
MpoBepka cocTosaHus cluster:

nodel#
pcs status

Bbl yBUANTE pe3ysbTaT, aHaNOrNYHbIA CeayloWwemy:
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Cluster name: pandoratms
Cluster Summary:

*= Stack: corosync

* Current DC: nodel (version 2.1.8-8.el8-7c3feea787) partition with
quorum

* Last updated: Wed Feb 2 16:15:87 2822

* Last change: Mon Jan 31 15:49:@7 2822 by root via crm_attribute on
nodel

= 2 nodes configured

3 resource instances configured

MNode List:
* Online: [ nodel node2 |

Full List of Resources:
* pandoraip {oct: :heartbeat:IPaddr2): Started nodel
* Clone Set: pandoradb-clone [pandoradb] (promotable):
* Masters: [ nodel ]
* slaves: [ node2 ]

Daemon Status:

carosync: active/enabled
pacemaker: active/enabled
pcsd: active/Senabled

Oba y3na fo/mKHbl ObITb B peXXUMe OHMalnH
(Online: [ nodel node2 ]).

Lpyrvne 3Ha4yeHns MOryT OT/IN4aTbCA OT MNpuUBELEHHbLIX B rTpUMepe.
KoHdurypauusa asyxysnoBoro Kaacrepa c nosb3oartenem "He root"

OH bypeT

Y4yeTHble AaHHbIE NOMb30BaTENA A0/KHbI ObiITb CKOMMPOBAHbI, Kak yXe 00BbACHANOCh paHee, 1
Heobx04MMO BbINOJIHUTL Creaylowmne 4encTBus:

# All nodes:

useradd <usuario>

passwd <usuario>

usermod -a -G haclient <usuario>

# Enable PCS ACL system
pcs property set enable-acl=true --force

# Create role
pcs acl role create <rol> description="RW role" write xpath /cib

# Create PCS user - Local user
pcs acl user create <usuario> <rol>
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# Login into PCS from ALL nodes
Su - <usuario>

pcs status

Username: <usuario>

Password: ****x*

# Wait for 'Authorized' message, ignore output. Wait a second and retry 'pcs
status' command

YctaHoBka onfa RedHat 7 u CentOS 7

Bepcus 759 unun 6onee paHHAA
Mbl co3gagmM ABYXY3/10BOM KnacTep ¢ Xxoctamu nodel n node2. Mbl MEHSIEM UMEHa XOCTOB,
naponu 1 T.4. B 3aBUCUMOCTU OT TOr0, YTO HAM HY>XHO A1 COOTBETCTBUSA Hallen cpefe.

KomaHOaMm, KoTopble L0/KHbI ObITb BbIMNOJIHEHbI Ha Y3/1e, NpeLecTByeT UM X0CTa 3TOro y3na.
Hanpumep:

nodel# <command>

Mepen KOMaHAaMu, KOTOpble A0/MKHbI ObITb BbIMOJIHEHbI Ha BCEX Y3J1aX, OOJ/KHO CTOATbL C10BO all.
Hanpumep:

all# <command>

CyliecTByeT AOMOJIHATE/bHLIA XOCT, Ha3blBaeMbl pandorafms, Ha KOTOPOM HAaXOAUTCS UIN
ycTaHoBfieH Pandora FMS.

Korpna all oTHOCUTCS TONbKO K y3/1aM ba3sbl AaHHbIX,
LOMoNHUTENbHbIN y3en Pandora FMS Bcerpa byneTt
ynoMumnHaTbCa Kak pandorafms n He aBndeTcs YacTbto all.

MpepnBapuTensHblie TpeboBaHus

CentOS Bepcun 7 fomkHa ObiTb YCTAaHOB/IEHA Ha BCEX XOCTaX M AOJKHA MMETb BO3MOXHOCTb
pa3pellaTb UMeHa APYrux XOCTOB.

nodel# ping node2
PING node2 (192.168.0.2) 56(84) bytes of data.

node2# ping nodel
PING nodel (192.168.0.1) 56(84) bytes of data.
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pandorafms# ping nodel
PING nodel (192.168.0.1) 56(84) bytes of data.

pandorafms# ping node2
PING node2 (192.168.0.2) 56(84) bytes of data.

Ha KaXxOoom xocTe A0JiXKeH bbiTb YCTaHOBAEH K 3anyLueH cepeep Open SSH. YbepuTte 6aHHep ¢
Hagnucoto Open SSH:

all# [ -f /etc/cron.hourly/motd rebuild ] & rm -f /etc/cron.hourly/motd rebuild
all# sed -i -e 's/"Banner.*//g' /etc/ssh/sshd config
all# systemctl restart sshd

NHCcTpyMeHT 6a3bl gaHHbIX Pandora FMS HA He bygeT
paboTaTb NpaBubHO, ecnn baHHep HacTpoeH Ha Open
SSH.

Mbl reHepUpyem HOBble KOUM ayTEHTUPUKALMN SSH ON18 KaXA0ro y31a U KOMMPYeM OTKPbITbIN
K04 AN1s1 KaXXA0ro y3na:

Knto4m moryT 6bITb co3gaHbl gna nonb3osatens NO root,
ANd nocsienywLen ycTaHOBKM KlacTepa C NoJsib30BaTesNeM
«No root».

nodel# echo -e "\n\n\n" | ssh-keygen -t rsa
nodel# ssh-copy-id -p22 root@node2
nodel# ssh node2

node2# echo -e "\n\n\n" | ssh-keygen -t rsa
node2# ssh-copy-id -p22 root@nodel
node2# ssh nodel

pandorafms# echo -e "\n\n\n" | ssh-keygen -t rsa
pandorafms# ssh-copy-id -p22 root@nodel
pandorafms# ssh-copy-id -p22 root@node2
pandorafms# ssh nodel

pandorafms# ssh node2

Ha y3ne Pandora FMS ckonupynTe napy kntwo4en B /usr/share/httpd/.ssh /. KoHconb Pandora FMS
[OJKHA BOCCTAHOBUTb COCTOAHME KNlacTepa:

pandorafms# cp -r /root/.ssh/ /usr/share/httpd/
pandorafms# chown -R apache:apache /usr/share/httpd/.ssh/
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CnepnytoLime Wwarn HeobxoAnMbl TOSILKO B TOM C/ly4ae, ecav y3/bl UCNosb3yoT SSH Ha
HeCTaHAAPTHOM NOPTY. 3aMeHUM 22 Ha NpPaBWJIbHbIA HOMEpP NopTa:

all# echo -e "Host nodel\n Port 22">> /root/.ssh/config
all# echo -e "Host node2\n Port 22">> /root/.ssh/config

YcTtaHoBKa Percona

YcTaHOBUTE HEOOXOAMMbIA NaKeT:

all# yum install https://repo.percona.com/yum/percona-release-latest.noarch. rpm

all# yum install -y Percona-Server-server-57 percona-xtrabackup-24

Ins nonyyYyeHnsa OONOJIHUTENbHON UHGOPMaLUK 0 NpoLecce YCTaHOBKM Percona, noxanyncTa,
obpaTnTech K 0MLMaNbHON OKYMEHTALUN NPOAYKTa:

Mocne yCTaHOBKM NakeToB Mbl ybexxaaemcs, 4To cnyxba Percona neakTuBMpoBaHa, MNOCKOJIbKY
OHa YMpaBAsSEeTCA KJlAaCcTepoM:

all# systemctl disable mysqld

Ecav cuctemHas cnyxba He OTK/loYeHa, MeHeaxXep
pecypcoB knacTepa byneT paboTaTe HeNpaBubLHO.

[llanee Mbl 3anyckaem cepsep Percona:
all# systemctl start mysqld

ByneTt creHeprpoBaH HOBbIN BpeMEHHbIN Naposib, NOAKI0YeHHbIN K /var/log/mysqld.log. Mbl
noakJyaeMmcs K cepeepy Percona n MmeHseM naposb root:

all# mysql -uroot -p$(grep "temporary password" /var/log/mysqld.log | \
rev | cut -d' ' -fl | rev)

mysql> SET PASSWORD FOR 'root'@'localhost'’
mysql> UNINSTALL PLUGIN validate password;
mysql> SET PASSWORD FOR 'root'@'localhost’
mysql> quit

PASSWORD ( ' Pandor4!');

PASSWORD ( ' pandora');

[epeycTaHOBMTE C MOMOLLbLIO ONLMN ha.

pandorafms# ./pandora server installer --install --ha


https://www.percona.com/doc/percona-server/5.7/installation/yum_repo.html
https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

[Mocfie yCTaHOBKW cepBepa C BKIOYEHHLIMU MHCTPYMeHTaMn HA Bbl HageTe reHepaTop
KOHUrypaumm ons pennmkauunm 6asbl JaHHbIX N0 NyTW:
/usr/share/pandora_server/util/myconfig_ha_gen.sh.

Mpumep: ./myconfig ha gen.sh -i serverid [-1 file location] [-d database] [-b
binlog] [-u dbuser] [-p dbpass] [-s poolsize] [-h help]
Mandatory parameters:

-1 --serverid Set the server id for the database (Mandatory)
Optional parameters:

-1 --location Set my.cnf custom location including filename. [ default
value: /etc/my.cnf ] (optional)

-d --database Set the database to be replicated. [ default value:
pandora ] (optional)

-b --binlog Set binlog file. [ default value: mysql-bin ] (optional)

-u --dbuser Set dbuser for mysql connection and backups. [ default
value: root ] (optional)

-p --dbpass Set dbpassword for mysql connection and backups. [

default value: pandora ] (optional)

-s --poolsize Set innodb buffer pool size static size in M (Megabytes)
or G (Gigabytes). [ default value: autocalculated ] (optional)

-h --help Print help.

B TekyweM cnydae, Korga 6a3bl JaHHbIX HE HAX0ASATCA Ha TOM Xe cepBepe, 4TO 1 NpuUoXxeHune,
Heobxoanmo CKOMnpoBaTb cueHapvn?l Ha Yy3Jibl OJ14 10KaJibHOIo BbIMOJIHEHUA.

pandorafms# scp /usr/share/pandora server/util/myconfig ha gen.sh
root@nodel:/root/
pandorafms# scp /usr/share/pandora_server/util/myconfig ha gen.sh
root@node2:/root/

Kak Mbl BUAUM B NpuMepe, Heobx0AMMO nepeaaTh TONbKO NapameTp serverid (06s3aTesbHbIN) B
CTaHAAPTHbLIX CPefax 1 HEKOTOpble Heobsi3aTesIbHble MapaMeTpbl 4151 M0/Ib30BATENbCKUX CPes.

Ecnn nonb3oBaTesib MO YMOSIHAHUIO UK onpeneneHHbM nosib30BaTeNb He NoAKMOYNTCA K Ba3e
OaHHbIX, CLl,eHapI/IVI 3aBepunTca C OLWNOKON NOAKYEHMS.

Tak»xe MOXHO nepefaTb 6a3y OAHHbIX, NOJIb30BaTeNA M NAaP0Jib B Ka4yeCTBe aprymeHTosB. B
NPOTUBHOM CJly4ae 6ynyT MCroJib30BaTbCA HaCTpOVIKVI no ymoJi4aHuIO.

15 3Toro cayyas Mbl 3anNyCTUM CKpUNT Ha oboux y3nax, nepeaas Tonbko id cepBepa, ecam y Hac
eCTb YYETHbIE laHHbIE M0 YMOYaHMNIO, B MPOTUBHOM CJly4ae onpenennMm Heobxoanmble
napameTpsbl.

nodel# /root/myconfig ha gen.sh -i 1
node2# /root/myconfig ha gen.sh -i 2

BAXHO: Kaxabll y3en LOJ/KEH UMETb YHUKaNbHbIN NOEHTU(UKaTop.
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KoHurypaumoHHbin pann Percona 3anuncbiBaeTcsa B /etc/my.cnf, raoe onpenensercsa
NOEHTU(MKATOP CcepBepa U pekoMeHayemMas KoHpurypauns ons penankaunmm 6asbl aHHbIX.

Nepe3anyck cnyx6bl mysqld, 4Tobbl ybeanTbCs, 4TO KOHUrypaLums bbiia NpuMeHeHa
NpPaBUJILHO.

all# systemctl restart mysqld

YcTaHoBka Pandora FMS

Hosas yctaHoBka Pandora FMS

Mbl ycTaHaBnnsaem Pandora FMS Bo BHOBb co3aHHYt0 6a3y gaHHbIX. g nony4vyeHums
LOMONHUTENbHON MHOpMaLnK:

OcTaHoBuTe cepsep Pandora FMS:

pandorafms# /etc/init.d/pandora server stop

HauynHasa ¢ Bepcum NG 754 v Bbilwe, OOCTYMHbI

cpel BbiCOKOM pocTynHocTu (HA).

CywiecTBylowias yctaHoBka Pandora FMS

OcTaHoBuTe cepsep Pandora FMS:

pandorafms# /etc/init.d/pandora _server stop
Mbl co3aaeM pe3epBHY0 Konuto 6a3bl gaHHbIX Pandora FMS:

pandorafms# mysqldump -uroot -ppandora --databases pandora> /tmp/pandoradb.sql
pandorafms# scp /tmp/pandoradb.sql nodel:/tmp/

Mbl 3arpy>xaem ee B HOBY0 6a3y AaHHbIX:

nodel# mysql -uroot -ppandora pandora -e source "/tmp/pandoradb.sql"
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KoHdurypauus pennukauum

Mbl NpefocTaBsseM HeobxoanMble NPUBUAErUN ANS pennkauumn, 4Tobbl oHa paboTana Ha Bcex
6a3ax OaHHbIX

all# mysql -uroot -ppandora

mysql> GRANT ALL ON pandora.* TO 'root'@'s' IDENTIFIED BY 'pandora‘;

mysql> GRANT REPLICATION CLIENT, REPLICATION SLAVE ON *.*

TO 'root'@'s' IDENTIFIED BY 'pandora’;

mysql> GRANT REPLICATION CLIENT, REPLICATION SLAVE, SUPER, PROCESS, RELOAD ON
b 3

TO 'root'@'localhost' IDENTIFIED BY 'pandora';

mysql> GRANT select ON mysql.user TO '‘root'@'s' IDENTIFIED BY 'pandora’;
mysql> FLUSH PRIVILEGES;

mysql> quit

Mbl co3faeM pe3epBHY0 Konuio 6a3bl AaHHLIX MEPBOro y3/1a U 3anuncbiBaeM MMs 1 No3nLN0
rnaBHoro hanna xxypHana (B npumepe mysql-bin.000001 wn 785):

nodel# [ -e /root/pandoradb.bak ] & rm -rf /root/pandoradb.bak
nodel# innobackupex --no-timestamp /root/pandoradb.bak/

nodel# innobackupex --apply-log /root/pandoradb.bak/

nodel# cat /root/pandoradb.bak/xtrabackup binlog info
mysql-bin.000001 785

Mbl 3arpy>xaem 6a3y OaHHbIX Ha BTOPOW y3e/ 1 HacTparBaeM ee Ha pernsimkKauuio C nepsoro y3na
(Mbl ycTaHaBnnBaem MASTER LOG FILE n MASTER LOG_POS B 3Ha4yeHus npeabigyLLero wara):

node2# systemctl stop mysqld
nodel# rsync -avpP -e ssh /root/pandoradb.bak/ node2:/var/lib/mysql/

node2# chown -R mysql:mysql /var/lib/mysql
node2# chcon -R system u:object r:mysqld db t:s® /var/lib/mysql
node2# systemctl start mysqld
node2# mysql -uroot -ppandora
mysql> CHANGE MASTER TO MASTER HOST='nodel',
MASTER USER='root', MASTER PASSWORD='pandora',
MASTER LOG FILE='mysql-bin.000001', MASTER LOG P0S=785;
mysql> START SLAVE;
mysql> SHOW SLAVE STATUS \G
3k 3k >k 5k 3k 5k 3k 3k >k 3k 3k >k 5k >k 5k >k 5k >k >k >k >k >k ki 5k ki k% 1. row 3k 3k 3k 3k 3k 5k >k 5k >k 5k >k 5k >k >k >k >k 5k >k 5k >k 5k >k >k k ki k >k
Slave IO State: Waiting for master to send event
Master Host: nodel
Master User: root
Master Port: 3306
Connect Retry: 60
Master Log File: mysql-bin.000002
Read Master Log Pos: 785
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Relay Log File:
Relay Log Pos:

Relay Master Log File:
Slave I0 Running:
Slave SQL Running:
Replicate Do DB:
Replicate Ignore DB:
Replicate Do Table:
Replicate Ignore Table:
Replicate Wild Do Table:
Replicate Wild Ignore Table:
Last Errno:

Last Error:

Skip Counter:

Exec Master Log Pos:
Relay Log Space:

Until Condition:
Until Log File:
Until Log Pos:
Master SSL Allowed:
Master SSL CA File:
Master SSL CA Path:
Master SSL Cert:
Master SSL Cipher:
Master SSL Key:

Seconds Behind Master:
Master SSL Verify Server Cert:
Last I0 Errno:
Last I0 Error:
Last SQL Errno:
Last SQL Error:
Replicate Ignore Server Ids:
Master Server Id:

Master UUID:
Master Info File:

SQL Delay:

SQL Remaining Delay:
Slave SQL Running State:

updates

Master Retry Count:
Master Bind:

Last I0 Error Timestamp:
Last SQL Error Timestamp:
Master SSL Crl:
Master SSL Crlpath:
Retrieved Gtid Set:
Executed Gtid Set:

Auto Position:

Replicate Rewrite DB:
Channel Name:
Master TLS Version:

1 row in set (0.00 sec)

node2-relay-bin.000003
998

mysql-bin.000002

Yes

Yes

pandora

785
1252
None

1

580d8bb0-6991-11e8-9a22-16efadb2f150
mysql.slave master info

0

NULL

Slave has read all relay log; waiting for more

86400
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mysql> quit

Mbl gomxHbl yoeamnTbes, 4To Slave 10 _Running n
Slave_SQL_Running nokasbiBatoT Yes. [ipyrue 3Ha4yeHus
MOryT OT/IMYaTbCA OT NPMUBEAEHHLIX B MPUMepe.

PekomeHAyeTCs He MCMN0J1b30BaTh N0Jib30BaTeNs root ons
BbINMOJIHEHUSA 3TOro npolecca. PekomeHgyeTcs
npenocTaBMTb NpaBa APYromy nosib30BaTesto,
oTBeYalLleMy 3a ynpasseHne 6a3oM AaHHbIX, YTOObI
n36exxaTb BO3MOXXHbIX KOH(DANKTOB.

KoHdurypaumsa knacrepa c aByMa y3namm

Hy>XHO yCTaHOBUTb HeobxoguMble NaKeTbl:

all# yum install -y epel-release corosync ntp pacemaker pcs

all# systemctl enable ntpd

all# systemctl enable corosync

all# systemctl enable pcsd

all# cp /etc/corosync/corosync.conf.example /etc/corosync/corosync.conf
all# systemctl start ntpd

all# systemctl start corosync
all# systemctl start pcsd

Mbl oCcTaHaB/IMBaeM cepBep Percona:

nodel# systemctl stop mysqld

node2# systemctl stop mysqld

AyTeHTucdMUMpYeM BCe y31bl B KNlacTepe

Co3pgaem un 3alyCKaeM KJacTep:

all# echo hapass | passwd hacluster --stdin

nodel# pcs cluster auth -u hacluster -p hapass --force nodel node2
nodel# pcs cluster setup --force --name pandoraha nodel node2
nodel# pcs cluster start --all

nodel# pcs cluster enable --all
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nodel# pcs property set stonith-enabled=false
nodel# pcs property set no-quorum-policy=ignore

Mbl NpoBepsieM COCTOSAHUE KNlacTepa:

node#l pcs status

Cluster name: pandoraha

Stack: corosync

Current DC: nodel (version 1.1.18-11.el7 5.2-2b07d5c5a9) - partition with
quorum

Last updated: Fri Jun 8 12:53:49 2018

Last change: Fri Jun 8 12:53:47 2018 by root via cibadmin on nodel

2 nodes configured
0 resources configured

Online: [ nodel node2 ]
No resources

Daemon Status:
corosync: active/disabled
pacemaker: active/disabled
pcsd: active/enabled

Oba y3na fo/mKHbI ObITb B peXxume OH1anH
(Online: [ nodel node2 ] ).

Ipyrve 3Ha4YeHns MOryT OTINYATLCA OT NPUBELEHHbIX B
npumepe.

YcTaHOBUTe areHT penJinkauum Pacemaker ot Percona

Bbl MOXKETE 3arpy3nTb €ro BPy4HY0 C Hallero canta PFMS.

all# cd /usr/lib/ocf/resource.d/

all# mkdir percona

all# cd percona

all# curl -L -o pacemaker mysql replication.zip
https://pandorafms.com/library/wp-content/uploads/2019/12/pacemaker mysql replic
ation.zip

all# unzip pacemaker mysql replication.zip

all# rm -f pacemaker mysql replication.zip

all# chmod u+x mysql

HacTpouMm pecypcol knactepa. 3ameHsem <VIRT_IP> Ha npeanoynTaemsln BUPTYasbHbl IP-agpec:
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Ecnmn naponb No yMon4aHuo, NCMoJib3yeMbld B JaHHOM
PYKOBOZACTBE 415 Nonb3oBaTens root 6asbl gaHHbIX, Obin
M3MeHeH, HeobX0ANMO COOTBETCTBYIOLLMM 0Bpa3oMm
0bHOBUTL replication_passwd wn test_passwd.

AIMeHa pecypcoB KnacTepa A0JKHbI ObITb TOYHO TaKMMWU,
KaK YKa3aHo B JaHHOM pykoBoacTse («pandoraip» u
«pandoradb»)

nodel# export VIP='<VIRT IP>'

nodel# pcs resource create pandoradb ocf:percona:mysql config="/etc/my.cnf" \
pid="/var/run/mysqgld/mysqld.pid" socket="/var/lib/mysql/mysql.sock" \
replication user="root" replication passwd="pandora" max slave lag="60" \

evict outdated slaves="false" binary="/usr/sbin/mysqld" datadir="/var/lib/mysql"
\

test user="root" test passwd="pandora" op start interval="0" timeout="60s" \

op stop interval="0" timeout="60s" op promote timeout="120" op demote
timeout="120" \

op monitor role="Master" timeout="30" interval="5" on-fail="restart" op monitor
role="Slave" \

timeout="30" interval="10"

nodel# pcs resource create pandoraip ocf:heartbeat:IPaddr2 ip=$VIP

cidr _netmask=24 \

op monitor interval=20s

nodel# pcs resource master master pandoradb pandoradb meta master-max="1" \
master-node-max="1" clone-max="2" clone-node-max="1" notify="true" \
globally-unique="false" target-role="Master" is-managed="true"

nodel# pcs constraint colocation add master master pandoradb with pandoraip
nodel# pcs constraint order promote master pandoradb then start pandoraip

Mbl NnpoBepsieM COCTOSIHME KNlacTepa:

nodel# pcs status

Cluster name: pandoraha

Stack: corosync

Current DC: nodel (version 1.1.18-11.el7 5.2-2b07d5c5a9) - partition with
quorum

Last updated: Fri Jun 8 13:02:21 2018

Last change: Fri Jun 8 13:02:11 2018 by root via cibadmin on nodel

2 nodes configured
3 resources configured

Online: [ nodel node2 ]
Full list of resources:

Master/Slave Set: master pandoradb [pandoradb]
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Masters: [ nodel ]
Slaves: [ node2 ]
pandoraip (ocf::heartbeat:IPaddr2): Started nodel

Daemon Status:
corosync: active/disabled
pacemaker: active/disabled
pcsd: active/enabled

Oba y3n1a fo/KHbI BbITb B peXXnMe OHManH
(Online: [ nodel node2 ] ).

Ipyrve 3Ha4YeHns MOryT OTINYATLCA OT NPUBELEHHbIX B
npumepe.

HacTtpo#ka knactepa 13 aByX y3J10B C noJsib3oBatesieM "no root"

OHa 6yueT npoeBoanNTbLCA aHaJIOTMYHO I'Ipe,lJ,bIﬂ,yLLI,QVI. Bbl LO/KHBI CKONMPOBaTb Y4YeTHble LaHHble
nosb3oBaTeNd, 0 YHeEM roBOpPuMJI0Cb paHeE, U BbIMOJIHUTb Cnegyroune waru:

# All nodes:

useradd <user>
passwd <user>
usermod -a -G haclient <user>

# Enable PCS ACL system
pcs property set enable-acl=true --force

# Create role
pcs acl role create <rol> description="RW role" write xpath /cib

# Create PCS user - Local user
pcs acl user create <user> <rol>

# Login into PCS from ALL nodes
su - <user>

pcs status

Username: <user>

Password: ***x**

# Wait for 'Authorized' message, ignore output. Wait a second and retry 'pcs
status' command
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KoHdurypauusa Pandora FMS

YbeauTtecs, 4To php-pecl-ssh2 ycTaHOBMEH B COOTBETCTBUM C yCTaHOBAeHHON OC 1 Bepcuen:

RHEL 8

pandorafms# dnf install --disablerepo=rhel-8-for-x86 64-appstream-rpms php-
pecl-ssh2

pandorafms# systemctl restart php-fpm

pandorafms# systemctl restart httpd

Rocky Linux 8

pandorafms# dnf install php-pecl-ssh2
pandorafms# systemctl restart php-fpm
pandorafms# systemctl restart httpd

CentOS 7

pandorafms# yum install php-pecl-ssh2
pandorafms# systemctl restart httpd

B /etc/pandora/pandora_server.conf eCTb fBa NapameTpa, KOTOpPbIE YyrpaBAsaoT NoBeLeHneM
NHCTpyMeHTa HA 6a3bl gaHHbIx Pandora FMS. OHM MOryT ObITb M3MEHeHbl B COOTBETCTBUM C
HaWnMmn NoTpebHOCTAMMK:

# Pandora FMS Database HA Tool execution interval in seconds (PANDORA FMS
ENTERPRISE ONLY).
ha interval 30

# Pandora FMS Database HA Tool monitoring interval in seconds. Must be a
multiple of ha interval (PANDORA FMS ENTERPRISE ONLY).
ha monitoring interval 60

Mbl HanpasnsieM Pandora FMS Ha rnaBHbIN BUPTYanbHbIn IP-agpec (3aMeHsa <IP> Ha
BUPTYasbHbIN IP-agpec):

pandorafms# export VIRT IP=<IP>

pandorafms# sed -i -e "s/~dbhost .*/dbhost $VIRT IP/" \
/etc/pandora/pandora server.conf

pandorafms# sed -i -e
"s/\$config\[\"dbhost\"\]=\".*\";/\$config[\"dbhost\"]=\"$VIRT IP\";/" \
/var/www/html/pandora console/include/config.php

3anyckaem ceccuto B KoHconm Pandora FMS u nepexoaum B Servers - Manage database HA:
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pandorafms

Haxxmute Add new node n co3panTe 3anncb Ans

Pandora FMS (Demos)

the Flexible Monitoring System

Pandora FMS Overview

Server

health (
Monitor (
health
Module ¢
sanity

Alert level (

Defined and triggered alerts

56

nepBoro y3na:

47/61
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pandorafms 48/61

R Q COB QR owmmmn [
Servers / Manage Database HA |
VIEW NODES ® ©
INFORMATION Register new node x

Thers are no HA
clusters defined yet.

IPor FQDN UJ 192 168.10.1%0
I T T Cluster node label {pcs) nodel
With Pandora F5S Ente DE port 3306
installation by adding ray
SSH user root
Click on "add new node"
Pandora FIMS DB Cluste
55H port 22
- 55H key fusrishare/httpd/ssh/id_rsa
S5H public key fusr/share/httpd/ssh/id_rsa.pub
DE Replication user root
DE Replication user password “aae
Cancel | | Register

3aTeM HaxmuTe Create slave n nobaBbTe HOBYIO 3aMnCb BO BTOPOI y3e. 3TO A0JIKHO BbIFIAAETb
NPUMEPHO TaKk:

L&)
Manage Pandora DB HA w
Secpnds
P Moge label ‘;‘;‘m ::pl_ g:“us Sync S5H DB Role S;:‘er Status ‘::;‘5':;‘1 Virtual 1P 33"5.“ DB version Mode  Pending action Admin
nodol B @ ® ® ® waster Master  Online 19216810190 - ‘;&MR Enabled - Q
node2 O o ® ® ® sawe seve  onine . gﬁ-u& Enabled - Q

Seconds behind master ponxeH 6bITb 0okono 0. Ecnm oH
NPOAOJIKAET PacTu, Penikaumnsa He yBeMYnNBaeTCs.
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ABTOMaTUUYECKOe BOCCTaHOBJIeHUe y310B B Splitbrain

CueHapun.

Oba cepBepa SBNSTCS OCHOBHbLIMU, WK, B pEXMME NPOCMOTpPa KoHconn HA, oba BbiIrnsaaTt
OCHOBHbIMU, HO BUPTYasbHbIN IP HaX0ANTCS TONLKO HAa OAHOM y3/1e (TOM, KOTOPbIA haKTUYeCKN
BbICTYMNaeT B KAYeCTBE OCHOBHOrO).

VIEW NODES * ©
Mode Agent ce OB Cluster Seconds SQL Pending
P Sync 53H DB Role Status  behind  Virgual IP DB version Mode Admin
label  sratus Repl.  Status Rivle magter version action
y 757 -
dbl db1 | Master Master Online  192.168.80.118 - Rao  Cnabled - s 9 B Q
757 -
db2 db2 | Master Slave Online - Enabled - & 9 B Q
S MR 49
Refresh Register node
B 3TOT MOMEHT, ecnu NnapaMeTp token YCTaHOBJIEH B 1, Ha4yHeTCA rnpouecc

BOCCTaHOBJIEHUS y3Na B splitbrain.

Ins npaBusibHOM PaboTbl 3TOM YHKLMOHANBHOCTW HEO6XOANMO MPaBUbHO HACTPOUTL
cneayowmne KOMMOHEHTI:

e KJl04n KopHeBoro nosib3osatens SSH, obwme ons cepsepa pandora ha master n Bcex cepsepos

6a3 AaHHbIX.
e [lonb3oBaTenb Replicator, HACTPOEHHLIN B HACTPONKeE C NpaBaMn OT CepBepa, Ha KOTOPOM pa3MeLLeH
cepsep pandora_ha master.
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JEMVETS

MANAGE PANDORA DB HA %

DB Replication user replicator

DB Replication user password sessssssasse
Resync data dir fopt/mysql
Resync tmp directory fopt/hackups
Resync MySQL user mysgl

Resync MySQL group mysal

Lpdate

e CBobogHOE MECTO A5 pe3epBHOIro KoNMpoBaHUs 6a3bl AaHHbIX Ha 060MX cepBepax, r4e pa3MeLleHsbl
2 6a3bl AaHHbIX (MepBUYHBIN U BTOPUYHLIA Master/Slave).

B cnyyae, ecnm KaTtanor gaHHbix U nyTb ( datadir, path),Ha koTopom byneT co3naH pasgaen,
HaXo0AsATCA B OAHOM pa3gene, Heobxoanmo, 4Tobbl cBO6OAHOE MPOCTPAHCTBO COCTABNAO HE
MeHee 50%.

Ecnn Bce BbilLENepeyncieHHbIe MYHKTbl HACTPOEHb! MPaBWJIbHO, MPOLIECC BOCCTAHOBIEHUS
npoucxoauT cneayoLmnm obpasom:

Ypanute npeabiayline pe3epBHble KOMUK.

Co3pnanTe pe3sepBHyto konuto datadir BTopu4HOro y3na.

Pe3epBHOE KONMMPOBaHMWE OCHOBHOIO y3na.

OTnpaBnseT pe3epBHYO KOMWUIO OCHOBHOIO Y3/1a Ha BTOPUYHbIN y3en (Master - Slave).

3anyCcKaeT pecypc «BTOPUYHOro» y3/a C COOTBETCTBYOLWMMN NapaMeTpaMmn PECUHXPOHM3ALNN Ha
MOMEHT Pe3epBHOro KOMMpoBaHMs.

6. MNpoBepseT, 4TO pecypC aKTUBEH N KOPPEKTEH. 115 3TOro OH A0/KEH UCMNO0JIb30BaTb KOHUIYypaLKIo,
yKa3aHHYI0 B NapaMeTpax n

uiewhe

B cnyvae cbosi B 1060 TOUYKE MPOLLECCa, OH [0JXKEH MOBTOPUTL MPOLIECC CTO/ILKO Pa3, CKOJIbKO
yKa3aHo NapaMeTpoMm

Mocne 3aBepLUEHUs NpoLecca B NpeacTaBieHUn cobbiTuin NOSBUTCA COObITME, yKa3biBatoLLLEe Ha
yCrneLHoe 3aBepLueHmne npowecca.
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Ecnn cpepna no-npe>xHeMy He BOCCTaHAB/MBAETCS aBTOMaTUYeCKN, TO BTOpI/I‘-IHbII7I y3en
nepexognT B PeXUM 0XXNOaHWNA, a B NMpeacTtaBNeEHNN cobbITun noasnseTcs cobbiTne,
YKa3blBatoLLlee, HTO BOCCTaHOBMEHWNE OOJIXKHO ObITb BbINOJIHEHO BPY4HYIO.

ﬂ,OﬁaBJ'IEHMe HOBOI'O y3Jia B KJiaCTep

MoBTOPMTE OMMCAHHbIE BbILE LWArK 4S8 YyCTaHOBKM nodel
1 node2, B 3aBUCUMOCTM OT BEPCUN, KOTopas bymeT
1CMOJ/Ib30BaTbCA Ha HOBOM Yy3/1€:

Ybepute 6baHHep ¢ Haanucbio Open SSH:

node3# [ -f /etc/cron.hourly/motd rebuild ] && rm -f
/etc/cron.hourly/motd rebuild

node3# sed -i -e 's/”Banner.*//g' /etc/ssh/sshd config
node3# systemctl restart sshd

Co3nafnMm HOBble K/H0UKM ayTeHTUgUKaunm SSH oas HoBOro y3Jsa n Konmpyem OTKprTbII7I KJ1HOM
Ona KaXXgoro y3Ja:

Knoun moryT ObITb creHepupoBaHbl A4 NoJjb30BaTeNdA, HE
ABNAIOLLLErocs nonb3oBaTesieM root, 418 YCTaHOBKMN
KnacTepa C noab3oBaTesieM «No root».

nodel# ssh-copy-id -p22 root@node3
nodel# ssh node3

node2# ssh-copy-id -p22 root@node3
node2# ssh node3

pandorafms# ssh-copy-id -p22 root@node3
pandorafms# ssh node3

node3# echo -e "\n\n\n" | ssh-keygen -t rsa
node3# ssh-copy-id -p22 root@nodel

node3# ssh-copy-id -p22 root@node2

node3# ssh nodel
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node3# ssh node2

B y3ne Pandora FMS ckonupyinTte ¢ann «known_hosts» gnsa nonb3osatens apache:

pandorafms# yes | cp /root/.ssh/known hosts /usr/share/httpd/.ssh/

CnepnytoLime Wwarn HeobxoAnMbl TOSILKO B TOM C/ly4ae, eCav y3/bl UCNosb3yoT SSH Ha
HeCTaHAAPTHOM NOPTY. 3aMeHUTe 22 Ha NPaBUJIbHbIA HOMEpP NopTa:

all# echo -e "Host nodel\n Port 22">> /root/.ssh/config
all# echo -e "Host node2\n Port 22">> /root/.ssh/config
all# echo -e "Host node3\n Port 22">> /root/.ssh/config

Hy>XHO yCTaHOBUTb HeobxoguMble NaKeTbl:

node3# yum install -y
http://www.percona.com/downloads/percona-release/redhat/0.1-4/percona-release-0.
1-4.noarch.rpm

node3# yum install -y Percona-Server-server-57 percona-xtrabackup-24

Mbl ybeaumcs, 4To ciyxxba Percona aeakTBMPOBaHA, MOCKOJIbKY OHa YNpaBAseTCst KNacTepoM:

node3# systemctl stop mysqld
node3# systemctl disable mysqld

Ecnn cucteMHas cnyxba He OTKYEHA, MEHELXKED
pecypcoB knactepa 6yaeT paboTaTb HEMPABWLHO.

Mbl HacTpanBaeM Percona, 3amMeHsis <ID> Ha HOMep, KOTOPbIA [0/KEH OblITb YHUKASIbHLIM A8
Ka)[Ioro y3/a KiacTepa:

Pennvkaumns 6a3bl AaHHbIX He byaeT paboTaTk, ecan ABa
y3/a umeloT ogmHakosbin SERVER ID.

Mocne yCTaHOBKW Server Bbl HaNaeTe B NyTW FeHepaTop KOHMpUrypauu ans penavkauum 6asbi
NAHHbIX:

/usr/share/pandora_server/util/myconfig ha gen.sh

Example: ./myconfig ha gen.sh -i serverid [-1 file location] [-d database] [-b
binlog] [-u dbuser] [-p dbpass] [-s poolsize] [-h help]
Mandatory parameters:

-i --serverid Set the server id for the database (Mandatory)
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Optional parameters:

-l --location Set my.cnf custom location including filename. [ default
value: /etc/my.cnf ] (optional)

-d --database Set the database to be replicated. [ default value: pandora ]
(optional)

-b --binlog Set binlog file. [ default value: mysql-bin ] (optional)

-u --dbuser Set dbuser for mysql connection and backups. [ default value:
root ] (optional)

-p --dbpass Set dbpassword for mysql connection and backups. [ default
value: pandora ] (optional)

-s --poolsize Set innodb buffer pool size static size in M (Megabytes) or G
(Gigabytes). [ default value: autocalculated ] (optional)

-h --help Print help.

B TekyLiem cnyyae, korfa 6a3bl 4aHHbIX HAXOAATCS HE Ha TOM XXe CepBepe, YTO 1 NPUIOXKEHUE,
Heobx0AMMO CKONMMUPOBaTb SCript Ha y3/bl AN1A JIOKAJIbHOIO BbIMOJHEHUS.

pandorafms#
scp /usr/share/pandora server/util/myconfig ha gen.sh root@node3:/root/

Heobxoaoumo bygeT Tonbko nepenaTh napameTp serverid (0653aTeNbHbIN) B CTaHAAPTHbLIX Cpeaax
HekKoTopble Heobs3aTesIbHble MapaMeTpbl 415 N0JIb30BaTENbCKMX CPe.

Ecnn 3agaHHbIN MO YMOYaHWIO WAW 3a4aHHbIN NONb30BaTEsb HE NOAK/0YaEeTCA K 6a3e AaHHbIX,
CLLeHapui 3aBepLUNTCS C OWNOKOM NOOKI0YEHNS.

Y Bac Tak)e eCTb BO3MOXXHOCTb nepeaaTb UM 6a3bl JaHHbIX, M0Ab30BaTENS U NAPOJb B
KayecTBe aprymMeHToB. B npoTMBHOM ciyvae ByayT MCNOJib30BaTbCS HACTPOWMKM MO YMOYaHMIO.

B 3TOM cnyyae OH BbINOJHUT CLeHapui Ha obounx y3nax, nepenas server id TOJIbKO B TOM
Cnyyae, eC/im OH UMeeT yYeTHble faHHble M0 YMOJI4aHWO, B NPOTUBHOM CJly4ae OH OOJKeH
onpenennTb HeobxoamMble napameTpsl.

node3#
/root/myconfig ha gen.sh -i 3

3anycTum cepsep Percona:
node3# systemctl start mysqld

byoeT creHepmnpoBaH HOBLIN BPEMEHHbLIV Napob, MOAKJYEHHbIN K /var/log/mysqld.log. Mebl
noaKo4aeMcs K cepsepy Percona n MeHsieM naposb root:

node3# mysql -uroot -p$(grep "temporary password" /var/log/mysqld.log | \
rev | cut -d' ' -fl | rev)

mysql> SET PASSWORD FOR 'root'@'localhost’
mysql> UNINSTALL PLUGIN validate password;
mysql> SET PASSWORD FOR 'root'@'localhost'’

PASSWORD ( ' Pandor4!"');

PASSWORD ( ' pandora');
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mysql> quit

Mbl fenaemM pesepBHY0 Konuio 6asbl AaHHbLIX M1aBHOro y3/a (B 4aHHOM npumepe - nodel)
3anncbiBaeM UMSA 1 NO3MLMIO F1aBHOro hanna XypHana (B npumepe - mysql-bin.000001 n 785):

nodel# [ -e /root/pandoradb.bak ]

& rm -rf /root/pandoradb.bak

nodel# innobackupex --no-timestamp /root/pandoradb.bak/
nodel# innobackupex --apply-log /root/pandoradb.bak/
nodel# cat /root/pandoradb.bak/xtrabackup binlog info

mysql-bin.000001 785

3arpy3um 6a3y AaHHbIX B HOBbIV y3€/, KOTOPbI Ha30BEM y3eN3, N HAaCTPOMM ero Ha penimkaumo
c y3nal (mMbl ycTaHoBuM MASTER LOG _FILE n MASTER LOG _POS Ha 3Ha4eHus 13 npegbiayLiero

waray):

node3# systemctl stop mysqld

nodel# rsync -avpP -e ssh /root/pandoradb.bak/ node3:/var/lib/mysql/
node3# chown -R mysql:mysql /var/lib/mysql

node3# chcon -R system u:object r:mysqld db t:s® /var/lib/mysql
node3# systemctl start mysqld

node3# mysql -uroot -ppandora

mysql> CHANGE MASTER TO MASTER HOST='nodel',

MASTER USER='root', MASTER PASSWORD='pandora',

MASTER LOG FILE='mysql-bin.000001', MASTER LOG P0S=785;

mysql> START SLAVE;
mysql> SHOW SLAVE STATUS \G
A% RE R AR E RE RERE R AR RE RERERERESERARARAREREREREREREREZ ]|
Slave IO State:
Master Host:

FOwW KKKk KKk ok okok sk kok sk ok ok sk >k skook >k ok ok ko ok ok

Waiting for master to send event
nodel

Master User: root
Master Port: 3306
Connect Retry: 60
Master Log File: mysql-bin.000002
Read Master Log Pos: 785
Relay Log File: node3-relay-bin.000003
Relay Log Pos: 998
Relay Master Log File: mysql-bin.000002
Slave I0 Running: Yes
Slave SQL Running: Yes
Replicate Do DB: pandora
Replicate Ignore DB:
Replicate Do Table:
Replicate Ignore Table:
Replicate Wild Do Table:
Replicate Wild Ignore Table:
Last Errno: 0O
Last Error:
Skip Counter: 0
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Exec Master Log Pos:
Relay Log Space:

Until Condition:
Until Log File:
Until Log Pos:
Master SSL Allowed:
Master SSL CA File:
Master SSL CA Path:
Master SSL Cert:
Master SSL Cipher:
Master SSL Key:

Seconds Behind Master:
Master SSL Verify Server Cert:
Last I0 Errno:
Last IO Error:
Last SQL Errno:
Last SQL Error:
Replicate Ignore Server Ids:
Master Server Id:

Master UUID:
Master Info File:

SQL Delay:

SQL Remaining Delay:
Slave SQL Running State:

updates

Master Retry Count:
Master Bind:

Last IO Error Timestamp:
Last SQL Error Timestamp:
Master SSL Crl:
Master SSL Crlpath:
Retrieved Gtid Set:
Executed Gtid Set:

Auto Position:

Replicate Rewrite DB:
Channel Name:
Master TLS Version:

1 row in set (0.00 sec)
mysql> quit

node3# systemctl stop mysqld

785
1252
None

1

580d8bb0-6991-11e8-9a22-16efadb2f150
mysql.slave master info

0

NULL

Slave has read all relay log; waiting for more

86400

BaxxHo obecneunTb, 4T0bbI Slave_|0_Running u
Slave_SQL Running nokasbiBanu Yes. [lpyrue 3HavyeHus
MOryT OT/IN4aTbCS OT MPUBEAEHHOr0 NpruMepa.

Mbl YCTaHaBJINBaEM HeobxoanMble NakeTbl AN Knacrtepa:

node3# yum install -y epel-release corosync ntp pacemaker pcs
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node3# systemctl enable ntpd
node3# systemctl enable corosync
node3# systemctl enable pcsd

node3# systemctl start ntpd
Mbl nob6aBnsieM HOBbIM y3€N B KNlacTep:

node3# echo -n hapass | passwd hacluster --stdin

node3# cd /usr/lib/ocf/resource.d/

node3# mkdir percona

node3# cd percona

node3# curl -L -o pacemaker mysql replication.zip
https://pandorafms.com/library/wp-content/uploads/2019/12/pacemaker mysql replic
ation.zip

node3# unzip pacemaker mysql replication.zip

node3# rm -f pacemaker mysql replication.zip

node3# chmod u+x mysql

nodel# pcs cluster auth -u hacluster -p hapass --force node3
nodel# pcs cluster node add --enable --start node3

YcTaHoBUM clone-max Ha KOM4ecTBo Y3J10B B HalleM KnacTtepe (3 B BaHHOM anlMepe):

node3# pcs resource update master pandoradb meta master-max="1" \
master-node-max="1" clone-max="3" clone-node-max="1" notify="true" \
globally-unique="false" target-role="Master" is-managed="true"

Mbl NnpoBepsieM COCTOsIHUE y31a

node3# pcs status

Cluster name: pandoraha

Stack: corosync

Current DC: nodel (version 1.1.18-11.el7 5.2-2b07d5c5a9) - partition with quorum
Last updated: Fri Jun 1 10:55:47 2018

Last change: Fri Jun 1 10:55:09 2018 by root via crm attribute on node3

3 nodes configured
3 resources configured

Online: [ nodel node2 node3 ]
Full list of resources:
pandoraip (ocf::heartbeat:IPaddr2): Started nodel
Master/Slave Set: master pandoradb [pandoradb]
Masters: [ nodel ]

Slaves: [ node2 node3 ]

Daemon Status:
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corosync: active/enabled
pacemaker: active/enabled
pcsd: active/enabled

Bce y3/bl 80/KHbI BbITh B pEXMME OHJIaNH.
(Online: [ nodel node2 node3 ]).

Ipyrve 3Ha4yeHns MOryT OT/INYATLCS OT NPUBEAEHHOIO
npumMepa.

Pernctpupyem ysen knactepa B KoHconum Pandora n3 meHio «Servers - Manage database HA».

BoccTtaHOBNIeHUe CZIOMaHHOrO y3Ja

B kayecTBe npumepa Mbl Byaem ncnonb3oBaTb node2. Mbl nepeBoanMM node2 B peXxuM 0XXKnaaHus:

node2# pcs node standby node2
node2# pcs status

Cluster name: pandoraha

Stack: corosync

Current DC: nodel (version 1.1.18-11l.el7 5.2-2b07d5c5a9) - partition with
quorum

Last updated: Tue Jun 12 08:20:49 2018

Last change: Tue Jun 12 08:20:34 2018 by root via cibadmin on node2

2 nodes configured
3 resources configured

Node node2: standby
Online: [ nodel ]

Full list of resources:

Master/Slave Set: master pandoradb [pandoradb]
Masters: [ nodel ]
Stopped: [ node2 ]
pandoraip (ocf::heartbeat:IPaddr2): Started nodel

Daemon Status:
corosync: active/enabled
pacemaker: active/enabled
pcsd: active/enabled

node2 A0/HKEH HAaXxoOMUTbCA B pexnme oXXnaaHns
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(Node node2: standby).

Jpyrve 3Ha4eHns MOryT OTIMYATLCA OT NPUBEAEHHOIO
npumepa.

Mbl co30aeM pe3epBHY0 KOMUI0 KaTanora gaHHbIX B Percona:

node2# systemctl stop mysqld
node2# [ -e /var/lib/mysql.bak ] && rm -rf /var/lib/mysql.bak
node2# mv /var/lib/mysql /var/lib/mysql.bak

Co3faem pe3epBHYIO Konuio 6asbl 4aHHbIX F1aBHOMo y3na (B AaHHOM npuMepe nodel) n
0bHOBNISIEM UMS FTABHOI0 Y3713, @ TakXXe MMA U NOJI0XKEHWE FaBHOro (hana XXypHania B
KnacTtepe (B gaHHOM npumepe nodel, mysql-bin.000001 n 785):

nodel# [ -e /root/pandoradb.bak ] && rm -rf /root/pandoradb.bak

nodel# innobackupex --no-timestamp /root/pandoradb.bak/

nodel# innobackupex --apply-log /root/pandoradb.bak/

nodel# binlog info=$%$(cat /root/pandoradb.bak/xtrabackup binlog info)

nodel# crm attribute --type crm config --name pandoradb REPL INFO -s

mysql replication \

-v "nodel|$(echo $binlog info | awk '{print $1}')|$(echo $binlog info | awk
‘{print $2}')"

Mbl 3arpy>kaem 6a3y JaHHbIX CJIOMAHHOMO y3Na:

nodel# rsync -avpP -e ssh /root/pandoradb.bak/ node2:/var/lib/mysql/

node2# chown -R mysql:mysql /var/lib/mysql
node2# chcon -R system u:object r:mysqld db t:s@ /var/lib/mysql

Mbl AE€aKTUBUPYEM PEXUM OXMUIAAHWS y3Na2:

node2# pcs node unstandby node2
node2# pcs resource cleanup --node node2

Mbl NnpoBepsieM COCTOSAHME KNlacTepa:

node2# pcs status

Cluster name: pandoraha

Stack: corosync

Current DC: nodel (version 1.1.18-11.el7 5.2-2b07d5c5a9) - partition with quorum
Last updated: Fri Jun 1 10:55:47 2018

Last change: Fri Jun 1 10:55:09 2018 by root via crm attribute on node3

2 nodes configured
3 resources configured
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Online: [ nodel node2 ]

Full list of resources:

Started nodel

pandoraip (ocf::heartbeat:IPaddr2):
Master/Slave Set: master pandoradb [pandoradb]
Masters: [ nodel ]
Slaves: [ node2 ]

Daemon Status:
corosync: active/enabled
pacemaker: active/enabled
pcsd: active/enabled

Oba y3na fo/KHbI BbITb B peXXMMe OHJIalH.

(Online: [ nodel node2 ]).

ﬂ,pyrme 3Ha4eHNA MOryT OT/IN4aTbCA OT NpunBeneHHOro

npumMepa.

Mbl NpOBEpPSieM COCTOSIHNE penankKauum 6asbl JaHHbIX:

node2# mysql -uroot -ppandora
mysql> SHOW SLAVE STATUS \G

A RE R A RE RE RERERE AR RA RERERERERE RN RARARERERERAREREREE ]|

Slave IO State:

Master Host:

Master User:

Master Port:

Connect Retry:
Master Log File:

Read Master Log Pos:
Relay Log File:
Relay Log Pos:

Relay Master Log File:
Slave I0 Running:
Slave SQL Running:
Replicate Do DB:
Replicate Ignore DB:
Replicate Do Table:
Replicate Ignore Table:
Replicate Wild Do Table:
Replicate Wild Ignore Table:
Last Errno:

Last Error:

Skip Counter:

Exec Master Log Pos:
Relay Log Space:

FOwW KKKk kokokokokoko sk ok sk ok ok sk >k k ok koK ok ok ok ok

Waiting for master to send event
nodel

root

3306

60

mysql-bin.000001

785
node2-relay-bin.000003
998

mysql-bin.000001

Yes

Yes

pandora

785
1252
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Until Condition:
Until Log File:
Until Log Pos:
Master SSL Allowed:
Master SSL CA File:
Master SSL CA Path:
Master SSL Cert:
Master SSL Cipher:
Master SSL Key:

Seconds Behind Master:
Master SSL Verify Server Cert:
Last I0 Errno:
Last I0 Error:
Last SQL Errno:
Last SQL Error:
Replicate Ignore Server Ids:
Master Server Id:

Master UUID:
Master Info File:

SQL Delay:

SQL Remaining Delay:
Slave SQL Running State:

updates

Master Retry Count:
Master Bind:

Last I0 Error Timestamp:
Last SQL Error Timestamp:
Master SSL Crl:
Master SSL Crlpath:
Retrieved Gtid Set:
Executed Gtid Set:

Auto Position:

Replicate Rewrite DB:
Channel Name:
Master TLS Version:

1 row in set (0.00 sec)

None

1

580d8bb0-6991-11e8-9a22-16efadb2f150
mysql.slave master info

0

NULL

Slave has read all relay log; waiting for more

86400

BaxxHo obecneunTb, 4T0bbI Slave_|0_Running u
Slave_SQL Running nokasbiBanu Yes. [lpyrue 3HavyeHus
MOryT OT/IN4aTbCS OT MPUBEAEHHOr0 NpruMepa.

PewweHue npobnem

YTo penartb, €C/IU OO MH U3 Y3J10B KnacTepa He pabortaeT?
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Hostname Agent status } Sync S5 Status Seconds behind master Virkual IP SQL wversion Pending action Admin

noder [N @ ® ©® HMaster Online - 192.168.10,180  5.7.22-22-leg  None rd JoW

nodo2 [ ] e & @ - Online - - - Nane f’@‘ {

Cnyxb6a He byaeT 3aTpoHYTa A0 Tex NMop, NoKa rnaBHbIN y3en paboTaeT. ECaun rnasBHbIn y3en
nafaeT, BTOPUYHbIV y3e/1 aBTOMAaTUYECKM CTaHOBMTCA rNaBHbIM. CMOTpUTE: BoCCTaHoBNEH e
C/IOMaHHOro y3na.

BepHyTbCs B ornaeneHne JokymeHTauun Pandora FMS

1)
https://aws.amazon.com/ru/ec2/instance-types/t2/?ncl=h_Is
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