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Summary of categaries

Inventory and Control of Software Assets

Data Protection

Secure Configuration of Enterprise Assets and Software
Account Management

Access Control Management

Continuous Vulnerability Management

Audit Log Management

Email and Web Browser Protections

Inventory and Control of Enterprise Assets

pandorafms

(] 14
(] 20
() 21
()78
()92
()8
(v]o
[v] 6
()89

® 44
() 118
() 126
() 193
() 16
() 14
() 20
(<) 20
() 176

gobobbobbbudoogobboobbuodooooobobbbougg

# Results for auditon 2023-07-26 12:44:35

Ensure |P forwarding is disabled

Ensure packet redirect sending is disabled

Ensure source routed packets are not accepted

Ensure |CMP redirects are not accepted

Ensure secure ICMP redirects are not accepted

Ensure suspicious packets are logged

Ensure Reverse Path Filtering is enabled

Ensure TCP SYM Cookies is enabled

Category

Datos Protection
Datos Protection
Datos Protection
Datos Protection
Datos Protection
Datos Protection
Datos Protection

Datos Protection

Ensure |Pvé router advertisements are not accepted  Datos Protection

Ensure |Pvé redirects are not accepted
Ensure |Pvé is disabled

Ensure fete/hosts.deny is configured

»  Filters
Date ID Title
2023-07-26 12:44:35 19581
2023-07-26 12:44:35 19582
2023-07-26 12:44:35 19583
2023-07-26 12:44:35 19584
2023-07-26 12:44:35 19585
2023-07-26 12:44:35 19586
2023-07-26 12:44:35 17589
2023-07-26 12:44:35 19590
2023-07-26 12:44:35 19591
2023-07-26 12:44:35 19592
2023-07-2612:44:35 19593
2023-07-26 12:44:35 19596
2023-07-26 12:44:35 17599

Ensure DCCP is disabled

Datos Protection

Datos Protection

Datos Protection

Datos Protection

23%

14 %

14 %

29 %

B5%

36 %

0%

23%

34 %

o]
-
=]
-
w

Details

©

© © ¢ & ¢ @ @ @ © & @ @
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Security hardening
agent {ubuntu) w

Det X

19582

Tit

Ensure packet redirect sending is disabled
Desc

ICMP Redirects are used to send routing infermation to other hosts, As a host itself does not act as a router (in a host only configuration), there
is no need to send redirects.

Rationale

An attacker could use a compromised host to send imvalid ICMP redirects to other router devices in an attempt to corrupt routing and have
users access a system setup by the attacker as opposed to a valid system.

Compliance
cis 31z
Cis_csc 51
pei_dss 2.24
nist_800_53 CM.1
tsc CC5.2
2023-07-26 12:44:35 19599 Ensure DCCP is disabled Datos Protection
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MS Windows®:

module begin
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module plugin "%PROGRAMFILES%\Pandora Agent\util\pandora hardening.exe -t 150"
module absoluteinterval 7d
module end

Linux®:

module begin

module plugin /usr/share/pandora agent/plugins/pandora hardening -t 150
module absoluteinterval 7d

module end
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e 10 -000000DO0O (Hardening - Failed checks): 000000 O0D0OO00O0DOO0ODOODOOODOOOD

goooooooogad
e 00 -000000O00O0ODOODO (Hardening - Not applied checks): D OO0 000000 ODOOOOO
000000000000 0000:Linux0 0000000000000 0000040 Windows OO
Do0dooooooooooooooooooodooooooooooooooooooogon
e 10 -00000O0O0O (Hardening - Passed checks). 00 0000000000000 OODOOOOOO

gooogooo
e J0 -000O(Hardening-Score): 0 00000D0OCOO0O00DOODOOOODOOOODOODOOODOO
gboobodboboobooboobooboobobuoobobooobobooboooboboobonbon

Hardening - Failed checks Mumber of failed checks across policies. MR - NS 2
Hardening - Mot applied checks Mumber of checks that did not apply across policies. MR - NS 192

Hardening - Passed checks Mumber of passed checks across policies. . MR - A 10

O @ @

Hardening - Score % of passed checks (0 to 100). AR - NAA B33

odoogo
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O000oooOoO00000oooobObooooO)yYooooooooooboooooooooo (@
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Agent contact Refresh data Force checks

Interval 5 minutes
Last contact / Remote 3 minutes 12 seconds / November 14, 2023, 9:28 am
Mext contact 293s
Group Rockclaw
Secondary groups MNA4
Parent N:A

Last status change 53 minutes 16 seconds

SecurityMon

Hardening 81.82 %

Vulnerability
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Resources / View agents / Security hardening

Agent main view [ valerie ) *
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frequently)D 000000000000 DOO0O0OOOO*00000000O00O0ODO (Pie chart with
Vulnerabilities by type)JCISO 0D 0000 O0OOD0DO0OOOOOODODOODOOOODOOODOOOOO
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doddoodooooodobooboooooodoooooooooooooooonod
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O (List of security checks)D O O 00D 0OD0O0O0D0OO0DODO0ODOOODODOODOOODOOOODOOO
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O0O0dO(Scoring) 00 00D0DO0O0DOOODDODOODOOODDODOODOOODDODOODOOODO
doddoodooooodobooboooooodoooooooooooooooonod
doddouooooobooodooooooodoooooiliboobooooooooood
0000000000000 00D00DD00bO0o0dDoOooDg *o0(Evolution)DOODOO
doddoodooooodobooboooooodoooooooooooooooonod
godooodoooobooboooooodooooooooooooooon

POFOOD00ODOODODOODOODOODOO


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

pandorafms

PANDORAFMS Test

E M T E A P R 1 8 E

T n agents Hardening: Top number of agents with the worst score

T n agents
Agent Last audit scan Score
DESKTOP-UUKUEST September 21, 2023, 11:25 am 0.7 %
dani-Standard-PC-H40FY-PUX-1996 September 21, 2023, 9:24 am 4.19%
CT103 September 21, 2023, 9:24 am 17.06 %
CT104 September 21, 2023, 9:24 am 48.48 %
CT102 September 21, 2023, 9:23 am 54.21 %
CTim September 21, 2023, 9:26 am B2.02 %

T most frequent Hardening: Top number most frequent failed checks

T most frequent
Total
Title Failed Description
Ensure fetc/hosts.deny is 5 The fetc/hosts.deny file specifies which IP addresses are not permitted to connect to the host,
configqured It is intended to be used in conjunction with the fetc/hosts allow file.
Verify permissions on 5 The /etc/hosts.allow file contains network information that is used by many system
fetefhosts.allow i applications and therefore must be readable for these applications to operate.
Verify permissions on 5 The jetcihosts.deny file contains network information that is used by many system
fetc/hosts.deny applications and therefore must be readable for these applications to operate.
Ensure default deny firewall policy 5 .lr'\e;IEecfta:;t. deny all policy on connections ensures that any unconfiqured network usage will be
Ensure loopback traffic is - Configure the loopback interface to accept traffic. Configure all other interfaces to deny
confiqured . traffic to the loopback network (127.0.0.0/8).
Ensure audit log storage size is 5 Configure the maximum size of the audit log file. Once the log reaches the maximum size, it
configured ; will be rotated and a new log file will be started,
:E:;:‘l];gsrénjﬁlmmhled when 5 The auditd daemon can be configured to halt the system when the audit logs are full,
Ensure audit logs are not 5 The max log file action setting determines how to handle the audit log file reaching the max
automatically deleted file size, A value of keep logs will rotate the logs but never delete old logs.
Capture events where the system date andfor time has been modified. The parameters in this
section are set to determine if the adjtimex (tune kernel clock), settimeofday (Set time, using
Ensure events that modify date 5 timeval and timezone structures) stime (using seconds since 1/1/1970) or clock_settime
and time information are collected ’ {allows for the setting of several internal clocks and timers) svstem calls have been executed
and always write an audit record to the fvarflog/audit.log file upon exit, tagging the records
with the identifier “time-change”
Ensure rsyslog default file 5 rsyslog will create logfiles that do not already exist on the system. This setting controls what

permissions configured permissions will be applied to these newly created files.

Top n checks Hardening: Top number most frequent falled checks by category

Top n checks
1d Category Total Failed
1 Inventory and Control of Enterprise Assels 991

5 Account Management 777
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ENTERPAI B8 E
Top n checks

Id Category Total Failed

4 Secure Configuration of Enterprize Assets and Software 423

3 Data Protection 403

i Access Control Management 328

2 Inventory and Control of Software Assets 261

9 Email and Web Browser Protections 104

B Audit Log Management 45

T Continuous Vulnerability Management a4

Vulnerabilities Hardening: Vulnerabilities of Access Control Management

List of checks Hardening: Checks of agent DESKTOP-UUKUES?

— Piieed
— b

September 21, 2023, 11:25 am

List of checks
Id Title Category Status
12522 Ensure 'CLR Assembly Permission Set’ is set to "SAFE_ACCESS' for All CLR Assemblies Access Control Management  Skiped
13521 Ensure 'CLR Assembly Permission Set’ is set to 'SAFE_ACCESS' for All CLR Assemblies Access Control Management Skiped
12022 Ensure 'CLR Assembly Permission Sat’ is set to "SAFE_ACCESS' for All CLR Assemblies Access Control Management  Skiped
11522 Ensure 'CLR Assembly Permission Set’ is set to 'SAFE ACCESS' for All CLR Assemblies Acecess Control Management Skiped
13022 Ensure 'CLR Assembly Permission Set’ is set to 'SAFE_ACCESS' for All CLR Assemblies Access Control Management  Skiped
24533 Ensure 'EXECUTE' is revoked from '"PUBLIC' on File System Packages. Access Control Management  Skiped
24536 Ensure 'EXECUTE' is revoked from 'FUBLIC' on Job Scheduler Packages. Access Control Management  Skiped
24561 Ensure the 'USER' Audit Option Is Enabled. Access Control Management  Skiped
24562 Ensure the 'ROLE’ Audit Option Is Enabled. Access Control Management Skiped
24563 Ensure the 'SYSTEM GRANT' Audit Option Is Enabled. Access Control Management  Skiped
24564 Ensure the 'PROFILE' Audit Option Is Enabled. Access Control Management  Skiped
24565 Ensure the 'DATABASE LINK' Audit Option [s Enabled. Access Control Management  Skiped
24566 Ensure the 'PUBLIC DATABASE LINK' Audit Option Is Enahled. Access Control Management  Skiped
24567 Ensure the 'PUBLIC SYNONYM' Audit Option |s Enabled. Access Control Management Skiped
pandorafms.com 4
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