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NMOJIMTUKN MOHUTOPUHIa

Monutukm

BBepeHue

(E

CucteMa nonuTuk paspaboTaHa Ana obnervyeHuns ynpasneHuns 60abwmMMmM cpegamm MOHUTOPUHTA.
OHa N03BONSET LEHTPAIN30BAHHO M OAHOPOLHO PACAPOCTPaHATbL MOLAYN, NPeaynpeXxaeHuns,
BHELLHWE NpeaynpeXxAeHuns, rnaaruHbl, yaaneHHble MTHBEHTapu3auny n Koanekumm AreHTtam,
N3MEHAN UX KOHPUTrypaLNOHHbIE halisibl C MOMOLbIO PYHKLUUN yAANEHHOrO peAaKTUPOBaAHUS

. Bbl MOXKeTe y3HaTb 6onbLue n3 obyyatowiero
BMAEOPOINKA

Ina BCTynneHms B cuay NtobbiX M3MEHEHN, BHECEHHbIX
HaMu B NOJINTUKKN, HEOBXO0ANMO MPUMEHNTL MOJINTUKY B
COOTBETCTBYIOLEM pa3gene ( ).

YnpaBieHne noanTnkamm ocyulectensgetca B pasgene Configuration > Manage policies,
PacrnosoXXeHHOM B N1eBON YacTu Beb-koHcom Pandora FMS:

Bbl TakXxe MoXXeTe NoJlyYnTb AONONHUTENbHY MH(OPMaL M0 B KPaTKOM PyKOBOACTBE
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VnpaBneHue MNOJINTUKaMHU

MouckK NOAUTUKHK

9T0 MOXHO caenaTb U3 3aronoska noucka Pandora FMS kak B MeTakoHcon1, Tak 1 B y3Je.
MNpumep:

Search: "Basic" M & [ o 2 e Q

ld_group 4

Description #& W v

ic local ch t niter Windows 5 L i
Basic Windows Monitaring Basic local checks to maonitor Windows Systems. Reguires a

Powershell 3+,

S

Basic Limux Monitoring Basic local checks to monitar: - CentO5 - RedHat - Debian - SUSE

ML
ol

Baslc Solaris Local
Monitaring

-."_m

Basic logal checks to monitor Solaris systems.

Basic AlX Local Monitering  Basic local checks to monitering AlX systems a .I."SI-
Basic HP-UX Loca = . P ) ml
Maniaring Basic |ocal checks to monitoring HPILUX systems. @ e
A M hecks i T r ‘oine ] TE = .l-l
Basic Remote Checks Basic Remote Checks (ping, latency, ports). "y ~
Total items: &

lMoncK B METaKOHCONU BO3BpallaeT ABa TWlMa pe3y/ibTaTOB:
. Ll,eHTpaJ'II/I3OBaHHbII7I Nounck: NoKa3aHHbIe NOJINTUKK - 3TO NMOJINTUKN, CYLLEeCTBYOLWMNE B camom

MeTakoHconn. B Tabnuue none Server 4ON0OJIHEHO cueHapuem, yKa3sbiBalOLWMM Ha TO, YTO OaHHbIe
noJly4eHbl N3 TOW K& MEeTaKOHCONM.

Language seltings Enalish £ UKl -
Automatic lbogin (hash)] pascword = |rvesoes

Thima courca {_) Symnem =
Enferca hitps Fas | Mo | .

Cantralized managament o gy WO |
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POLICIES FOUND

Bazic Web Chacks Sasic chacks woomonltoring webs fj
Easbe Wirdows Local Mo toring Hasic chacks te monitoring Windows Systam a
Bass Contos/fedHal local Monitoring Hanit bocal checks 1o manitaring CemtoufiedHat syaismms a
fimrer G Lncal Monitoring Imair incal checks tn maonitaring e systeem 1
Bassc Debian/Upuntu Lo Sonston g Sasic bocal checks 1o monitoring Deblandbuniu systems a
Eassr 1% Local Monikoring Hasit boval checks nanitoring AlY sysisms 5
Baner HP-LUX Local Monikaring \mmir kocal checks tn manitoring HEAIK systemms 1
Basec Solans Local Monitoring Hasic kol checks 1o monitoring Solaris systems 1
Basic Remode Chedks Sasic Aemote Checks (ping, latency, ports_| a

e He LeHTpasn30BaHHbI NMOUCK: MoKa3aHHbIe MOJAUTUKM MOJyYeHbl HEMOCPEACTBEHHO OT KaXkA0ro
y3na. B Tabamue oTobpaxkaeTcs nMs cepeBepa, 3arnosIHEHHOE MMEHEM KaXkI0ro y3/a.

v J ¥ M gOE S B 8B X OB
Language settings Ersalin® | LK -
Butmmatic lagim {hash ] passward
Time source -':j Sysbair
Enfarce hitps an j No g

Cantralized manageemanl Tk j Moo g

POLICIES FOUND

panduri Bawic Wl Chects Basic thacks b monitoring aebs )
panturi Basic Windows Local Manitaring Basic thacks be manilaring Windews Systeims B
pandori Basic ContosMedHat Locad Momktoring Basic local checks to manitarong CantoruRedHal sipstaims 5
pantor Inwic S Local Mantanng Fanic Incal chacks tn manilanng Sufe syatemms n
pandori Inmic Debsmnfifunt Local Manitanng Fanc Incsl chacks tn mantanng Deandibunts systems R
pandori {mmic ALK Lecal Manitaring Fimnic Incal chacks ¢ nitmrng ALK aysteom B
pandori I HPALIX Local Monitarmng Fnc Incal chacks tn manianng b nyatm B
pandori anic Sotans Local Monitaring Banc incsl chacks nitzrng Solaric sysises 5
pandori awic Asmots Checks Banic Ramate Chucks (ping, Lateecy, perta | B
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LNlobaBneHue NONNTUKHU

Mepengunte K MeHto; Configuration > Manage policies:

Group | Al s Recursion [ |  Free text for search (¥) Filter >
Total ivems: 11

Cratus MName : Agents Group : Op.

m Basic Web Checks ]

2 o @ ]

I l,,l Basic Windows Local Monitoring 0 = U n

Basic Centos/RedHat Local Monitoring =

L o & 0 @

..I;J.' Basic SuSe Local Monitoring o . ﬂ n

"_.‘l‘ Basic Deblan/Ubuntu Local Monitering o a ﬁ

'[:|‘ Basic AlX Local Monitoring o w @ “

'T] Basic HP-UX Local Monitorimg o a U m

.Izl.‘ Basic Solaris Local Monitoring o R ﬂ n

[ I:‘I, Basic Remote Checks 0 w l:ﬂ

[ Polivica d ba

1 4‘ itica de prue 3 E g !

E Routers principales alerta 15 o . U “

[na co3gaHus HOBOM NOAMTUKKM HeobxoamMo HaxaTb Ha Create. Beegute nmsa (Name), rpynny
(Group), K KOTOpbIM OHa ByneT npunucaHa, n 04HO onucaHue (HeobsizaTenbHo). CHOBa HaXXMuUTe
Ha Create.
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Add policy

Mame

Group Applications | E

Description

Ay6nupoBaHue NOIUTUKH

Ha>xMuTe Ha COOTBETCTBYIOLLYIO MKOHKY B KOJIOHKE onuunn:

Pollcles management

¥ Filters

¥ Registration

Stantus  Mame Agents

Banic AU Lol Monitoring

Basic AL Loscal Monitoring 1)

wing | Collectons | Modules | Agent Wizard | Alerts | Extermal alents | Quese | Agents | Plugins | Ievenbery

Badee A0 Lestal Bomborning | 10)

Co3faHHas konua NoAnTUKK Byaet oTobpa)kaTbCs Kak He
NPUMEHEHHas, He3aBMCUMO OT CTaTyCca MCXOAHO
MNOUTUKMN,

Y panuTtb NOIMTUKY

Ons ynaneHus noanTUKN Heobxoammo, 4Tobbl C Hel He
Obln1 CBA3aH HN OOUH AreHT.

Group

@ &

‘ Create ‘

G,

aa °

Copy

Ecnn y noNnMTUKKM eCTb AreHTbl, KHOMKa yaasieHns 6yueT OTKJIIO4EHa N NOABUTCA KHOMKa ANnA

yaaneHuns Bcex ee AreHTos.
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Bassr HIP-LIX Local IMonetboring

M | inue Mocnitoring E | *f'

Dielete al agentt

Linking | Collections | Modubes | Agent Wizard | Alerts | Extemnal alerts | Queus | Agents | Flugins | Irveniory

Bacsr Resnabe Chicks

O W W

Baser Solaris Locsl Monsiossng

STa KHOMKa CTaBWUT B o4epenb yaaneHme AreHToB. locsie 06paboTKn KHOMKa yaaneHns nouTUKNn
CHOBA CTaHeT aKTUBHOMN.

HacTponka nonnTuku

YT06bl HACTPOUTL NOANTUKY, HAXXMUTE Ha Ha3BaHMe noanTukm B Configuration » Manage policies.
346eCb Bbl MOXKETE MOJIYYUTb AOCTYM K Pa3INYHbIM pa3fesiaM KOHUIrypaLmm Yepes BepxHee
npaBoe MeHI0. Bbl Tak)Xe MOXXeTe pefakTUPOBaTb /IEMEHTLI HAaNPAMYIO, Ha)XaB Ha OAUH U3
APNbIKOB, KOTOpble 0TOOpaXKatoTCs NPU HaBEAEHMM KypCOpa MbILK Ha NOMTUKY, KOTOPYHO Bbl
XOTUTE HAaCTPOUTb.

Basic Windows Local Monitoring 0 @ E

B KOHdMrypaumm noanTrKK, NOMUMO Setup, AOCTYMHbI CeayoLlwmne BKIaaKu:

e AreHThl.

Moaynu.

Mogaynn nHBeHTapusauuu.

e [IpepynpexaeHus.
BHewHme npenynpexaeHus.
Konnekuunu.

Linking.

e Oyepens.

e [1naruHbl AreHTa.

¢ [loMOLLHUKN AreHTa.
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Politica de prueba - Setup - K A Ey (e

Name Politica de prusbs
Group Applications |~ E
Description

‘ Update ‘

BO3MOXXHbIe onepaunn B NONUTUKeE Crefylouime:

e [lobaBneHune/ynaneHne ogHOro Uan HECKONbKMX CYLLECTBYIOWMX AreHTOB B NOJINTUKY.
e Co3paHve/pefakTupoBaHe/ynaneHne Mmogyns.

e OnpepeneHue/penakTupoBaHne/yoaneHne rnjiarnHa areHTa.

o Co3paHue/pedakTpoBaHne/yganeHme npenynpexgeHus.

e Co3paHve/pefakTupoBaHe/ynaneHne BHELWHero npeaynpexneHums.

e [lobaBneHue/ynaneHne CyLwecTBYOLWENn KOIeKuuun.

e [lobaBneHue/ynaneHne CyLeCcTBYOLEro MOy MHBEHTapU3aLUK.

e CBA3blBaHME C MOJIMTUKON OQHOIO NN HECKONbKUX MPUHATBIX MOLYJIEN .

e OcywecTBneHne N3MEHEHNI B NOJINTUKE.

Pa3nnmyHble AeNCTBUS, KOTOPbIe MOTYT BbiTb NPeANPUHSATLI, He By AyT NPUMEHSATLCS A0 TexX nop,
noKa NonnTuka He ByaeT peanmsoBaHa. Hanpumep, ecnm Bbl 4obaBMTE areHTa B NOJIMTUKY, Bbl
MOXXEeTe CO03[aBaTb Pa3/iMyHbIe MOAYJIN U OMOBELLEHMNS, HO MOKa Bbl HE NMPUMEHNTE MONNTUKY,
N3MEHEHUS He BCTYNAT B CUNTY.

AHaNOrn4Ho, ecan Bbl NPUMEHNAN NOJINTUKY U U3MEHWUIN UAWN YOANUAN 3IEMEHTbI U3 Hee,
N3MeHeHNs He ByayT BHECEHbI 10 CNeAYLLEero NPUMeHeHNS.

Bce nsameHeHns 6ynyT oTpakeHbl B 0kHe Queue (O4yepenb) - pasaene, us kotoporo byayT
NPUMEHEHbI N3MEHEHMS.

yn paBJyieHue ovyepeanblo NOJIMTUK

B oyepenn onepauvuh MOMNTUKIN HaXO0AUTCA CBOAKa 3/1EMEHTOB, KOTOPbIE OblIN NU3MEHEHBI C
MOMEeHTa nocnegHero NnpuMeHeHnA NnoJINTUKN.
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Policies / Queue

Basic Windows Manitoring - Queue /s

>  Filters

A Queue summary

Update pending )33 . PP S P /0

Delete pending O o3 H 0/1 ﬂ 0/0 :l 0/1 ‘ 0/o 2, Boo * 0/2

B 3TOM cnncke HaxoasTCA 3N1EMEHTbI, KOTOPbIE HY)KHO 0OHOBUTb, 1 3/IEMEHTbI, KOTOPbIE HYXXHO
y0anuTb:

e Oxunpaet obHOBNEHUS:
o AreHThl.
o [pynnbl.
o MpMHATbLIE MOAYNMN, KOTOPbIE B Aa/ibHenLweM by ayT npuBsa3aHbl.
o MpuMHATbIE MOAYIN, KOTOPbIE B AaJibHenLweM byayT 0TCOeANHEHbI.
e OXnpgaetT yoaleHus:
o AreHThl.
pynnol.
o Mogynn.
Moaysiv HBEHTapu3auuu.
MpenynpexaeHus.
BHewHwve npenynpexaeHuns.
lnaruHesi.

[¢]

[¢]

[¢]

o

o

JTa CcBoAKa YKa>XXeT, HY>KHO /I MPUMEHATb OaHHYIO NOJINTUKY WUJIN HET. NHorpa paooMm C NKOHKOW
aleHTOB, KOTOpPbIE Heobxoanmo NMPUMEHNTDb, NOABNAETCA KHOMKa Oad nX rnppMmeHeHns4.

Ecnun npeacroswimne nameHeHmsa 3aTparmeatoT ToNbKo 6a3y AaHHbIX (HanpuMmep, N3MeHeHns B
OMOBELLEHNAX), 3Ta KHOMKa ByaeT BHOCUTb M3MEHEHUS TO/IbKO Ha 3TOM YPOBHE, MO3TOMY OHM
bynyT npuMeHaTbLCS bbicTpee.

w Queue summary (7 Advices)

Update pending m) ?;’? = o/0 oo 0/0 o/o

C Opyrow CTOPOHbI, eCN KOHUrypaumns, 3aTparnbaoLlas KOHPUrypaunoHHble annel, bbiia
n3MeHeHa (HanpuMep, ecnn BblNn N3MeHeHbl KONEKLNN UK NIOKaJibHble MOAYAN), MPUMEHEHMNE
byneT 3aBepLUeHo.
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w Queue summary (7 Advices)

Update pending -) ?f‘?@ = o/0 coofo o/o

Moa cBOOKOW, C NPaBOM CTOPOHLI, €CTb KHOMKa NPUMEHNTb BCE, HE3AaBMCUMO OT TUMa 0XNAAKLWNX
MoANUKaLNRA.

w Queue summary (7 Advices)

Update pending =) 7/7 # = o/0 cpofo o/o

Delete pending m) 0/7 = oo [ENo/7 o/o0 M o/1 !_' 0/0 =g 0/0

¥ Queue filter

Mpw BbIOOPE ONLUK «MPUMEHUTbL» areHTbl NONTUKKN A006aBATCA B 04epenb npumeHeHus. Cepeep
Pandora FMS 6yaeT oTBe4YaTb 3a NPUMEHEHME NOINTUK, HAXOAALWMXCA B 04epeamn. Ha 3Tom xe
3KPaHe Bbl MOXXETE BUAETb BbIMNOJIHEHNE NPUMEHEHNS, U KOTAa NMPUMEHEHNE areHToB byaeT
3aBepLUeHO, OHO NOSABUTCA B 04Yepeln Kak 3aBepLUeHHOe BMecCTe CO BpeMeHeM, npoweawmnm ¢
MOMEHTa ero 3aBepLueHus.

Policy Agents Operation Progress Finished Delete

Basic AIX Local Monitoring all Apply - ﬁ

AreHTbI ¥ rpynnbl

AreHTbl

Ana pobaeBneHns areHToB B NOJIMTUKY Y BaC eCTb ONUUK (USIbTPaLMK B BEPXHEN YaCTu 44
BblOOpa B rpyrmne Hy>XHbIX BaM areHToB € nomoLubio kiasuw Control Ctrl nam Shift Shift.
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pandorafms

I
. 4 o P
Basic Web Checks - Agents SO & 2@ % %

Applyto| Agents [
Filter group | Al |~ Group recursion [] Filter group| AJl |« Group recursion [
Filter agent Filter agent
Agents Agents in policy

192.168.70.121 P 127.0.01 A

192.1658.70.122 192.168.50.183

192.168.70.123 ) 192.188.70.1

152.1658.70.124 1921687010

192.168.70.125 192.168.70.11

192.168.70.126 192.165.70.15

192.168.70.128 192.168.70.24

192.168.70.12% { 192.168.70.42

192.163.70.130 192.168.70.50

192.163.70.137 W 192.168.70.51 W

Agents

Group All ~ Group recursion | Search
Applied () Not applied (7) All (@) Search CL ‘

Total itemns: 57

Active Directory e 0

Exchange e 0
MSSqL b o 0

B HMXXHEN YacTn OKHa HaXO4UTCS CNUCOK BCeX AreHTOB, CBA3aHHbIX C MOJIMTUKON, BKJIOYasA TeX,

Group Last application
LM August 19, 2019, 2:47 pm
LM August 19, 2019, 2:47 pm

KOTOpPbIE OXXNOAT yAaJieHNA U3 NOJINTUKN.

12/54
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Applyto| Agents |w

Aiter group | A

Fiter agent

Agents

192.1658.70.121
192.1658.70.122
192.1658.70.123
192.165.70.124
192.1658.70.125
192.165.70.126
192.1658.70.128
192.165.70.128
192.1658.70.130
192.1658.70.131

Cnuncok areHToB nMeeT UAbTP MO rpynne, NOACTPOKE WK CTaTyCy BbINOJIHEHUS.

Agents

Group All hd

Applied (7 Not applied ()

Total items: 57

Active Directory

Exchange

OH noKasblBaeT:

Name

Nms areHTa.

R.

YOaneHHyo KOHpUrypawuuio.

S.

pandorafms

Group recursion [

Group recursion

All (@)

O

Fileer group | 2| w
Filter agent

Agents in policy

127.0.01
192.168.50.183
192168701
192.168.70.10
192.168.70.11
192.168.70.15
192.168.70.24
1921687042
192.168.70.50
192.168.70.51

Search

Search ‘

Group Last application

August 19, 2015, 2:47 pm

August 19, 2015, 2:47 pm

Group recursion [

=i

=

13/54
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CoCcTosiHMe areHTa B MNOJINTUKE.

u.

Konn4yecTBo HeCBA3aHHbIX Moayien B AreHTe.

A.

KHOMNKY OJ15 BKJIIOYEHUSA areHTa B oMepelb Ha NpUMeHeHue.
Group

3HAYoK rpynnbl, 4TOObI y3HaTb, MPUMEHSAETCA N areHT Yepes3 rpynnoByo NONTUKY.
Last application

llaTta n BpemMsa nocsieHero 3anpoca.

D.

KHoMNKa yganeHns nnnm KHornKa oTMeHbl yaaneHus.

Mpn yoaneHun areHTa ero uMs 6yneT nepevyepkKHyTOo, a BMECTO KHOMKW yOa/1eHNA NOABUTCA
KHOMKa OTMEHbLI YOaJleHUA N I'IOBTOpHOIh NMPUBA3KWN alreHTa K NMNoJINTUKeE.

Group  Last application D.

1824827052 0 1
1524827054 0 1
182.463.70.85 0 1
1924527054 0 i
192.168.70.70 0 1]
192.168.70.87 0 1]
102.168.70.100 0 1]

MoMHWTE, 4To AobaBNEHNE UK yaaneHne AreHToB U3 NoJMTUKK BCTYNUT B CUNTY, KOTrAa
NoANTUKa ByIeT NPUMeHeHa Ha CTpaHuue OYepeas.
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Mpynnbl

Ha4ynHasa ¢ Bepcun 760, eCnim HOBble areHThbl Ha3Ha4YalTCA
B J10OYI0 13 rpynn, HACTPOEHHLIX B 3TOM NMapameTpe, OHK
aBTOMaTUYECKN NOyYaloT HACTPONKN NOJNTUKMN.

B BepxHemn 4acTu y BaC eCTb ONuUMS NPUMEHUTL pekypcuto rpynn. Ecam aTa onuusa oTMeyeHa, Bce
[OYepHMe rpynnbl Takxe byayT BHECEHbI B MOAUTUKY. Bbl MOXKeTe BbibpaTb HY>XXHble BaM rpynnbl
c nomowbto kKnasuw Control Ctrl vnm Shift.

Basic Web Checks - Agents /S o £ AW H %

Applyto Groups |+
Group recursion [
Groups Groups in policy

Banco-PFichincha L] Applications
Applicacion )
Red

Client

clientegra

Colombia

Databases

Firewalls {

hyper-y

MNetwork “

Last application

Applications (] 24/24 Augusti9,2019,254pm (I

B HMXXHEN YacTn OKHa HaxXo4UTCH CNUCOK BCEX rpynr, CBA3aHHbLIX C NONMTUKOW, BKIOYas Te,
KOTOpPbIE OXKNOaAOT yaaJieHNA U3 NOJINTUKN.
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Applyte Groups |

Group recursion [_]

Groups Groups in policy

Firewalls S Applications
hyper-v

Metwork )
SAP

SAP test

Satélite

Securi y
Unknowr {

WImware
hLTEY

B cnucke rpynn otobpakaeTca cneaytowas nHhopMauus:

Last application

Applications ® ', 2424 augusti19 2019 254pm (1]
Databases Ml oo o
Network Wl 44 1]
Servers Wi 33 [}

Name

Mg rpynnol.

S.

CraTyc rpynnbl B NONUTUKE.

A.

KHonka ons BBOLA 3TOM rpynnbl B 04epellb Ha NpUMeHeHKe.
T.

Konn4yecTBo areHTOB B rpynne, K KOTOpPbIM NMpUMEHAETCA OaHHad NOJINTUKa, OT obuiero
KOJIN4eCTBa areHToB B rpyrne.

Last application
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[aTa n BpeMs nocsieqHero npuMeHeHus.
D.
KHoMKa ygasieHna nin oTMeHbl yaasieHus.

Mpw yoaneHun rpynnel ee HasaHue 6yaeT nepeyepkHyTo, @ BMECTO KHOMKM «YAannTb»
NOSIBUTCS KHOMKA A1 OTMEHbI YAaNeHUs U MOBTOPHON MPUBS3KW FPYMMbl K NOUTUKE. AreHTbl,
NpUHaaexallue K rpynne, Takxe 6yayT BblYEPKHYTHI.

Last application

sppliczions (@) 24724 August19,2019,254pm T
Databasss 0/0 i
Faarusel 474 i
—— 3/3 1]

NlobaBneHne nnn yOaneHune rpyrnn mn3 noanTunkn He 6yueT 3)(peKTUBHbLIM 40 Tex nop, Noka
NOJINTUKa He 6yneT NMPpUMeHEHa.

Mopaynm

3TO MEHI0 MO3BOJIAET HAaCTPOMTb MOAYN, KOTOopble 6yayT nobaBneHbl B MONUTHKY.
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Basic Web Checks - Modules SO0 K 2 mx » %

Total itemns: &

Name Type Action

Check 443 port =ric ' D] ﬁ D
Check BO port e ed T O
Check Web Content e ' D] 'ﬁ [
Check Web Latency fera L 4 D] wO
Host Alive (m Pt e T O
Host Latency BATA ' D] ﬁ 0

Delete ©
. Type ]
Search Filter ©L Create >
Create a nevw data server module |«

Get more modules on Monitoring Library

Copy modules

Copy selected modules to policy: ActiveDirectary - Copy OJ ‘

Y10o6bbl f0baBMTL MOAYN, He0BX0AMMO BbIOpaTh TUM U3 BbiNagatlolwero MeHto. Boibepute ognH n3
BO3MOXXHbIX 1 Ha)KMUTEe Ha KHomMKy Create:

>  Filters
Create a new data server module
Create a new network server module

Information X

Create a new plugin server module
There are no defined modules
Create a new Wil server module

Create a new prediction server module

Create a new webserver module

Basic AlX Local Monitoring [ Copy @ ]

Create a new data server module I [ Create @ ]
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MpuMeYvaHue: 3TO Ta XXe npoLeaypa, YTo 1 co3aHne Moayns B areHTe Co3gaHune N0KabHbIX U
yIaneHHbIX MoAyNen.

Co3spaHue mopyns Tuna Data Server

GMouynm Tuna Data Server 0obaBnsaoTCA K NPoOrpaMMHbIM areHTaM. [nsg paboTbl € 3TUMM
MogynsMun Heobxoammo, 4ToObl y areHToB Oblfla BKAOYEHa yOaNeHHas KOHpUrypaums.

BbibepuTe onuuio Create a new data server module n HaxxmuTe Ha KHonky Create.

Type -
‘ Create ‘
Creats & nevw data server moduls -

Create a new data =erver module
Create a new network server module
Create a new plugin server module
Create a new WHI zerver module

Create a new webserver module

HacTponTe Bce nona moayns. MNone Data configuration ncnonb3yeTca Ans BBoAa Koda Moayns,
KOTOpPLIN BygeT NpUMeHATbLCA K AreHTaM, NoANMCaBLWMMCS Ha 3TY NOMTUKY. ITa Moandukaumsa
bynet oTpaxeHa B (pansie pandora agent.conf camoro AreHTa.
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Uﬂqhﬂmﬁg

Nﬂne@
Typea

Dynamic Threshold Interval

Warning status

Critical status

Historical data

Data configuration ~

> Advanced options

> Custom macros

pandorafms

--hianusl setup--

(SEMEriC NUMeric
Mona ;#

Min.| D
Max. 0
inverse interval [_]

Min.| O
Max, D
Inverse interval D

keep counters [
@ Change all statuses - 0

D Change each status : To 'normal”

4]

b

Disabled [ | picaule group Generel

Hormal Status B Warning Status

To “warning' O To 'critical”

Load basic  # @

e

[na [ocTyna K pacluMpeHHbIM onunaM HaxxmuTe Ha Advanced Options.

Critical Status Il

20/54


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

Advanced options

Deescription
Custom ID Unit nane il
Interval Diefault: 1 Post process o or rd
Min. Value Maa. Value
Export target Mot needed Discard unknown events D
FF interval o FlipFlop timeout Dizabled
configuration ~ >
CpuU_lsage
Tags available Critica Tags selected
disk_rate
disk_usage W '4
Quist | Cascade Protection Sendices Erebled |+

Critical instructions

Warning instructions

Unknown instructions

Day ol the manth Manth Day ol the weak

Cron from

Ay | Any [w Any | Any w An v
Minute Dray aof the month Manth
Cron to ; " ; 5
.-\'\"'_J S A | W .—\'\"'5' L Ay St ATy b
Timeout Retries
Category Mone |

Bbl MoxeTe nnbo 3anonHnThL Nons, 1mbo, ecnum Bbl paHee onpeaennamn ,
BbibpaTb ero. bonee noapobHyto MHpopMaumio 06 onncaHnM 3TUX NOSIEN MOXXHO HAWUTW pasgene

Co3panue monyns Tuna Network Server

Y1066l CO3naTh Mogynb Tvna Network Server, Bbibepute onuuio Create a new network server
module n HaxxmuTe Ha KHonky Create .
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pandorafms

Type

Create a new network server module |

Create a new data server module

Create a new network server module

Create a new plugin server module
Create a new WHI=erver module

Create a new webserver module

HacTponTe BCe nons Moayns.

ADD MODULE - NETWORK SERVER MODULE

Using module component

Type @

Dynamic Threshold Interval

Warning status

Critical status

FF threshold

Historical data

Target IP

» Advanced options

» Custom macros)

--lanual setup--

Remote ICMP network agent [

yo= L

Min. | O
Max| 0

inverse interval [_]

Min. | O
Max. O

inverse intervai [

Keep counters [
(@) Change all statuses = O

() Change each status : To 'normal’ O
‘critical| O
G|

Force primary key

Disabled [ |  podule group | Geners!

Normal Status ® Warning Status =~ Critical Status M

100
a0
60
40
20

0
-20

To 'warning' To
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MonyynTe OOCTYN K pacllMpeHHbIM NapaMeTpam:

Advanced options

Description
Custom 1D Unit s mld
Interval T mr. Post process > s
Min. Value Max. Value
Export target Not ne=ded Discard unknown events I:l
FF interval o FlipFlop timeout Di=zabled
configuration s »
CRU_Usage
Tags available Critica Tags selected
disk_rate
disk_usage W '
Quiet D Cascade Protection Services Enabled |w

Critical instructions

Warning instructions

Unknown instructions

Minute Day of the rmonth Manth Day of the waak

Cron from ; 5 ; 5
Ay [ Ay | W Ay | Ay ~ Ay w
Dray of the rmonth Manth
Cron to
ATy | Ay [ Ay | W Ay W = e
Timeout Retries
Category Mone |w

OnucaHne nonen 3Tmx 3KpPaHOB TaKoe Xe&, KaK 1 B I/1aBe
locne Toro Kak Bbl 3anN0JIHUTE BCe MO, HAXXMUTE Ha KHoMKy Create.

lMoCKOJIbKY B fonbNHCTBE c/1y4aeB MoayJin NMoBTOpPAKOTCA, BMECTO TOr o, 4T06bl 3aNONHATL NONS
Nnpn Ka>xaom nobasneHun MoA4ynd, MOXKHO rnpeanBapuTesibHO onpenennTb ero Kak KOMMNOHEHT U
MCnoJsib30BaTb 3TOT KOMIMOHEHT NMOBTOPHO.

Y706bI NCNONBL30BaTh KOMMOHEHT, 3aM0/HMTe KoMbuHaumio Using module component u Bbibepute
3 Pa3fINYHbIX FPYNN CO34aHHbIX KOMMOHEHTOB:
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Using module component

Type @

Dynamic Threshold Interva

Warning status

Critical status

pandorafms

--IManual setup--

v

—Manual =etup—
General group
Network Management
Cizco MIBs
Catalyst 2500
Operating Systems
UCD Miks (Linux, UCD-SNMP)
WK
Windows IS
Windows Exchange
Exchange TCP Ports
Databases
M3 S0L Server
Oracle
MySaL
DB2

0o
20
60
40
20

0
20

-40

Hormal Status M Warning Status

Module group | General

Critical Status [l

MNocne Bbl60pa rpynrnbl NOABUTCA ele 0aHO KOM6I/|HI/IDOBaHHoe OKHO, rge MO>XXHo Bbl6paTb
KOMIOHEHT, KOTOprI7I Bbl XOTUTE NUCIMOJIb30BaTh.

Using module component

Type @

Dynamic Threshold Interval

Warning status

Critical status

FF thrachnld

B npnmepe BbibpaH komnoHeHT Catalyst CPU Usage rpynnbl Cisco Mibs.

Metwork Management

Remote ICMP network agent [

— s 5

Min. O
Max| O

inverse interval [

Min. |
Max| O

Inverse interval [

Keep counters [
(@) Change all statuses : |0

Disabled [_|

Normal Status @ Warning

---Manusl setup---
—Manual setup—
Check FTP Server
Check HTTP Server
Check POP3 server
Check SMTP gerver
Check SSH Server
Check Telnet server
FERMIN

Host Alive

Host Latency
ifinOctets_if1
ifinOctets_if2
ifinOctets_if3
if0perStatus_if1
if0perStatus_if2
ifOperStatus_if3
ifOutOctets_if1
ifOutOctets_if2

ifOutOctets_if3
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Using module component

Type @

Dynamic Threshold Interval

Warning status

Critical status

FF threshold

Historical data
Target IP

SNMP community

SNMP OQID

pandorafms

Cisco MIBs E| Catalyst CPU Usags (Smin) E|

Catalyst CPU Ussge &840 5min&#41; Disabled [_| Module group | System E‘

Remote SNMP network agen—_,E|

|:| f# Normal Status B Warning Status =~ Critical Status [l
L

Mone

Min. O
Max| 0

Inverse interval [

Min. |
Max. O

Inverse interval [

Keep counters [
(@) Change all statuses: O

() Change each status : To 'normal’ O To 'warning) O To

‘critical’ O
i

Force primary key E‘ Port
public SNMP version E‘

13614192158

MNocne Bbl60pa KOMMOHEHTa MOXXHO N3MeHUTb Ntoboe 13 nonein. MNocne Toro Kak Bbl 3aMosHUTE
BCe MoJifA, HaXXMUTe Ha KHonky Create.

Co3paHue moayns Tuna Plugin Server

BbibepuTe onumto Create a new Plugin server module, a 3aTeM HaxmuTe Create.

Type
Create »
Creste & new plugin server module E

Create a new data server module

Create a new network server module

Create a new plugin server module

Create a new WhI server module
Create a new webserver module

HacTponTe BCe nona moayns.

25/54
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Using module component --Manual setup--
Mame
Type a Generic numeric
Dynamic Threshold Interval Hane j #
Min. | O
Warning status Max, O
inverse interval [
Mim. | O
Critical status Max, O
inverse interval [
Keep counters [
(@ Change all statuses: O
FF threshold
() Change each status : Te 'normal’ O
‘critical| O
Historical data [~
Pluglne Mone

» Advanced options

» Custom macros)

3anoJIHUTe OOMOoJIHUTEIbHbIe MnapaMeTpbl:

Disal [ Module group  General

Critical Status [l

Hormal Status @ Warning Status

100

To 'warning' O To

26/54
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Advanced options

Drescription
Custom 1D Unit ot - ra
Interval e | #F Post process o - &
Min. Value Max. Valua
Export target Not ne=ded Discard unknown event D
FF interval o FlipFlop timeout Disabled
dmz ~ >
MEmory_Lsags
Tags available netweark Tags selected
network_ussge
performance W {
Quiet D Cascade Progection Sendces Erebled |

Critical instructions

Warning instructions

Unknown instructions

Day af the month Manith Day of the week

Cron from

Ay | Ay (W | Ay [ Arry R A e
Minute Day of the rmonth Manth Day af the week
Cron to ; , ; 5
.-\'\.""_J St Ay _:\F':,' b Ay L ATy b
Timeout Retries
Category Mone |w

Bbl MoXeTe Mbo 3anoNHUTbL Nons, MMbo, eciiv Bbl paHee onpeaennin ,
BblbpaTh ero. bonee noapobHyo MHMOPMaLMo 06 ONUCaHUK 3TUX NONEN MOXKHO HalTK pa3aene

locne Toro Kak Bbl 3anN0JIHUTE BCe MO, HAXXMUTE Ha KHoMKy Create.

Ncnonb3ynte MakpocChl AN HACTPONKN ANHAMUYECKNX
napaMeTpoB, Taknx Kak IP-agpec areHTa; 4Tobbl
NPOCMOTPETb CMUCOK OOCTYMHbIX MAaKPOCOB, HAXKMUTE Ha
KHOMNKY nomowu (?) B Plugin(?).
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rm—

Critical status (i pandorafms.com

1.5.1 Internal Macros

FF threshold The supported macros are:

Historical data

Piuglnﬂ =

® _agentstatus_: Current status of the agent to which the module belongs.

2 Advanced optior m _address_: Address of the agent to which the module belongs.
s _module_: The module's name.

" Custom macros
s _modulegroup_: The medule's group name.

Custom macros @ L -
» _moduledescription_: A description of the module.
® _modulestatus_: The status of the module.

. Pandora:Documentation en:Remote Monitoring - Pandora FMS Wiki - Firefox Dev...

Like the alerts, it is possible to use internal macros in the plugin configuration, too.

® _agent_ o _agentalias_: Alias of the agent to which the module belongs.
® _agentname_: Mame of the agent to which the module belongs.

_agentdescription_: Description of the agent to which the module belongs.

_meduletags_: The module’s asscciated tags.

Copy modules

Co3paHue moayna tuna WMI Server

Onsa cosgaHusa moaynsa Tuna WMI Server BoibepuTte onumnto Create a new WMI server module n

Ha)XMuTe Ha Create.

Type

Cresate a new W | server module

Create a new data server module

Create a new network server module

Create a new plugin server module

Create a new WHMI server module

Create a new webserver module

3aTeM HaCcTponTe BCe Nons Moayns.

Create > ‘

28/54
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ADDMODULE - WMI SERVER MODULE

" Base options

Uzing module component -—-Manual setup-- ¥

Mame Disabled [ | Maodulegroup| General -
Tvpe 9 Generic numeric b
Min. 0
100
Warning threshold Max/ o 30 I Normal Status
- Warning Statu
Inverse interval |:|_ &0 arming S
Percentage [_| @ 20 B Critical Status
20
. (0]
Min.
o =20
-4
Critical thresheld Max. 0
i -&0
Inverse rnterw:r_.f J 50
Percentage J 100
Historical data
Targetha | Force primary key - Mamespace @)
Username Password
WHhI query
Key string (_:' Field number ':_:J

> Advanced options

> Custom macros

Create %, ‘

HaxxmuTe Ha Advanced Options:
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Advanced options

Description
Custom 1D Unit ot » ra
Interval e w | #F Post process o - &
Min. Value Max. Value
Export target Not ne=ded Discard unkmown events D
EF interval o FlipFlop timeout Di=zabled
Cpu_usage " >
critical
Tags available disk_rate Tags selected
disk_uzags
dmz W £
Quiet D Cascade Protection Services Erabled |»

Critical instructions

Warning instructions

Unknown instructions

MimuLe Day ol the month Moanth Day of the week
Cron from Sary o Ay | Ary [ Ay hd o~ >
MinuLe Day of the month Manth Day of the week
Cron to Ay | Ary | By v Ay ot Ay e
Timeout Retries
Category MNone |
OnucaHne nonen 3Tmx 3KpaHOB HaxoAUTCA B rf1aBe . Nocne TOro Kak Bbl

3aMoJIHUTe BCe NO0JIsA, HaXXMUTe Ha KHonky Create.

YynTbiBas, 4T0 B 60NbLUMHCTBE cny4aeB MoayJin NMOBTOPAKOTCA, BMECTO TOro, 4T0bbl 3aN0NHATb
nonga rpun Ka>xgom nobasneHun MoAayn4d, npennovYTuTesibHee 3apaHee ornpenenTb ero Kak
KOMMOHEHT 1 UCMO0J1b30BaTb 3TOT KOMMOHEHT. MIcno/ib30BaHNE KOMNOHEHTOB 06bACHAETCS B
pa3nesie o Co3gaHN CeTeBoro Moayns.

0ns nonyvyeHus LONOSHUTENbHOW MHGOPMALIMM O CO3AaHMKN yaaNeHHbIX Moaynein WMI cmoTpuTe
pasnen
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Co3panue moanyns tTuna Web Server

BbibepuTe onuuio Create a new web server module n HaxxmuTe Ha Create.

Type
Create > ‘
Creat= a new webserver maduls

Create a new data server module
Create a new network server module
Create a new plugin server module

Create a new WHI server module

Create a new webserver moduls

HacTponTe BCe nons Moayns. 3aTeM OTKpOWTe AOMNoJIHUTENbHbIe napaMeTpsl (Advanced options).


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

pandorafms 32/54

“" Advanced options

Description
Custom 10 Unit — i *
Interval 2 mimazz e f Fost process o W *f
Min. Yalue Mlax. Walue
Edport target Mot nesded Discard unknown events D
FF imzerval o FlipFlop timeout Dizablied
e
dma ~ b hoe |
Memory_usage
Tags avallable neteark Tags selected
nerwark_usage
perfarmance b L 4
Quiet D Cascade Protection Servioes Enablad | %

Critical instructhons

Warning instructions

Unkniown Instructions

Minute Day af the month Month Day of the week

Cron from A A&

Month
Cren to Ay | s By | s By | as A L A L
Timeout Retries
Category Mone |a
Check type Arnyauth s
Reguests 1 Agent browser |D Pardoira FRAE Y
HTTF auth {lagin] HTTP auth [password)
Proxy URL
Proxy auth {login] Frowy auth [pass)
Proxy auth {server) Promy awth [reaim)

Monga 3Tux aucnaees onNucaHbl B raase LLabnoHb n komrnoHeH sl [locnhe 3anosIHeHns BCcex nosen
Ha)XxMuTe Ha Create.
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Using module component

Mame
Typea

Dynamic Threshold Interval

Warning status

Critical status

FF threshold

Historical data

Web Checks

pandorafms

--hiEnuel setup--

Remote HTTP module to chec

Mong I#

Min.| O
Max. O
fnverse intarval ||

Min.| O
Max, O
Inverse interval I:l

Heepmunnerslj
@ Change all statuses: 0

D Thange each status : To 'normal” O

4]

&

B cniyHae C B€6-M0,ﬂyJ'IF|MVI HET HUKaKNX KOMMOHEHTOB.

33/54

Disabiled [_|

Mormal Status @ Warning Status  Critical Status Bl

Ta ‘warning' O To 'critical”

[ns nonyvyeHus 4ONOAHUTENbHON MHAOPMaLMK 0 co3aaHMK Beb-Mmoaynen cMoTpute pasgen Web

MOHUTOPUHT.

N3MeHeHMe yxe co3paHHOro Moayns

MO>XXHO M3MeHUTb Ntobor N3 Mmogynen, HasHa4YEeHHbIX NOJINTUKE.
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Naine Type  Action
CPU % 4> @O0 W
CPU User o= @0 W
Load Average (4 @0 W
Memory Free % 4o @[ @
Pagination use [ge= @[ @
Service sshd status [ @ [J T
U ptime (4 @0 W

[Na 3TOro NpocTo HaXXMNTE Ha Ha3BaHMe Moayns, 4Tobbl 0Tobpa3nTbL NapameTpsl
KOHUrypauumn.
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EDIT MODULE - DATA SERVER MODULE

Name () CPU

Type ﬂ Generic numeric (generic_data)

Dynamic Threshold Interval Nene El rd #
Min. | 20.00

Warning status Max! 90.00

Inverse interval [

Min. | 91.00
Critical status Max. 000

Inverse interval [

Keep counters [
(@) Change all statuses : O

FF threshold
res (C) Change each status : To ‘normal’ O
‘critical’| O
Historical data ()

rmodule_begin
module_name CPU %
rmodule_type generic_dsta
Data configuration rmodule_cpuusage all
rmodule_unit %
moduls_end

> Advanced options

> Custom macros (@)

Mocne BHECEHUS U3MEHEHWI HaXXMUTE Ha KHonKy Update.

Ecnn mooynb NONUTUKKM NEePEMMEHOBAH, UMSI MOAY NS
ObyneTt 06HOBNEHO, KaK U BCe OCTajlbHbIE MOS Npw
NPUMEHEHNN MONNTUKMN.

Ecnm Mmoaynb NOMUTUKN NEPENMEHOBAH, @ MOAYJb C 3TUM
MMEHEM y)Ke CyLLIeCTBYeT B AreHTe, 3TOT Moay/b byaeT
MPUHSAT, @ MOAYJIb CO CTAapPbIM UMeHeM By eT yaaneH.

Disabled [_|

Module group | System E|

Hormal Status ™ Warning Status

To ‘warning)| To

Loadbasic # |@

L

Critical Status [l
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YpaneHue yXe co3gaHHOro Mmopyns

YT106bI YOANUTL MOAYAb U3 MONUTUKA 1 YBpaTb ero n3 KoOHGUrypaunm AreHToB, HaXXMUTE Ha
3HA4YOK KOP3WHbI CNpaBa OT MOAyJiA. Korga Bbl 3T0 cAenaeTe, MoAy/b OCTAaHETCS B CMUCKE, HO C
nepeyepKHyThIM Ha3BaHMWEM, @ KHOMKa KOP3WHbI CTAHET KHOMKOW OTMEHbI yAaeHUs.

EC/v BaM HY)XHO yanuTb HECKOJIbKO MOAYJ1el, Bbl MOXeTe BblibpaTb noJie crpaBa OT KOP3UHbI U
Ha)kaTb Ha KHomMky Delete.

Total iterns: 9

Mame Type Action
Account deleted El"om" ! ﬁ L]
CPU % [ @ W O
Free percent disk C: B"ﬂm" ! ﬁ L]
Load Average Q”’"‘“L ! ﬁ L]
Memeory Free % El"om" ! ﬁ L]
Processor User Time % gmmL ! E L]
Total processes Bmm" ! ﬁ L]
Uptime Q”’“‘L ! ﬁ L]
WMI Service [geas @ w O

‘ Delete ""."

Moaynu MHBEHTapu3auum

GB MOJINTUKE TaKXXe MOXXHO CO34aBaTb MOAYJIN MHBEHTaAPU3aLWN, Bbl6|/|paﬂ MoA4yJib U3 CNNCKa
OOCTYIMHbIX B CUCTEME, MHTEPBaJ1 N YH4E€THbIE JaHHbIE.
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Basic Windows Local Monitoring - Inventory modules® Z © T & & 8 % co

)

Madule Select inventory moduls e Interval L haur v #

Use custom fields |

Usernamie adrmin Password sssssEsseREs
Add >

Kak n B Cilydae C opyruMmm anieMeHTamMm noJiInTUKK, ecsin Bbl yoainte MmoaoyJsib NHBEHTapu3saunn,

OH 6y,£l,eT NEPEYEPKHYT, a Ha MeCTe KHOMKK yaaJieHNA NMNoABNTCA KHOMKa OTMEHbLI yaa/leHNA.

Name Type Action

Py oy Pl EuR)

Onsa nonyyYeHns OONONHUTENbHON NHGOopPMaLumn 0 gobaBneHUn Moaynen yaaneHHON
WHBEHTapM3aLun cMoTpuTe pasaen Moy an NHBEHTapu3aLni.

CocTosHuMsA MoAay”nA NOJINTUKKU

Korga moayb CO3aeTcs Ha OCHOBE MOJIMTUKN, Ha HErO CCbIADTCA Yepes 3HAYOK NOJIMTUKN. DTN

MoAOysin NOJINTUKWN MOTYT MUMEeTb HECKOJIbKO TUMNOB COCTOAHUA, @ UMEHHO:

CBsA3aHHbIN.

He cBA3aHHbIN.
MPUHATLIN.

MPUHATBLIN CBA3AHHbIN.

o ! J“' Free RAM Percentage Mem Free

o D E j‘" Ping curso
(o] % /  PruebauDP

» ! j“' Status Percentage Free Disk

CBsizaHHble Moaoynum

2Tn MOAOYJIN CO34al0TCA B NMOJINTUKE, U NMPU NPUMEHEHWNN MOJIMTUKN OHW TakKXe CO030al0oTCA B

M/A-N/A 990,272 101} August 21,2079, 212 om
NS - MAA 1 n August 21,2013, 216 pm
NS -M/A O n August 21, 2073, 214 pm

MiA - NIA 1 n August 21, 2013, 212 pm
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AreHTe. 3T0 0b6blYHbIE MoAaynum, Co3faHHbIE B NOJIMTUKaX.

'y = F FresRAM  Percentage Mem Free - N/A-N/A 990,272 B svevszn2019.2920m

°| ] |[®] # Fingcurso - N/A-NAA 1 <] B vt 2003296 0m
(o] % /& Pruebs UDP - N/A-N/A O B cveus212019.2720m

B ! & swatus Percentage Free Disk - NiA-N/A 1 E4) u August 21, 2079, 212 pm

Bbl MOXKeTe CBA3bIBaTb M pa3BA3blBaTb MOAYJIM CO CTPaHMLbI KOHDUIYpaL MM camoro Moayns,
Ha)KaB Ha 3Ty KHOMKY.

Historical data
a

Target IP

192.166.80.231

Policy linking Module linked |I|

> Advanced options

He cBsizaHHble MOoAOyUn

He cBsi3aHHbIE MOoAdyJin - 3TO MOAYN, KOTOPbIE NMPUHaONEXAT NMNOJIMTUKE, HO HE HYYBCTBUTEJIbHbI K
N3MeHeHNAM B nonmTumke. OHK MOryT ObITb MONE3HbI, MOCKOJIbKY MO3BOMAKOT AeNaTb
nHAOnBnAyaJlbHbl€ NCKJTIOYEHNA ONA Mouyne|7|, BXOOALWMNX B MOJINTUKY. Takum 06p830M, Mbl MOXXEM
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rnepcoHaan3npoBaTh MOAY/b LAaHHOr0 AreHTa B paMKax MOJIMTUKWK, He yOanaa ero U3 nojanTuKku.

pandorafms

) !d’
O] @&
o[ %~

- B/

Free_RAM  Percentage Mem Free - MAA - NAA

Ping curso - MAA - MAA
Prueha UDP - NJA - NJA

Status Percentage Free Disk ([N N/A - N/A

N3mMeHeHUst NonnTukn 6yayT npUMeHeHbl TONbKO Mpu

CBA3bIBaHW MOAOYA.

MpuHATbIE MOAY NN

990,272 B sueust21.2013. 212 pm

1 n August 21,2019, 216 pm

0 n August 21,2013, 274 pm

1 n August 21,2013, 212 pm

3Tn mogynu bbian co3aaHbl B MOMNTUKE C TEM XKE UMEHEM, YTO M CYLLECTBYOWMNA MO4Y /b B
AreHTe. Mpn npuMeHeHun nonntmkn Pandora FMS 6ygeT ncnonb3oBathb AaHHbIE U3
CyLLeCTBYIOLLEro MOAY/A BMECTO CO34aHMA HOBOro MOAY1A N NPOLO/DKUT YNPaB/IaTLCA U3

AreHTa.

Ha 3TOT T1un moaynsa He BANAIOT U3MEHEHUS MONUTUKN.

| o ! 4’" Free_RAM Percentage Mem Free - MAA - NAA
o D E )‘ Ping curso - MAA - NAA
(o] o Prueba UDP - NIA - NIA

s B seus Percentage Free Disk [ A - /A

Mpu yoaneHnn NofMTUKN NPUHSATLIE MOAYN He

yhanawTca n3 AreHTos.

anHﬂTble CBA3aHHblIe MOAYJIN

Mo>XHO CcBfA3aTb I'IpI/IHﬂTbII?I MoA4yJib ANnd NCnoJib30BaHWA onpeneneHns, N310XKeEHHOIro B NMNOJINTUKE,

990,272 [ [
B =
o EHm
T Hm

August 21, 2019, 212 pm

August 21, 2019, 216 pm

August 21, 2019, 214 pm

August21, 2019 212 pm

BMECTO JIOKaJIbHOro onpeneneHns. Takum o6pa30M, yrpasadaa Mmoaoynem m3 noJinTUKK, rnpu
BHECEHMUN U3MEHEHNI N3MEHAETCS U 3TOT MoAOyJib.
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iy B & Free RAM  Percentage Mem Free - NJA - NJA
O[] @& Ping curso - NJA - NiA
W # Prueba UDP ) wa-na

@ =/ Status Percentage Free Disk [ A - /A

Korfa areHT yaansaeTcs us noUTUKN, CBA3aHHbIE MOAY /N
yOansAnTCA, N OCTAOTCS TONIbKO CBA3aHHbIE NMPUHATLIE U
NPUHATLIE MOLY N,

MpeaynpexapeHue

B mMeHio MNpepynpexneHnsa Bbl MOXXeTe HaCTPOUTbL ONoBeLLeHNA Mon,yne|7|, BXOO4ALWLNX B NOJIUTUKY.

990,272 101}

-

< @
E
2

August 21, 2019, 212 pm

August 21, 2019, 216 pm

August 21, 2019, 214 pm

August 21, 2019, 212 pm
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Basic Windows Local Monitoring - Alerts @ /° © £ AW HF %

Total items: 9

Template Maodule Actions

© Create a ticket in Integria IM5 {From 2 to 3}

Critical condition CPU% L ¥ SON |
¢ Restart agent (From 3 to 4)

Critical condition MemoryFree® o Create a ticket in Integria IMS (From 2 to 3) (1] | J¥ NON|
o WMail to Admin (From T 1o 2) (1]

Critical condition Total processes L ¥ SON|
o Create a ticket in Integria IM5 (Ffrom 2 to 3} m
o Mail to Admin {From T to 2) ]

Critical condition Free percentdisk C: o Create a ticket in Integria IMS (From 2 to 3) ﬁ ! .!. @ ﬁ
o Mail to Admin From 7 to.2) (1]
o Create a ticket in Integria IMS {From 2 to 3) ﬁ

Critical conditon Wil Service ’ ... @ m

& Mail to Admin (From 1 to 2)

=]

=]
@

L JOR |

Critical condition Free percent disk ©. @ Create a ticket in Integria IM3 (From 2 to 3)

o Mail to Admin (From T to 2]

20T

Critical condition Load Average

o Create g ticket in Integria IMS (From 2 to 3}

b

o Mail to Admin Erom T to 2)

Critical condition WMl Service L ¥ SON |

o Create 3 ticket in Integria IMS (From 2 to 3}

o Mail to Admin (From T to 2)

. 4% JON

Critical condition Total processes

8 8 &k

@ Create a ticket in Integria IM5 (From 2 to 3)

Alert template Select ~ Policy module Select e

Add >‘

Jo6aBuTb NpeaynpeXxaeHus

Y106l 40BaBNTL NpeaynpexneHune, CBSXXUTe 0AUH U3 paHee onpeaeneHHbIX WwabnoHos Alert
template ¢ Mogynem, NnpuHagnexxawmm noanTNKE, a 3aTEM HaXXMUTE Ha KHOMKY Add.
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Test Alerts - Alerts C ’ 8 s 4 mn e 2

Test ]
Test 2

Alert template  Ss|sct v Policy module

]
N3meHeHMne npepynpexxaeHnn

Bbl MOXXeTe 106aBUTb OENCTBUS, MEPEBECTUN 3BOHOK B PEXUM YAEPXKAHUA NN OXUIAAHUS UK
NeaKTMBUPOBaTb NpeaynpexaeHns. Eciv Bl X0TUTE U3MEHUTb MOAY b MAW WABIOH, Bbl JO/KHbI
y0aNUTb ero 1 co34aTb HOBOE NpeaynpexxaeHue.

YpaneHue npegynpexpeHui

YT106bI YOANUTbL NPefynpexaeHne U3 noauTUKN 1 ybpaTb ero n3 KOHGUrypaunm areHTos,
HaXKMUTE Ha 3HAYOK KOP3WHbI CNpaBa OT npeaynpexaeHus. MNocne 3Toro npeaynpexaeHune
OCTAHEeTCSs B CMUCKE, HO ero HaseaHue byneT NepevyepkHyTOo, @ KHOMKA KOP3UHbI CTAaHET KHOMKOM
OTMEHbI yaaneHus.

Taotal items @ 3

Template Module Actions Op.

Critical condition Memory Free % Default @ Mail to XX ! ! o ﬁ
Manual alert Pagination use ! ! o ﬁ
Manual alert Pagination use ! ; o ﬁ

BHeLUHMe npeaynpeXneHus

BHelHMe npeaynpexaeHuns No3BoasOT CBA3bIBATb NPeaynpeXX4eHns C MOAYNsSIMU areHTa,
KOTOPbIX HET B CMIMCKe MoAayJiel NoaMTUKKN. O4eHb Nose3HO Ha3HavaTb NpeaynpexaeHuns ToJIbKo
L7191 HEKOTOPbIX MOAyen AreHTa, a He O BCEX.
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Jlo6aBneHme BHELUHUX NpeaynpeXaeHni

YT106bI CO34aTb BHELUHEE NpeaynpexaeHne, HeobxoaMMo 3aN0NHUTL CAeaYOLLYI0 hopMy:

Test Alerts - External alerts 7 /e i} !-’ ‘ . * co @ E]x

summary. azure.compute.instances -

summary. azure.compute.NetworkPacketsIn

summary.azure.compute.NetworkPacketsOut

Test 1

Test 2

WM Metwork_connectedVMs Alert template Select 5
VM Network_ifinOctects

VM Network_ifOperStatus

VM Network_ifOutOctects

VM Metwork_overaliStatus

Modules in policy agents

MepBoe noJsie NCNonb3yeTcs A Beibopa MoAyns areHTa; 0TOOPaXKalTCs TOSIbKO Te, KOTOPbIX HET
B MOSNTMKE. Bo BTOPOM NoJie MOXHO BbibpaTh WabnoH npeaynpexaeHus. Haxmute Ha Add.

OTa (PYyHKLUMS OOCTYMHA KaK Ha METAKOHCOIN, TaK M Ha y3/ax.

N3MeHeHMe BHELLHUX NpeaynpexaeHun

YunTbiBas NpocToTy A06aBNeHNs BHELIHNX NpeayrnpexxaeHunii n Hebosblloe KONNYeCcTBO
NepeMeHHbIX, HET BO3MOXHOCTM MOAUMULIMPOBATL BHELLHWE npeaynpexaeHns. YTobbl M3MeHNTb
BHELLHee npeaynpexaeHne, HeobxoAnMo yAanuTb CyLLeCcTBYOLWEE 1 CO34aTb HOBOE.

YpaneHue BHELLHUX NpeaynpexaeHuun

YT106bI YyOanUTb BHELLHEE NPeaynpeXxaeHne 13 NoMTuKK n ybpaTb ero n3 KoHgurypawmm
areHToB, HAXXMWTE Ha 3HAYOK KOP3UHbI CMpaBa OT BHELLHEro npeaynpeXxaeHus.

Modules in policy per agents Actions

Criti fisi I . " Daf - Monitaring E -ﬁ\-

Default : Mail to Admin i
Warning condition TotalMessagesDelivered @ Add action

Cuctema YOaneHNA TaKad Xe, KakK U OJid 06bIYHbIX npeuynpemueHmﬁl; OHW HE BCTYNAT B Ccuny Ao
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TEX NMop, Nnoka NMNOJIMTUKa He 6y,£I,ET npumeHeHa. lloka NonTnKa He 6yueT NMPUMEHEHa,
npegynpexageHne 6yueT O0CTaBaTbCA B CIMINCKE, HO C Nepev4epKHYTbIM UMEHEM, a KHOMKa KOP3WHbI
6yueT KHOMKOW OTMEHbI yoaneHu4.

MnarvHbl areHTa

Cnocob nobaBneHus niarnHOB B NOJMTUKAX TOYHO TaKOW XXe, KakK 1 B AreHTe. Bbl MoXeTe
0bpaTUTLCA K pasgeny AN8 0ONONHUTENbHOW MHOoPMaL K.

Insa Toro, 4Tobbl N1arnH areHTa Mor ObITh npunMveHeH
NONNTUKOW, raaruH OONKeH CywiecTBOBaTb B MyTH,
YKa3aHHOM B areHTe.

Ins nonyYyeHnsa DONOJSHUTENbHON UHGOPMaLUn 0 pa3paboTke 3TUX MJ1arMHOB CMOTPUTE pasaen

Basic Windows Local Monitoring - Agentplugins @/ ® [ & & @ % oo =R

Mew plugin Add

Konnekuuu cpannos

3TO0 pecypchbl, NCNOJib3yeMble AJ1s1 MAacCOBOro pa3BepTbIBAaHUS CKPMUMTOB UIIN MNArMHOB, KOTOpPbIe
3aTeM BbINOJIHAOTCSH CAMUMMN areHTaMmn NoAUTUKN.

CHavana HeobxoA4MMo caenaTb KOMNUAALMIO CaMUX (halnnoB. [1ns 3TOro nepenanTe B MEHEOKED
areHToB, rae Bbl YBMAUTE NOANYHKT noA Ha3BaHueM Collections. HaxmuTe Ha Hero, 4Tobbl
CO3aTb HOBYIO KOIIEKLMIO:


https://pandorafms.com/manual/!785/ru/documentation/03_monitoring/02_operations
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Bl o

MName:

Group: all v
Short name:

Description:

Mocne co3fgaHunsa Konnekunn hannios, 3arpy3mte Bce HeobxoanmMble hansibl B 3TY KOJIIEKLNIO, BCE
OHW NonagyT B 0AMH 6a30BbIN KaTanor. Kaxxaas Kosiekuma umeeTt cBon cobcTBeHHbIN 6a30BbIn
KaTasior. B KOHCOIM OHWN XPaHATCA B BUAE KaTanora
/pandora_console/attachment/collection c umenem Tuna fc_XXX, roe XXX - 4yucniosow
NOEHTUMUKATOP KoseKunn. Konnekunmn pannos MoryT cogepxxaTb nogkatanoru. Konnekumm
hannos nepepatoTca AreHTy B Buae ZIP (CkaTbiX) (hannos, C NoMoLblo Tentacle, Konnekunn
(hannos NogLep>XXMBalOTCA TOJILKO B pexnme nepefayv gaHHbIX Tentacle.

B cozpaHHon konnekumn npumepos ( fc_1383033439 ) y Bac eCcTb ABa 3arpyXXeHHbIX anna:

Collections Management a
Free text for search (%)

Collection Short Name Group Description Actions
Apache Enterprise Plugin apache_plugin All Apache Enterprise Plugin to moni... server using a Perl script. ﬁ
migrate.sgl fc 1445866305  All (i}

B aTOM cny4dae, eCJin Bbl BEPHETECH Ha 3KPaH OCHOBHOW KOJIIEKLIUM, Bbl CMOXETE YBUOETb obe
KOJUIEKUWNKN B BUOE TPEYTroJIbHONo 3Ha4kKa, yKa3blBalOWEr o Ha HaJn4yne I'Ip06}'IeMbI. 2T0
NPONCXoOUT NOTOMY, HTO KOJUTEKUUNN HE CUHXPOHN3NPOBaHbI, 1 Bbl OJIXXKHbl CUHXPOHU3NPOBAThb
nX, Ha>XaB Ha TOT Xe Tpeyroanb||7| 3HaA40K.
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Free text for search (%)

Collection Short Name Group Description Actions
Apache Enterprise Plugin apache_plugin All Apache Enterprise Plugin to moni... server using a Perl script. ﬁ
migrate.sgl fc 1445866305 Al (i}

Korpa konnekuuns hannos CUHXPOHU3UPYETCS, NOSABISETCA 3HAYOK C KPYrOBOW CTPEJSIKON:

o SUCCESS

Successful in creating collection package.

Free text for search (*)

Collection Short Name Group Description Actions
Apache Enterprise Plugin apache_plugin All Apache Enterprise Plugin to moni... server using a Perl script. I"Tﬁ (JI
migrate.sql fc_1445866305 Al o

Mocne CMHXPOHM3ALUN KOSIEKLUN OHa NMPUMEHSAETCSA K areHTy, Ha 3TOT pa3 6e3 ncnosib3oBaHns
NoONNTKK. MepenanTe B peXXnM MeHeOXepa areHTOB U HanauTe BKNaAKY KOIeKUnn (3Ha4oK B
BUAE AMcKa). Tam NosBATCA LOCTYMNHbIE KO/UIEKUUK, YTOObI Bbl MOrM BhiBpaTb 04HY U3 HUX U
NPUMEHUTL €€ K areHTy, B AaHHOM C/ly4yae 13 npeabliaywero npumepa (ytunmtel Windows®):

al/eVinixBIR%RBIX
Free text for search (*)

Name Short Name Description Status Add
q Apache Enterprise Flugin apache_plugin  Apache Enterprise Plugin to moni... server using a Perl script. o 'o'
Q migrate.sql fc_1445866305 (+]

P. Mame Dir Descri ption Status Remove
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B HacTosLee BpeMsl OHa NPUMeEHSsIETCS. B cnenyowmin pas, Korga areHT 0bpaTuTcs K cepBepy, OH
NONy4ynT 3TOT (haln, a Takxe HebonbLy Moandukauno B hanne .conf, KOTOPbIN B AaHHOM
cNyvyae bygeT TakuMm:

file collection fc 1383033439

Q Apache Enterprise Plugin apache_plugin Apache Enterprise Plugin to moni... server using a Perl script. o 'o'
Konnekuuu channos n nonuTnK

OHa pa60TaeT TOYHO TaK e, KaK 1 KoJleKUnn oTAeNbHbIX AreHTOB, HO BMeCTO NpUMeHeHUs
KONJIeKLNN K KOHKPEeTHOMY AreHTy oHa NMpUMeHseTCa K NOJINTUKE:

Manager collection

0 SUCCESS

Successful in creating collection package.

Free text for search (*)

Col lection Short Name Group Description Actions
Apache Enterprise Plugin  apache_plugin All Apache Enterprise Plugin to moni... server using a Perl script. 'ﬁ I:_jI
migrate.sql fc_1445866305 Al ]

Ecnu Bbl XOTUTE UCMO/b30BaTh MOAY/b, KOTOPLIA NCNONb3YET (halin, BKAOYEHHbIN B KONNEKLNIO,
CCbIIATECh TONIbKO Ha KaTasior, COAep KaLLUiA KOMIEKLMIO, UCMOb3Yys ee PUKCUPOBAHHBIN
noeHTUGMKaTop. BoT npumep ncnonb3oBaHus lnaruHa Moy ns:
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Resources / Manage agents /
(=] (=1

KEPLER S W Ml X e A,

L]
-

Base options

Using local
--hanual setup-- v
component
MName DiskFrees C Disabled Module group| General o
Type GEneric numeric i
Min. O
Warnin -
8 Max O 100 Normal Status
threshold . 20
Inverse interval 0 Waming Status
Percentage 20 M Critical Status
20
Min. O o
Critical Max. O -20
threshold . 40
Inverse interval 50
Percentage 80
_100_
Historical
data
module_begin
module_name DiskFree%_C
module_type generic_data
module_description
Data module_plugin_script /B "%ProgramFiles%\pandora_agent\collections\fc3\df_percentvbs” |
configuration | module_end ‘ Check ‘

A

LLeHTpaNu30BaHHOE ynpaBsieHNne KONNEeKLUAMU

C nomouybto Pandora FMS 729 OUM MO>XHO LeHTpann30BaTb yYNpaBaeHMe KONEKUNAMN U3
MEeTaKOHCOJIN.

NS nonyvyeHns OONOJHUTENBHON MHGOPMaLIUK NepenanTe no cieaywen CColike.

PacnonoxxeHue konnekuuu ¢pannos B areHte

Kaxaas Kosnekuus hanios MeeT «KOPOTKOe MMA»; B JaHHOM NpuMepe OHa Ha3blBaeTCA
«fc_13830334393». 370 03HaYaeT, YTO YTUIUTLI, CKPUMTbI UNN UCTIONHAEMbIE (halbl,
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Haxoasdalwmnecsa B KoJi1ekunu, 6yuyT HaxXo4AUTbCA B

%sProgramFiles%\pandora agent\collections\fc 1383033439

Ba)XHO 3HaTb, YTO KOMIEKLNS CXKMMAETCS A9 OTNPaBKN AreHTy, No3TOMY NOC/NeAHNIA LO/KEH
NMETb UHCTPYMEHT unzip, 4Tobbl pacnakoBaTb (ain. HauynHas ¢ Bepcum 3.2 AreHTa, 3Ta yTuamTa
yCTaHaB/IMBAETCA B:

%sProgramFiles%\pandora agent\utils

Bam Heobx0aMMO 3HaTb 3TO, YTOObI MMETb BO3MOXXHOCTb UCMO/Ib30BATb Moy AW, paboTatoLLme ¢
3TUMM (haitiaMm, YToObl Bbl MOTJIN YKa3aTh MOJHbIA «HACTOAWMUIA» MNyTh. MOCMOTPUM ellie 0uH
npumep:

Ecnn KpaTkoe nma konnekuun - «fc_18», To mectononoxeHue bynert:

%sProgramFiles%\pandora agent\collections\fc 18

Kaxxaas Konnekuus hanaoB XpaHUTCA MO pa3HbIM agpecam, 4Tobbl NpefoTBpaTMThL Nepesanunchb
NN KOHIKT pa3HbIX KONeKuun ansios gpyr ¢ Apyrom.

CncTeMa ynpasJsieHUst KoJleKLnen ocHoBaHa Ha md>5 xaLwax, aHasIorMyHo yrnpasieHuo
KOH(UrypaunoHHbIMK (hannamMn AreHToB. Mpu co3gaHnm Konnekuum B koHconm Pandora FMS
co3gaeTtca xaw md>5, koTopbin oTrnpasnseTca AreHTy. 3ToT md5 byaeT 06HOBNATLCS TOJILKO NpU
N3MEeHEeHMNAX B KOJIIEKLMN Ha CTOpoHe KoHconu Pandora FMS, a He B AreHTe. [103TOMY N3MeHeHU$
B KOJIIEKLUMAX, CAESIAaHHbIE TOKaNbHO Ha areHTax, byayT COXpaHATbCA 4O TEX Mop, Noka
Konnekuns He byneTt namMeHeHa B KOHCOJN.

Ecnum B KONNEKLMIO BHOCATCS Kakne-nnbo n3MeHeHns Ha CTopoHe KoHconu, md5 byaeT
nepecynTaH, 1 ecan OH He COBMaZaeT C CYLeCcTBYOLWMM B AreHTax, byaeT npumeHeHa
nocnefHAs KOHOUIypaLnus KoaNeKLmum, C MoOMOLLbIO Nepe3anncu npeabiayLen n ycTpaHeHus
BO3MOXKHbIE JIOKaJIbHbIX U3MEHEHUI B KOJINEKLUSIX.

3TO NpMMep MUCMoNb30BaHWA NnarnHa, KoTopbin ncnonslyet ann df perfecnt.vbs,
cofep)Kalunincs B Kosinekumm nop HassaHvem «fc_1383033439» anda areHta Windows®:

module plugin cscript //B
"sProgramFiles%\pandora agent\collections\fc 1383033439\df percent.vbs"

YnpaBneHue NnoJIMTUKAMU U3 METAaKOHCOJIU
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EEE RS s SRS RS e

DIFFEREMT
NODES

ADMIN METACOMSOLE :
. POLICIES 0_ _____ '

—- . '

L

EDIT EesmmmmsssmmssssEmmSsEmmE..n-
APPLY ON o o 0 =
REMOTE o : )
AGEMNTS IM :

Mo>XHO yrnpaBnAaTb NOUTUKAMKM N3 MeTaKOHCOIN. pouecc 3ak4aeTcs B pacnpeneneHnm
NHGopMaLMn Mo BCeM y3amMm, 4T0bbl KaXK bl 13 cepBepoB OTBEYaAJ1 3a €€ NPUMEHEHNE. Takon
obmeH I/IHqJOpMaLI,VIeM C/10XXeH, NMOCKOJIbKY Ba>XXHO, 4yT0obbI BCE Y3/1bl UMENN TE€ XK€ ONaHHbIE, YTO U
MEeTaKOHCO/JIb.

KoHdurypaums. Pe)XxuM L,eHTpasIu30BaHHOIO yNpaB/ieHus

MeTaKOHCO/Ib UMEET PEXUM LEHTPAJIM30BAHHOIO YNpaBieHns. 9TO 03HaYaeT, YTO B OTHOLIEHWN
NONNTUK ynpaBieHne OCYLLECTBASETCA U3 METAKOHCO/IM, a He C y3N1a. B meTakoHconun Bbibop
3TOr0 peXxuma oCyLLeCcTBAAETCA N3 06LLMX HAaCTPOEK.
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PFI NDOR w ; Q ## EE Q Q} O ‘.l (admin)

Monitoring Events Reports Screens Advanced Extensions A, SE
. User Agent Module Alert Event Compaonent Palicy Category Server )
R management management management management alerts management management management management el Metasetup
® O % XN m =~ LS 6 % B

Language settings English {UK) ¥

Auto login (hash) password

Time source o System ¥

Enforce https Yes Mo (@

Centralized management Yes (@) Mo

Attachment directory hearfwenerhtmlfpandora_consolefattachment

Timezone setup Europe/Beriin *

Public URL

Disable custom live view filters Yes No (@

Command line snapshot Yes (a) Mo
Disabled sections Enabled sections
Metflow Tree view by tags
Web Checks Wisual Console

Customise sections >

4

YT106bI COOBLLNTL HACTPOEHHLIM y31aM, YTO PEXUM LEHTPasIM30BaH, MPOCTO NepenamnTe Ha 3KpaH
NNUEH3WUIA N CUHXPOHU3NPYNTE. Takmm 06pa3om, BCE CTPaHWLbl YNPaBAEHUS NOAUTUKON ByayT
TONbKO MH(POPMALMOHHBIMK, T.€. AOCTYMNHbIMU TONILKO B pexume 4TeHus. Hoeble gobansembie
Y3J1bl aBTOMATUYECKN KOH(UTYPUPYIOTCS B 3TOM pexunme.
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] User Agent Module Alert Event Component Palicy Category Server .
Swenily management management management management alerts management management management management —iEEE IR

Licence

Customer key

Expires

Platform Limit

Current Platform Count

Current Platform Count (enabled: items)
Current Platform Count (disabled: items)
Licence Mode

NMS

Satellite

Licensed to

Validate and sync F equest new licence

Ecnn y3en HaxoanTcs B LEHTPAIM30BaHHOM peXxnme, B NpeacTaBeHUN NONNTUKN NOSBASETCA
coobLieHne, npeaynpexaatoiee 06 3Ton cMTyaumm.
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M
-
’ This node is configured with centralized mode. All policies information is read only. Go to metaconsole to manage it
®
x Group All ¥ Recursion Free text for search (*)
-D Total items : 9
E] Status Name&¥ Group&y
Basic Web Checks 0 6
‘ Basic Windows Local Monitoring 0 a
Basic Centos/RedHat Local Monitoring
¥ 0 B
@ Basic SuSe Local Monitoring 0 a

Oqepep,b MOJINTUK B METAKOHCOJIUN

Oyepefb NOANTUK B METAKOHCO/IM OT/IMYAETCS OT 04epeamn NOMNTUK Ha y3nax. Ecim B nocnegHunx
Bbl MOXXETE BUAETb CTATYC peannsaLny He3aBepLUEHHbIX NOANTUK U UCTOPUIO 3aBEPLLIEHHbIX
NOSINTKK, TO B METAKOHCOM 3Ta BTOpas PpyHKLUMs Obina yaaneHa. OTobpa)atoTcs TONbKO Te
MNOSINTUKMN, KOTOPbIE HE BbIIN MPUMEHEHBI I HAaXOASATCS B NPOLECCE BbIMOSHEHWS, C YKa3aHNeM
y3/1a, K KOTOPOMY OHUW OTHOCATCS.

OpQHako, ec/in Bbl XOTUTE 03HAKOMUTLCA C I/ICTOpI/IQI7I, OHa OO0CTyrnHa B y3se. ®PakTU4YeCKun, 370
€aANHCTBEHHOE, YEM MOXHO yripaBJiATb N3 y3Jila, NMOCKOJIbKY BCe€ OCTaJlbHbl€ CTPaHWNLblI HAX0AATCA
B peXNMe «4TEHUNA».

[ OCTOBEPHOCTb AaHHbIX

HaHHble Y3J10B N METAKOHCOJIN Ka>X 10 MOJINTUKN OOSIKHbI ObITb 0AVNHAKOBbLIMMU: Moaynn,
npeagynpexageHuna, MmoayJib MHBEHTapU3aunn, KOJUJIEKLUNN... OOJIKHbI ObITb NOCNenoBaTEIbHbIMMU.
n03TOMy npn NpUMeHeHn NMNOJINTUKN N3 METAKOCOJIN BCE 3TU ANaHHbIe KOMMPYKTCA Ha
COOTBETCTBYOLNE Y3JIbl.

9TO 04€Hb Pa3pPO3HEHHbIE N O4EHb YYBCTBUTESbHbIE AaHHbIE. [TPU KOMUPOBAHMMN AAHHbIX MOXET
BO3HUKHYTb OLInOKa. B 3TOM c/lyvyae KOHCOMb BblAACT OWNOKY, a y3en oTKaTUT paHee
COXPaHEeHHble AaHHble. Mpn YNCToN ycTaHOBKe NpobaemM He BOZHUKHET, HO PEKOMEHAYEeTCA
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yOanuTb Npeablaywmne KOHhUrypauuym NoanTuK, ciesaHHble BPy4YHYIO Ha y3nax, nepefaTtb UX B
METAKOHCO/b, 1 3aTEM CUHXPOHU3MPOBATH UX OTTYa.
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