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Vulnerability detection

Vulnerability Monitoring

In a similar way to how the hardening evaluation is carried out, Pandora FMS EndPoints and the
remote discovery engine will search for information about the software installed on the system,
then compare this information with the central database of vulnerabilities that Pandora FMS has
(downloaded from NIST, Miter and other sources) and will provide a list of software packages with
known vulnerabilities.

This feature is available whether you have EndPoints (and these EndPoints have software
inventory enabled) or if you do not have EndPoints and have to scan the network. If the network is
scanned, the amount of information provided will be lower. It is recommended to use an agent.

Any version 7 EndPoint can be used for this as long as it has software inventory activated. This
system works for Linux® and MS Windows® systems.

In a similar way to how hardening works, Pandora FMS will offer a unique risk indicator for each
system, based on the number of vulnerabilities and their dangerousness.

It will provide an information panel of the system's vulnerabilities, indicating the evolution of the
risk over time, the vulnerabilities sorted by different criteria, such as complexity of the attack,
severity, type of vulnerability, attack vector, user interaction, type of privileges required, etc.
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You may navigate through the control panel to filter the information and reach a level of detail
where each vulnerable software package is specified, the vulnerability (with CVE code) that
applies to it and the description of the problem:

¥ Name CVE Severity Version Score Detection Time Details
tar CVE-2022-48303 high 1.30 7.80 October 16, 2023, 8:55 am ©
python3-bind CVE-2022-38177 low 9.11.36 7.30 October 16, 2023, 8:55 am ©
python3-bind CVE-2022-38178 low 2.11.36 7.30 October 16, 2023, 8:55 am ©
python3-bind CVE-2021-2521%9 low 9.11.36 3.30 October 16, 2023, 8:55 am ©
python3-bind CVE-2021-25215 low 9.11.36 7.50 October 16. 2023, 8:55 am ©
python3-bind CVE-2020-8425 high 2.110.36 8.10 October 16, 2023, 8:55 am ©
python3-bind CVE-2020-84623 low 9.11.36 7.30 October 16, 2023, 8:55 am ©
python3-bind CVE-2020-8614 low 9.11.36 8.60 October 16, 2023, 8:55 am ©
python3-bind CVE-2020-8617 low 9.11.36 7.30 October 16, 2023, 8:55 am ©
python3-bind CVE-2019-6477 low 9.11.36 7.30 October 16, 2023, 8:55 am ©
python3-bind CVE-2019-6465 low 9.11.36 3.70 October 16, 2023, 8:55 am L)
python3-bind CVE-2019-6471 low 9.11.35 5.90 October 16, 2023, 8:55 am @@
python3-bind CVE-2018-5743 low 9.11.36 8.60 October 16, 2023, 8:55 am ©
libpcap CVE-2019-15165 low 1.9.1 7.50 October 16, 2023, 8:55 am ©
compat-openss|10 CVE-2022-0778 low 1.0.20 7.50 October 16, 2023, 8:55 am ©
bind-utils CVE-2022-38177 low 2.11.36 7.30 October 16, 2023, 8:55 am ©
bind-utils CVE-2022-38178 low 9.11.36 7.50 October 16, 2023. 8:55 am ©
bind-utils CVE-2021-2521%9 low 2.11.36 5.30 October 16, 2023, 8:55 am ©
bind-utils CVE-2021-25213 low 9.11.36 7.30 October 16, 2023, 8:55 am ©
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Detalls X

MName tar

Version 1.30

Cve id CVE-2022-48303

Cwss score 7.80

Severity high

Vector
Version
Attack Vector Local
Attack Complexity Low
Privileges Required Mone
User Interaction Required
Scope Unchanged
Confidentiality High
Integrity High

Availability High

What is a CVE?

Common Vulnerabilities and Exposures (CVE) is a unique, standardized identification for a security
vulnerability in software or hardware. CVE are a naming and tracking system used around the
world to identify and list specific security vulnerabilities. This system was created to make
vulnerability information organization, communication and reference easier, allowing the
cybersecurity community and IT professionals to address and solve security issues more
efficiently.

The key features of a CVE are the following:

e Unique identification: Each CVE has a uniqgue number that identifies it, making it easy to track and
reference. For example, a CVE may have a format like “CVE-2021-12345.”

e Detailed Description: Each CVE includes a detailed description of the vulnerability, allowing users to
better understand the nature and impact of the issue.

e Cross-references: CVEs often include cross-references to other security resources and databases,
such as the National Institute of Standards and Technology (NIST) National Vulnerability Database
(NVD), to provide additional information about the vulnerability.
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e Publication Date: CVEs normally include the date the vulnerability information was published.

CVEs are used by the computer security industry, software and hardware vendors, security
researchers and system administrators to track and manage vulnerabilities. This standardized
nomenclature is essential to ensure that vulnerabilities are communicated and addressed
consistently around the world, helping to protect organizations and end users from security
threats. Additionally, the existence of CVE makes it easier to create databases and tools that allow
organizations to stay up to date with the latest threats and apply patches or security solutions
when necessary.

The Pandora FMS vulnerabilities database

The draws from two sources:

e CVE-Search which combines data from NVD NIST, MITER and Red Hat.
e Direct information from the repositories of Canonical, Red Hat, Debian, Arch Linux, NVD NIST, and
Microsoft Security Updates.

The Pandora server builds its own database from this data and segments and indexes it in memory
for quick detection, so that it only loads the vulnerabilities corresponding to the operating systems
reported by Pandora FMS EndPoints.

To detect vulnerabilities using EndPoints, a database is used that is distributed by default with the
PFMS server and associates package and application names with different CVEs. To detect remote
vulnerabilities, a database is used that associates CPEs with CVEs. The console uses a database
with information about the different CVEs found in the server database to display it to the user and
generate reports. The data of the different CVEs are loaded in tpandora cve table, which has
existed since version 774.

Vulnerability Audit Configuration

At the server level

For local vulnerability detection, must be activated and the EndPoints

For remote vulnerability detection to work
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At agent level

You may manually disable or enable agents, or have them use (by default) the global settings in
the advanced settings section.

Vulnerability scanning

Use global settings

Disabled
Enabled

Uze global s=ttings

Remote Scan Tasks

To do this you must go to Discovery and launch a new vulnerability discovery task. You will be
asked for one or more groups of machines that already exist in monitoring to launch vulnerability
detection on them. The main IP address of these agents will be used to launch the scan. If you do
not have monitoring or they do not exist in Pandora FMS, they must be detected first with a
normal discovery network detection.

Vulnerability scanning will not create new agents.

Applications

B 'f,'\{_ ORACLE'
§[§[Semr My ] DATABASE
Microsoft SQL Server MySQL (legacy) Oracle (legacy)
(legacy)

I';ZI ;'I
LJd

Vulnerability Scanner

VMware (legacy)
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Discovery / Application / Task definition / Vulnerability scan configuration

Vulnerability Scanner

Agent groups

Mumber of threads

A Console Tasks

o There are no consale Lask defined yat

#  Host & devices tasks

ﬂ Server has no discovery tasks assipned

A Applications tasks

Complete setup @

Force Task name Server name  Interval Metwork Status Task type Progress Updated at Operations
@ Vulnerabilities pandorafms ) Done x pandorafms vulnscan 1 minutes 42 seconds

minutes
#  Choud tasks

ﬂ Serwver has no discovery tasks assipned

A Customn tasks

ﬂ Server has no discovery tasks assipned
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Vulnerability data display

Once the system has information, it will be displayed in the Vulnerabilities tab of each
monitored system.

It also has (as of version 775) a general dashboard, with several added graphs, such as the Top-10
of most vulnerable systems (worst ranking of vulnerabilities), Top-10 vulnerabilities (most
frequent) and other groupings.

These reports have some specific filters:

e By group of machines.

e Attack complexity (low/high/medium).

» Type of vulnerability (confidentiality, integrity, availability...).
e Access vector: Network, Adjacent Network...

e User interaction: none, required, etc.

e Privileges required: None, low...

DlE|= » 0 l« 4« B I &4 9 &

i ") Agent contact Refresh data Force checks

Interval 5 minutes
Lastcontact / Remote 3 minutes 43 seconds / Movember 8, 2023, 11:08 am
ian) & Mext contact 2315
Group Servers
Secondary groups A
Parent A4

Last status change B minutes 46 seconds

Agent access rate (Last 24h)
30
20
10
0 I
o711 11:11 1041 11:18
Module group Show in hlerarchy mode

All w [ Reset @ ] [ Filter Q_]
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A Sumimary
51'!1-!!11 gk Lo wcan Moverniera, 3023, 12:333m 23 vulnerabibties with mederate mpac nejuine Allemtion A.68  Mediumrisk
bty High risk 11}
Servurity Total valnerabi ities ‘Vuinerabiities try package
() Cortertay [ veegey [ ety S todin . Drccis (N bec-cenm
- birckai — Tyl e
1] el brd
E]
]
]
@
0
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0 T [ — --
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Raach Matrics
Privileges Required User Wateraction Allsh Vecler
B £ L3 Hone k] LY Febwirk e £
v i3 A ey i A Eafjarent Fetwirk (=] A
High 12 = Racal 1 Ay
[Pirical [} L g
A dudi
#  Filters
Dretection Time Package Severity Attack Compleity Privieges Required Liser Interaction Aitack Wector
Laxi dotecticn w | | Al - Al w Al - Al - Al - | | Al
oL
¥ Haire EWE Beverity Wersioa Brare (Dehection Time Detals
dar CvE-2023-48303 Lo L@ £ Movember B 3021, 01X am =
pythandbird EWE 00123230 e [BEE " 4 Rireember B, MIEE 1128 W L3
exthand-bind CWE-POE DT Foew 2104 a4 Hopeember B D0ED 8120 am L=
Fythend-bird CWE-2022-32178 o LEEE T s Hovenber B, 2021 11:X3am =
ewthid-bird CWE-2021-23219 b 2103 18 rresmber B 20EL 1123 A
prthand-bind CWT-P0Z1-23214 Foew AL Ak Hoeember I 7051, 81:33am L=
pythentbird CWE. 202125213 o LALE T a8 Hireember B, 021 11:23am A
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InBIND 9.2.12-> 9.9.13,2.10.7 -> 2.10.8, 9.11.3-> 9.11.21, 2.12.1 -> 9.16.5, 9.17.0 -> 2.17.3, also affects .9.12-51 -> 2.2.13-51,

X »mber 8, 20

2.11.3-51-> 9.11.21-51 of the BIND 9 Supported Preview Edition, An attacker who has been granted privileges to change a
specific subset of the zone's content could abuse these unintended additional privileges to update other contents of the zone.

Details
Marne pythen3-bind
Version 21136
Cwe id CWE-2020-8624
Description
Cwss score 14
Severity lowe
Vector
Version
Attack Vector

Attack Complexity

Privileges Required

User |nteraction

Scope

Confidentiality

Integrity

Awailability

31
Metwoaork
Lo

Low

Mone
Unchanged
Mone

Low

MNone

smber 8 20

:mber 8, 20

smber 8, 20

smber 8, 20

:mber 8, 20

*mber 8, 20

smber 8, 20

:mber & 20

*mber B, 20

amber &, 20

smber 8, 20

*mber &, 20

smber 8, 20

:mber &, 20

*mber 8, 20

*mber 8, 20

- :mber 8, 20

Scope metrics allow you to quickly filter out vulnerabilities:

ember 8, 20
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Reach Metrics

Privileges Required User Interaction Attack Vector
hlome &3 4@y Mome 92 L] Mebwinrk

Lo 13 L CJ Required 1 E» Adijacent Mebwo
Hrgh 13 A5 Local

Physical

M Audit
> Filters
¥ Mame CVE SeVerity version Score Detection Time Details
tar CWE-2022-48303 liwe 1.30 34 Movember & 2023 11:43 am 4B»

5]
w

:

Tactical security view

Operation - Security - Vulnerabilities menu.

Summary

It presents an overall picture of the agents, with graphs summarizing the total system risk as a
whole, the severity of the complexity of the attacks and the vulnerabilities presented by each
installed software package.
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#  Summary

#  Filters

Group

Please select v Filter q

System risk 30 zgents with 12148 vulnerabilities with significant impact require attention. 10 High risk

0 Healthy High rizk 10
Severity

B Corfersaity [ Irteqrity [ Avisbiiy
10,000
2.000

8.000

7.000

3,000

5.000

4,000

3.000
2,000

1.000

| N m——
Lew

Attack complexity Vulnerabilities by package

— Low
E High

You may filter by agent group, all groups are displayed by default (All).

Data breakdown

It presents a breakdown of security data, showing the top 10 agents and top 10 software packages
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with the most vulnerabilities.

#% Data breakdown

#  Filters
Group
A Agent
B3etc
257F37804331247060442bbb

fa2025fd2fe44482 223094 a8
401247 08deTThe 97583130
bf72edacf0leb3144b5f3cf5
2dzz3ececiled039bor2efde
&02ef1cas27clbb7d144bf02
642b08385339067b8161cbés
bec?s9419464493dbeaPeroas

Ofd005d0d9FI1afcfI7 2437

4

Privileges Required

Mone 10558 {o»
Low 526 E»
High 340 ©»

Information can be filtered by agent groups and exported in CSV format. Summaries in Privileges
required, User Interaction and Attack Vector boxes have display buttons that refer to the audit

section.

Vulnerabilities

410

304

354

410

394

Jed

410

410

394

396

pandorafms

10
10
10
10
10
10
10
10
10

10

User Interaction

Nons

Reequired

Risk

4 Package

python39
python39
python3?
python3-rpm
pythan3-rpm
python3-rpm
samba-client-libs
samba-client-libs
samba-client-libs

samba-client-libs

csv iy |

CVEID

CWVE-2023-36632
CWVE-2023-27043
CVE-2022-03%1

CVE-2021-35939
CVE-2021-35938
CVE-2021-35937
CWE-2022-2127

CVE-2023-34968
CWE-2023-34%67

CWVE-2023-34956

Attack Vector
Network
Adjacent Network
Loczl

Physical

Count

240

210

120

120

120

120

120

120

1200

@ ¢ & ¢
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Audit

By default it displays all vulnerability information, so it may take some time to load. You will be

able to filter by infinite combinations of vulnerability features, including specific CVE identifier
numbers.
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A Audit

“  Filters

Agent

All

Privileges Required

All

w Agent

fa2025fd2f64452a43d%4fae

fa2025fd2fe4452a43dP4fae

fa2025fd2f64452343d94fae

fa20257d2f64452a43d94f2e

fa2025fd2f64452243d%4fae

fa2025d2f64452a43d94fae

fa2025fd2f64462243d%4fae

1a2025fd2 6444224 3d54fae

fa2025fd2fa4452a43d54fae

fa2025fd2f64452a43d54fae

fa2025fd2fa4442a43d54fae

1a2025fd2f64452a43d54fae

1a2025fd2i64462343d74fae

122025td2164452343d54fae

fa2025fd2f64462343d94fae

fa2025fd2f64462343d94fae

fa2025fd2f64452a43d4fae

fa2025fd2f64452343d94fae

fa2025fd2f64452a43d4fae

fa2025fd2f64452343d94fae

fa2025id2f64452a4 3d4fae

fa2025fd2f64462343d%4fae

1a2025d2f64452a4 3d04fae

fa2025fd2 44522430542

1a2025fd2 6444224 3d54fae

pandorafms

Package Severity Attack Complexity

~ All v All v Al

User Interaction Attack Vector

v Al w All

Name CVE Severity Version Score Detection Time

python3e CVE-2007-4559  law 397 64 December 7, 2023, 12:00

am
oython3o %’faim low 397 4 E’::E"“"e'?’ EHZGR
pythonzg  vE 202 low 327 14 December'7, 2023, 1200
i Cre20zs - . s Erﬁcember 7,2023.12:00
python3e %’Egm’} low 397 36 Erﬁcember 7,2023.12:00
B Cvez0zz - . s Erﬁcemher 7,2023.12:00
P CvEz2- - tor . Decamber 7, 2023, 1200
— v high 257 . December 7 2023,1200
o CvEzis. - . . December 7,2023, 1200
oython3s gs'go’“‘" law 3907 36 grﬁ“’“b“ 7, 2023,12:00
oython3? Cve2023- ow . s December 7,2023, 1200
python3s CVE-2022-0391  low 387 38 gr:“’“b" ThEILE LY
mhon 39- CVE-2007-4559  low 397 a4 aDrﬁternl:.er 7,2023.12:00
prthons-  CYE:2023 - 497 . December 7,2023, 12,00
prthonzs-  CVE2023- o - i December 7, 2023,12:00
mhonw Ve o T - anr:«:ewber 7,2023,12:00
mhons‘?— cve-20z0- - - s EJ::ember 7,2023.12:00
ﬁgmm Ve 2022 o - - Elr:camber 7,2023. 12:00
mhonssk Cve-20s ows - . Elr:cember 7,2023.12:00
mmm Ve . . . E)I::ember 7,2023.12:00
ﬁghon.’r‘}- crez0is ow - . Elrﬁcember 7,2023.12:00
mhunw Ve - . i Erﬁcwher 7,2023.12:00
ﬁghen.?»‘}- Crez0zs . . - Decenber7, 2023, 1200
m“‘“@“ OVE-2022-0391  low 397 36 Erﬁce‘“he’ ThERL LT
oython38-pip ‘;':53'3023' low 307.4 38 Erﬁ“m'ﬂ 7, 2023, 22:00

n2345

Details

e © © & © © © © © @ @ © o © o © e @ o o o @ o @ o

486  Next
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Once the information has been filtered, each item has a detail display button (eye icon) that will
display the corresponding detailed information.
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