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¥ Name

tar

python3-bind

python3-bind

python3-bind

python3-bind

python3-bind

python3-bind

python3-bind

python3-bind

python3-bind

python3-bind

python3-bind

python3-bind

libpcap

compat-openss|10

bind-utils

bind-utils

bind-utils

bind-utils

CVE

CVE-2022-48303

CVE-2022-38177

CVE-2022-38178

CVE-2021-25219

CVE-2021-25215

CVE-2020-8625

CVE-2020-85623

CVE-2020-8616

CVE-2020-8617

CVE-2019-6477

CVE-2019-6465

CVE-2019-6471

CVE-2018-5743

CVE-2019-15145

CVE-2022-0778

CVE-2022-38177

CVE-2022-38178

CVE-2021-25219

CVE-2021-25215

pandorafms

Severity Version
high 1.30
low 9.11.36
low 2.11.36
low 9.11.36
low 9.11.36
high 2.11.36
low 9.11.36
low 9.11.36
low 9.11.36
low 9.11.36
low 9.11.36
low 9.11.36
low 9.11.36
low 1.9.1
low 1.0.20
low 9.11.36
low 9.11.36
low 2.11.36
low 9.11.36

Score

7.80

7.50

7.30

3.30

7.50

8.10

7.50

B.60

7.50

7.50

3.70

3.90

B.60

7.50

7.30

7.50

7.50

5.30

7.50

Detection Time

October 16, 2023, 8:55 am

October 16, 2023, B:55 am

October 16, 2023, 8:55 am

October 16, 2023, 8:35 am

October 16, 2023, 8:55 am

October 16, 2023, 8:55 am

October 14, 2023, 8:55 am

October 16, 2023, 8:55 am

October 16, 2023, 8:55 am

October 16, 2023, 8:55 am

October 16, 2023, 8:55 am

October 16, 2023, 8:55 am

October 16, 2023, 8:55 am

October 16, 2023, B:55 am

October 16, 2023, 8:35 am

October 16, 2023, 8:55 am

October 16, 2023, 8:55 am

October 16, 2023, 8:55 am

October 14, 2023, 8:55 am

Details

¢ © © 0 ¢ © © © © © 0 © © © © © 0 0 ¢
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Detalls

MName

Version

Cve id

Cvss score

Severity

Vector
Version
Attack Vector
Attack Complexity
Privileges Required
User Interaction
Scope
Confidentiality
Integrity

Availability

CVEO[O?

tar

1.30

CVE-2022-48303

7.80

high

3.1

Local

Lowy

None
Required
Unchanged
High

High

High
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Vulnerability scanning

Use global settings W

Disabled
Enabled

ze global s=ttings
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Applications
¢ server MySQL e
DB2 (legacy) Microsgft SQIj Server MySQL (legacy) Oracle (legacy)
egacy

— ey |
| -

VMware (legacy) DB2 Vulnerability Scanner
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Discovery / Application / Task definition / Vulnerability scan configuration

Vulnerability Scanner

Agent groups

Mumber of threads

Complete setup @

A Console Tasks

o There are no consale Lask defined yat

#  Host & devices tasks

ﬂ Server has no discovery tasks assipned

A Applications tasks

Force Task name Server name  Interval Metwork Status Task type Progress Updated at Operations
& ) 5 )
B Vulrerabilities pandorafrins ) - Daone x pandorafmssulnscan - 1 minutes 42 secands
minutes
A Cloud tasks

ﬂ Serwver has no discovery tasks assipned

A Customn tasks

ﬂ Server has no discovery tasks assipned

Ooooogod
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= a) Agent contact Refresh data Force checks

Interval 5 minutes
Lastcontact / Remote 3 minutes 43 seconds / Movember 8, 2023, 11:08 am
ian) G) Mext contact 221s
Group Servers
Secondary groups A
Parent M

Last status change 8 minutes 46 seconds

Agent access rate (Last 24h)

i
20
10
0 |

o7l 11:11 1011 111

Module group Show in hlerarchy mode
Al v (Reset @] [Fier Q]
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A Sumimary
51'!1-!!11 gk Lo wcan Moverniera, 3023, 12:333m 23 vulnerabibties with mederate mpac nejuine Allemtion A.68  Mediumrisk
bty High risk 11}
Servurity Total valnerabi ities ‘Vuinerabiities try package
() Cortertay [ veegey [ ety S todin . Drccis (N bec-cenm
- birckai — Tyl e
1] el brd
E]
]
]
@
0
]
0 T [ — --
Harm Lo g
Raach Matrics
Privileges Required User Wateraction Allsh Vecler
B £ L3 Hone k] LY Febwirk e £
v i3 A ey i A Eafjarent Fetwirk (=] A
High 12 = Racal 1 Ay
[Pirical [} L g
A dudi
#  Filters
Dretection Time Package Severity Attack Compleity Privieges Required Liser Interaction Aitack Wector
Laxi dotecticn w | | Al - Al w Al - Al - Al - | | Al
oL
¥ Haire EWE Beverity Wersioa Brare (Dehection Time Detals
dar CvE-2023-48303 Lo L@ £ Movember B 3021, 01X am =
pythandbird EWE 00123230 e [BEE " 4 Rireember B, MIEE 1128 W L3
exthand-bind CWE-POE DT Foew 2104 a4 Hopeember B D0ED 8120 am L=
Fythend-bird CWE-2022-32178 o LEEE T s Hovenber B, 2021 11:X3am =
ewthid-bird CWE-2021-23219 b 2103 18 rresmber B 20EL 1123 A
prthand-bind CWT-P0Z1-23214 Foew AL Ak Hoeember I 7051, 81:33am L=
pythentbird CWE. 202125213 o LALE T a8 Hireember B, 021 11:23am A

11/17


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

pandorafms

InBIND 9.2.12-> 9.9.13,2.10.7 -> 2.10.8, 9.11.3-> 9.11.21, 2.12.1 -> 9.16.5, 9.17.0 -> 2.17.3, also affects .9.12-51 -> 2.2.13-51,

X »mber 8, 20

2.11.3-51-> 9.11.21-51 of the BIND 9 Supported Preview Edition, An attacker who has been granted privileges to change a

specific subset of the zone's content could abuse these unintended additional privileges to update other contents of the zone.

Details
Marne pythen3-bind
Wersion 2.11.36
Cve id CVE-2020-84624
Description
Cwss score 1.4
Severity lowe
Vector
Wersion
Attack Vector
Attack Complexity

Privileges Required

User Interaction

Scope

Confidentiality

Integrity

Awailability

goobbobbobodoooooobbbbbuoooooon

31
Metwoaork
Low

Low

Mone
Unchanged
Mone

Low

MNone

smber 8 20

:mber 8, 20

smber 8, 20

smber 8, 20

:mber 8, 20

*mber 8, 20

smber 8, 20

:mber & 20

*mber B, 20

amber &, 20

smber 8, 20

smber &, 20

smber 8, 20

:mber &, 20

*mber 8, 20

*mber 8, 20

- :mber 8, 20

ember 8, 20
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Reach Metrics
Privileges Required User Interaction Attack Vector
Mione &3 [ Hone 92 L3 Metwork
Lo 13 L CJ Required 1 E» Adijacent Mebwo
High 13 A5 Local

Physical

M Audit

> Filters
¥ Mame CVE Severity version Score Detection Time Details
tar CWE-2022-48303 liwe 1.30 34 Movember 8 2023 11:43 am L&)

goobbbodooggoo

O O (Operation) - 0O 0 00O OO (Security) —» 00O O (Vulnerabilities) DO OO0 O0OO0O0OO

g
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#  Summary

#  Filters

Group

Please select .. v Filter C\

SYStEm risk 30 zgents with 12148 vulnerabilities with significant impact require attention. 10 High risk

0 Healthy High rizk 10
Severity
B corfidentsity [ Int=grity [ Av=isbiity
10,000
2,000
8,000
7.000
8,000
5,000
4,000
3,000
2,000

1.000

0

MNone Low

Attack complexity Vulnerabilities by package

— Low
E High
m Madium

0000000000000 0000000000000000@NOODDo0oDooooooog
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#% Data breakdown

#  Filters
Group
A Agent
B3etc
257F37804331247060442bbb

fa2025fd2fé4442243d94f 28
401247 08deTThe 97583130
bf72edacf0leb3144b5f3cf5
2dzz3ececiled039bor2efde
&02ef1cas27clbb7d144bf02
642b08385339067b8161cbés
becss941564403dbesRefoad

Ofd005d0d9FI1afcfI7 2437

4

Privileges Required

Mone 10558 {o»
Low 526 E»
High 340 ©»

oooooboooobo0ooboo0booboo csvoooooooooooOobobobboboboo

pandorafms

Vulnerabilities
410 10
304 10
394 10
410 10
394 10
394 10
410 10
410 10
394 10
396 10

User Interaction

Nons

Reequired

Risk

4 Package

3744

python39
python39
python39
python3-rpm
pythan3-rpm
python3-rpm
samba-client-libs
samba-client-libs
samba-client-libs

samba-client-libs

csv

CVEID

CWVE-2023-36632
CWVE-2023-27043
CVE-2022-03%1

CVE-2021-35939
CVE-2021-35938
CVE-2021-35937
CWE-2022-2127

CVE-2023-34968
CWE-2023-34%67

CWVE-2023-34956

Attack Vector
Network
Adjacent Network
Local

Physical

Count

240
240
210
120
120
120
120
120
120

1200

3588

8014

oo gobodb poobboobo boobooboboobooobooboobobon

g

oooo0oboooobo0obOo0oooboobo0oooOoooOOobooOOobObOOobObOOoDbOOQevED O
gobbbbbougoogobbbbbooooooobobo

@ ¢ & ¢
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A Audit

“  Filters

Agent

All

Privileges Required

All

w Agent

fa2025fd2f64452a43d%4fae

fa2025fd2fe4452a43dP4fae

fa2025fd2f64452343d94fae

fa20257d2f64452a43d94f2e

fa2025fd2f64452243d%4fae

fa2025d2f64452a43d94fae

fa2025fd2f64462243d%4fae

1a2025fd2 6444224 3d54fae

fa2025fd2fa4452a43d54fae

fa2025fd2f64452a43d54fae

fa2025fd2fa4442a43d54fae

1a2025fd2f64452a43d54fae

1a2025fd2i64462343d74fae

122025td2164452343d54fae

fa2025fd2f64462343d94fae

fa2025fd2f64462343d94fae

fa2025fd2f64452a43d4fae

fa2025fd2f64452343d94fae

fa2025fd2f64452a43d4fae

fa2025fd2f64452343d94fae

fa2025id2f64452a4 3d4fae

fa2025fd2f64462343d%4fae

1a2025d2f64452a4 3d04fae

fa2025fd2 44522430542

1a2025fd2 6444224 3d54fae

pandorafms

Package Severity Attack Complexity

~ All v All v Al

User Interaction Attack Vector

v Al w All

Name CVE Severity Version Score Detection Time

python3e CVE-2007-4559  law 397 64 December 7, 2023, 12:00

am
oython3o %’faim low 397 4 E’::E"“"e'?’ EHZGR
pythonzg  vE 202 low 327 14 December'7, 2023, 1200
i Cre20zs - . s Erﬁcember 7,2023.12:00
python3e %’Egm’} low 397 36 Erﬁcember 7,2023.12:00
B Cvez0zz - . s Erﬁcemher 7,2023.12:00
P CvEz2- - tor . Decamber 7, 2023, 1200
— v high 257 . December 7 2023,1200
o CvEzis. - . . December 7,2023, 1200
oython3s gs'go’“‘" law 3907 36 grﬁ“’“b“ 7, 2023,12:00
oython3? Cve2023- ow . s December 7,2023, 1200
python3s CVE-2022-0391  low 387 38 gr:“’“b" ThEILE LY
mhon 39- CVE-2007-4559  low 397 a4 aDrﬁternl:.er 7,2023.12:00
prthons-  CYE:2023 - 497 . December 7,2023, 12,00
prthonzs-  CVE2023- o - i December 7, 2023,12:00
mhonw Ve o T - anr:«:ewber 7,2023,12:00
mhons‘?— cve-20z0- - - s EJ::ember 7,2023.12:00
ﬁgmm Ve 2022 o - - Elr:camber 7,2023. 12:00
mhonssk Cve-20s ows - . Elr:cember 7,2023.12:00
mmm Ve . . . E)I::ember 7,2023.12:00
ﬁghon.’r‘}- crez0is ow - . Elrﬁcember 7,2023.12:00
mhunw Ve - . i Erﬁcwher 7,2023.12:00
ﬁghen.?»‘}- Crez0zs . . - Decenber7, 2023, 1200
m“‘“@“ OVE-2022-0391  low 397 36 Erﬁce‘“he’ ThERL LT
oython38-pip ‘;':53'3023' low 307.4 38 Erﬁ“m'ﬂ 7, 2023, 22:00

n2345

Details

e © © & © © © © © @ @ © o © o © e @ o o o @ o @ o

486  Next
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