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module begin
module name <program name>
module type log
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module regexp <path to log file>
module pattern <capture regexp>
module source type <log type>
module end
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module begin

module name apache

module_ type log

module regexp /var/log/httpd/access log
module pattern .*

module source type web-log

module end
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accesslog-domain 000 ODOOOO ODODOODOOOOOOOO

goodooodooodooodon
O O Common web attack[XSS (Cross Site Scripting) attemptSQL injection attempt
goodooodooodooodooodn

MS Windows® O 00O Q00O

MSWindows® 0D 000000000 00D0O0O0OO0OOO0OO0O0OO0ODOOODOQLInuxOO00O0O
guoobobbouooooobbuuooooboobouoooon

Windows OO OO0 O0O0O0000000D000D0O0O0 200000000000000000000
guouobogooooobbuooaon

00000 ApplicationSystemO O 00 Security 0000 O0O0OO:

module begin

module name <module name>

module_ type log

module_ logchannel

module source <Application|System|Security>
module source type <log type>

module end
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module begin

module name <module name>
module type log

module_ logchannel
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module source <log channel path>
module source type <log type>
module end
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module begin

module name Windows LogEvents System
module_ type log

module_ logchannel

module source Security

module source type ossec

module end

module begin

module name Windows LogchannelEvents WindowsDefender

module type log

module logchannel

module source Microsoft-Windows-Windows Defender/Operational
module source type ossec

module end
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module begin

module name <program name>
module type log

module regexp <path to log file>
module pattern <capture regexp>
module source type <log type>
module end
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module begin

module name xserver

module_ type log

module regexp C:\server\logs\xserver.log
module pattern .*

module source type xserver
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Details X

a Geners {a Cryrianming helds E SIEM groups

Dedcriplion ‘Windaows Defender arror event
Agent name BER-zlpha Are-s271

Graup SErveErs

Lewvel 12

Severiy —

Detoder windaows_sventchannel

Rule 2102

Antivirus de Microsoft Defender detectd mahware u otro softwars potencial ments no desesdo. Para mas informacion,
Log text consulta ho siguiente: httpsuiizamicrosoft.oomadink?
linkid=37020&name=Trojan Win32/MpTamperSniDisableay LEthreatid=2 14779 7489 &enterprise=0

Tvpe DEREC

Source id WindowsLogchannel Events
Program name windowsLogchannelEvents
Timestamp 2 minytes 23 seconds
Quewe timestamp 2 minutes 53 seconds
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winsystem.event|D

winsystem. providerGuid

winsystem.task

winsystem.eecutionProcessiD

winsystem.oomputer

winsystem.recordiD

winsystem. providerMame

1114

HLULL

o

DESKTOP-MESPMBE

0213

Windows Defender

winsystem.opcode o
winsystem.severityvalue ERROR
winsystem.level 2
winsystem.keywords O BOO0O00O000000

Artiearus d= Micrcsoft Defender detects mabarare u otro softwsre potencialmente no desssda. Para mds informacidn,
consultalo sigusente: httpsiigo microsontcomMwlink'?
linkid=-37020&name=Trojan:Win3/Mp TamperSrvDisableAVLbthrestid=2 147 TFr 439 Genter prise=0

winsystem. message

winsystem.channel rdicrosoft-Windows-Windows Defender/Operational

winsystem.timeCreated 12/2/2024 143235
winsystem.eecution ThreadiD o
winsystemsersion o
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attack
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0000000 00000 DO000O0000000oo0oo0oO0dsiemserver0dno o0
gobobbbbuodgoooobobbodoogouobooo

oo0o0o0oboobobobobobobooboobooooooobobOopxMLObDOonDg
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O000000PandoraFMSO XMLOOOOOOOOOOOOODOOOOOODOOODOOODOOOO
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<var name="VarName">VarValue</var>

<decoder name="DecoderName" discard="yes|no">
<parent>DecoderName</parent>
<program name>REGEXP</program name>
<type>EventType</type>
<prematch type="pcre2">REGEXP</prematch>
<prematch offset="after parent">REGEXP</prematch>
<prematch offset="after prematch">REGEXP</prematch>
<regex type="pcre2">REGEXP</regex>
<regex offset="after parent">REGEXP</regex>
<regex offset="after regex">REGEXP</regex>
<order>Fieldl, Field2.Subl, Field2.Sub2</order>
<json null field>string|discard</json null field>
</decoder>

var

O000000000000000000 XMLOOODOOOO ($VarName)[

<var name="VarName">VarValue</var>
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HEN
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O0000000000Odiscard="yes”" 000000 O0D0OO0 OO00DODOOOO0OODOOOODO
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<decoder name="DecoderName" discard="yes|no">

</decoder>

parent

gubobobbbooooobooooo obbuooooooo

<parent>DecoderName</parent>

program_name

000000000000 source idO0O0O0OO0ODOOODOOOOO

e type: U0 0OD0UODOOOOODOODOOODLDOOOODOODO ggboboooon

<program name>REGEXP</program name>
godogoogo gobooboooooood

<program name type="pcre2">REGEXP</program name>
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type

ERN

gobobobobbioogoooobobbd typebooooonoooOO

<type>EventType</type>

prematch

t 0g
gobobobobbodooooobbbobbuoooooboboobboga

e type: 0000000000000 OOOOOOOOOOOSRegex OO OO0
e Offset000OOODOOODO

<prematch type="pcre2">REGEXP</prematch>
<prematch offset="after parent">REGEXP</prematch>
<prematch offset="after prematch">REGEXP</prematch>

regex

t 0g
gobobobobbuoogooobobobobboooooobobbboooooon

e type: 000000000 UDOOOOOOOOOUOOOOSRegexOOOOOOOO
e« Offset000OOOOOODO

<regex type="pcre2">REGEXP</regex>
<regex offset="after parent">REGEXP</regex>
<regex offset="after regex">REGEXP</regex>

order

R

regex oo obnoooooobobbouooooobobbuoooobobbbooooon
guooobnoogd
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<order>Fieldl, Field2.Subl, Field2.Sub2</order>

json_null_field

000000000 nullO00O0O0O0O0O0OO0OODO0ODODOO0ODODOODOODOO

<json null field>string|discard</json null field>

offset

oo oouoouoouoouooo
after parentJafter regex{Jafter prematchO0 0000000000 0ODOOOOOOOOO
goooon

<decoder name="my decoder">
<prematch type="pcre2">"\d\d\d\d/\d\d/\d\d \d\d:\d\d:\d\d </prematch>
<regex type="pcre2" offset="after prematch">(\w):(\d+)</regex>
<order>srcip,srcport</order>

</decoder>

0000000000000 ™M\d\d\d\d/\d\d/\d\d \d\dd:\d\d:\d\d OO oOooooono
guobbbbbotbdooobobbbotdddtregextdgoboobboooobbboogg
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gooog

0o
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0 |lgnored. 0000000000000000000000000000000
0000000000000000
, |Notification of low system 0000000O00O0000000000000000000000
priority. 000O00000000000000000000000000

gobooobobooobobooobooobobuooobbooonoo
gobogobooogoooan

00o0ooooooooooboooo/000ooooooooooo
4 |Low system priority error. doboddoobooooboooooooobooooobooooon
0000000 ooooooooboooooooooon
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3 |Successful/authorized events.

5 |User-generated error.
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O
0 [oooo 00
O
000000000000000000000000000[Apache
6 |Low relevance attack. 0000000000000000000000000000000
00OQDSOO0D0000D0000D0000O0000D0
00000[badflerro]0 000000000000 0000000
7 |Coincidence of “bad words”. O0o0oo0ooooo0ououoooooooooooooooog
00000000000000
000000000000000000IDS000000000000
8 |First time seen. 000000000000000000000000000000
000000000000000000000000000000
0000O0O000000000000000000000000000
o linvalid source error 0000000000000000000000000000000
: 0000000[Jadmin0 0000 root]0 00000000000
000
0000000000000000000000000000000
10 [Multiple user-generated errors. | 00 0000000000000 0000OCO0O00OOOOOOO
000000000000
00000000000000000[Rootcheckd 000000000
. . 0000000000000000000000000000000
11 |integrity check warning. 000000000000000SI00000000000000
0000000
0000000000000000000000000000000
12 |Event of high importance. 0000000000000000000000000000000
0000
13 [Unusual error (high 0000000000000000000000000
importance).
14 |Security event of high 0000000000000000000000000000000
importance. oo
15 |Severe attack. 0000000000000000000000000
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ERN

0O

godd

O O (Informational): DO 0O 00 0O 60
OO (Normal): 00O 700 80

00 (Warning): OO0 900 110
OO (Critical): D OO 1200 150

<var name="VarName">VarValue</var>

<group name="GROUP1,GROUP2, ">

<rule id="N" level="N" frequency="N" timeframe="N" ignore="N"
overwrite="yes|no">
<if matched sid>N</if matched sid>

<if matched group>GROUP</if matched group>
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</ru
</group>

goodd

var

t oo

<var nam

gooog

group

t oo

<group n

pandorafms

<same_id />
<different id />
<same field>Fieldl</same field>
<same field>Field2.Subl</same field>
<different field>Fieldl</different field>
<different field>Field2.Subl</different field>
<description>TEXT</description>
<match type="pcre2">RREGEXP</match>
<match negate="yes|no">RREGEXP</match>
<regex type="pcre2">RREGEXP</regex>
<regex negate="yes|no">RREGEXP</regex>
<decoded as>DecoderName</decoded as>
<category>EventType</category>
<field name="Fieldl">REGEXP</field>
<field name="Field2.Subl" negate="yes|no">REGEXP</field>
<program name negate="yes|no">REGEXP</program name>
<time>TIME-RANGE</time>
<weekday>DAYS</weekday>
<if sid>PARENT1, PARENT2</if sid>
<if group>GROUP</if group>
<if level>N</if level>
<info type="text|link|cve">TEXT|LINK|CVE</info>
<group>GROUP1, GROUP2,</group>
<mitre>
<id>MITRE ID</id>
<id>MITRE ID</id>
</mitre>
le>

oggooooouoga

]
e="VarName">VarValue</var>

0000000000000 0 XMLOODOOODOO ($VarName)J

0.

ame="GROUP1, GROUP2, ">
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</group>

guoubobuooooooobuooooobobbooooooooo

rule

<rule id="N" level="N" frequency="N" timeframe="N" ignore="N"
overwrite="yes|no">

</rule>

gobobobbboogogoobooo

l. id00000000000O00ODO00O000O00D000O0O0DOOO0ODO00OO00O0

level.ODOOOOODOOOOODOONSODOOODOO AOOODOOOOOOOODOOOOODO

3. frequenity: 0000000000000 DOODOO0ODOOODOODOOOOODOOODOOOOODOOO
g UUUU o

4, timeframe: 00000 O0D0O0OOOOOCOOOO

ignore 000000000000 OOOODOO frequenityODOOOOODOOOOODODOO

6. overwrite:yesOO O noO0 00000000 ODOCOO IDODODOODOODODOODOODOODO
overwrite=“yes” 0000 level=“0" 0000000000000 0O00ODODOO0OODODOOO
oo ooobuoobooooobooooooooooo

N

v

if_matched_sid

<if matched sid>N</if matched sid>

O0oodo Ibooooo O timeframe OO OO frequency DO ODDOOODOOODODOOO
goddouooooouoooogo

if matched_group

<if matched group>GROUP</if matched group>

gobobbobbuogoooobon
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same._id

<same_id />

OO0 DOOO0DbO0o0boboooboooDbo

different_id

<different id />

Oo0oboooboobobooboooboon

same_field

<same field>Fieldl</same field>
<same field>Field2.Subl</same field>

goobbobbbugoooooboobbouga

different _field

<different field>Fieldl</different field>
<different field>Field2.Subl</different field>

guooobobbotdoooooobogooooobobooga

description
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<description>TEXT</description>

0000000000000 00@oO00o0oOo infoO0OOODOOODOODODODODOODOOOO
O0000:$(Fieldl)$(Field2.Subl)J$(Field2.Sub2)))

match

<match type="pcre2">RREGEXP</match>
<match negate="yes|no">RREGEXP</match>

ooobobobobobooogpSeEMbOoboboboboonog

1. type:OODOOD0OOODODOOODOODODOOODODOOO ggodooogo
2. negate:yes0OOOO0ODOOOODOOOOODOO

regex
<regex type="pcre2">RREGEXP</regex>
<regex negate="yes|no">RREGEXP</regex>
“ O ooogod
l.type: 0O O0OOOO0ODODOOODODOOOODOOOOODO goooooon

2. negate:yes 000D O00O0OO0ODODOOODOODODOO

decoded as

<decoded as>DecoderName</decoded as>

gobobb bbbodg oogobbobbbuoooobobobbbuoooobbn

category
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<category>EventType</category>

oot budgooobbbbgooooobbboooo

field

<field name="Fieldl">REGEXP</field>
<field name="Field2.Subl" negate="yes|no">REGEXP</field>

gobobbobbbougooguobbobobbuooooouoooboooo

l. negate:yesOOODOOODOODOODOOODOODOODOOODODOODO

program_name

<program_name negate="yes|no">REGEXP</program name>

guouobbooooooobouooooooon

1. negate:yes OO OOOOOOODOOODOOODOODOOODOOOOODO

time

<time>TIME-RANGE</time>

guobobobbotooooobooboboooooobbbboooooboobn

weekday


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

<weekday>DAYS</weekday>

0000000000000 00000 (monday - sunday, weekdays, weekends) 000 00O
0o

if_sid

<if sid>PARENT1, PARENT2</if sid>

gobobobobbodoooobbobobbooooooobooo

if group

<if group>GROUP</if group>

gogbobbbbuougoogoboobbuoooguobooobboouooon

if level

<if level>N</if level>

gobobbbbuogoogobbbbbouooooobobboooooon

info

<info type="text|link]|cve">TEXT|LINK|CVE</info>

guooobooooooon


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

group

<group>GROUP1, GROUP2,</group>

guooooboooaog

mitre

<mitre>
<id>MITRE ID</id>
<id>MITRE ID</id>
</mitre>

o000 MITREIDODOOOO

Joooood

OO00o0OoooopPHPDOODO 0000000000000 000000000WebO OO
guooobbtbdooooobbouoooobbbooooooobbn

<rule id="100201" level="6">

<decoded as>setroubleshoot program</decoded as>

<match>/usr/sbin/php-fpm</match>

<field name="object target"
type="pcre2">"(?!.*\b(9200|3306|80|443)%) .*$</field>

<field name="object target" type="pcre2">"(?!.*(directory|file)
(conf|data_in|cron.lock)).*$</field>

<description>SELinux prevented /usr/sbin/php-fpm execution on: $(action)
access on the $(object target)</description>

<mitre>

<id>T1071.002</id>

</mitre>

<group>exec,threat, PHP</group>
</rule>

000000000 920033061800 000 4430000000000 0O0ODOODODO
OOdirectory 000 fileODODDODODOODOO0ODOOODOOOQ

SELnux 00 OO0O0OoOoOO0O
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<decoder name="setroubleshoot">
<program name>"setroubleshoot$</program name>
</decoder>

<decoder name="setroubleshoot program">

<parent>setroubleshoot</parent>

<prematch type="pcre2">(SELinux is preventing|SELinux esta negando
a)</prematch>

<regex type="pcre2">(\S+) (?:from|de) (\S+) (?:access on the|el acceso a)
(.+?)\. (?:For complete SELinux messages run: sealert -1|Si quiere los mensajes
de SELinux completos, ejecute sealert -1) (\S+)$</regex>

<order>binary,action,object target,sealert id</order>
</decoder>

<decoder name="setroubleshoot program">
<parent>setroubleshoot</parent>
<prematch type="pcre2">failed to retrieve rpm info for path</prematch>
<regex type="pcre2">failed to retrieve rpm info for path (\S+)</regex>

<order>path</order>
</decoder>
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