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ABToMaTtu3saums IT Omnishell

BeepeHue B Omnishell
(»Bepcus NG 741 nnu Bbiwe.

Omnishell - 310 hyHKLMA Pandora FMS Enterprise, ncnonb3syemas ans
opkecTpauuu/asTomMaTusauum UT. 3TO MHCTPYMEHT, MOJIHOCTbIO BCTPOEHHbIN B KOHCOJIb U
areHToB PFMS , KoTOpbI N03BONSET ONpeaensaTb KoMaHabl uan 610KM KOMaHA 1 BbIBUpaTh Lenu
L4719 X BbINONHEHNS. Bbl MOXXeTe y3HaTh 6onblie n3 obyyatoLwero BUAEOPOINKa «

»,

OMMISHELL

INFORMATION
@

There is no command defined yet.

OMMNISHELL

o_\S?Z/_o Omnishell iz an enterprize feature which allows you to execute a structured command along any agent in
D —)

your Pandora FiMS. The only requirement is to have remote configuration enabled in your agent.

d b ¥ou can execute any command on as many agents you need, and check the execution on all of them using

the Omnishell Command View

Define a command

Omnishell ocHoBaHa Ha CBS3M MeXAY pa3MyHbIMIU KOMMOHeHTaMu Pandora FMS nocpenctsom
, 4YTobbl 6e30nacHbIM 06pa3oM KOOPAUHMPOBATL BLIMOJIHEHME U OTBEThI KOMAH[, KOTOpbIe
Bbl XOTWUTE 3aMNpOrpaMMnpoBaTh.
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Bbl [,OMKHbBI YCTAaHOBUTL B KOHCOM Pandora FMS
3aBMCUMOCTb php-yaml, @ B NporpaMMHbIX areHTax
GNU/Linux - 3aBucmmocTb perl-YAML-Tiny.

HdononHutenbHble KoH(purypauum Tentacle Server

Tonbko ons Bepcun NG 742 nnn bonee paHHUX BEPCUNA.

 Tentacle Server TpebyeT n3MeHeHUst KOHDUIypaLWK, YTOBbI UMETb BO3MOXHOCTb 0BpaLLaThCs K
thaiinam c paclumpeHuem . rcmd.

e 3TV (haiinbl COAEPXKAT onpeeNieHNst KOMaHA, KaXaylo U3 KOTopbIX
CKA4MBAET U OLIeHMBAET.

e Onpenenenune hunbTpa annos Tentacle Server 8oMHKHO BbITb 06HOBNEHO:

e Mogudgukauus ganna /etc/tentacle/tentacle server.conf:

# Filters (regexp:dir,regexp:dir...)
filters
¥\ .conf:conf;.*\.md5:md5; .*\.zip:collections;.*\.lock:trans;.*\.rcmd:commands

e Konus ¢panna tentacle server.conf.new, KOTOpbIN pacnpocTpaHAeTCa Npy ycTaHoBKe Pandora
FMS Server.

e Gannbl . rcmd ny6AnKyOTCSA B HOBOM KaTanore:
/var/spool/pandora/data in/commands

e DTa nanka A0JKHa MMeTb Nnpasa A0CTyna AN5 NoNb30BaTeNIen, KOTopble adMUHUCTPUPYIOT CepBep
Pandora FMS n Apache, BbINOJHAOLWMIA KOHCOJIb:

chown pandora:apache -R /var/spool/pandora/data in/commands
chmod g+s /var/spool/pandora/data in/commands

e [pumeyaHme: Nicnonb3yeTcs X3LU, OCHOBAHHbIN Ha onpeaeeHHbIX NapaMmeTpax onpeaeneHus
KOMaHAbl.

* Bbl Bo/mKHBI 06ecneynTb yCTaHOBKY NpoTokona Tentacle, Ha WA Ha , B
3aBMCMMOCTW OT CUTYaLUN.

PYHKLUOHUPOBaAHUE

3agada Omnishell onpegenseTca TpeMs 3eMeHTaMu:
Mpepycnosune

C NOMOLLbIO OAHOM NN HECKOIbKMX KOMaHZ, Mpu Nocaef0BaTEeNbHOM BbIMOJHEHUN Ka)XkA0N 13
KOTOPbIX BCE OHM O0/KHbI BbITh yCnewHbIMn (pe3ynbTaT errorlevel 0).
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KomaHAbl
Mpwn BLINONHEHNN LIENIEBOr0 NPOrpPamMMHOro areHTa B nocsiegoBaTesibHOM CrnuCKe.
MNocTycnosune

C nomMoLbio OAHON NN HECKOJIbKUX KOMaHI, npwn nocnenoBaTes/sibHOM BbINOJHEHUN Ka)on 13
KOTOPbIX BCE€ OHW OOJIXKHbI bbITb ycnewHbIMA (pe3yanaT errorlevel 0).

Ecnun kakaa-nmbo 13 KomaHg, onpepaesieHHbIX B
Mpenycnosun, KomaHgax nam Moctycnosum, nepexonuT B
I/IHTepaKTI/IBHbIVI peXunm, 6110K|/|py9| MOTOK BbIMNOJIHEHWNA,
3aaHWhe MNpepbIBaeTCA,. I'IporpaMMan?l aleHT CaM
YHUYTOXaET rnpouecc no nctev4eHnin TaVIM-ayTa,
HaCTPOEHHOIro And 3agaHnA.

Mpumep B GNU Linux

HacTponka aBTo3anycka cnyxbbl HTTPD Ha cnctemax CentOS 7 B MacCcoBOM nopsiake.

e KakoBo npeaycnosue? : MNpoBepbTe, €CTb /1M CNyXba B CNNCKE YCTAHOBNEHHbIX, EC/IN HET,
yCTaHOBUTE ee.

[ "rpm -gqa | grep -i httpd | wc -1" = 0 ] & yum install -y httpd
B 3TOM CTpOKe C NOMOLLbIO KOMaHAbl rpm NPUBOANTCS CANCOK YCTAHOBJIEHHOIO NMPOrPamMMHOro

obecneyeHns N NOACYATBLIBAETCS KOMYECTBO YNOMUHAHUI KJl04eBOro csiosa httpd. Ecnu pasBHO
HYJI10, OH YCTaHOBUTCA.

e B yeM 3aK/04aETCS OCHOBHAA 3a4aya?: 3anyCk U HAacTpoMKa aBTo3anycka cny>xbul HTTPD

systemctl restart httpd
systemctl enable httpd.service

MepBas CTpoKa 3anyckaeT ciyx0Oy Ha yaaneHHoW MawnHe. Cneayollas CTPOKa HacTpauBaeT
CUCTEMY Ha 3arpy3Ky Npu Kax Aol nepesarpyske yaaleHHoOro cepeepa.

e Kak NoATBEPAUTbL OCHOBHYIO 3aga4y? : Hantu ¢ nomollbto netstat coeanHeHnin cetu, KoTopble
sBnsTCA httpd 1 npocnywmBaoT Kakon-nmbo NopT. ECAn eCTb OAUH UM HECKObKO, YC10BUE
BO3BpallaeT true.

[ "netstat -lptn | grep httpd | grep LISTEN | wc -1° -gt 0 ]

Mocne NpoBepKK Koaa, KOTOpbI ByaeT BbIMOAHATLCSA MPOrPaMMHbLIMU areHTaMu, NnepengnTe K
co3gaHunio koMmaHabl B Omnishell:
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Mame

Group

Time out

Retries

Preconditions

Execute commands [

Postconditions

httpd service in Centos 7

All r

300

[ 'rpm -ga | grep -i httpd | we -1° =@ ] && yum install -y httpd

systemctl restart httpd
systemctl enable httpd.service

[ "netstat -lptn | grep httpd | grep LISTEN | wc -1° -gt @ ]

Mext >

Mocne co3gaHnsa KoMaHAabl HE06X0AMMO Ha3HAYMTb HEOOXOAUMbIX areHTOoB.
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Omnishell / Command definition

Select targets

pandorafms

Available agents

DESKTOP-1JOQE4)]
pandorafms
Sample_1
Sample_2
Sample_3
Sample_4
Sample_5
Sample_6
Sample_7
Sample_8

Selected agents

Mone N

Finish >

Go back *

lMporpecc BbINOJHEHNA KOMaHAbl MOKa3aH Ha cineayweMm I/I306pa)KeHVII/II
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OMNISHELL

> Filter

Show | 20 w  entries

A ldentifier Group Timestamp Progress Options

httpd service in CentO5 7 . 10 seconds _ -3 © , ﬁ D

Showing 1to 1 of 1 entries

‘ Create command >

[ Delete selected items ©

Refresh

TaK BbIrNaguUT NpeanosiaraeMoe BpeMs 0XXNAaHNA BbIMOJNHEHUA KOMaHAbI:

Ompnishe .

Detailed view: Start httpd in Centos

Refresh

Goback ¥

Tak 6y,u,eT BbIr1Id0eTb MaCCOBO€E BbINOJIHEHNE KOMaHAbI:
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mmanid viewe

Omnishell

Detailed view: Install HTTP

fastestmirror
Loading mirror speeds from cached hostfile

* base: ams.edge.kernel.org

* extras: mirrers.xtom.nl
mirrors.supportex.net

Loaded plugins:
Package httpd

* ypdates:
version
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Nothing to do

SUCCEss,

@® 2 minutes 05 seconds ago:

i WIEY

Detailed view: Install and ...tpd service in CentOS

Omnishell / Comman

Ha>kmuTe Ha none, 4Tobbl OTKPLITH MOAASIbHYO (POPMY C AONONHUTENLHON NHAOPMALMENR:

Bbl MoXeTe y3HaTb 60sblle 13 obyvatowero BUAeoposMKa «41o Hosoro B sepcun 741 Pandora
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Mpumep B MS Windows

Ana paHHon cpenbl Omnishell Bce ele HaxoaANTCA Ha
CTaZun TeCTMPOBaHMA, MO3TOMY HEKOTOpPbIE ee (DYHKL MM
MOryT ObITb M3MEHEeHbl NN HeLOCTYMHbI. Mbl NPUHOCUM
CBOM M3BUHEHWS 3a HeynobCTBa, Mbl paboTaeM Hapg
yCTpaHWeM 3TOro Hefo4veTa.

Y7o KacaeTCs npouecca HaCcTPOMKKM B KoHconm Pandora FMS, Bam cnefyeT NOBTOPUTL Te Xe
Laru, Kotopble ObIN BLINONHEHBI B , Wb N3MEHUB KoL
NpW BbIMOJIHEHUN HACTPOMKMN.

[ns ynpoLieHns JaHHOro NpuMepa UCMosib3yTCs TOJIbKO NpeaycoBMe U 0OCHOBHAsS 3aAava
COOTBETCTBEHHO:

powershell.exe -command "Start-Sleep -Seconds 1"

powershell.exe -command "$mode = Get-Executionpolicy ; if ( $mode -like
"restricted" ) {Write-Error -Message "0"}"

PowerShell - 310 HoBa# Windows, pa3paboTaHHasa cneymansHO 41 CUCTEMHbIX
agMuHMCcTpaTopoB. OHa BKOYaeT B Cebs MHTEPaKTMBHbLIN CUMBOJT CUCTEMbI U Cpeay CLeHapues,
KOTOpble MOrYT UCMO0JIb30BaTbCA HE3aBUCUMO Uan BMecTe. OHa NoCTaBnseTCs B KOMMJIEKTe C
3TOW onepaLnOHHON CMCTEMON, XOTH Bbl MOXeTe ycTaHoBUTbL PowerShell Core 13 ee peno3untopus

, 4TOObI MONYYNTb NOCAEAHIO 0OHOBEHHYO BEPCUIO.. Bbl MOXETE NONYy4YNTb NHTEPECHYIO
nHopmaumio o PowerShell B

Mpenycnosue nposepseT, 4To PowerShell ycTaHOBMIEH 1 MOXET ObITb UCMOJIb30BAH, B MPOTUBHOM
cnyyae byneT Bo3BpalleHa ownbKa 1 cneayoLnii LWar He CMOXET ObiTb BbINMOJIHEH.

B ocHOBHOIN 3afa4e uccnenyeTcs BO3MOXHOCTb BbIMOJIHEHUS CKPUMITOB, HAaNUCAHHbIX B
PowerShell. Ecnu BeinonHseTcs 6e3 olwmnbok, To Ha 3Tane TeCTMPOBAHMS MOXXHO OyaeT 0o6aBUTb
KOfl, 4ToDObl MCMOb30BaTh €ro A BbINOJHEHUS Bofee ANUTENbHbIX U CNOXKHbIX 3a4ay. [Ans
MOSyYeHUs1 AOMOSHUTENIbHOW MHGOPMALIMK, NOXKaNyincTa, 06paTUTECh K JOKYMEHTALUN O TOM,

o

Bo BpeMsi yCTaHOBKM NPOrpaMMHOro areHTa Heobxoaumo oTMeTUTh onuuio Enable
remote config. ECiIM y Bac y>Ke yCTaHOBJ/IEH TakKOoW areHT, Bbl 10/KHbI M3MEHUTb (aiin
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%PROGRAMFILESS\pandora agent\pandora agent.conf c npasamu
agMuUHUCTpaTopa 1 8o6aBUTb (MK N3MEHUTL) CnedyloLLyto CTPoKy: remote config
1. B rpynne nporpammbl Pandora FMS cTapTOBOro MeHo eCTb NPSAMON OOCTYN K
cueHapuio sPROGRAMFILESSS Pandora_agent scripts edit config file.bat
ans 6onee 6bicTporo n yoobHoro gocTyna.

¥ Pandora FMS Agent 7.0MG.746 Setup

Pandora FM5 Agent for Windows Configuration
Set up pandora_agent.conf file @

Enable remote agent configuration, selecting the box

[+ Enable remote config;

**This is an Enterprise feature and will only wark if vou have
PandoraFMs Enterprise version installed. If you have the Open
version installed do not enable it

FandoraFis w70

MpuMeyaHusn

e AreHT BbIMOJIHAET KaXXAYl KOMaHAy B Kaxxaom bnoke.

e Ecnn oueHka Kaxaon KomaHabl He paBHa 0 (error_level !=0), komaHfa He ByaeT oueHeHa ©
3aBepLnTCs Heyaaven.

e AreHT NPUHUMAET 3Ha4YeHnsa napameTpoB retry n timeout onsg KoAMYeCTBa NOBTOPHbIX MOMbITOK W
MaKCMMalbHOr0 BPEMEHU BbINOJIHEHWNS, COOTBETCTBEHHO.

e He3aBMCMMO OT pe3yJibTaTa, areHT COXPaHUT OTMETKY O BbINOJIHEHMU. Kaxx4as KoMaH4a
BbIMOJIHAETCA TONbKO OAUH pas.

e ObHOBNEHME UMEHN KOMAHAbl 3aCTaBWT areHTa BbINOJHUTL €e CHOBA, TaK KaK CCbl/Ika U3MEHUTCS.

e Bbl MOXXETEe Ha3Ha4YMTb OAHOMY 1 TOMY XXe areHTy CTO/IbKO KOMaH[, CKOJIbKO MoXxenaeTe.

e BbINOJSIHEHNE KOMAHA B areHTe MOXET NOBANATb HAa MOHUTOPUHT; HE UCMONb3YNTe TanmayT,
npeBbIWaoWmMn NHTEepBan areHTa.

BepHyTbCs B ornaeneHne JokymeHTauun Pandora FMS
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