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Discovery

Y10 TaKkoe Pandora FMS Discovery?
Bepcnsa NG 732 nnm Bbliwwe.

Discovery npepoctaBnseT Habop MHCTPYMEHTOB A5 YNPOLLEHUS MOHUTOPWHIa C MOMOLLbO
MacTepoB. bonee noapobHyto MHDOPMaLMIO Bbl MOXKETE MOYy4MTb B 0byyalolwem BULEO

« »

NHcTpyMeHT Pandora FMS Discovery no3BossieT yBuaeTb CNUCOK BCEX 3aMn/laHMPOBaHHbIX 3a4a4y B
Hallewn cpefe Kak Ha YPOBHE KOHCOJIN, TaK U Ha YPOBHE cepBepa.

[Mo3BonseT KOHTpoAupoBaTh cpenbl MySQL®, Oracle® nnm VMware® ¢ HOBOW KOHCOM
ynpasieHuns.

C NOMOLLbIO 3TOM YTUAUTLI Bbl MOXKETE KOHTPOJIMPOBAThL CBOK 061a4HY0 MHPPACTPYKTYpPY, OT
BMPTYaJibHbIX MaLWNH, Co34aHHbIX B Amazon Web Services® (EC2) nnun pensunoHHbIX 6a3 faHHbIX
B AWS RDS®, f0 BMpPTYyasibHbIX MaluH, paboTatowmx B Azure Computer®.

[Mo3BONSET aBTOMATM3MPOBaATb 3a4a4M KOHCOIM BHYTPY cuctembl Discovery, a Takxe
NnJaHNPOBATb OTYEThLI, CO34aBaTb Pe3epBHbIe KOMUWN AaHHbIX UKW BbIMOJIHATL NOJIb30BaTeNbCKMe
cueHapun n3 koHcoam Pandora FMS.

BkntoYaeT NHCTPYMEHTbI, HeobxoauMble A5 0BHAPY)KEHUS UK UMMNOPTa YCTPONCTB U
KOMMbIOTEPOB B CETMU.
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PANDORAFMS  [hiakatiehbi
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@ Moritoring DISCOVERY

LY
Task list

Cr2

Cloud

i

Host & Devices

Discovery Task list

NHcTpymeHT Pandora FMS Discovery no3BonseT yBuAeTb CNMCOK BCEX 3aaN,
3anporpamMMmnpoOBaHHbIX B cpefe, Kak Ha ypoBHe KoHconm Console Tasks Tak 1 Ha ypoBHe cepsepa

Server Tasks.

Applications

P —
B —
o —

Console Tasks
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Task list

pandorafms

CONSOLE TASKS

User

o admin

SERVER TASKS
Force Task mame

0 testing

IPAM

192.168.70.0/24

testarg

o
o prueba
O

L recon

() Scan Custom

Console tasks

Discovery

TASKLIST

Task

Send custom report by email
= Report: 2- Availability + SLA
- Report type:

Server name

demaos

demos

demos

demas

demos

demaos

Interval

Manuzl

1 days

1 hours

Manual

Manual

Manuzl

Hetwork

192,168.70.0/24

192.168.70.0/24

192,168.70.0/24

192.168.70.0/24

Weekly
- Email: roberb@example.com, ana@example.com

Status Task type

Done

Done

Done

Dare

Daone

Scheduled MNext execution

2019/07/05 03:25:40

Basic Monitoring
d§ [PAM Recon
Discovery.NetScan
Discovery.NetScan
Discovery.NetScan

Dizcovery.MetScan

Progress

Last execution

2018/06/28 03:26:03

Updated at

4 months

17 hours

11 minutes 12 seconds

1 months

Not executed yet

Mot executed yet

Group

Operations

QN &
QN &
QN &
QN &
/@
P

Goback X

QOperations

© /1

B 8 B8

=]

" Console Tasks

User

Force execution

o admin

Task

Send custom report by emailAgents daily report
- Report type: PDF

- E-mail: user1@example.com,user2@example.com

o admin

> Server Tasks

Backup Pandora database

Scheduled Mext execution

Daily 2023/03/28
14:10:18

Weekly 2023/03/31
07:00:00

Last execution Group Operations

2030327 @) & T @

16:11:04

Mever

© s a @

Refresh (J

Goback »
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Ansa Kaxxaon n3 nepevncneHHolx 3agay (Console task):

e User: ToT, KTO CO34aeT 3ajauyy.

e Task: KpaTkas MHopMaLus.

e Scheduled: NnaHupoBaHWe NoO KaneHaapo.

e Next Execution: YKa3biBaeT cnegytoLiee BbiNoJHEHME.

e Last Execution: Yka3blBaeT Ha BpeMs NocnefHero BbiNoJIHEHNA 3a4a4N.

e Group: 'pynna, K KOTOPOW OHa NPUHAANEXNT.

e Operations: OTobpa)kaeT 4ENCTBUSA, KOTOpPble MOryT BbITb BbINMOJHEHbI AN18 TEKYLLEr0 NoNb30BaTENS;

B NaHHOM MpUMeEpe nx ABa - pefakTnpoBaHNE II/I yhoaleHne L .

Co3pnaHue UM peaakTupoBaHue 3aa4 KOHCONMU

YT10b6bI CO34aTh KOHCONBLHYIO 3adavy, Nnepenante B Discovery » New console task.

Monitoring CREATE NEW CONSOLE TASK
Topology maps
Reporting

vents Task

Woarkspace

Scheduled

Start

Tasklist

Mew console task

Servers

Mew console task

Setup

Ins pegakTupoBaHms 3apayn Console HaXXMMUTE Ha 3HAYOK & onncanhbili B npeablayuem
paszene.

B 0bounx cnyvyasax nHTepgenc 0ANHAKOB, 3a UCKOYEHNEM COOTBETCTBYIOLWEN KHOMKKN A1
co3paHus (Create) nnn pegaktuposaHus (Update) n coxpaHeHUs n3MeHeHnN.
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Backup Pandora FMS database &
| Q

Backup Pandora FMS database

Call PHP function

Execute custom script

Save custom report to disk

Send custom report (from template) by e-mail

Send custom report by e-mail

ObWwMMKN NoN MU ANA KaXKOO0W 3a4a4m ABASIOTCS:

1. Scheduled: NMeproAnYHOCTL BbINOJIHEHUS 3afaHNS, exenHeBHo (Daily), exxevacHo (Hourly),
exemecs4Ho (Monthly), Toneko oanH pa3 (Not scheduled, cMm. cnegyoWwnin NyHKT), exXeHeaenbHo
(Weekly) n exxerogHo (Yearly).

2. Next execution: MNMpu cnegyroLem BbINONHEHUN 3a4aHUS BoibepuTe faTy B NepBOM MNoJjie U BpeMs BO
BTOPOM noJie (BCMJbIBalOLEE MEHIO MPW HAXKATUN Ha KaXKao0e).

3. Group: l'pynna, K KoTopon byaeT npMHaanexaTb 3afaHue.

e Backup Pandora FMS database

3afadva pe3epBHOro KonuposaHus 6a3bl gaHHbIX Pandora FMS (backup):
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Discovery

CREATE NEW CONSOLE TASK

Task Backup Pandora FMS database v

Scheduled Daily -

MNext Execution

Gr{)up Plegcse salart

Description

Parameters

Save todiskin

th Mvarfwwwi/html/pandora_console/attachment/backups
pa

Active backups

‘ Create ‘

Save to disk in path: MyTb, Ha KOTOPOM XpaHUTCA pe3epBHaa UHGpOPMaLLUS.

e Call PHP function

3afiaya BbINOJHEHNS PYHKLUMW, HAanMCaHHOM Ha A3blke PHP:
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Discovery

pandorafms

CREATE NEW CONSOLE TASK

Task

Scheduled

MNext Execution

Group

Parameters

Call PHP function

Daily ¥

Function name

‘ Create ‘

Function name: Umsa dyHKumm PHP, koTopas byaeT BbINOAHATHCA OAHOKPATHO UK
nepuoanyecku.

e Execute custom script

3adaHne Ha BbIMOJIHEHWE CLeHapus:

9/93
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Discovery

CREATE NEW CONSOLE TASK
Task Execute custom script v
Scheduled Daily -

MNext Execution

Group
Parameters Custom script

‘ Create ‘

Custom script: Imsa cueHapua ons 3anycka.

e Save custom report to disk

NHonBmnayanbHasa 3afava co30aHNA M COXPAaHEHNA OTYETOB:
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Discovery

CREATE NEW CONSOLE TASK
Task Save custom report to disk v
Scheduled Daily -

Mext Execution

Group -

Report
pending to be Inventory report {Software Agents) ¥
created

Save todiskin
Parameters path

File name

prefix

Report Type ML -

‘ Create ‘

Report pending to be created: MNonb3oBaTeNbCKUA OTYET (BbiNAaAAOLWMIA CANCOK), HA OCHOBE
KOTOporo byneT co3gaH 3TOoT oT4yeT. CM. pa3gen « ».

Save to disk in path: NMyTb, roe 6yaeTt XxpaHUTbLCSA CO3AaHHbIN 0TYET (NONb30BaTeNb apache
[OJ/DKEH UMETb NpaBa Ha YTeHMe 1 3anncb B 3TOT KaTasor).

File name prefix: Mpednkc MMeHn ansa nocnenoBaTeNbHbIX OTHETOB.

Report Type: CoxpaHsaeTcsa B popmaTte XML, PDF, JSON o CSV.
e Send csv log

3afayva 0TNpaBKK XXYpHanoB cobbiTuin B popmate CSV No 31eKTPOHHOM MOYTE.
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Discovery

CREATE NEW CONSOLE TASK

Task Send csv log d

Scheduled Daily -

Mext Execution

Group

Parameters Send to e-mail

‘ Create ‘

Send to e-mail: MOYTOBBIN ALWMK, HA KOTOPbLIN CefyeT OTNPaBAATb XYpPHasbl COObITUN B hopmaTe
CSv.

e Send custom report (from template) by email

OTyeTbl (CO34aHHble Ha OCHOBE LWabsoHa) ANnd OTNPaBKM MO 3JIEKTPOHHOW MOYTE:
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Discovery / Create ne sole task
CREATE NEW CONSQOLE TASK
Task Send custom report (from template) by e-... ¥
Scheduled Daily -
Next Execution
Group Please select... v
Template
pendingto | None v
be created
Nore [
1
10
100
- 101
Agen 102
103
104
105
106 v
Regexp
agent
filter
Report
MNo v
per agent
Report
name
Parameters
Send to
e-mail
addresses
(separated
by a
comma)
A
Subject This is an optional field
This is an optional field
Message
V.
Report
XML v
Type
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OT4eTbl, KOTOpble AOJIKHbI ObITb OTrpaBJ/ieHbI NO 3J'IeKTpOHHOI7I NnoYyTeE:

e VIHamBMAyanbHbIN WabnoH ana cosgaHua otyeta, Template pending to be created.

e VIHhopMmauus ob areHTax gns otyeta, Agents; ec/iv Bbl XOTUTE reHepupoBaTh OTAE/IbHbIE OTHETbI
ona Kkaxgoro AreHTa, Report per agent.

e Afpeca 3/1IeKTPOHHOW MoYThl 4N15 0TNpaBkK oT4eTa, Send to email addresses.

e Tema oTnpaBngemMoro nucbma, Subject.

e Teno coobueHns, ¢ KOTopbiM ByayT oTnNpaBieHbl 0T4YeThl, Message .

e Tun oT4yeTa, KOTOPLIN ByaeT oTnpasneH, Report Type.

e Send custom report by email

OTYeTbl LO/MKHbI ObITb OTMPaB/IEHbI MO 3/IEKTPOHHOW MOYTE:
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Discovery
CREATE NEW CONSOLE TASK
Task Send custom report by e-mail
Scheduled Daily v
MNext Execution
Group Please select... -
Report
pendingto | GitLab 9533 ~
be created
Sendto
e-mail
addresses
(separated
bya
comma)
VA
P t
arameters Subject This is an optional field
This is an optional field
Message
VA
Report
HKML v
Type

‘ Create ‘
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HacTpanBaeMbln OTHET (CM. « » ) ONsA co3paHua oTyeTa, Report pending to be
created.

WHdopMauma 06 areHTax osd oT4yeTa, Agents; ecnm Bbl XOTUTE FreHEPUPOBATh OTAESNbHbIE OTHETHI
AN Ka)koro otyeTa, Report per agent.

Mo4yToBbIE aapeca (Yepes 3anaTylo) Ang oTnpaBku oT4yeTa, Send to email addresses.
Tema oTnpasngeMoro nuceMa, Subject.
Teno coobuieHns, ¢ KoTopbiM ByayT OoTNpaBieHbl 0TYETHI, Message .

Tvn oTnpasnsemoro ot4yeTa, Report Type.

Server tasks

SERVER TASKS
Force Task name Server name Interval Metwork Status  Task type Progress Updated at  Operations
o tasting demeag Manual  192.168.70.024  Done E Besic Monitoring - 4 months @l -_;ﬂ & i

O IPAM 192.168.70.0/24 demos 1days  192.168.70.0/24 Done o 1PAM Recon . 17 hours G 3y &

=]

Ins Kaxxpon 3agayvm task:

e Force: MNpnHyguTesbHOE BbINOJIHEHME.

e Task name: Ima 3agayw.

Server name: CepBep, KOTOPbI/ €€ BbIMOJHSET.

Interval: IHTepBan BpeMeHU, B TEYEHNE KOTOPOro OHa byaeT BbIMOHATLCS.

Network: CeTb, roe 6yayT npoBOAUTLCS NMPOBEPKMU.

Status: CtaTyc.

Task type: Tun 3agauw.

Progress: Mporpecc, ecnm HaxoamTca B paboTe.

Updated at: MNocnenHee obHoBNEHME.

e Operations: 3Ha4yky NO3BONSIOT BbIMNONHATL TakMe OENCTBUS, Kak pefakTUpPOBaHWE Uan yaaneHme
3agaHns n gp. HadyunHada ¢ Bepcum NG 752, npu npocMoTpe 3a4a4 MOXKHO BKKOYUTb UM OTKJIIOYUTb
KaXKaylo 3afa4y UCMONb3ys NKOHKY.

Onepauum

PepakTupoBaHue 3afay pacrno3HaBaHUA cepeepa:

Interval: IHTepBan BbINONHEHNSA 3a4aHUA, BPYHHYIO AW 3a4aHHbINA.
Task name: VM5 3agayn.

Discovery server: Servidor que la ejecutara, parametro obligatorio.
Network: Cepsep, BbINOAHALWMIA 3aaa4vy, 0bsa3aTeNbHbIN NapaMeTp.
e Group: MNpynna.
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e Comment: COOTBETCTBYOLLNE KOMMEHTAPWMN.

Discovery Applications

BepHyTbCa K Havyany ¢

(&) PANDORAF IS =

Discovery
Start
Tazk list
Host & devices

Applications

Management

Microsoft SOL Server

Mysal

Oracle

Wivhware

SAP

DB2

Cloud

Mew console task

Resources
Profiles
Configuration
Alerts

Servers

Setup

Adrmin tools
Lirks

Warp Update
Muodule Tbrary

About

C nomoubto Pandora FMS M0OXXHO yaneHHO KOHTPOIMPOBATL NPUIOXKEHUS, UCnonb3ysa Discovery

Applications.

Pandora FM3

scovery S Applications

Applications

7

i,
-]

MySOL
MysQL

erteywnr Q) Gl o

SQL Server
Microsoft SQL Server

ORACLE
DATABASE

Oracle
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Discovery Applications: DB2

Bepcns NG 747 nnm BbliLwe.

019 MOHUTOPUHIa MOTOpPa penaLmMoHHON 6a3bl faHHbIX DB2® oT IBM® Mbl UCMOJIb3yeM

, @ TOYHee nakeTt
ibm data server driver package linuxx64 v11.5.tar.gz. Mocne 3arpy3ku nakeTta
cnepynTe NPUBELEHHBIM HUXE UHCTPYKLMUAM, 4TOBbI pacnakoBaTb U YCTAHOBUTb ero:

tar -zxvf ibm data server driver package linuxx64 v11.5.tar.gz
MepemecTuTe hann B KaTanor, KyJa Bbl XOTUTE ero yCTaHoBUTb. (ej. /opt/dsdriver).

mv PATH/ibm data server driver package linuxx64 v11.5 /opt/dsdriver/
cd /opt/dsdriver

bash installDSDriver

export DB2 HOME=/opt/dsdriver

export DB2LIB=/opt/dsdriver/lib

cd /usr/1ib64

ln -s /opt/dsdriver/lib/* ./

B ¢hanne /etc/pandora/pandora server.env Heo6X04MMO yCTaHOBUTbL CegytoLme
NepeMeHHbIe:

#!/bin/bash
VERSION=12.2
export PATH=$PATH:$HOME/bin:/usr/lib/oracle/$VERSION/client64/bin
export LD LIBRARY PATH=$LD LIBRARY PATH:/usr/lib/oracle/$VERSION/client64/1lib
export LD LIBRARY PATH=$LD LIBRARY PATH:/opt/dsdriver/lib

export ORACLE HOME=/usr/lib/oracle/$VERSION/client64
export DB2 HOME=/opt/dsdriver
export DB2LIB=/opt/dsdriver/1lib

feliente4d,/1ib
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Bepcus moxeT 6biTb 11.X nnm 12.2 B 3aBUCMMOCTHY OT

YCTaHOBﬂeHHOVI CUCTEMDI.

PYHKLUMU

pandorafms

DB2

Target agent ([
[

Custorn module prefix (U

Get database summary

Check transactional log utilization

Get number of connections
Check DB size
Retrieve cache statistics

Execute custom gueries

Custom queries [/

oMoMoMeN M.

LA TTET T R

# parent

# check_end

N A N

e

madu

e MpegonpeaeneHHbii Moaynb, 063op 6a3bl AaHHbIX Get database summary:

8/
B/
— g
8/
|8/
B/
— g
— g
8/
B/
B/
s/

dDZ-AGENT_WAIT_TIME_PERCENT

dbZ-APP_RQSTE_COMPLETED TOTAL

db2-AVE_ROST CPU_TIME

dib2.CE_WAIT_TIME_PERCENT

dbZ-I0_WAIT_TIME_PERCENT

db2-LOCK _ WaAIT_TIME_PERCENT

db2-METWORK_WAIT_TIME_PERCENT

do2-RECLAIM WAIT_TIME_PERCENT

db2-ROUTINE_TIME_RQST_PERCENT

dbZ-ROST WAIT_TIME_PERCENT

db2-TOTAL_BF_HIT_RATICO_PERCENT

do2.TRANSACT_END_PROC_TIME_PERCENT

N/A - NAA

BUA - WA

A - WA

A - WAA

HUAA - WA

HUA - WA

U&= WA

A - WA

/A - NAA

BA - WA

MUA - WA

B - A

e [IpepgonpepeneHHoin Moaynb, Check transactional log utilization:

0 %

1,055

693

0%

99.6 %

0%

0.7 %

0%
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! V dbd-Log wtilization percent Used 1 KB of 154826 KB - FA - MR

e [peponpeneneHHbii Moaynb, Number of connections:

B # dbl-Active connectons - MU - A

e [IpegonpeneneHHbin Mogynb, DB size:

. &+ dio2.Database size - MUA = NUA,

e [IpeponpeneneHHbl Moaynb, Retrieve cache statistics:

db2-cache hit ratio (IEMDEFAULTER) . B nere & minutes
db2-cache hit ratio (IEMSYSTEMBP16K) ! — g 5 minutes
db2-cache hit ratio (IBMSYSTEMBP32K) . . OATA & minutes
db2-cache hit ratio (IEMSYSTEMBP4K) ! — g 5 minutes
db2-cache hit ratio (IBMSYSTEMBPEK) ! . OATA 5 minutes

e Moaynb C NOMOLLIbIO HACTPANBAEMbIX 3aMPOCOB:

- W dn2-DE Blocks Execution OK - /A - NIA

YT06bl BEINOAHWUTL 3TOT N0JIb30BaTE/IbCKUIA MOHUTOPWHT, HeobxoaMMo cnefoBaTh Waram,

KOTOpble AaeT NOMOLLHWK, 018 HAacTPOMKKM 3adaym DB2®.

D%

B8 ME

0

g8/ -

BE/0 -

880 -

58/0-

B8/0-

4000

40/0

4040

400
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Task name

Discovery server

Group

DEB2 target strings

User

Password

Interval

=)

]

[ ]
m
/%]

test

munchkin r

Applications

192.1£8.1.1.64: 50000/ TESTDE

dbZinstl

Defined * || Sminutes

Ha nepsom 3Tane 6yayT onpeneneHsl cieayioline napameTpsbl:

e Task name: Ima 3agayw.
Discovery server: Cepep, BbIMOJIHAOLWMIA 3a4a4y MOHUTOpPUHra DB2®.

Group: 'pynna, K KOTOPOW NMpUHagnexaT CO34aHHbIe areHTbI.
DB2 target strings: Pa3gen, B KOTOPOM onpefenseTcs uenesble CTPOKMU Halen 3aga4qun. Mbl MOXXeM
L06aBNTb CTONILKO LiesieBbIX IP-afpecoB, CKOIbKO 3aX0TUM, pa3fensis ux 3anaTbiMy UK IMHUAMMU.
Bbl MOXKeTe ncnosib3oBaTh # 4J19 KOMMEHTapuWeEB.

User: Monb3oBaTenb DB2®, nony4valowmin 4OCTYN K MOHUTOPUHTY.

Password: Maponb nosib3oBaTesNsa, ornpefesieHHbI paHee.
Interval: IHTepBan BbINOSHEHNS.
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Target agent

Custom module prefix

Get database summary
Check transactional log utilization
Check transactional log utilization

Get number of connections
Check DB size

Retrieve cache statistics
Execute custom queries

Custom gueries

# parent module parent for this module (namej
#check_end

check_begin

name DE Blocks

operation value

datatype generic_data

target SELECT COUMT(™) FROM SY5IBMADNM SMAPLOCKWAIT
check_end

check_begin

name Blocking elements
description Invalid objects (detail)
operation full

Bo BTOpon 4acTu KOHUrypaumm 3afaqv yKasblBaeTcs:

e Target agent: AreHT, KOTOpbIN ByaeT nonyyaTb MHGOPMALMIO O MOHUTOPUHIe 0T DB2®. Ecnn Bbl
onpegensieTe HECKOJIbKO LiesIeBbIX CTPOK, Bbl MOXKETE YKa3aTb HECKO/IbKO UMEH B 3TOM MoJie Yyepes

3ansaTylo.

e Custom module prefix: OnpenenseTt nonb3oBaTeNbCKUA NPeUKC, KOTOPLIN ByAeT cuenneH ¢
MMeHaMu MoLyfeln, CoO34aBaeMbIX 3ajlaqen.

e Get database summary: Bo3BpallaeT CBOAKY 0 COCTOSIHUM 6a3bl AaHHbIX.

e Check transactional log utilization: Yka3biBaeT npoLeHT OT 06LLero NpoCcTpaHCTBa XYpHasla, KoTopoe

NCnoJib3yeTcA.

e Get number of connections: Bo3BpallaeT KONMNMYECTBO COEQNHEHWNNA.

e Check DB size: Bo3spaluaeT pa3mep 6a3bl aHHBIX.

e Retrieve cache statistics: Bo3BpallaeT CTaTUCTUKY K3La.

e Execute custom queries: BbinosHAET N0/b30BaTEbCKME 3aMNpOChI.

e Custom queries: Mo3BonseT onpenenaTb NOJb30BaTENbCKMNE 3aMpocChl.
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MNpumep

SELECT count(*)

pandorafms 23/93

FROM SYSIBMADM.SNAPLOCKWAIT

BO3BpalLaeT MHDOPMALMIO O MOMEHTaNbHbIX CHAMKaX areHToB 6a3bl AaHHbIX, paboTatowmnx ot
MMEHW 3anpOoCoB, KOTOPbIE 0XXNAAT NoslydeHns 610knpoBok nnm locks. Cnegys dopmaTy

3anpoca:

SELECT * FROM <schema name>.<table name>

Ans 3Toro Tvna 6a3bl AaHHbIX Mbl CMOXXEM NoJIy4nTb BCEBO3MOXXHbIE MOLOYJIN.

Execute custom queries

Custom queries

L @

# parent module parent for this module (name)
# check_end

check beagin

name DB Blocks

operation value

datatype generic data

target SELECT COUNT(*) FROM SYSIBMADM.SNAPLOCKWAIT
check end

check begin

name Blocking elements

description Invalid objects (detail)

operation full

datatype generic data

target SELECT AGENT ID, LOCK MODE, LOCK OBJECT TYPE, AGENT ID HOLDING LK,
LOCK MODE REQUESTED FROM SYSIBMADM.SHAPLOCKWALT o B
check_end

Mocne BbINOSIHEHUSA OMUCAHHbBIX BbIlLE AEACTBUN Bbl MOAYy4YUTE 06N BUA, aHANOTNYHBLIA 3TOMY:
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=/ DB2 connection DB2 availability [ NFA - NIA 1
-V db2-Active connections - /A - HA o
=/ dio2-AGENT_WAIT_TIME_PERCENT - N/A - N/A 0%
B/ db2-APP_RQSTS_COMPLETED_TOTAL - N/A - NIA 1316
=/ dh2-AVG_ROST CPU_TIME - /A - MIA 650
B/ db2-CF_WAIT_TIME_PERCENT - N/A - N/A 0%
=/ db2-Database size [ N/A - N/A 88 ME
B8/ d02-D6 Blocks Execution OK (] N - NIA 0

= s 210 WAIT TIME_PERCENT - YA - N/A 99.3 ¥
B/ d02-LOCK_WAIT_TIME_PERCENT - N/A - N/A 0%
=/ db2-Log utilization percent used1kBor1sass (D N/A - NiA 0%
B/ do2-NETWORK_WAIT_TIME_PERCENT - N/A - N/A 09 %
=/ dib2-RECLAIM_ WAIT TIME_PERCENT - YA - N/A 0%
=2/ d02-ROUTINE_TIME_RQST_PERCENT - N/A - NIA 1%
=/ db2-RQST_WAIT_TIME_PERCENT [ /A - N/A 76.5 %
=/ gb2-TOTAL_BP_HIT_RATIC_PERCENT - NiA - NiA 96.9 %
=/ db2 TRANSACT _END_PROC_TIME_PERCENT [ ] /A - /A 05 %

Discovery Applications: MySQL

Bepcusa NG 733 wan BbiLe.

Ins 3aga4m foMKHbI ObITh ONpeaeneHsl cneayoline napaMmeTpsb:
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Task name eat SCL

Discovery server artorias ¥

Group Appiications v
MySQL server IP 172 1588032

MySOL server Port 3304

User

Password T

Interval Dafirad ® || S v

[Mext

Goback

Task name: Vims 3apaun.

Discovery Server: Cepsep, KOTOpbIi ByaeT ee BbINOAHAT.

MySQL server IP: IP-afpec cepsepa, Ha KOTOPOM pacnosioxeHa cpefa MySQL®.
MySQL server port: [MopT npenblayLlero agpeca.

Interval: Mepunog BpemMeHun, B Te4eHe KOTOPOro byaeT BbIMOJHATLCSA MOHUTOPUHT,
User: Monb3oBaTens MySQL®, nod KOTOPbLIM Bbl MoJiy4aeTe 4OCTY.

Password: MNMaponb nonb3osatend MySQL®, yka3aHHbIN BbiLLeE.

9T0 A0JKeH ObITb N0Nb30BaTEb C 4OCTATOYHbLIMM
npaBaMn Ha 6a3y OaHHbIX 014 BbIMOJIHEHNA 3alpPOCOB.

Mocne 3aBepLUEHMA KOHDUrypaunm Heobxoammo ykasaTb MOAYIN:
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Pandora FMS : {1 P 0 = ‘r-' = @
the Flaxible hMonitoring System = iz i L .-
S
W'-,-“:L_{L
Target agent Tt MySOL
Custom module prefix
Scan databases 8
Create agent per database
Check engine uptime &
Retrieve query statistics o
Analyze connections (
Retrieve InnoDB statistics &
Retrieve cache statistics 8
Execute custom queries (
Custom queries = s
# Custom gueries definition guide
4 EEmsssESEsEEESSEESEEEESEENESEESSESESSSSESSSSESSSZ SSESSESSSSESSEEEE
# Definition example
# check_begin
£ target_database:z database where should be executed, default (all)
£ name custom name chosen by the user
# description custom description chosen by the user
# operation value | full,
2 value returns a simple walue,
# full returns all rows in & string -
& target guery to be executed,
i pl T e N T R o i
Finish
Goback X

Target agent: AreHT, Ha KOTOPOM CO34al0TCA MOOYN.
Custom module prefix: OnpeaenseT Noab30BaTENbLCKUA NPedUKC, KOTOPLIN ByaeT cuenneH ¢
MMeHaMu MofLyJen, Co3aaBaeMbIX 3afa4en.
Scan databases: BbinosHUT nccnenosaHue 6a3 gaHHbIX U X 06 LEKTOB.
Create agent per database: OH no3BonsdeT co3gaTbh areHTa A5 Ka)kaon 6a3bl AaHHbIX, HANOEHHON B
COOTBETCTBUM C MPEAbIAYLLUM MYHKTOM.
Check engine uptime: MpoeepuT Bpemsa paboTbl MySQL®.
Retrieve query statistics: Mo3BoNSeT NONYYNUTb CTAaTUCTUKY BbIMNOJIHEHHBIX 3aNpPOCOB.
Analyze connections: NIHopmaLma 0 NOAKOYEHNN.
Retrieve InnoDB statistics: Bo3spalLaeT cTaTUCTUKY InnoDB.
Retrieve cache statistics: Bo3paliaeT CTaTUCTUKM K3LWa;.
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e Custom queries: MNo3BonseT onpeaensaTb NoJib3oBaTeNbCKme SQL-3anpochl.

Discovery Applications: Oracle

Bepcusa NG 733 nnm Bbliwle.

ORACLE
Task name Test Cracle
Discovery server munchkin r
Group Applications T

Oracle target strings tes testing lzn/orcl

User C#fpandora
Password sennnes
Interval Defined * || Sminutes T

MoHUTOpPUHI Oracle® nossonset onpeagennTb cnelyrwmne rnapaMeTpbl 3aa4qu:

e Task name: Nms 3apaymn.

Discovery Server: HazHa4eHHbIn Cepsep.

Oracle target strings: 3aecb onpefensoTCa Lenesble CTPOKMU.

User: Monb3oBaTenb Oracle®, nony4vatowmin 4OCTYN K MOHUTOPUHTY.
Password: MNaposib nosib3oBaTens, onpefesieHHbIn paHee.

Interval: Mepuon BpemMeHn 4119 BbINOJHEHWS.

Mocne Toro, Kak Bbl HACTPOUAN BblLLEYKA3aHHble 3HAYeHWs, CneayeT NepenTh K BbINMOJHEHWIO
cnenyLmnx Moaysei 3aaa4u:
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Target agent
Custom module prefix

Check engine uptime

Retrieve query statistics

Analyze connections
Calculate fragmentation ratio
Monitor tablespaces

Retrieve cache statistics

Execute custom queries

Custom I:IIJEriES # ======================================================S==============

s

# Custom queries definition guide

# Definition example
# check_begin
#target databases 510swhere should be executed, default (all]

s

# name custom name chosen by the user

s

#description  custom description chosen by the user
#operation  walue | full,

# walue retirne 2 cimnlewralue P

‘ Finish ‘

‘ Gohack ‘

Target agent: AreHT, KoTOpbIN ByaeT nosy4yaTb AaHHble. ECAn 0CTaBUTb NyCTbiM, OH ByaeT
CreHepmpoBaH aBTOMATUYECKMW.

Custom module prefix: OnpeaenseT Noab30BaTENbLCKUA NPedUKC, KOTOPbIN ByaeT cuenneH ¢
MMeHaMun MoLynen, CoO34aBaeMbIX 3ajlaven.

Check engine uptime: Bpems ¢pyHKuUnoHMpoBaHuUs Oracle®.

Retrieve query statistics: CTaTUCTVKM BbINOJIHEHHbIX 3aMPOCOB. EC/IN Bbl BKAIKOYUTE 3TY ONUMIO, BaM
HeobxoaMMo NpenoCcTaBMTh NpaBa AocTyna K Tabanue V$SQLSTATS.

Analyze connections: IHbopmaLums 0 NOAKIOHEHNN.

Calculate fragmentation ratio: BeluncnseTt koagpuuneHT pparmeHTaummn. Heobxogumo
npeLoCTaBWTb NpaBa focTyna K Tabauue dba_tables.

Monitor tablespaces: MpoBepseT CTPYKTYpPbI, cogepxaline aaHHble B Oracle®.

Retrieve cache statistics: Bo3BpallaeT CTaTUCTUKY K3wa. Heobxoaumo npenocTaBuTb NpaBa
poctyna K Tabanuam vslibrarycache n v$rowcache.

Execute custom queries: BeInonHAET NoJib30BaTeNbCKME 3anpocChl.

Custom queries: Mo3BosiseT onpenensite
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Ba)kHO: 4n4 BbINO/HEHMS 3aNPOCOB L4OJIKHbI ObITb
npegocTaBJiEHbI HeobxoauMble pa3peLeHnd; Haripnumep:

CREATE USER pandora IDENTIFIED BY pandora;
GRANT CREATE SESSION TO pandora;

GRANT SELECT any dictionary TO pandora;

GRANT SELECT ON V_$SYSSTAT TO pandora;

GRANT SELECT ON V_$STATNAME TO pandora;

GRANT SELECT ON gv$sysstat TO pandora;

GRANT SELECT ON v$sesstat TO pandora;

GRANT SELECT ON V $INSTANCE TO pandora;

GRANT SELECT ON V $LOG TO pandora;

GRANT SELECT ON SYS.DBA DATA FILES TO pandora;
GRANT SELECT ON SYS.DBA FREE SPACE TO pandora;
GRANT SELECT ON V_$parameter TO pandora;

GRANT SELECT ON dba_ tablespaces TO pandora;
GRANT SELECT ON dba data files TO pandora;
GRANT SELECT ON dba free space TO pandora;
GRANT SELECT ON V$SQLSTATS TO pandora;

GRANT SELECT ON dba tables TO pandora;

GRANT SELECT ON v$librarycache TO pandora;
GRANT SELECT ON v$rowcache TO pandora;

(others GRANTs necessary, for all tables used in the plugin configuration file)

-- if somebody still uses Oracle 8.1.7...

GRANT SELECT ON sys.dba tablespaces TO pandora;
GRANT SELECT ON dba_ temp files TO pandora;

GRANT SELECT ON sys.v_$Temp extent pool TO pandora;
GRANT SELECT ON sys.v_ $TEMP SPACE HEADER TO pandora;
GRANT SELECT ON sys.v $session TO pandora;

YcTaHoBKa nakeTtoB Oracle

e YcTaHoBUTb Oracle® Instant Client c Beb-calnTa Oracle®:

https://www.oracle.com/technetwork/database/database-technologies/instant-client
/downloads/index.html

e Heobxogumble nakeThbl:

oracle-instantclientll.1-basic-11.1.0.7.0-1.x86 64.rpm
oracle-instantclientll.1-devel-11.1.0.7.0-1.x86 64.rpm
oracle-instantclientll.1-sqlplus-11.1.0.7.0-1.x86 64.rpm
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* MoAroToBNTL 3arpy304Hyto cpely pandora_server:

B kaTanore pandora_server HeobxoaMMo co3gaTb han
pandora_server.env co csiefylowen nHpopmatinen, a
3aTeM BbINOJIHUTL ero . /pandora_server.env

# Set Oracle environment for pandora server

cat> /etc/pandora/pandora server.env <<'EOF ENV'

#!/bin/bash

VERSION=11.1

export PATH=$PATH:$HOME/bin:/usr/lib/oracle/$VERSION/client64/bin

export LD LIBRARY PATH=$LD LIBRARY PATH:/usr/lib/oracle/$VERSION/client64/11ib
export ORACLE HOME=/usr/lib/oracle/$VERSION/client64

EOF ENV

» CnepyeT nepesanycTuTb pandora_server

/etc/init.d/pandora_server restart

Ecnm Bbl ncnonb3yete nakeT E7, Bbl AO/KHbI YCTAHOBUTb
6nbnnoTeKky 1 nepemeHHble cpenbl Bepcun 12.2, a Takxe
NCcnosb30oBaTb nMakeTbl Oracle®. (v12.2)

HaunHasa ¢ Bepcun NG 754, LOCTYMHbI LONOJHATESIbHbIE
onuMn ona pyvyHoro 3anycka v Bblkto4YeHns cpep High
Availability (HA).

Discovery Applications: SAP

Bepcnsa NG 741 nnm Bbliwe.

CuctemMa NpoBefeT Bac Yepes Kaxabln Wwar, 4Tobsl HacTpouTb SAP B COOTBETCTBMUM C BaLLMMU
notpebHocTamMu. Bol MoxxeTe y3HaTb Bonblie 13 obyyatoLero BMAEOPOINKa

. OOHa 1 Ta xe 3afavya MoxeT bbITb onpefeneHa 4ns
MOHUTOPWHIa CUCTEM C aHaNIOrMYHON KOH(UrypaLnen.

Ecnn BaM HY)XHO KOHTPOAMPOBaThL pa3JinyHble
KOH(Urypaumu, Bbl LOJHKHbI CO34aTb 3aady O KaxXA0M
KOHUrypauun.
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Discovery / Application SAP R3 details

SAPR3
Task name: SAP Client: Group:
Discovery SAP 002
Servers
Discovery server SAP System Number:
00 SAP License
pandorafms v
Interval | Defined * | Sminutes ¥ SAP Credentials:
f None v
SAP Hostname:

sap.example.com

‘ Update and continue

‘ Go back ‘

YT0ObI MMETb BO3MOXHOCTb UCNO/b30BaTb SAP B
Discovery, He06x04MMO HaCTPOUTb CreunasbHbIN HOMEP
NNLLEH3MN ONS 3TOr0 rJarnHa, KOTOpbIN He BXOAUT B
nuueHsnio Pandora FMS Enterprise. Bbl 80/XKHbI
HaCTPOMTb 3Ty AnueH3no B Setup - Enterprise.

Bbl 4O/MKHbI BbIOpaTh M3 CAMCcKa MHopMaumMio 0 cucteme SAP, KOTOPYIO Bbl XOTUTE
BOCCTAHOBUTb:
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SAP R3

Available modules Selected modules

Mone
Dialog Logged users
Dialog respeonse time >
Mumber of Update WPs in error
SAP Batch input erroneus
SAP Cancel Jobs
SAF Dumps
SAP Idoc erroneus
SAP IDOC OK
SAP List lock -

‘ Finish

‘ Go back

Pandora FMS Discovery bygeT oTBedaTb 3a cbop nHopMaumm, XpaHs ee B areHTax,
npeacTassieHHbIX SAP Hostnames, KOTOpble Bbl Onpeaenunu.

Ecnu Bbl ycTaHaBnmBaeTe Pandora FMS 13 nakeTos nan
Balla cnctema ctapiie sepcun NG741, Bbl LOJIKHBI
pa3BepPHYTb oumUMnanbHbIN NnarnH SAP Ha cepeepe
Pandora FMS 1 HacTpouTb ero Bpy4Hy B COOTBETCTBUN C
pa3genom PyyHas ycTaHOBKa KOHHeKTopa Discovery ons
SAP.

Monb3oBaTenbLckum SAP

Bepcusa NG 747 wnn BbiLwe.

MommMo pocTynHbix Moaynen (Available modules) B Pandora FMS, Bbl MoxxeTe gobaButb
Yyepes pa3fes noJsib3oBaTesIbCKUX onpeneneHunm
mogynei. (Custom module definitions).
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Available modules

LASIUE LUBECU USTl S

QRFCinerrar SMO2

Selected modules

Y
) ot Batd’-l I-an-Its SrrenEaE _
e SAP canceled Jobs >

SAP Dumps

A SAP IDOC erroneous
SAPIDOC OK
SAP lockentry list
SAF Login OK
SAP WP stopped
TRFC inerror

Each line is a module definition using following format: module name ; module_type ; SAP check definition.

Custom module definitions

SAP memory:generic_data-m 101

<UMSA MOLYNA>; <TUM MOLY/IA>; <ONpeesenne Nposepkn SAP>

MprvmMep 03HaKOMAEHUS C NHGopMaumen B cucteme SAP:

SAP info;generic _data string;-m 120

Bbl MOXeTe 006aBUTb CTOJIbKO MOJIb30BaTENbCKUX MO,EI,yJ'IEI7I, CKOJIbKO BaM HY>XHO, a 3aTeM

Finish > ‘

Kaxpas nobaensemasn CTpoka A0JHKHa MMeTb Cneayownin hopmaT, C UCMOb30BaHNEM TOYKN C
3an5TOM B Ka4yeCTBe pasgenuntens nosen:

NPOAOJ/DKNTL NMpoLeCC TakKnNM Xe 06pa30M, KaK OnncaHo B npeabigyLuiem pasgene.

Py4Hasa yctaHoBKa KoHHeKTopa SAP Discovery Connector

Ecnn y Bac ycTaHoBneHa 6onee cTapas Bepcma NG 741, Heob6x0AMMO 3arpy3nTb KOHHEKTOP U

HaCTPOWTb €ro BPYy4HyHo.

e YcTtaHoBuTe JAVA (JRE) Ha cepBepe Pandora FMS.

e 3arpysuTte KOHHeKTOp naun yaaneHuoin //plugin// ons Linux ¢ canTa SAP.
e HactpounTe pann pandora_server.conf n ycTaHoBUTe cnegytoline napameTpsbl:
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# Discovery SAP
java /usr/bin/java

# Discovery SAP utils
sap utils /usr/share/pandora server/util/recon scripts/SAP

e B KaTanore, ykasaHHbIN ¢ nomoLblo token KoHpurypaumm sap_utils pacnakywnTte dannel tarball,
3arpy>xeHHble 13 bubnuotekun nof HassaHmeM «Pandora FMS SAP Discovery for Linux» u
coepxxalme cnenytowme gannb:

Deset SAP Plugin.jar
dev jco rfc.trc
libsapjco3.so

sapjco3.dll
sapjco3.jar

* epe3anycTuTe cepsep pandora_server

/etc/init.d/pandora_server restart

Ha4ynHaa ¢ Bepcun NG 754 u Bbilwe, JOCTYMHbI

cpel BbICOKOM pocTynHocTu (HA).

SAP View

Mo3sonsdeT oTobpa3nTb obLiee cocTossHNE cepBepoB SAP:
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SAP View

Filter

Update

w =

B 3ToM npeactaBneHun otobpaxkaeTca naHenb ¢ 4OCTYNHbIMU MOAyAaMn SAP BbIbpaHHOI O
areHTa SAP. Bbl MoXxeTe BbibpaTb BpeMs 0OHOBIEHUSA 1 MHTEPBaN 4S19 0TobpaXkeHnsa Ha
rpauKkax.

CneumanbHbin Bug, SAP

Bua SAP TakXe MHTerpmpoBaH B BUAE HOBOW BKIAAKWU NPU NPOCMOTPe areHTa. Ecam cuctema
0BOHAPYXXUT, 4TO areHT ABNAeTCS areHToM SAP, 0TKpoeTcsa AoCTyn K BkNaake SAP View:

192.168.40.15 @D E = L I VI - ]
192.148.40.15 & = Agent connact 3o
i Interval 10 seconds
'
Last contact / Remote 3 seconds { Novernber 26, 2019, 11:51 am
ﬁ Orhar
Next contact ds
100% o Stress
Created by varian Graup ik
Secondary groups N
Parent L

B Buae arenta byaet npeactasneH 0630p coCTosHMS Moaynen SAP Tekylero areHTa:
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192.168.40.15 w [ 5 = "R
Filter

‘ ’ - g 3

Update

Discovery Applications: VMware

Bepcma NG 732 nnu Bbiwe. bonee noapobHyto
NHOPMALIMIO Bbl MOXKETE NOJYYNTb B BUAEOYPOKE
«MoHuTOopuHr VMWare ¢ nomouwbto Pandora FMS
Discovery».

36/93


https://www.youtube.com/watch?v=7q5oJ_UHmB0
https://www.youtube.com/watch?v=7q5oJ_UHmB0
https://www.youtube.com/watch?v=7q5oJ_UHmB0
https://www.youtube.com/watch?v=7q5oJ_UHmB0
https://www.youtube.com/watch?v=7q5oJ_UHmB0
https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

Jiscovery | Application Whiwa

VMWARE

m
m
IL
i

Task name: V-Center IP Group:
w
Discovery server Datacenter name
munchkin -
Tentacle options Password
P 127.00.1
fort 41121 Encrypt passwords
Extra options

Datacenter user:

Interval Defined * | | 5minutes ard

Bbl 00/KHbI YKa3aThb:

e IMa ona ngeHTudgunkaumm 3agadu, Task name.

e Discovery Server gnsa ero 3anycka.

 |P-agpec, V-Center IP.

e IMa datacenter, KOTOPOE MOXXHO MOJY4YUTb C 3KpaHa aAMUHNUCTPUPOBAHNS YyCTaHOBKM VMware.

e [lonb30BaTeNb U NAPOJIb C NPaBaMUN Ha YTEHME; TOJIbKO O 3TOM0 MOMOLLHNKA MOXHO BKJIOYNUTb
WwngposaHme napons, Encrypt passwords.

e Bpems MoHUTOpUHra Interval.

e [pynna, ¢ KoTopon byayT CBA3aHbl areHThl, CO34aHHbIe 3adaven VMware.

CnenyeT y4mTbIiBaTb, YTO eC/in Ha cepBepe Pandora FMS
aKTUBEH TOKeH autocreate _group, OH oTAaCT MPUOPUTET
rpynne, COOTBETCTBYOLLEN yKa3aHHOMY ID, BMecTo
NPUMeHeHns KoHguUrypaumm mactepa.
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B cnyyae py4yHOM yCTaHOBKKU Uan 0B6HOBNEHMSA C BEPCUM
Pandora FMS, npenwecTsytowen 732, Heobxoaumo bynet
ycTaHoBuTb SDK ans koppekTHon paboTbl VMWare.

Mocne 3aBepLueHns 6a30BON KOHPUTYPALIMM YKaXKUTe cneaylollee:

Discovery / Application / VMware Base

VIMWARE

Mane threads Retry send
5
Event mode

Re-scan interval

Disabled v Virtual network monitoring

Extra settings

| Finish |

| Go badk |

e Max threads: Konn4ecTBo NOTOKOB, UCMOJIb3YIOLWMNX CKPUMT MOHUTOPUHIa VMware 4515 YyCKOpeHus
cbopa OaHHbIX.

e Retry send: MoBTOpHas NoNbITKa B Cay4yae ownbku.

e Event mode: (Tonbko ans VCenter) obecne4ynBaeT MOHUTOPUHT Ha OCHOBe cobbiTun VMware VCenter.
OTOT pexxuM SBNAETCA YHUKAIbHbIM U HE3aBUCUMbIM OT CTaHAAPTHOMO MOHUTOPWHIa.

e Virtual network monitoring: Bknto4aeT MOHUTOPUHI BUPTYasibHbIX CETEBbIX YCTPOWCTB,
onpegeneHHbix B VMware.

e Extra settings: Jltlobble 4ONONHUTENbHbIE NapaMeTpbl, HeobxoauMble AN HACTPONKN MOHUTOPUHTA
VMware, go/KHbl BbITb BKOYEHbI 34eCh B TEKCTOBOM pPeXUMe.
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MocMoTpuTe pasaen ONs nony4vyeHus
AOMOSIHUTENLHOW MHGOPMaLIN,

Discovery Applications: MS SQL

Pandora FMS no3BonsieT oCyLecTBAATb MOHUTOPUHT 6a3 gaHHbIX Microsoft SQL Server®. Ons
3TOro Heob6xoAMMO YCTAHOBUTL B CUCTEME,
roe pabotaeT cepsep Pandora FMS.

HauunHasa ¢ Bepcum NG 753 Bbl LO/IKHBI UCMOJIb30BaTb
nakeTbl ans
COBMECTUMOCTH ¢ Perl.

Kak yctaHoBuTb Microsoft ODBC

e 1nqa CentOS 7:

curl https://packages.microsoft.com/config/rhel/7/prod.repo \
> /etc/yum.repos.d/mssql-release.repo && \
yum remove unixODBC-utfl6 unixODBC-utfl6-devel && \
ACCEPT _EULA=Y yum install -y msodbcsqll?
¢ Jlnsa CentOS 8:
curl https://packages.microsoft.com/config/rhel/8/prod.repo \
> /etc/yum.repos.d/mssql-release.repo && \

yum remove unixODBC-utfl6 unixODBC-utfl6-devel && \
ACCEPT _EULA=Y yum install -y msodbcsqll?7

BaMm cnepgyeT npoBepuTh han KoHpUrypauum cepsepa Pandora FMS.
/etc/pandora/pandora server.conf

Haxopach B hansie KOHUrypaumm, Hangute cnegyowmnn TOKeH:
mssql driver <CADENA IDENTIFICATIVA>

MapameTp <CADENA IDENTIFICATIVA> yka3aH B /etc/odbcinst.ini, koTopbin 6b11 co3aaH
npu yctaHoske ODBC.

Mo yMONYaHMIO 3Ta CTPOKA UMEET BUA:

ODBC Driver 17 for SQL Server


https://pandorafms.com/manual/!783/ru/documentation/03_monitoring/05_virtual_environment_monitoring#vmware
https://pandorafms.com/manual/!783/ru/documentation/03_monitoring/05_virtual_environment_monitoring#vmware
https://docs.microsoft.com/en-us/sql/connect/odbc/linux-mac/installing-the-microsoft-odbc-driver-for-sql-server?view = sql-server-ver15**ODBC**
https://docs.microsoft.com/en-us/sql/connect/odbc/linux-mac/installing-the-microsoft-odbc-driver-for-sql-server?view = sql-server-ver15**ODBC**
https://docs.microsoft.com/en-us/sql/connect/odbc/linux-mac/installing-the-microsoft-odbc-driver-for-sql-server?view = sql-server-ver15**ODBC**
https://pandorafms.com/manual/!783/ru/documentation/02_installation/01_installing#enterprise_alternative_server_packages
https://pandorafms.com/manual/!783/_detail/wiki/icono-modulo-enterprise.png?id=ru%3Adocumentation%3A03_monitoring%3A04_discovery
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Hactpoutb 3apauy Discovery Applications MS SQL

Y106kl CO34aTh 3aa4y MOHUTOPUHIa And 6a3bl gaHHbIX Microsoft SQL Server, Heobxoanmo
nony4YnTb K Her goctyn Yepes Discovery (Discovery = Applications = Microsoft SQL Server).

Mocne Bbibopa 3agaym Microsoft SQL Server® Heobxoaumo onpeaennTb IK3eMNAsapbI:
IP\Instancia

YT106bI ONpeaennTL NOPT:

IP:Puerto\Instancia

Mpumep:

Task name
Discovery server sandarain -
Grnup .".l | | ML -

Microsoft SQL Server targets 192.168.80.20\ TESTSQL

User artic

Password L 1111 1)

Interval Diefined = yinut | #

PaclumnpeHHble NapamMeTpbl KOHGUIypauuy 418 3TON UHTErpaLmm BKIYaOT CTabuibHOCTb
cepBunca, CTaTUCTMKY UCMOb30BaHUS, CTaTyC COEANHEHNS 1 NOJb30BaTEIbCKME 3aMpochl.
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Target agent
Custom module prefix

Check engine uptime O
Retrieve query statisties @)
Analyze connections L @

Execute custom queries L)

Custom queries #

pandorafms

= i

Custom queries definition guide

name

& o ot ol W

YT0bbI 3anyCTuUThb N0Jib30BaTENbCKUN 3anpoc, Bbl AOJTIXXHblI HACTPOUTL €0 TaKNM XXeE 06pa30M, KaK

description
operation

Definition example
check_begin
target databases

custom name chosen by the user

n 3aga4um Oracle®, Kak NOKa3aHO BbiLLe.

Mopaynu, BOCTyNHbIE MO YMONYAHUIO

%/ List of modules(7) @ 7

Status: Al :l Free text for search (*): l:___}

F. P.Type o Module name

-
L4

! )‘ MS550L connection
! )‘ queries: delste
! )‘ queries: insert
! )‘ queries: select
! )‘ queries: update

! )‘ restart detection
! )‘ SES5I0MN Usdge

SIDs where should be executed, default (all)

custom description chosen by the user
value | full,

Module group = Al :| ‘ Filter ©. H Reset U‘

Show in hierarchy mode

Description

MSSQL availability

Running for 75d 22h 42m 44s
(value is O if restart detected)

Using 37 of 32747

Status

Y
v

Thresholds Data Graph Last centact

MAA - NFA

MAA - NFA

MAA - NFA

MAA - NFA

MAA - NFA

MAA - NFA

MAA - NFA

&
¥

1 BE] [ 1 minuses 05 seconds
o [ [ 1 minutes 05 seconds
0 (<] [ 1 minuses 05 seconds
1 BE] [l 1 minuses 05 seconds
o[BS [ 1 minues 05 seconds

1 @ u 1 minutes 05 seconds
0.1 % @ u 1 minutes 05 seconds

lNonb3oBaTeNb U y4eTHble AaHHbIe, UCNOoJIb3yeMble OJ19 MOHUTOPWUHIA, LO/IKHbI UMEeTb

41/93
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HeobxoanMble pa3peweHnsd Ha noagkatdyaemMsble 6a3bl AaHHbIX 415 BbINOJIHEHUS
COOTBETCTBYOLLNX OI'IepaLI,I/II7I.

Nombre Descripcion
MSSQL connection |lpoBepseT, eCTb M coefnHeHne ¢ cepsepom MS SQL.
Kosim4yecTBO 3anpocoB Ha yAaneHue, BbINMOIHEHHbIX C MOMEHTa nocsiefHen

queries: delete

NPOBEPKMN.
. . Konn4yecTBo 3anpoCoB Ha BCTaBKY, BbINOJIHEHHbLIX C MOMEHTa NnocsefHen
queries: 1nsert
NPOBEPKMU.
. Konn4ecTBo 3anpocoB Ha 0OHOBJIEHME, BbINMOJHEHHbLIX C MOMEHTa Noc/efHeN
gueries: update NPOBEPKM

queries: select |Kosm4yecTBO 3anMpoCoOB Ha YTEHME, BbIMOIHEHHbIX C MOMEHTa NOC/IeAHEN NPOBEPKM.
restart detection|lpoBepseT, kak goaro cnyxba 6a3bl faHHbIX paboTaeT HeNpepbIBHO.

MPOLEHT OTKPbITHIX CECCUIA MO OTHOLLIEHNIO K MaKCUMasbHO AOCTYMHbIM,
OTobBpaXkaeT TekyLlee 1 MaKCMMaslbHOe 3Ha4YeHne B ONUCcaHNM Moayns.

session usage

Discovery Cloud

BepHyTbCs HaBepx ¢

Discovery Cloud no3sonseT oTcnexmsaTb y4eTHble 3anncu Amazon Web Services®, Google Cloud
Platform®, a Takxe Microsoft Azure® B 04HOM UHCTPYMEHTE.

Pandora FMS - = T WY - [-
PANDORAFMS [k Q D08 QX O @ ocmessen >

ENTE®DPFP@ER tine Flasible Maonitorin F

= —

Discovery

M ::-ritl:l "i"|:._:_ CLDUD

Topology maps

Repaorting

dWs$s

fools Amazon Web Services Microsoft Azure Google Cloud Platform

Discovery

Resources

Profiles

YnpaBsieHne BCeMM y4eTHbIMU 3anmcsaMmn ocyecTenseTcs Yepes Credential Store,
pacnoJsioxxeHHbIn B Profiles - Manage agent groups - Credential Store.
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Pandora FMS . . B Y2 [ (W) wamin [—=
the Flexible Monitoring System e Q r_)'l o C ./A Lk i [
. ’ *
Credential stare ;F W&
> Filter
Show 20 ¥ entries
Group A ldentifier Product  User Options
Al imported_aws_account  AWS AKIAIUPZCEMBIYBOQSLFD a ﬁ

Showing 1 to 1 of 1 entries
@ Profiles n

‘ Add key ;|

HauyunHas ¢ Bepcun NG 754 n nanee, UCNonb3ynTe MeEHIo;
Configuration - Credential store
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Credential store

Credential store

Discovery Cloud: Amazon Web Services (AWS)

3TOT pa3Aen HaxoauTcs B CTaanmn paspaboTku.

ANna MOHUTOPWHIa UHGPACTPYKTYpbl B Amazon Web Services Heo6xoaMMo Wwar 3a warom nponTu
pa3nnyHble CTPaHMLbl NOMOLLHUKA.

MopTBep>xpeHue nosiHoMmouun AWS

Mpun Bxoae B meHto Amazon Web Services® BaM byaeTt npeafio)XeHo BbibpaTh YYETHYIO 3annch
AWS; ecnn oHa 3aperncTpupoBaHa B npeabiayLmnx Bepcusix, oHa byaet otobparkatbCa Kak
imported_aws_account.


https://pandorafms.com/manual/!783/_detail/en/documentation/03_monitoring/pfms-configuration-credential_store-ng-754.png?id=ru%3Adocumentation%3A03_monitoring%3A04_discovery
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Pandora FM5

the Flexible Monitoring System Enter keywo O‘ g o F- @ 2% ﬁ I:i:I

Discovery / Cloud / A redent

Aws credentials @

#

Cloud tool full path Jusr/bin/pandors-cm-api

Account

imported_aws_account v | Manage accounts

Validate

Ons nobaBneHnsa 4ONOMHUTENbHbLIX YYETHbLIX 3anNncein ncnonb3lynTe onunto Manage Accounts,
PaCroJIOXXEHHY0 psaoM C Bbinagatowmm meHio AWS Account. 3aTeMm B pasgene Credential store

pasgena Profiles > Manage agent groups coxpaHuTe BCe paHee CO3[aHHble y4YeTHble 3anncu
Amazon Web Services.

Pandora FMS = (B rariy
the Flexible Monitoring System Enter keywords to search Q g o D % r:J '3/' (admin) E_:'
- Pt 1 +
Credential store @ Pl
> Filter
Show 20 ¥  entries

Group A Identifier Product User Options
Web dev-aws-account AWS AKOATE|ZLSF1 ASFQ1 Q ﬁ
All prod-aws-account AWS AKOAZE)ZLSF2Q5RELVE Q ﬁ

Showing 1 to 2 of 2 entries
Addkey >

ONs KaXK 0N y4eTHOWN 3aMnCK B XPaHWIULLE YHETHbIX
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[aHHbIX MOXKHO BbIMOJIHUTL TO/IbKO OLHY 3afady B
Amazon EC2 Discovery.

PANDORAFMS [k rter keyworgstoserch @, () @) B 22 [T ®ewmn (-

=N TERmPE®D R ® the Flexible Maonitoring System

Credential store A &

> Filter

Show | 200 L

Pl
GMHF A Iser Dptlnm

Showing 0 to 0 of 0 entries E

El Profiles

E Identifier prod-aws-account Addkey >
Group All v
Product A T
Access key |D ARDAZEIZLSF20IRELIVZ
Secret access key AR .

Bbl oskHbl nepentn B8 AWS 1 co3gaTh YY4ETHbIE 3anncy 3anpocoB Co CieyowmmMin
paspeLlleHnaMun:
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Permissions Policy usage Policy versions Access Advisor

{}JSON Edit policy
Q -
Service = Access level Resource
Allow (4 of 171 services) Show remaining 167
Billing Limited: Read All resources
Cloudwatch Limited: List, Read All resources
Cost Explorer Service Full access All resources
EC2 Full: Read Limited: List All resources

e Billing (read)

e CloudWatch (list,read)

e Cost Explorer Service (Full access)
e EC2 (full read, limited: list)

CBofka nonutukuy B popmate JSON:

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor0",

"Effect": "Allow",

"Action": [
"ec2:DescribelInstances"”,
"ec2:DescribeVolumesModifications",
"ec2:GetHostReservationPurchasePreview",
"ec2:DescribeSnapshots"”,
"aws-portal:ViewUsage",
"ec2:DescribePlacementGroups"”,
"ec2:GetConsoleScreenshot",
"ec2:DescribeHostReservationOfferings",
"ec2:DescribeInternetGateways"”,
"ec2:GetLaunchTemplateData",
"ec2:DescribeVolumeStatus",
"ec2:DescribeScheduledInstanceAvailability",
"ec2:DescribeSpotDatafeedSubscription”,
"ec2:DescribeVolumes",
"ec2:DescribeFpgalImageAttribute",
"ec2:DescribeExportTasks",
"ec2:DescribeAccountAttributes",
"aws-portal:ViewBilling",
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"ec2:DescribeNetworkInterfacePermissions",
"ec2:DescribeReservedInstances",
"ec2:DescribeKeyPairs",
"ec2:DescribeNetworkAcls",
"ec2:DescribeRouteTables",
"ec2:DescribeReservedInstancesListings",
"ec2:DescribeEgressOnlyInternetGateways",
"ec2:DescribeSpotFleetRequestHistory",
"ec2:DescribeLaunchTemplates",
"ec2:DescribeVpcClassicLinkDnsSupport",
"ec2:DescribeVpnConnections"”,
"ec2:DescribeSnapshotAttribute",
"ec2:DescribeVpcPeeringConnections”,
"ec2:DescribeReservedInstancesOfferings"”,
"ec2:DescribeldFormat",
"ec2:DescribeVpcEndpointServiceConfigurations",
"ec2:DescribePrefixLists",
"cloudwatch:GetMetricStatistics",
"ec2:GetReservedInstancesExchangeQuote",
"ec2:DescribeVolumeAttribute”,
"ec2:DescribelInstanceCreditSpecifications"”,
"ec2:DescribeVpcClassicLink",
"ec2:DescribeImportSnapshotTasks",
"ec2:DescribeVpcEndpointServicePermissions",
"ec2:GetPasswordData",
"ec2:DescribeScheduledInstances",
"ec2:DescribelImageAttribute”,
"ec2:DescribeVpcEndpoints",
"ec2:DescribeReservedInstancesModifications",
"ec2:DescribeElasticGpus",
"ec2:DescribeSubnets”,
"ec2:DescribeVpnGateways",
"ec2:DescribeMovingAddresses",
"ec2:DescribeAddresses",
"ec2:DescribeInstanceAttribute",
"ec2:DescribeRegions”,
"ec2:DescribeFlowlLogs",
"ec2:DescribeDhcpOptions",
"ec2:DescribeVpcEndpointServices",
"ce:GetCostAndUsage",
"ec2:DescribeSpotInstanceRequests”,
“cloudwatch:ListMetrics",
"ec2:DescribeVpcAttribute",
"ec2:GetConsoleOutput",
"ec2:DescribeSpotPriceHistory",
"ce:GetReservationUtilization",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeNetworkInterfaceAttribute",
"ce:GetDimensionValues",
"ec2:DescribeVpcEndpointConnections",
"ec2:DescribeInstanceStatus",
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"ec2:DescribeHostReservations",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DescribeTags",
"ec2:DescribeLaunchTemplateVersions",
"ec2:DescribeBundleTasks",
"ec2:DescribeldentityIdFormat",
"ec2:DescribeImportImageTasks",
"ec2:DescribeClassicLinkInstances"”,
"ec2:DescribeNatGateways",
"ec2:DescribeCustomerGateways",
"ec2:DescribeVpcEndpointConnectionNotifications",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSpotFleetRequests”,
"ec2:DescribeHosts",
"ec2:DescribeImages",
"ec2:DescribeFpgalmages”,
"ec2:DescribeSpotFleetInstances",
"ec2:DescribeSecurityGroupReferences"”,
"ec2:DescribeVpcs"”,
"ec2:DescribeConversionTasks",
"ec2:DescribeStaleSecurityGroups",
"ce:GetTags"

1,

"Resource": "*"

MpnBeneHHas Bblle NOJINTUKA AOJKHA ObITb Ha3Ha4YeHa HOBOMY IM0OJ1Ib30BaTENIO.

Dashboard

Groups
User name -

Roles

Policies
Identity providers
Account settings

Credential report

Encryption keys
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Korpga Bbl BepHeTecb K KoHpurypauum B Pandora FMS, Bbl CMOXETe UCM0b30BaTb
3aperncTpupoBaHHYO YY4ETHYIO 3anncb ANA CBA3U U JOCTYNa K MOHUTOpUHry AWS.

(Ecnm B Bawweit ycTaHOBKe HET pandora-cm-api, Bbl
MO)XXeTe MoJly4nUTb ero no crefytoLlen cconke: Pandora
Cloud Monitoring API

Discovery Cloud AWS

Pandora FMS e Q ~ °
the Flexible Monitoring System ] T et

Amazon Web Services

Amazon EC2 Amazon RDS S3 Buckets

Mocne NoATBEP)KAEHNS YYETHbLIX AaHHbIX Heobxoanmo BonTn B MeHto Discovery Cloud -» Amazon
Web Services. [1ns Kaxxgon y4yeTHown 3anucu, nobasneHHon B Credential store, MoXxHO
KOHTposInpoBaTb cpeay EC2, pa3MelleHHY0 Ha 3TON YY4ETHOW 3anncu.

Discovery Cloud AWS EC2

B pamkax MmoHuTOpuHra EC2 goctynHa :

e MOHUTOPWHT 3aTpar.

e CBOJKa pecypcos, 3aperncTpupoBaHHbix Ha AWS EC2.
e MOHUTOPUHI KOHKPETHbIX 3K3EMMNAAPOB.

e MOHWUTOPUWHI NapTU U CTaTU4eckmx IP-agpecos.


https://pandorafms.com/library/pandora-cloud-monitoring-api/
https://pandorafms.com/library/pandora-cloud-monitoring-api/
https://pandorafms.com/manual/!783/_detail/wiki/icono-modulo-enterprise.png?id=ru%3Adocumentation%3A03_monitoring%3A04_discovery
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DISCOVERY CLOUD AMAZON WS RECON COSTS GEMERAL INSTANCES OTHER

Recon task name

Discovery server pandorafms ¥
Group Applications ¥
Interval 1 hour b ;

YT106bI HAYaTb NPOLECC MOHUTOPMHIA, 3aMNpPaLlUMBAETCA PAA OCHOBHbLIX AaHHbLIX ANS 3a4a4u, Taknx
Kak ums, cepep Discovery, KOTOPGLIA ee BLINOAHSAET, rpynna n MHTepBal.

Discovery Cloud Costes AWS EC2

MoHuTOopuHr ctommocTn Amazon Web Services
npeanonaraeT AONOJHUTENbHbIE MNATEXN, KakK
obbAcHAeTCs 3a4ecb Amazon cost management pricing

MoOHUTOPUHI 3aTpaT obecneynBaeT HE3aBUCUMBIN MHTEpPBaJ1 MOHUTOPUHIa BO n3bexxaHue
OOMNOHUTEJIbHbLIX PaCcXo40B.

DISCOVERY CLOUD AMAZON WS COSTS GEMERAL INSTANCES OTHER

Total cost D

Cost by region

ap-southeast-2 *

eu-central-1
eu-west-1
eu-west-2
eu-west-3
sa-east-1

us-west-1 -

Cost interval Mext
1 week T ;

Bbl MOXXeTe KOHTPOMPOBaTbL Kak 06LLMe 3aTpaThl, Tak U HE3aBMCUMbIE 3aTpaThl Mo 0b6iacTsM.


https://aws.amazon.com/aws-cost-management/pricing/
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Cesoaka Discovery Cloud AWS EC2

Bbl MOXeTe HacTpouTb 3afa4vy Ha cbop obuien nHpopMaLmmn 0 COCTOAHMM pe3epBa BO BCEX
obnacTax, BKAOYMB onuuto Scan and general monitoring.

DISCOVERY CLOUD AMAZON WS m COSTS GEMERAL NSTANCES OTHER

Scan and general monitoring.

Cpu performance summary
IOPS performance summany
Disk performance summary

Metwoark performance summary Mext %

Bbl MoxeTe 0obaBuTh 0b6LLME CHETYMKM ONA UCMONb30BaHMA NPOLLECCopa, OnepaLmi BBoAa-
BbiBOJA (ANCK), 06beMa nepedaHHbIX AaHHbIX (6anTbl) C AMCKa U CETN.

MOHMTOPMHI KOHKpPEeTHbIX 3K3emnaspos AWS EC2

KOHKpPETHbIe 3K3eMNAsipbl MOTYT OblTb OTCNEXEHbI A5t NMOJYYEHMS MOKA3aHWIA:

e CPUUtilization: CpeHee ncnoJsib30BaHWe npoleccopa.
DiskReadBytes: banTbl CHUTbIBaHUSA (OUCK).
DiskWriteBytes: banTbl 3anncu (guck).

DiskReadOps: Onepauunm 4TeHus (anck).
DiskWriteOps: Onepauuu 3anucu (Anck).
NetworkPacketsIn: BxoaHble nakeTbl (CETb).
NetworkPacketsOut: BbixogHble nakeTbl (CETb).

AreHTbl, NpeACcTaBAALWMNE KOHKPETHbIE 3K3eMNAapbl, OyayT MMeTb B Ka4eCTBE POAMTENA areHTa,
npeactasnsoLero o06n1acTb, B KOTOPOM OHM pa3meLleHbl. TokeH update _parent gosxeH 6biTb
YyCTaHOBJEH B 3HavyeHue 1 Ha cepBepe Pandora FMS, 4Tobbl noaaepX1MBaTh OTHOLLEHMWSA
poanTenb-pebeHoK B akTyalbHOM COCTOSHUW.

Bbl 4OJKHBI NepeMeLLaTbCs Mo NPOBOAHMKY, Bbibrpas 3K3eMnaspbl, KOTopble He0bxoaMMo
KOHTPOMNPOBATL:
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DISCOVERY CLOUD AMAZON WS RECON COSTS GEMERAL INSTANCES OTHER

E- | us-east-1
El || t2.micro

|#*| i-03samplecodefl

Discovery Cloud Extras AWS EC2

Ha 3TOM nocnefHeM 3KpaHe Bbl MOXKETe YKa3aTb, XOTUTE JIN Bbl OTCNEXMBATbL NApPTUN,
NCNoNb3yeMble 3ape3epBMpPoOBaHHLIMI 3K3eMnaapamu. B areHTax obnacTu noaBsaTCA ABa
OOMNOMHUTENIbHbIX MOOYNA:

e Obwmnn 3ape3epBrnpoBaHHbIN 06bem (I'B).
e Bcero 3aperncTpupoBaHHbIX NApTUIN (KONNYECTBO).

Bbl Tak)Xxe MoXkeTe BKIOYNTL ToKeH Elastic IP Addresses, 4Tobbl COOOLLUTL 0 KONMYECTBE
cTaTnyeckux IP-aapecos, 3aperncTpmpoBaHHbIX B Ballen y4yeTHom 3anuncm AWS EC2.

DISCOVERY CLOUD AMAZON WS RECON COSTS GENMERAL INSTAMCES OTHER

Storage

Elastic IP Adresses

«©
@

Mocne 3aBepLueHns paboTbl MOMOLLHUKA Bbl MOXETE NPOCMOTPETH X0, BbINOJHEHUS MO afpecy
Discovery Task list:
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DISCOVERY
SERVER TASK
Force Task name Interval MNetwork Status  Task type Progress Updated at Operations
o My first NetScan task  Manual 192.168.70.0/24 Done E - Mot executed yet & L]
o AWS.EC2 monitoring 1 hours - Pending “. Discovery.Cloud T 4 seconds J" ﬁ

Go back

Discovery Cloud AWS RDS

Cnyx6a RDS npepnoctasnseT cepep 6a3bl AaHHbIX 1 MO3BONSET CO34aTb IK3EMMAAP, CBA3AHHbIN
¢ 3Ton 6a3on fAaHHbIX. OH NpeanaraeT BO3MOXXHOCTb NOAKJIOYEHNS BalLNX IK3EMMNASPOB Yepes
Takune KnmeHTbl, Kak SSMS, MySQL workbench nnn vepes JDBC nnn ODBC DB API.

NHTerpauns ¢ AWS RDS nogaepxusaet Tonbko Oracle,
MySQL n Mariadb.

A\::MS:R C :;:‘;: Arazon VWeb Services [imported_aws_account DB mo z
0 INFORMATION
Mo instances found.
Task name Test ROS
Discovery server @ varian ¥
Group O 10000000 GT v
Global DB User roct
Global DB password tenss
Interval () Defined ¥ |[smiwe v | g @

Select RDS instances

MNocne BbINONHEHUS NpeablayLWnX NapaMeTpoB MOXXHO OTC/IEXXNBATb Pa3/inyHble 3K3eMNJIspbl
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RDS, KaK NPONCX0XIEeHNE JaHHbIX, TaK U X AOCTYMNHOCTb, @ TAKXXe BCE OCTaJlbHble METPUKM,
KOTOpPble MOXXHO OTC/1IeXMBaTh B 6a3e AaHHbIX (Noj RDS) Ha perynspHoi OCHoBe.

Discovery Cloud S3 Buckets

Cny»x6a S3 Buckets obecneynBaeT xpaHeHUe hannos, Ha3blBaEMbIX 0O0BbEKTAMKN, TaKUX Kak
KOprnopaTuBHbIe MPUJIoXKeHUs, data lakes , MOBUIIbHBIE NPUNOXKEHUS, MPOLLECCHI Pe3epPBHOro
KOMMPOBaHMNS 1 BOCCTAHOBJIEHNS, ONepaLnn apXMBMpOBaHUS U MHOTe apyrue.

C nomoLblo OTKpOWTE OOCTYMN K CO34aHNI0 3afa4m
nccnepoBaHus v Bbibepute 006bekTbl A1 MOHUTOPUHTA, 6o No ogHOMY, NMbo no obnacTam.

Fandora Fr5 e | I
the Flexible Monitoring System : '

Aws 53

Task mame Scan buckets

Discovery server pandorafms «

Group Applications hd
Interval Defined ¥ | Sminutes o @

Tentacle options

Select Buckets to be monitored
=[] us-east-1

BUCKET-s3-bucket1
[[] us-east-2
] ws-west-1
[ us-west-2
ca-central-1

[[] sa-east-1

HaxxmunTe kKHonky Next, 4Tobbl mepeinTu K cneayiolemy wwary: Bbibepute pasmep Bucket n/vnu
KOJINYECTBO 3/IEMEHTOB B HEM.
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Pandora FMS carch Q P =

the Flexible Monitoring System r
m )
Aws 53
Monitor bucket size

Monitor bucket total items
‘ Finish ‘

CoxpaHuTe N3MeHeHus, Ha)kaB Ha Finish. AreHTbl, KoTopble Bbl nonyynTe, 6yayT rnobanbHbIMu
AWS 1 KOHTpoAnpyeMbIMi 061aCTAMKU; HOBLIMU MOLYNsiMM By ayT:

bucket.size <bucket-id> (region)
bucket.items <bucket-id> (region)

B cnyvae MmoHuTOpUHra no obnactam, bucket, kotopoe
661710 06HaPY)XEHO 1 OTC/IEXKEHO, @ 3aTEM yAaeHo,
OCTaBMWT BCE €ro COOTBETCTBYIOLINE MOLY/IN B
Hen3BeCTHOM cocTosHUN. Unknown

Discovery Cloud. O6bwiui Bupg,

Discovery Cloud Bknto4aeT 0630p, B KOTOPOM MOXXHO 03HAaKOMUTbLCS C K/IIOYEBLIMM MOMEHTAMMU
NHpacTpykTypbl Amazon Web Services. Pandora FMS no3sonseT oTobpaxkaTb pa3/iMyHble KapThbl
B 3aBMCUMOCTM OT CYLLECTBYIOLWNX Npodurnen.

Mpw npocmoTpe AWS Bbl MOXKeTe BblbpaTb Npodunb MHGopMaumm ans otobpakeHus:
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AWS View

INFORMATION

£

AWS credentials not validated.

PLEASE, SELECT AN ACCOUNT.

aWS mported_sws_sccount ¥ -
\_—;7

e TeKyLlas CTOUMOCTb

CTOMMOCTb B NpeablayLLeM nepruoae

[padhk nsmMeHeHUs 3aTpart (6 mecsLeB)

pacuk 3Bonoumm 6poHNpoBaHNs/06beKTOB (1 Mecsu)

KapTa obnacTtei c ykazaHMEM KOMYECTBA IK3EMMIAPOB Ha 061acTb.
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COST ANALYSIS RESERVATION STATUS
Current cost estimation R Ec2
1
3 WS | SUMMAry. Bws ec2 instances: Min:1 Max:1
3.51 s L Avg0
1L.2%
2 1
Previous period cost &
0.2%
0.00$ .
! Feb 13 Feh 16 Feb 1% Feb 2 Feb 25 ek Feis ek Fekas Frian
CURRENT DEPLOYMENTS

Discovery Cloud: Microsoft Azure

019 MOHUTOPUHIa MHGPACTPYKTYpbl B Microsoft Azure® BbINOMHANTE LWar 3a Warom cnegytowme
NHCTPYKLUN.

Kak 3apeructpupoBaTth NoJsib3oBaTens Aaa ucnosib3osaHus Azure API?

e 3ananTe Ha nopTan Microsoft Azure®,
e OTKponTe cepsuc Azure Active Directory:
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pandorafms

- £ azure dired X -

Services

‘@ Azure Active Directory I

ﬁ A Azure Maps Accounts

5QL datab

» BuibepuTe App registrations > New registration:

Resources

Marketplace

Documentation

Dynamic automati

No results were found. Resource Groups

Default Directory - App registrations

Arure Active Directory

)

Search (Ctrl+/)

D Overview

Fa¥
wdl

Getting started

Manage

Users

Groups

¢ Organizational relationship

Roles and administrators
Enterprise applications

Devices

App registrations

1

App registrations (Legacy)
Identity Governance

Application proxy

e Beennte gaHHble:

Lo

+ MNew registration @ Endpoints

o Welcome to the new and improved Ap

A\ Looking to learn how it's changed f
Still want to use App registrations (

All applications  Owned applicatio

Lo Start typing a name or Application 1D t

DISPLAY NAME

- example-app-registration

59/93
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Register an application

*Name

The user-facing display name for this application (this can be changed later).

| example-app-registration W

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (Default Directory)

I:__:J Accounts in any organizational directory

I:__;l Accounts in any organizational directory and personal Microsoft accounts (e.g. Skype, Xbox, Outlook.com)

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

2.g. hitps//myapp.comy/auth |

|w:b v.

e ObpaTute ocoboe BHUMaHUe Ha 3Ha4veHmsa Application (client) IDclient id w Directory (tenant)
IDdirectory>

Home » Default Directory - App registrations * example-app-registration
E[ example-app-registration

| y |'\-.-.-- b (R |" B Delete '@‘Elbdpnlnl‘:-
B Overview
Welcome to the nevw and improved App registrations. Locking to leam how it's changed from App registrations (Legacy)? Learn mare
s Quickstan
Manage Display name : example-app-registration Supported account types  : My organization only
& Branding Application (chient) 1D X00NXX 1 Redirect URls 1 Add a Redirect LRI
D Authentication Dirsctory (tenant) 1D @ 3O000CX Managed application in .. : example-app-registration

Certificates & I Object 1D C R

2 AP| permissions
& Expose an API Call APls Documentation

I Ouners F—Y Micrasoft idertity platform
m El @ Authentication scenarios

M Manifest Authentication libraries
@ @ @ Code samples
. Micrasoft Graph
Support + Troubleshaotin
! ? Glossary
A Troubleshooting Build more powerful apps with rich user and business data Help and Zupgort
from Microsolt services and your own company's data
2 Mow support request p——— i pany
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e 3aTeM nepenguTe B pasaen certificates & secrets n nobaBbTe HOBLIN:

Certificates & secrets

THUMBPRINT START DATE EXPIRES
2 APl permissions
& Expose an API Client secrets
¥ o e A secret string that the application uses to prove its identity when requesting a token.
Also can be referred to as application password.
B Manifest
Support + Troubleshoating t New client secret |
#% Troubleshooting pESCRIPTION ENPIRES VALUE
% New support request demo secret2 12/31/2299 GOy aerviararears

damio secret 12/31/2299 KwD¥ereessasusmnnuaes iy

HeobxoamMo 3anucaTb Naposib, KOTOPbLIA MOKa3aH, 3TOT
naposib siBnseTcs application secret.

Ha3HauyeHue paspeLueHnit

Bbl LO/MKHBI HA3HAYUTb POSIb YYETHOWN 3anucu, ¢ KoTopon byaneTt paboTaTb npuioxeHne, ons
3TOro nepenante B Home 1 BBeguTe Subscription:

X Sparch resources, services. and docs

"

~+ Create a resource Azure services Ses al (100« Create a resource
A e o 2 = z !
& sl & &
3 Dashboar Virtual machines App Services Storage accounts S0L databases Azure Database for  Azure Cosmos DB
— Postgre50L
= Al services
FAVORITES
A Microsolt Leam =\ Azure Monitor Security Conter
All respurces i =
" Learn Azure with free Mondtor your apps and Secure your apps and
() Resource onOLDE onlne training from infrastructure infrastructure
i Microsaft

A& Quickstart Center

:*.-" App Services

& Function App Recent resources S5es all your recent resources See all your resources

B 50U databases NANE TvPE LAST VIEWED
& Azure Cosmeos DB Free Trial Subscription 21 hago

B3 virtual machines B test Virtwal machine 7dago

W Load balancers
5= Storage accounts
3 Vartwal nitworks

4% Azure Active Directory
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BHyTpwn nognuckun Bbibepute Access control (IAM):

+.% Free Trial - Access control (IAM)
-" Subscriptior

2
O Search (Ctrl+/) . + Add U Refresh

. Add role assignment 3
() Overview R nts  Deny assignments
B Activity| Add co-administrator

y g 1 midlaye ditess w Meure resounces for users, groups, service pri
- Access control (IAM) scope by creating role assignments. Learn more [2
#{ Diagnose and solve problems Name @ Type @
Saarch by name or email All
O Security |
Events 2 items (2 Service Principals)
NAME

Cost Management

ByneT nobaBneHo HOBOE Ha3HAYeHWe Pon, B KOTOPOM Bbl JJO/KHbI BbiOpaTh Reader ans
CO3[JaHHOT O MPUIOXKEHUS:

Add role assignment X

Role @

Reader W

Assign access to @

Azure AD user, group, or service principal '
Select @
example-app-registration v

- example-app-registration

CoxpaHnTe n3MeHeHus, HaxxaB Save .

C 3TOro MOMeHTa Bbl CMOXKETe MOAK/IYaTbCA K CePBUCY M AenaTb 3anpockl Yepes pandora-cm-
api.

Mpumephl

Bbl MOXeTe npoBepuTb cTaTyc MS Azure® n3 Pandora FMS:
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e MpenBapuTesbHO 3arpy3uTe cpeay.
e BoinosHute . load _env.sh

pandora-cm-api --product Azure --get availability.

Ecnv cpena paboTaeT, OHa BO3BpallaeT 3HavyeHue 1.

Mpumep copgepxumoro ckpunta Load env.sh>

e Azure

export CLIENT ID=XXXXXXX-XXXX-XXXX-XXXX- XXXXXXXXXXX
export DOMAIN=XXXXXXX-XXXX-XXXX-XXXX- XXXXXXXXXXX
export APPLICATION_ SECRET="XXXXXXXXXXXXXXXXXXXXXXXXX"

export AZURE SUBSCRIPTION_ ID=XXXXXXX-XXXX-XXXX-XXXX- XXXXXXXXXXX

HacTtpouTb 3apauy B Pandora FMS

Pandora FMS no3BonsieT ynpaBasTb HECKOIbKUMM Y4ETHBIMK 3annucamm Microsoft Azure®. Bbl
MoxeTe 006aBUTb CTOJIbKO YHETHLIX 3anncen, CKOSIbKO BaM HY>XHO, C MOMOLLbIO onuun Manage
Accounts psagoM ¢ Bbinagarowmm MeHto Account.

9T0 NO3BOJIUT NOAYYMTb OOCTYN K pa3geny Credential store, pacnonoxeHHomy B Profiles —»
Manage agent groups v KoTopbIn ByeT 4encTBOBaTb KakK XpaHWNLLE A5 BCEX YHETHbIX 3anuncem
Microsoft Azure®, co3gaHHbIX 1 3aperncTPMpPoBaHHbIX paHee.

YT106bl YCTAHOBUTbL HOBYIO 3a7la4y, BbINOJHUTE Cieayolmne OencTBUs:

e lobaBbTe HOBLIN K04 B XpaHuauuie Credential store.

e Bongute B Discovery > Cloud > Azure n noagTBepAMTE YY4ETHYIO 3anucb Azure.
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(@ PancoRarms

aws A4

Microsoft Google Cloud

Amazon Web Azure Platfarm

Services

Discovery

PANDORAFMS Gk ki
the Flesihle b

EmT EMRM® MmO o& R nitoring Syster

Azure credentials

Cloud tool full path usr/bin/pandora-cm-api

Account r ¥ Manage aciounts

Walidate *

Discowvery

Goback X
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PANDORAFMS Pandors FMS e ko o scarct — L -
@'*'ll'nii.l the Flexible Monitoring System Q ) o |.:- 8 I (R =

Microsoft Azure (az)

Microsoft Compute

A Discovery

Goback X

e C 3TOro MOMEHTa BaM HY)XXHO onpefieNnTb UMs, KOTopoe byaeT MMeTh 3aa4a pa3BeaKu, cepsep,

KOTOpbIA ByAeT BbINOAHATL 3afa4y, rpynny, K KOTOPoi oHa 6yneT npuHaanexaTb, U UHTEpPBaN
BbIMOJ/IHEHNS.

Task details (Azure Test)

Task name Azure Test
Discovery server flaraom *
Group Applications ¥

Interval 1hews v |

Mext >

e lMocne onpeaeneHns aaHHbIX 3a4a4un Mbl Belbrpaem 061acTu Hallen y4eTHow 3anucK Azure,
KoTopble ByayT oTcnexmBaTbCsa. Kaxxaas 061acTb NO3BOANT HaM BbIOPaTb HYXXHble 3K3eMMSpbI.
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Instance explorer (Azure Test)

Select target virtual machines

# ¥ eastus
eastasia
southeastasia
centralus
eastus2
westus
northcentralus
southcentralus
northeurope
westeurope
japanwest
japaneast
brazilsouth
australiaeast
australiasoutheast
southindia
centralindia
westindia
canadacentral
canadaeast

uksouth

e NMocnegHuM warom 6yaeT BoIOOP METPUK ANS MONYYEHUSA areHToB, KoTopble Pandora FMS byaeT
CO3[aBaTb A1 KaXXA0ro 3K3eMmnispa, KoTopbiv OHa HangeT B Microsoft Azure ®. lMocsie HAaCTPOMKHK
3TOro pasfena Bbl MOXKETE 3anyCcTUTb 3agadvy, U Pandora FMS aBToOMaTM4eCKM CO34acCT areHToB B
COOTBETCTBUM C 3K3eMMNagpamMn, 3anpoLleHHbIMA B NpeablayLnX warax.
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Scan and general monitoring,

Cpu performance summary
|[OPS perfurmance summary
Disk performance summary

Network performance summary

Finish

Go back

Discovery Cloud: Google Cloud Platform (GCP)

dTa PYHKLMA AOCTYNHa HavymHasa ¢ Bepcum 750 Pandora
FMS.

0na MoHUTOpPUHra nHgppacTpykTypbl Ha Google Cloud Platform® cnenynTte npuBedeHHbIM HUXXe
noLaroBbIM UHCTPYKLUSM.

Ecnn y Bac Bepcua go 750, nepep obHOBEHNEM
Heobxoaumo pacwmngpposaTb 6a3y AaHHbIX 1 MOBTOPHO
3awmngposaTb 6a3y AaHHbIX nocne 0bHOBNEHMS.

Ecnv Bbl NepeLwwnu ¢ npeabigyLen sepcum n yxe obHosmuamcb o Pandora
FMS NG 750, Bam He06Xx0AMMO YaCTMYHO pacwmndpoBaTb 6a3y AaHHbIX C
MOMOLLbIO

usr/share/pandora server/utils/pandora encrypt db -d -m,
a 3aTeM NOBTOPHO 3aWnN(pPOBaTb €€ C MOMOLLbIO

usr/share/pandora server/utils/pandora encrypt db -d.

MNoaTeepxpeHue nonHoMmouun Google Cloud Platform (GCP)

Ins poctyna K Google Cloud Console Heobxoanmo 3apernctpupoBaTtb JSON-k0Y. BeinonHuTe
cnegytowme LencTems:


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

pandorafms 68/93

e 3ananTte B HacTpomnku 6esonacHocTn B GCP IAM. Y4yeTHas 3anucb JocTyna gnsa perncrpauumn byner
CNy>KebHoW y4eTHOWN 3anuncbio CO CIelyoWMMIM NPUBMNErUAMN:

Editar permisos

Miembro Proyecto
usuaric-api-pruebas My First
Froject
Rol Condicién —
Visor de red de Compute  w L o [ ]
Afadir condicidn
Acceso de solo lectura a recursos de red de
Compute Engine.
Rol Condicién -
Lector de Compute - L . u
P Afadir condicion
Acceso de solo lectura para obtenery
meostrar informacion sobre todos los
recursos de Compute Engine, incluidos
discos, instancias y cortafuegos. Permite
obtener y mostrar informacién sobre discos,
imagenes y capturas, pero no permite la
lectura de los datos almacenados en estos.
Rol Condicién -
Administrador de Monitori... * ]

Afiadir condicidn
Todos los permisos de Monitoring, tanto
actuales como futuros.

+ ANADIR OTRO ROL

GUARDAR CANCELAR

e 3angute B Pandora FMS B Credential Store, pacnonoxeHHbii B Profiles - Manage agent groups -
Credential Store n HaxxmMuTe KHOMKy «Add key».

¢ B pa3BopayumBatowiemcs MNpoaykTte Bbibepute Google n gobasbTe J[SON-kAOY yyeTHON 3anuncu GCP.
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nt

lNone nonb3oBaTensa 3anoJHAETCSH aBTOMaTUYeCKN.

pandorafms

Pandora FMS

BA AR me Svet o
el g et e IVIoT T.. [ ::".'.:

Profiles / Manage agents group
Credential store

Enter keywords to Q

?  Filters
Register new key into keystore

Group

Identifier .

QED—EIFII—RE}"

All

Le
All roup All
Metwork

Product

Google
Servers
Servers Auth 1SON
{

Servers “type" : "service_account”,
Applicati
Diego

) (=8

Cancel

OK

69/93

User

root

usery

3anaute B Discovery = Cloud = Google Cloud Platform n noaTeepante y4eTHyto 3anucbk GCP,
onpenenus 3agavy Discovery GCP.
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@ Ay ey | ﬁLOUD
adws l

Microsoft Google Cloud

Amazon Web Azure Platform

Services

Discovery

@ PANDORAFMS

Pandora FMS . l:k 0 (= B ﬁ E
. . CALES eyl =

Management

Google credentials

Google credentials Li ]

Discovery
Start Cloud toal full path
Task list fusr/bin‘pandora-om-ap

Host & devices

Account
Applications
gcp-api-key
Cloud
arage s0Counts

Amazon Web Services

Microsoft Azure

Googhe Compute Platform

Mew console task Validate @
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Google Cloud Platform (gcp-api-key)

Compute Engine

HactpouTb 3apayy B Pandora FMS

Task details (test)

Task name test

Discovery server pandorafms :l

Group Applications :l

Interval heur - #

Mext 2

e Task name: Onpefenute uMs ANs 3agadu.

e Discovery server: Boibepute cepsep, KOTOPbIN ByAeT BbINOJHATL MOHUTOPUHT.
e Group: HasHa4bTe rpynny.

e Interval: YKaxxuTe 4acTOTy BbINOJIHEHMA 3aa4W.

Mocne onpeneneHuns AaHHbIX 3afa4n BbibepuTe obnacTu Hawero akkayHTa GCP, koTopble byayT
KOHTPOJIMpoBaTbCA. Kaxxaas 061acTb NO3BOAUT HaM BblOpaTb HY)KHbIE 3K3EMMNASAPbI.
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Instance explorer (test)

Select target virtual machines
=- @4 us-centrall-a

=- e2-micro
instance-1-test/instance-1-test
asia-eastl-a
asia-eastl-b
asia-eastl-c
asia-east2-a
asia-east2-b
asia-east2-c
asia-northeastl-a
asia-northeast1-b

- @4 asia-northeastl-c

asia-northeast?-a

Mpwn Bbl60pe 30Hbl aBTOMaTU4YECKN 6ynyT OTCNEXNBaATbLCA
HOBbI€ 3K3eMNNIApLI, 06Hapy)KeHHbIe B 3TOM 30He.

Mpwu BbIGOPE 3K3eMnnsipa oH ByAeT NoBepraThCs
3aMeTHOMY MOHUTOPUHIY, AaXKe eCn ero 30Ha He
KOHTPOJIMPYETCS.

MocnenHwin Wwar 3akno4aeTca B Bblbope MeTpUK A8 NoJly4eHnsa areHToB, KoTopble Pandora FMS
byneT co3naBaTbh A1 KaXKA0r0 3K3eMnaspa, KoTopbin oHa HangeT B Google Cloud Platform®.
Mocne HaCTPOMKKM 3TOroO pasfesa Bbl MOXeETe 3anyCcTuTb 3agadvy, u Pandora FMS aBTomMaTnyeckn
CO34,acCT areHTOB B COOTBETCTBUUN C IK3EMMIsipaMK, 3anpoLleHHbIMU B NpeablAyLWwmx warax.
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Metrir:s (test)

Scan and general monitoring.

Cpu performance summary
IOPS performance summary
Disk performance summary

Metwork performance summary

6888 8

Finish "

Goback * ‘

Kak n B Azure nnn AWS, 6yneT wabsi0HHbIM areHT nog Ha3BaHueM Google nnn GCP, B KOTOpOM

noABATCA BCE MOAYJIN, CBA3aHHblIe C MOHUTOPUHIOM Google.

Hvxe npnBefeHbl HEKOTOPbIE METPUKIM, KOTOPbIE OH COBMPaET C 3K3EMMNSPOB:

" List of modules ()

Status: All

&

F.P. Type &
s/
8/
I
8 7
g/
s/
g
=/
g/

Te 3Kk3eMnAApbl, KOTOPbIE NCYE3HYT U3 0bnacTu, KoTopas
MOCTOSIHHO KOHTPOJIMPYETCSH MOHUTOPWUHIOM, NOABATCS B
KPUTUYECKOM COCTOAHWUM UAK removed, a BCe 0CTallbHble

j Free text for search [*):

»  Description

Module name
CPULItilization CPU usage
DiskReadBytes

DiskReadOps

DiskWriteBytes

DiskWriteDps

Instance State (bool) Instance is [RUNNING]
NetworkPacketsin

NetworkPacketsOut

State State

]
=
(=]
(5]
ik

Thresholds

M -

MIA-

NIA-

A, -

M -

A, -

NIA-

NI -

A

MNIA

MIA

A

MIA

NiA

MIA

A

= MR

Maodule group A j Show in hierarchy mode

Data

01

0 Bytes

6.,503.1 Byres

T3

112.9 packets

16.9 packers

RUNNING

Filter ©L

Graph

E m
E m
E m
E m
E=l
E m
= m
E m
E |

Reset 9

'y

Last contact b=

31 minutes 47 seconds

I minutes 41 seconds

31 minutes 41 seconds

31 minutes 41 seconds

A1 minutes 41 seconds

31 minutes 41 seconds

31 minutes 41 seconds

31 minutes 41 seconds

31 minutes 41 seconds
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MOOY/N - B HEM3BECTHOM. B criyvyae ecnm BeCb 3K3eMnasp
nepexoanT B COCTOSAHME HEM3BECTHOCTM, Bbl MOXeETE
ncnosb3oBaTh pexum auto-disable..

Bbl TakXXe MOXXeTe NPOCMOTPETb KapTy M3 Cnncka 3aaad GCP.

=)

us-contrall-a < asia-northeast]-c

‘ .
Google Cloud Flatform

@

Pandora FMS

Discovery Console Tasks

BepHyTbCs HaBepx ¢

Mo aHanorum ¢ Task List, Console Tasks no3sonseT co3faBaTb HOBblE 3a/laHNA C Y4EeTOM
cnenylowmx napamMmeTpos:
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pandorafms

Create new console task

Task Backup Pendors FM5 detebess

Schaduled Dail

(-]
"

Mext Execution

Group

Description
Parameters

Save to disk in path | fverivor

Discovery Host&Devices

BepHyTbCs HaBepx ¢

vihtml/pendors_console/sttechment/backuns

Create &,
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HUS T & LIEVILES

z csv

L
Net Scan Import CSV
-0 I:I
Agent deployment Custom NetScan

Manage NetScan scripts

NetScan

NetScan no3sonseT obHapyXnBaTb YCTPONCTBA B CETW M MPUMEHATb K HAM pa3/inyHble NpaBunia
MOHUTOPWHIa. Bbl MOXeTe y3HaTb 6osblue n3 obyyatowlero Buaeoponnka «ObHapyxeHme
YCTPOWCTB 1 3arpy3Ka areHToB ¢ nomolbio Pandora FMS: Discovery Host&Devices».
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Pandora FM3 - N T T — —
'_in:D:\:'ajt ionitoring System ter keywords to search Q I:_jfl o _:| I {Tf - 1 (Documentation) | =
Discovery | Host & Devices MetScan features
MNETSCAN
Task name: Group:
MetScan Documentation ease sele a
Q

Discovery server:

Metwork -
munchkin v

Servers

Interval: Use CSV file definition: ‘:ﬁ subservers

| Browse... | Mofile selected. Y=o

Wiorkstations
Metworks (current):

4
Metworl:
192.158.0.0/24
Comment:

‘Gnhad':"‘||\lert |

Mpw co3paHnm 3aaHns rpynna, K KoTopoin oHo ByaeT NpuHaasiexaTb, 3afaeTCs 3apaHee, a npu
pacrno3HaBaHMM HeobxogmMo BbibpaTb MeXAy 3arpy3kon danna B popmate CSV C KOHKPETHbLIMU
ycTponcteammn ansa nposepkun (Use CSV file definition:) nnmu cetoto (Network:).

WHTepBasbl, BbIOPAHHbIE KaK PYYHbIE, JO/KHbI

3alyCKaTbCA BPY4HYIO. Discovery He 3anyCTuT py4yHoe
3aaHne aBTOMaTUn4eCKN.

pa3nen XapakTepuctnkn MMeeT HECKOJIbKO BapMaHTOB Ha OHOM 3KpaHe (C}'IeJJ,yIOLLI,I/II7I npumep
pa3gesieH B ANAaKTUYECKNX Lensax):
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Filter by opened ports

Auto discover known hardware

Module templates Mone
Basic Monitoring
Basic DMZ Server monitoring
Linux Server with SNMP
Memory used by 2 service
hMySOL
Metwork Management
Cracle
Windows Active Directory
Windows Antivirus
Windows DMS
Windows Exchange
Windows Hardware

".“'.‘?nu:!m'vs 15 -
Review results
Apply autoconfiguration rules
SHMP enabled
SMMP version w2 -
SMMP communities to try with
B —H

e Auto discover known hardware: ABToO6Hapy>XeHune n3BecTHoOro obopynoBaHUs AMHaMUYECKM
npuMeHseT fgobasneHHble WabnoHbl, KoTopble Hbn gobasneHsl NOCPefCTBOM

e Modules templates: MNMpobyeT npuMeHNTL MOAY NN BbIBpaHHbIX WabnoHOB. ECM BbINOJIHEHNE HE
nponaeT TecCT, OHO He byneT fobaBNEeHO B CIMCOK MOHUTOPUHTa.

e Review results: Monb3oBaTeNb AOJKEH NOATBEPAUTL Pe3ynbTaThl, BbiIOpaB, Kaknue areHTol byayT
CO3[aHbl 13 Tex, KoTopble OblIN HaAeHbl 3aa4en obHapyXeHUs.

e Apply autoconfiguration rules: MpumeHsaeT paHee onpeaenieHHble NpaBuia aBTOMaTUYECKON
HaCTPONKN

ABTOMaTN4YeCKas HaCTpOI7IKa NMo3BOJIAET NPUMEHATD
NOJINTUKWN, N3MEHEHUA TPYNn U KOHPUrypauum, a Takxe
3alyCKaTb NoJib30BaTeJIbCKNe COBbLITUSA UNK BbINOSHATL
CKpuriThbl B AEencTBusX.

AreHTbl, 06HapyxeHHble NetScan, ABNAOTCSA yaaneHHbIMY
areHTamm 6e3 KoHUrypaunoHHoro gawna. Bel He

CMOXeTe NPUMEHUTb JIOKabHble NONTUKN MOHUTOPUHIa
nnn pobaBnTb MacCcoBble N3MEHEHUS KOHUIypaLum, ecnm


https://pandorafms.com/manual/!783/ru/documentation/04_using/03_templates_and_components#private_enterprise_number
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Bbl HE Ppa3BEpPHETE areéHTa B Lendx.

e SNMP enabled: YTobbl 4ONOAHWUTL UH(OPMALNIO, MONYYEHHYIO OT 0BHapY>KEHHbIX CeTEeBbIX
yCTPOWCTB, Heobxoammo BkAYUTE SNMP. 3T0 yny4ywaeT obHapyxeHne nyTem usyyeHus
nHgopmaunym SNMP, OCTYNHON B 06Hapy)XeHHbIX Lenax. Mpu BKAKYEHUN 3TOr0 TOKEHa NOSABATCS
[iBe [OMOJIHNTESIbHbIE OMUUN:

o Bepcns SNMP: Heobxoaunmo BbibpaTb Bepcuto SNMP (1,2, 2¢ u 3), HACTPOEHHYIO Ha
YyCTPONCTBAX CKaHMpyemom CeTu.

o SNMP communities to try with: Heobxoanmo ykasaTb coobLuecTBO, CKOH(PUrypupoBaHHOE B
cpegne. Bol MoXxeTe 006aBNTh CTOJIbKO COOBLLECTB, CKOIbKO BaM HY>XHO, B COCeAHee norne.

SHMP enabled

SHMP version v I -

SHMP communities to try with

05 detection
Mame resolution
Parent detection
Parent recursion
VLAM enabled
Wil enabled

Remote commands enabled

‘ Finish ‘

‘ Gobadk ‘

e WMI enabled: CkaHupoBaHne WMI MoXeT ObITb BKJIOYEHO. YYETHbIE AaHHbIE A0/KHbI ObITb BbIOPaHbI
B Credentials to try with, koTopble paHee bbin 3arpyeHsbl B

Pa3niMyHble NpefoCcTaBNeHHbIe yYeTHble AaHHble ByayT
npoBepeHbl Ha 06Hapy>XeHHbIX 06bEKTaX,
nogaepxueawwmx WMI, LonoaHAA MOHUTOPUHT
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MoaynsMu, Kotopble coobatoT 06 nCnosb3oBaHUN
npoueccopa, NamMaTn 1 gucka.

* OS detection: OnpepennTte LeneByto onepaLuoHHY0 CUCTEMY.

Name resolution: OnpegennTb UM Lenu.

Parent detection: C nomouwbto nHpopMaumm, cobpaHHon SNMP, paccynTbIBaAOTCA pasfinyiHbie
B3aMMOCBA3N MeXAy YCTPOMNCTBaMu, 4Tobbl MpeacTaBnTb Bally CETEBYIO MHPPACTPYKTYPY.
Parent recursion: Yay4ywaeT obHapyxeHne poantenen nytem gobasneHmsa pekypcum B npoLiecc.
VLAN enabled: OnpegnensieT cetn VLAN, K KOTOPbIM NOOKOYEHbI pPa3/iMyHble yCTPONCTBA.

Mocne 3aBepLueHnst paboTbl MOMOLLHKKA, Discovery HayHeT 3anycKaTbCs Yepes Kaxkabli
3aQlaHHbIN NHTepPBan BpeMeHu. ECim nHTepBan 3a4aH BPY4YHYI0, 3a[laHne AO/IKHO ObITb 3anyLeHo
BPYUYHY!IO:

Discovery

TASK LIST
Console Tasks

o There are no console task defined yet.

Server Tasks
Force Task name Server name Interval Metwork Statusz Task type Progress Updated at Operations
1 Mat
192 14658.80.1/32, . —
o MetworkScan  munchkin  Manual Mot started K Discovery.MetScan - executed a JP m !

192 148.70.0/24
yet

‘ Refresh ‘

‘ Go back ‘

Mocne 3aBeplueHMs 3ada4n, eCav Bbl 3alUnKM B pa3aen Review, Bbl yBUANTE CBOAKY HANAEHHbIX
YCTPOWNCTB, pearnpynowmx Ha ping nnm fping n apyrne meTpukun, 8octynHble Yepe3 SNMP nnn
WMI. bByoyT nokasaHbl Bce IP, KaXKablil U3 KOTOPbIX HAXOAUTCSA B OAHOM U3 3TUX ABYX COCTOSAHUN:

e OTKJIIOYEH: B cpee MOHUTOPUHIA yXXe eCTb areHT WU MoAy/lb, U OH He CO3AaH U HEe N3MEHEH.

e BkntoyeHo: HoBbI 31€MEHT, KOTOPbLIA He NOABEPraeTCs MOHUTOPUHTY, WK B NMOJTYYEHHbIX METPUKAX
MOSIBUJICS HOBbIA MOAY/1b, KOTOPbIN Bbl YBUAMTE B BbiMaAaloWeM CrncKe. B ycTpoiicTBax, KOTopble
HaXOAATCS B 3TOM COCTOSIHWM, Bbl MOXXETe BblbpaTb, 406aBUTL N €ro B CMIUCOK KOHTPOJIMPYEMbIX


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

pandorafms 81/93

areHToB WX ,eCcnn Bbl XOTUTE, 0baBUTb J'I}06y}0 N3 HOBbIX BKJZTIOYEHHbLIX METPUK.

Task list
“ Console Tasks Summary
@) Treeare o cons Hests discovered 0
Alive 20
“ Server Tasks Mot alive 58
Responding SNMP 1
Force Task namae Sal B Responding Wi 0 Operations
0 merworkTest Fa 1 Bl & N & @

Please select devices to be monitored

select all deselect all axpand all collapse all Refrash

i3

2. ) Goback X
192.168.70.1
2_ifOperstatus
05 Users
2_ifnOcters
ifQutOctets_if1

f3_ifoutOctets

ifinOctets_if1
ifOperstatus_if1

Mocne Bbibopa uenewn, nognexxawmx MOHUTOPUHTY,
cMcTeMa cucTemMaTUYeckn cosgaeT ux. Bo spems atoro
npoLecca onpegenseTcs onepaunoHHasa cucTeMa uenu,
4T06bI 4OMNOJIHUTL YK€ cobpaHHY NHGOpPMaLMIO.

ABTOMaTH4YeCcKoe pa3BepTbiBaHUe areHToB
eBepcvm NG 737 nnu BbliLwe.

Bbl MoXeTe y3HaTb 6o/blie 13 obyvatowero BuAeoposnka «ObHapy»erne yCTponcTs 1 3arpy3Kka
areHToB ¢ nomouwbto Pandora FMS: Discovery Host&Devices».


https://pandorafms.com/manual/!783/_detail/wiki/icono-modulo-enterprise.png?id=ru%3Adocumentation%3A03_monitoring%3A04_discovery
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Discovery

Ana paboTbl aBTOMATUYECKOr0 pa3BepThiBAHUA areHToB
Heobxoanmo, 4Tobbl cepsep bbin Bepcum EL7 (Red Hat
Enterprise Linux) nnu Bblwwe.

B GNU/Linux Debian n poactBeHHbIX aucTpnbyTmeax
(Ubuntu n 7.4.) y Bac yxe go/mkHa bbiTb yCTaHOB/IEHA
KoMaHza curl.

Hu>xe onuncaHbl Wwarv no pa3BepTbiBaHWIO NMPOrpaMMHbIX areHToB N3 KOHCOJIN:

e 3aperncTpupynTe BEPCUM NPOrpaMMHbIX areHTOB A1 pa3BepThiBaHNSA B :
BaM noHago6sTCsa MHCTANNSTOPbLI areHToB A1 Pa3BePTbIBaHUSA. Bbl Tak)Ke MOXeTe UCNOoJIb30BaTb
Mo0JIb30BaTE/IbCKME areHThl.

e 3aperncTpupynTe yyeTHble AaHHbIe, KOTopble ByayT NCNOJSIb30BATHLCSA A5 NOAKYEHNS K LIeNsSM B

: BaM Heob6x0aMMO YKa3aTb YYeTHbIe AaHHbIE, C MOMOLLbIO
KOTOPbIX By eT NpoBepsATLCSA AOCTYMN K HANAEHHBIM MW YKa3aHHbIM Lensm,
e MoaTBEPANTE FOTOBHOCTL Cpebl K Pa3BepThbIBAHUIO:
o Bbl 4OKHBI ONpeaennTb Leaun ans pa3BepTbiBaHNSA.
o Bbl 4OMKHBI ONpeaennTb aapec nybanyHoro AocTyna.
o Bbl 4OIKHbI 3aPErnCcTPMPOBaTh NHCTAIATOPLI AN1S PAa3BEPTbIBAHMS NPOrPaMMHOro
obecneyeHus.

/3-3a 3TnX Tpex nocaefHMX NYHKTOB MNpPW NEPBOM MOCELLEHMNMN LEHTPA Pa3BePTbIBaHMSA Bbl
YyBUAUTE Cneaylowmne npenynpexaeHus:

INFORMATION

i

There are no targets defined yet, please add some.

AT uenu 6y,EI,YT oripeneneHbl B COOTBETCTBUN C MHCTPYKUNAMKW B CnefyroLWwnX pa3genax
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INFORMATION

i

Please set public_url to make software available for targets.

B npeabiayLiem coobleHnn npegnaraeTca ccbiyika (public_url), koTopas BefeT K HacTponke
nyb6nnyHoro URL cepsepa Pandora FMS.

INFORMATION

i

There are no software agents in your repository yet, please add some here.

B coobLueHun Boillie NpuBeaeHa cchiiika (here), KoTopas BeAeT K HaCTPONKe MHCTaNNATOPOB
MporpaMMHbIX AreHTOB [OJ1 KaXXKA0W OTAeIbHON Cpefbl.

JTa cucTema He BbinonHAeT onepaunm PUSH; Bce
pa3BepTbiBaHUA NepefalnTca Yepes npeasioxeHne
NpPoOrpaMMHOro obecrneyeHns N ykasaHuem Lenu
YyCTaAHOBUTb €ro.

Mouck Llenen

Lenwu pa3sepTbiBaHUA

Ins onpefneneHns Lenen MoXHO MCMNosib30BaTh 060N 13 cedyowmnx NnapaMeTpoB:

[ Scan for targets @J [ Add target /.' ] [ Load targets {}] Deploy agent to targets

CKaHMpOBaHMe OQHOMN NI HECKOJIbKMX CETEel B MOUCKaX Lenen.

Mpn Ha)KaTUM KHOMKWN CKAaHWUPOBATb L& NOSBUTCA BCMJIbiBatOLLLEE OKHO CO C/iefyowmnmmn
nonamMun:
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Scan for targets X

Pa
Metwork/mask
De
» Scan from )
miunchkin

Credentials to try with

Desired agent version

Target server |P

]
Bbl 0O/KHbI YKa3aThb:

e Network/mask: CeTb (nnn ceTn, pasfeneHHble 3anaTbiM1) ONS CKAaHUPOBAHUA.

e Scan from: Cepsep Discovery, KoTopbin 6yaeT BbINOJHATL CKAaHUPOBAHME.

¢ Credentials to try with: Y4yeTHble gaHHble, KOTOpPbIE By AYT NCNOML30BaATLCA AJ1S NOMbITOK
NOOKNOYEHNS K OBHAPYXXEHHbIM Lienam.

e Desired agent version: Bepcusi NporpaMMHOro areHTa, 3aperucTpMpoBaHHas Kak xesaatesbHas ons
obHapy>XeHHbIX Lenen.

e Target server IP: IP ueneBoro cepeepa, Ha KOTOpbIN ByayT yKa3blBaTb 3T NPOrpaMMHbIE areHTbl Npu
NX YCTaHOBKe (COOTBETCTBYET MNOJI0 server ip B hanne KOHUrypauum areHTa).

Korfa Bbl HaxxMeTe 'CKaHMpoBaTh', Bbl MOJly4YNTE NOATBEPXKAEHNE CO CCbIZIKOM, MO KOTOPOW Bbl
MOXXeTe NepenTn, 4Tobbl MPOBEPUTL X0 BbIMOJHEHNSA 3TOr0 3a4aHus.
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Network scheduled to be scanned. You can see progress atlﬂlsccwer:,r task list

B cnucke 3agay nosBUTCA HOBas 3anuchb:

Task list

% Console Tasks

o There are no console task defined yet.

" Server Tasks

Force Task name Server name Interval Metwork Status  Task type Progress Updated at  Operations

o SearchTargets-192.168.70.0/24  pandorafms Manual 192.168.70.0/24 Pending E Discovery.Agent.Deployment [ 7 3 seconds

Goback *

3apaum Discovery, cBsi3aHHble C pa3BepTbiBAHNEM areHTa,
ABNATCA BONATUIbHLIMU 3aadvamu. Nocne 3aBepLlueHmns
OHM ByayT aBTOMATUYECKU yaaneHbl. iHdopMauuio o
CKaHWPOBaHUW UK pa3BepTbiBaHMM, YCNELWHOM Un
HeycnewHoM, MOXKHO NPOCMOTPETb B CAMOM LIeHTpe
pa3BepTbiBaHUSA.

Mo Mepe o0BHapy>XeHNS BO3MOXHbIX Lienei oHU 6y oy T NOSBASTLCA B LLIEHTPE pa3BepTbiBAHUS:
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Deployment center

pandorafms

Scan for targets ™

> Filter

Show | 20

I»
192.168.70.15

192.168.70.101
192.168.70.102
192.168.70.116
192.168.70.165
192.168.70.174
192.168.70.175
192.168.70.195
192.168.70. 206

192.168.70.207

¥ entries

03

Lirmix

L

Lirwx

Linus

Lirws

Lirmx

Lirmix

Lirmix

Lirwix

Liriwn

Architecture Key identifier

xGd

x4

ubd

whd

ubd

b4

G4

xEd

ubd

b4

Add target ©

base

Load targets &

Target server IP Agent version installed

152.168.70.183

192.168.70.183

192.168.70.183

192.168.70.183

192.168.70.183

152.168.70.183

152.168.70.183

192.168.70.183

192.168.70.183

192.168.70.183

736

v Agent version desired

736

736

736

736

736

736

736

736

736

736

O6Hapy»xeHHble uenn, gobaBneHHble B 3TOT CMUCOK, - 3TO

BCE HaAEeHHble YCTPONCTBA, ONnepaunoHHas cmcTeMa
KOTOPbIX COOTBETCTBYET cMCTeMaM Ha 6aze Windows nan
Linux/Unix, He3aBMCUMO OT TOro, bbian N HanaeHsbl

NenCcTBUTENbHbIE y4eTHbl€ OaHHbl€ NN HET

OnpepeneHue Lesnmn Bpy4HYIo

n23h'-en

Installation date

B minutes 15 seconds

Last error

Options

2 p p p P P P P PP
2 8 8 8@ 8 8 8 8 o

86/93
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IP

0s AlX v
Architecture whd v
Credentials base v
Desired agent version 736 - Linux - xé4 v

Target server IP

Bbl MOXXeTe Bpy4HYI0 BBECTM Lie/lb, ONPEAENNB ee:
IP

IP-anpec wnu agpeca 0,5 pa3BepTbiBaHUA.

0S

OnepaunoHHasa cucTema; B 3TON BEpCUN paspeLleHbl Tobko Windows 1 cuctemsl Ha ba3se
Linux/Unix, coBMeCTMMble C MHCTaNNATOPOM tar.gz areHTa.

Architecture

ApxnTekTypa npoueccopa, x86 (32-6uTt) nnu x64 (64-6uT).

Credentials

YyeTHble faHHble, KoTopble By AyT MCNOb30BaTLCA NS NOAKIYEHNS K LEN.
Xenaemas Bepcus areHTa

Bepcma nporpaMMHOro areHTa, KOTOPbIA Bbl XOTUTE Pa3BepPHYTh.

Target server IP

IP-agpec cepBepa, Ha KOTOpbI ByaeT yKa3biBaTb AaHHbLIA areHT nocse yCTaHOBKMK (OH
COOTBETCTBYET NOJMIKO Server ip B KOH(Mrypauum nporpaMMHOro areHTa).
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3arpysute CSV-cain c mudopmauuen o uenax

Ecnn Bbl XOTUTE 3anuncbiBaTh LI B MaCCOBOM MOPsAAKe, Bbl MOXeTe 3arpy3nTe CSV-hann B
crepytoulem popmare:

IP; 0S; Architecture; Target agent version; Credential identifier; Target server
ip

e |P: IP-afpec yCTpONCTBO, Ha KOTOPOM YCTAHOBJIEH areHT.

e OnepaumnoHHas cuctema: nogaepxueatoTcs AlX, BSD, HP-UX, Linux, Solaris, Windows.

e ApxuTekTypa: X64 nnn x86.

e Bepcusa LeneBoro areHTa: UaeHTUPUKALNOHHLIA HOMEP areHTa, 3aperncTpMpoBaHHOro B
perno3nTopum NPOrpaMMHbIX areHToB.

e IpeHTUMUKaTOP YYETHbIX AaHHbIX: «AOeHTUUKaToOp» KtoYa, CO3AaHHOIr0 B XpaHWJIMLLE YYETHbIX
JaHHbIX.

e |P ueneBsoro cepsepa: IP-agpec cepeepa, Ha KOTOpLIN ByaeT HanpaBaeH pa3BepPHYThIN NPOrPaMMHbIN
areHT.

Pa3sBepTbiBaHue MO

Bbl MOXeTe 3annaHnpoBaThb pa3BepTbiBaHME TONBKO O
Tex uenemn, MHpopmauma 0 KOTOPbIX SBASETCA NOSHON, C
yKa3aHneM y4eTHbIX OAaHHbIX 1 BEPCUN NPOrpaMMHOro
obecneyeHnsa 019 pa3BepTbiBaHUS.

KaK TOJIbKO B CMUCKe MOSABATCA BO3MOXXHbIE LIeNIn, Bbl CMOXXeTe 3anyCTUTb pa3BepTbiBaHNEe
areHTa:

Select desired targets to be deployed
Deploy from pandorafms 4

Available targets 192.168.70.15

192.168.70.101
192.168.70.102
192.168.70.116
192.168.70.147
192.168.70.165
192.168.70.174
192.168.70.175
192.168.70.195
192.168.70.206 -

Bb|6epv|Te uenesble IP U3 cnucka (NosBATCA TOJIbKO AENCTBUTESbHbIE LESIN) N HAXXMUTE
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Pa3BEPHYTh.

ABTOMaTUYeCKUN Ans HOHOBOro pa3BepThiBaHUSA co3aeTcs 3aa4va Discovery, KoTopasi OTBeYaeT
33 YCTAHOBKY areHTa Ha HYXXHble Lienn.

Bbl cCMOXeTe NoATBEPAMUTL YCNELIHYO YCTAHOBKY areHTa U3 CNucka Lenei LeHTpa
Pa3BepPThIBAHMS:

Filter
P Server IP 0s ¥ Architecture Ay v State Deployed v Filter ¥

Show 20 ¥ entries @

A P 03 Architecture :t::ntll'ler T; TEEt server :F:t:h ::ulu-r :E:::::e raion Installation date Last error Options
192.168.70.174  Linux w64 base 192.168.70.183 736 736 51 minutes 15 seconds LoW | |
192.168.80.167  Windows x64 segura-windows 192.168.70.183 736 13 46 minutes 40 seconds a o

Showing 1 to 2 of 2 entries E

mMsa uenun Tak)Ke CTaHOBUTCS CChIJIKOW Ha COOTBETCTBYOLWMI areHT Pandora FMS.

Mpumep ownbku: Monb3oBaTeNb HE BBEJ HE TOJIbKO IP-agpec uenu, Ho 1 ee CETEBYIO MacKy
(mocTtaTo4Ho IP-agpeca). Korga cuctema nonbiTaeTcs pa3BepHYTb NporpammHoe obecneyeHue,
OHa 0bHapyXuT, 41O hopmaT IP HeEBepeH, 1 coobwmnT 06 3TOM NONbL30BATESNIO:

. Key Target server Agentversion Agent version _
1P s Architecture identifler 1P installed desired Installation date W Last error Options
Error accessing
192.168.70.102/32 using
Net::55H2 libraries:
192.168.70.102/32 | Linux x564 base 192.168.70.183 736 - Connect: Invalid G T

argument at
fusrflocal/sharefperlS/P...
lin 395,
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Host & Devices / Select C5V / Results

IMPORT CSV

o THE CSV FILE MUST HAVE THE FIELDS IN THE FOLLOWING ORDER:

Agent alias, IP address, 05 id, Interval, Group id, Description

Upload file Browse... | Nofile selected.
Server munchkin v
Separator ) -

Alias as name

Go 3

NMnopTupyuTe CNMMCOK BaluMxX YCTPOUCTB B CSV

Bbl MOXKETe MMMNOPTUPOBaTL CUCOK YCTPOUCTB AN NPeACTaB/IEHNSA NX B KQ4eCTBE areHTOB C
NOMOLLbI0O MacTepa MMMNopTa areHToB Yepes CSV.

STa yTWAnTa TONbKO co3aaeT areHToB B Pandora FMS gns
ee yaasieHHOr0 MOHUTOPUHra.

RESLULTS

HOST & DEVICES

THE CS5V FILE MUST HAVE THE FIELDS IN THE FOLLOWING ORDER:

Apent name, IP address, OS5 id, Interval, Group id, Description
Upload file | Choose File | No file chosen
Server pandoratms ¥
Separator oW

Bbl 10/XHbI BbIOPATL MCMO/b3YEMBIN Pa3aennTesb, CEPBEP, HAa KOTOPbIA Bbl XOTUTE


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

pandorafms 91/93

MMMNOPTUPOBATL, 1 (haltfl, CoAepPXKALLMA NaHHbIE, 3aTEM HaXXMUTe next.

SELECT C3V

AGENT PROCESSED SUCCESSFULLY

alias, alias?

ALL AGENTS PROCESSED CORRECTLY

Custom NetScan

[No3B0/ISET BbINOJIHATL MOJIb30BATENIbCKNE CKPUMTHI OJ15 BbINOJIHEHNA 3a4a4 pacno3HaBaHUA
ceTn.

B Haoar A e
= o8 o LAE

NetScan Custr::;;ﬂ

Task name Scan Custom
Comment This iz a custom net scan

Discovery server

demos ¥
Group ~pplizations v
Interval ' Manual ¥

YKaxuTe:

e Task name: Ha3BaHuve 3afa4n pacno3HaBaHuS.

e Comment: MNo3sonseT 0obaBnaTb KOMMEHTapPUW.

e Discovery server: CepBep, KOTOpbIN ByaeT BbINOAHATL 3af4aHue.
e Group: 'pynna, K KOTOPOW OHa NPUHAANEXNT.

e Interval: UIHTepBa BbINOJSIHEHUS.
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Mocne 3aBepLUEHNS NPOLIeCcCa CO3aHus 3aaHuns Heobxoammo byaeT yKa3aTb CKPUMIT, KOTOPbIN
Bbl XOTUTE 3aMyCTUTb, @ TaKXXe KOHMUTYPALIMOHHBIA (aitn, Heo6X0AUMbIN N8 €ro BbiNOHEHNS.

Net scan scripts

B aTOM pa3aene nokKa3saHbl pa3iMyHble CKPUIMTbI, KOTOPbIE OblI1 CO34aHbl 419 BbINOAHEHMNSA
NnoJib30BaTe€JIbCKUX 3ada4y pacrno3HaBaHUA. OT06pa)KaETC$| B, B KOTOPOM 3adaeTCqd Ha3BaHUE N

ornncaHune 3agayu.

Discovery / Host & Devices

NET SCAN SCRIPTS

Mams

Discovery.ApplicationVMware

Discovery.Cloud

IPMI Recon

IPAM Recon

Operation MetScan scripts

Description Delete

Discovery Application script to monitor Wikviware technologies (ESXI, WVCenter, WSphere)

Command: /usrShare/pandora_server/utilrecon_scripts svmware-plugin.pl

Discovery Cloud script to maonitor Cloud technologies (AWS.ECZ, AWS.S3, AWS.RDS,
RDS WS EKS)

Command: /usrShare/pandora_server/utilfrecon_scripts/ocm_client.pl

Specific Pandora FMS Intel DCM Discovery (o) Artica 5T 2011

Usage: fipmi-recon.pl

" custom_fieldl = Metwark ie: 192.143.100.0/24

" custom_fieldz = Username
" custom_field3 = Password

" custom_field4 = Additional parameters ie;-D LAM_2_0

Command: /iusrShare/pandora_server/utilfrecon_scripts/ipmi-recon.pl

This script is used to automatically detect network hosts availability and name, used as Recon

Custom Script in the recon task. Parameters used are:

* custom_field1 = network. i.e: 192.163.100.0/24

* custom_field2 = associated IPAM network id. i.e.: 4. Please do not change this value, it is

‘Add >‘

assigned automatically in IPAM management.

See documentation for more information.

Command: /usrShare/pandora_server/utilrecon_scripts/IPAMrecon.pl
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Pandora FMS no3sonsieT 4o6aBASTb OONONHUTENbHbIE CKPUMTHI ON18 0b6NeryeHns MOHUTOPUHIA U
PACMNo3HaBaHUs HEOOXOANMbIX CETEW.

MapamMeTpbl, KOTOPbIE OOJIKHbI ObITb onpeaesieHsbl.

= - = . .
B Hivet e =t Bl
LASLUUVETY | MIUG 3L oo ATV | LISL INE

ET SCAN SCRIPTS

Mame DiscoveryCloud
Script fullpath fusr/share/pandaora_server/util/pem_client.pl

Discovery Cloud script to monitor Cloud techologies.

Description

Description [ _fi=ldl_] Configuration file Defaultvalus | _fi=ldl ]

Hide value

Help [ _fieldl ]

Add macro (+)

‘ Create |

Name: Umqa ckpunTa.

Script fullpath: MyTb, roe HaxooUTCA CKPUNT.

Description: OnucaHune ckpunTta. Bbl MOXXeTe onpefennTb ONUCaHNS Pa3finyHbIX NOJIEN, a Takxe
3Ha4YeHMA N0 YMOYaHMWIO ONS HUX.

Hide value: Ecnm Bbl XOTUTE CKPbITb 3HAYEHME NONS.

Help: Mons cnpaskw.

Co3faHne CKpnnToB NO3BOJISET no6aBnsaThb MaKpOChbl AJ14 onpenesieHna BCeX NnapaMeTpos,
KOTOpPbIE HeobxoaMMbl ANS NpPaBWJIbHOI O BbIMOJIHEHUA CKPUITA.
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