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ooty

oodooooooon

HRN

PandoraFMSO OO 0ODOOO0ODODOOOQWMIDOODOOUOODOOOODODOOODODODOOODOOOOOO
0000000000 000oogooo“WebDOODODOODOO” O0O0OOO0OO0OOOODOOOOOOO
guouobbuoooouoob bbb ouobbboooooobobbbouoooobn

0000000000000 0000000000000D00oogp*WebDooooooo” 0O
guouoobbuoooooobboooobobboooobbbouooooboboobo

guouoobbuoooooobboooobobboooobbbouooooboboobo

gooog

eWebODOOOODOOOOO JavaScript0 00O O0O0O00OOO0ODOOODOOOOOQ
e J00OOO WebODODOOOODODOOUOOPandora FMS OO
OO00obO0ooO0o0ob00b0 (booboo)obobooooboobooo

gooboooogn

oooooo ooOoooog
webserver 1
000000000000 oooooonooooooooooooonDoooooooooono

web threads 1
web timeout 60

Goliat OO ODOoUODODUODOO (WPODDO CURL)ODOODODODODODODODOODODOODOO
0000000 CURLOODOOODOODODODOODODOOOODOOOO

web engine curl

Pandora FMS [ godoougouoouoooo
OO0 WebOOOOO Cannot verify the origin of
the request 00000 DOO0ODOOODODOOODOOOO
0o godoodoouoouoouooga
godoougoon
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gooboboogguooo

Jdododoooooooooooooob0b0bbbobbO b0y b o
000000000 (Create a new webserver module) DO OOOOO(Create) DD D OO OOOO

A 0 "o om[E 2 A B X e

Type
wde | Create » ‘
Create a new webserver module ’

Create a new data server module

ules on Monitoring Library

Create a new network server module
Crel.

Create a new plugin server module

) &

=]

Create a new Wl server module

=]

Create a new prediction server module l]

Create a new wehserver module

goobbobbboogoooobobobbbdooooooboobobboooooooboboobobooaoa
O000000OWebODOOODOOOOOODOOODOOOOODODO
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% Base options

Using
module --Menusl setup-- v
component
Name Disabled [ |
Tﬂ,e@ Remote HTTP module tochec v
Remote HTTP module to check server response
Remote HTTP module 1o retrieve numeric data
Warning Remote HTTP module to retrieve string data
threshold Remote HTTP module to check server status code

nverse miervar| |

guoouoobogooooobooooa

e Remote HTTP module to check latency: 0 000000000000 O0OD0OO0OOOOOODOOOOODO

oo0boo0obOo0ooOO0o(@Oobo0ob0oobO0oboo0DO01b0oboooOOobOoOOoboooOoooO)DO
gobooobobodbbooobbooobboobobuooobboooo

e Remote HTTP module to check serverresponse: 0 0 0000000000000 O0OOOOOO1 (O
O)yoooooo@MO)YOoOooooOhooOooDhOoOoooOoooobhoooooooooooooo
oo U UUUU T
0000000000000 OD000DbO0o0OO0D000bOOoD@OoOobOobOOooDoooDoOoo)g

e Remote HTTP module to retrieve numericdata: 00 0000000 HTITPOOOODOODOOOOOOO
e Remote HTTP module to retrieve stringdata: O D 0000000 HTTPOOOODOOOODOOODOOOO

e Remote HTTP module to check server status code:: web engine curl 00000000 curlODOO
Oo0odooooooapgdHTTPo o000 00o00000000

goooooo

oo0obooboboboboboooweBOOOoOoooooobO ooobi1boboboboooo
00000000000000000 0000000000 0OWebODOODOODOOOOODODOO
0000000000000 00000 task beginOOOOOtask end0 000000

goobbobbougoooobbooboodgg

task begin
head http://apache.org/
task end
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“/ Base options

ol -5 --[“enual zetup-- hd

component

Name Testing web_sngine curl Disabled [_|
Type ﬂ Femote HTTP module tochec w

Warning St

threshold Inverse interval [

Critical st

threshold inverse interval [

Historical data

tzsk_begin
head http:/fspache.crg!
Web Checks task_end

gobobbbbuoooooobbbbbuoooooobbbobbogo

(O] @&  Testingweb_engine curl - MiA-N/A  HTTRAA sz
Testing web_engine curl
HTTP/1.1 288 OK
ooooooboooooa:

task begin

get http://apache.org/

cookie O

resource 0

check string Apache Software Foundation
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task end

guouobotooooobobooooobbbbooooobobboooooboooo
check string0 0000000 OD0DOO0DOQHTMLOOOOODOOODOODOOODOOOODOOOO
O00000000000000000 00000WebO OO < > [ “Apache
Software Foundation” D0 000000 000000 O0DO0O0ODOOODOOOOOOKODOOOO
O0000Do0o0oboooooobog HTTPODOODODDOOODO

O000 WebDOODODDOODODODODODOODOODOOOO@'check not string' 00000000
check not string Section 3

check string000000000OOCOO0OOOODOODODOODOOODO® ODOO" OO0 OODOO
000 “Pandora FMS (4.0)" 00 000000OCOOODOOODOODOOO ODOOOPandora FMS
\(4.0\) 000 OD00DO0OO0ODOO0O0ODOO0OOOOOOOOODODOODOOODOODODOOODONO
gobobobbbuoooooobobbbouoooon

gobobobbbuoogogoobobbbuoooooboon

resource (lO OO0 OO0 0O0OODO (DOOODOOOO)ODDODOOODODODOOOODOOOO
cookie(lODOOD OyIDOO0ODOODOODOODOODOODODOOODOODOOOOOOO
variable name:0 000000000 0O

variable valueD OO 0O O0OOOODOOO

goobbobbodogoooobobbbdoooooboobbooooooobboobobboooa
gooboboboboodd

goobobobbboogoooobbobobbuoooooon
goobobobbboogoooobbobobbuoooooon
goobbobbbodgoooobobbioooooon

00000000 cwrlDO00O0O0O0O0OO0ODOOO0DOODOOODO0O0O0
-L

guodgougouooooo

--location

OO000OQHTTP3XXOOODOOODOOUOOOoooOooooooooooooooooooooo
O0000O O0O0OfPandoraFMS OO O0OOOODOODODOODODOODOOODOODOO
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" Base options

Using
muodula ==Marusl petug=- e
companent
Hame Teat o senup Disabled [ Module group| Mesioricing W
‘I'ypgﬂ Sarmote HTTE module o cre W
4n
Warning - 100 -
threshald o - Mormal Status
Irverse interval ] - Warning Status
40 B Critical Status
20
wn | o
Critical N 20
threshold V30 0 40
mwerse intenval ] &0
30
«100
Historical
o
data L
taak_begm
g=t httpa:sendorsfmeaszm
one
rERoureE
meck_string Pandoss FM5
tasl_=n
Web 1ok,
Chacks Chack L

»  Advanced options
» Custom macros

% Module relations

Crearz ™

gobobbobbuodoooobobobobbiooogobboobboooooobooboobbouag
gobobbobbuodgooobobobbbugoogoboobbooooooobooon

O0000000000000000000(MPebug) 000000000000 O0OODOOOOO
OO0 D0OO0O(Query)DO0OOOOOO
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Query
curl |
==location-trusted

-A "Pandora FMS [ Webcheck®

=H "Pragna: no-cache®

-k

=-H "Accept: text/himl® "hitps:,

[= NV I AP P

I R S N[ S—— [ s—

0000000000 000000 (Executequery) 0000000000000 OODOOOOOO
gobbobobboudgoogobobboodd
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Query

turl

--lecation-trusted

-& 'Pandora FMS § Webcheck®

-H 'Pragma: no-cache’

-k

-H 'Accept: text/html' “https:,

L B I T e

T

Eoutequery %

T

goobobbooogooo

O0000000000000000000D000000DO0O Remote HTTP module to check

latency OO DO ODOOOO:

task begin

get https://pandorafms.com

task end

e J00D0D0DODODO (JavaScriptCSSQO OO0 O0) 000000 O0OO0O0O0OO0OOOOtask endOOO0O

pandorafms

20

Results

<!DOCTYPE hitml>
<himl lang="en-U5"»
chead>
wmeta charset="UTF-E" ;>
meta http-equiv="X-UA-Compatible” content="TE=edge™:
<1ink rel="pingback” href="htps/pandorafms.com‘emirpcphp™ /3
tseript type="textavasorip>
document. documentElenent . classNane = "js°;

<fseripts
<scriptsvar et_site wrl="htips://pandoraims . con’ var et _post _id="8" ;function el_core
ffsoriptr<soript type="textfavascript »pe_lb classes = [.pc_lb_trig 357]; pc_ready 1b = [

cseript data-cfasync="false” data-pagespeed-no-defers(<I[CDATAL
var gindwp_datalayer_name = “datalayer”;
var datalayer = datalayer || O;

M=

<fscripts

<titlexPage not found - Pandora FMS</titles
meta name="robot" content="noindex, follow™ s>
seript type="application/ldHson” class="yoast-schema-graph™>{ @context™: "hitps:fschema.o

«link rel="alternate” type="applcation/rss+xm” title="Pandora FMS Eraquo; Feed” href="ht
<link rel="alternate” type="applcation/rss+emi” title="Pandora FMS Eraquo; Comments Feec
«meta content="Dhi Child-Theme v.” name="generator” f»><link rel='stylesheet' id="wp-blo
<link rel="stylesheel’ id='popupacc-public-style-css’ href="https:/fpandoratms . comfe
€1ink rel="stylesheet” ids='wpml-legacy-dropdown-g-css” href="//pandoratos . com/wp-Cor
¢otyle id="wpal-legacy-dropdown-8-inline-css' types"textfoss s
Jwpml-1s-statics-shortoode_actions{background-color: BFFFFFF ) owpnl-1s-statics-shorto
<fstyles

«1ink rel="stylesheet’ id='wpal-menu-item-B8-css” href=" ) fpandorafms . comfwp-content /f
«1ink rel="stylesheet' id='parent-style-css® href="https://pandorafas. confwp-conternt
<link rel="stylesheet’ id='divi-style-css® href="https:/fpandorafms . comfwp-content /1
¢1link rel="styleshest® id='divi-plus-styles-css” href="https : //pandorafms . comwp-Cor

4 [

resource 10000000000O00OO
eWebOOOOODODOProxyURLOOODOOODOODOODOODODOOODOOOODOODO

0000000000000 000000000 WebOOOOODOOODOODOOODOO
0000000000000 0OJavaScript0 00000000 O0O0O]JavaScriptd 00000

gobooobboooooon
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gogobobooogggobood

000000 OWebOOOOOOODOOODOO O0OOO0OO0OODODOOWebODOOOOOOGOGOO
0000000000000 00O0O00 O000o00ooooooopPandora 00O O0OO0OO0OOO
oodooodooooooooooogooooooodooooooooogooogon
Uoodooodooouoooooooog goooooooooooooooooooogn
OO00“AdminPandora” DO 000000 O0OOO0DOO0O

gudoobbuoooouoobbuooouobobboooobobbouoooobooobo
OO0 HTMLOOODDODO0ODDOO0O0O0ODO00DDO00obO0oobOoooDoo0o HIMIMLODOOoDoooDbod
O000000000000000 GolatOOO0oOooooooooooogHTMLODOOogng
guooooooogad

O0o00ooo00oWEBOODDOOODOOOoDDOOoOoooooOo
guooubobuodooooonobuoooooobb 1bd
guoooubobbtooogooobobugooooooobon
gouooon

Pandora0 0000000 O0O0 URLOODOOOODOOODODOO
http://192.168.70.116/pandora_console/

HTMLOODOOOODOODOODODOOooOoooooooooooooo

e nick>0000
epass>0 0000

O0000000000000000 variable name OO0 variable valueOOOOOOO
Of0PandoraFMS OO 0000000000 Oadmin D00 pandoraddn

ooooobooboobobooboooboboobooooboooDoooboooboobg@o
0000 20000000000000)

task begin

post http://192.168.70.116/pandora console/index.php?login=1
variable name nick

variable value admin

variable name pass

variable value pandora

cookie 1

resource 1

task end

gudoobobbtuoooooobbgooouobobbooooobobbouooooooon
O00000000000000000000000cookiel DDODODODOODOOODOODO
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O00OcookieDDODOOOOOODOODDOOOOODDOOODOOOODODOOODOOODOOOOODO

2000000000000D000DO000O00DO00O0O0DO0DOO00DOO0ODOO0O0 “admin”
gOoopooooogsss-ss5s-55500d oo boobbooooooobobon
HEN

task begin

get
http://192.168.70.116/pandora_console/index.php?sec=workspace&sec2=operation/use
rs/user edit

cookie 1

resource 1

check string 555-555-5555

task end

goobbobboogoooobbobbboooooobobobooaa

task begin

get http://192.168.70.116/pandora_console/index.php?bye=bye
cookie 1

resource 1

check string Logged out

task end

PandoraFMS O OO0 D0OO0OO0OO0OO0ODOOODOOOO

Historical data a

task_begin

post hitp://192.168.70.116/pandora_consolefindex. php?login=1
variable_name nick

variable_wvalue admin

variable_name pass

variable_value pandora

cookie 1

resource 1

task_end

task_begin

e get http://192.168.70.116/pandora_consolefindex.php?sec=workspacefsec2 =operation/users/user_edit
Web Checks cookie 1

resgurce 1
check_string 555-555-5555
task_end

task_begin

get http://192.168.70.116/pandora_consoclefindex.php?bye=bye
cookie 1

resource 1

check_string Logged out

task_end

Check (J

gogobboooogooubn
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0000000000000 LODO0OOOOOOO Remote
HTTP module to check server status code:

task begin
head https://pandorafms.com
task end

e 000D O0O000ODDOOUOODDOhead DODOOOODOODOODODOOOO
e IUUUUOOOOUOU Ocurl00O000O00O0ODOOOO

HTTPO OOOOO

goooouoooboboboo goooouboobbbbboobboooooaaad
goooobo@oobooboooobo)yooboobbooboobboobooboboooo
guoooobd

Timeout 0 Retries o

Category Mone ¥

Check type Amnyauth ¥

Requests 1 Agent browser id Pandora FMS  / Webcheck
HTTP auth (login) HTTP auth (password)

Proxy URL

Prooty auth (login) Proxy auth (pass)

Proxy auth (server) Proxy auth (realm) public

(obooboooobooboboOo)yobbooboooDbooboooDboobooobooog
WEBBOOOOODODOOOOOODDOOOoOoooo

O000000(Check type)
HTTPOODODODOOOOOO

httpO O (O O O O )(http auth (login))
gogg

httpO O (O O O O O )(http auth (password))

gooog


https://pandorafms.com/manual/!781/ja/documentation/pandorafms/installation/04_configuration#web_engine
https://en.wikipedia.org/wiki/Basic_access_authentication
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00000000 0Od(Proxy auth realm)
oooooo
O00000(@O0)Proxy auth (server))
000000000000 HTTPOOO
O 00O O URL(Proxy URL)
00000000 URL
O00000@O0O0)(Proxy auth (login))
Ooooooooo
O00000@0O0Od)(Proxy auth (pass))
O0o0O0o0obooooa
ooooooag:
task begin
get http://artica.es/pandoraupdate4/ui/
cookie 1
resource 1
check string Pandora FMS Update Manager \(4.0\)
http_auth _serverport artica.es:80
http auth realm Private area
http auth user admin

http auth pass xxxx
task end

http auth passO 0000000000 OOOOODODOO
oooooboboboboboboboon " ooooo
goooooo

WEBL OOOOODO APIODOOOOO

Pandora FMS O GoliatwebO O OO OO0 APIO D 00000000000 0OOD[OSOAPDO
XML-RPCOODOO APIDODOOOOODOO

0000000000000 00O@ooOnD00O0O0000O0 WebAPIODODODODOODOOODOO
O0000O00OPandora0 0000000 0ODOOODOOODOOODOO

task begin
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get
http://artica.es/integria/include/api.php?user=my user&pass=my pass&op=get stats
&ms=opened, ,1

check string \n[0-9]+

task end

gobboobboogooagn

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Connection: close

Date: Mon, 13 May 2013 15:39:27 GMT

Pragma: no-cache

Server: Apache

Vary: Accept-Encoding

Content-Type: text/html

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Client-Date: Mon, 13 May 2013 15:39:27 GMT

Client-Peer: 64.90.57.215:80

Client-Response-Num: 1

Client-Transfer-Encoding: chunked

Set-Cookie: a8ld4c5e530ad73e256b7729246d3d2c=pcasWql6opZzT2x2AuWo602; path=/

0

guoobobbuooooobobbuoooobbbooooobobbouooooboobobn
guooubbbotuoooooobobobbooooooboobbbuooooobobobobobd
00o0ooboobooobobooboooopHTTPO0b000O0DbOOo0boboooDbooooon

goo:

task begin

get https://swapi.dev/api/planets/1/
get content Tatooine

task end

0000000000000 00000000000000000D00O00 'Remote HTTP module to
retrieve string data (web_content string)) OO OO OOO0O0OOO

task begin

get https://pokeapi.co/api/v2/pokemon/ditto/
get content imposter

task end

gobobobobbuoooooobobbbdgoooobobbboooouobobooboboaa
Remote HTTP module to retrieve string data (web_content_string)' OO 000000000

get content advanced D0 00000 O0ODOOOOOODOOODO
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task begin

get https://api.hillbillysoftware.com/Awards/ByYear/1990
get content advanced "Nominee":"([A-Za-z]]+)","Year":"1990"
task end

goobobbbouoooooon

—<ArrayvOf Awards>
— Awards>
=Category=0Outstanding Lead Actor In A Miniseries Or Special</Category>
<Nominee>Hume Cronyn</Nominee=
<Type~Emmy<Type>
<Winner=1<Winner>
<Year=1990</Year>
</ _Awards>
—<_Awards>
=Category=0Outstanding Lead Actor In A Miniseries Or Special</Category>
=Nominee>Michael Camne<Nominee>
<Type>Emmy<Type>
<Winner>0<"Winner>
<Year=1990</Year>
</ Awards>
—_Awards>
<Categorv>0Outstanding Lead Actor In A Miniseries Or Special</Category>
=Nominee>Tom Hulce<=Nominee>
=Type=Emmy<Type=
<Winner=0<"Winner>
<Year>1990</Year>
</ Awards>
—= Awards>
<Categorv>=0Outstanding Lead Actor In A Miniseries Or Special</Category>
<Nominee>Albert Finnev<Nominee>
<Type=Emmy<Type>
<Winner>0<"Winner=>
<Year>1990</Year>
</ Awards>
—= Awards>
<Categorv=0utstanding Lead Actor In A Miniseries Or Special</Category>
<Nominee=Art Carney<Nominee>
<Type>Emmy<Type>
<Winner>0<"Winner>
<Year>1990</Year>
</ Awards>
—< Awards>
—=Category=>
Outstanding Lead Actress In A Miniseries Or Special
</Category>
<Nominee>BARBARA HERSHEY</Nominee>
<TypeEmmy<Type=
=Winner>1<"Winner>
“<Year>1990=/Year>
</ Awards>

PandoraFMS O OO D OO00ODOOOOOODOO
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Pandora FMS Agent Normal b 4

guoobobbtobogooobbugoooooobn
gudooobbogogooooobogod

APIO0000O0DO0O0bO0O0OOooOO APIO0noooobo
guoobbbbbtbogoooooooobbouoaoad

gooboood

HTTPOOOOOOOODOOO

header 00O O0OOOHTTPOOOOOOODOOODOOODOODODOODOODOODOODOHost
HTTPOOODOOODOODOODOODOOOODoOoDoOg

task begin

get http://192.168.1.5/index.php
header Host 192.168.1.1

task end

gboboooooboog

O00000000000000000O0debug <0000 OO0>000000000000000
O000.reqUO0 000000 .resU0000O00OO0OOOOQHTIPOODOODODODOO
gobobobbbooooooobobo

task begin

get http://192.168.1.5/index.php
debug /tmp/request.log

task end

LWPOOODOO CurlOODO
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IWPOOOODDODOODOHTTPSOODODOODODOODDODOODODOODDODOODOODDO (OpenSSL
Oooooo)yboooooo Jo0o0dobooooooooooooooood
O O /etc/pandora/pandora server.confO 000000000 OO0O0O

web _engine curl

PandoraFMS OO O0ODO00OO0O0DO0OO0DOODOOOD LWPODODOODOO CurlODOODOODOO
gog

Jodoogogoogdod

Goliath OO ODODOUODODOODOOOWebOOODOOOOODOODODOODODOODDODODOODOODO

oooouX)ooooooooooooooooooooooooooooboOooogooog *~ o0

O000” DDO0o0ooO0o0ooooooooooogooooowuxX)oboooboobooooo
gobobooboooodd
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