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# Disable memory paging and swapping.
sudo swapoff -a

# Edit the sysctl config file that defines the host's max map count.
sudo vi /etc/sysctl.conf

# Set max map count to the recommended value of 262144.
vm.max_map_count=262144

# Reload the kernel parameters.
sudo sysctl -p

Rocky Linux 80O OO OORPMODODOOODOODODOOODOOODOOODOOO
guooooog:

guouoobobuoooooon:

OpenSearch 000000 O0OOOQPandora FMSO O OpenSearch 00000000000 OOO
goddo ouodoouooooon godoougoug ogd
godguouoouoouoouoouooooooo

curl -X GET https://<ip_opoensearch box>:9200 -u 'admin:admin' --insecure

goboboobbooogon

{
"name" : "hostname",
"cluster name" : "opensearch",
"cluster uuid" : "6XNc9m2gTUSIoKDqJitOPA",
"version" : {
"distribution" : "opensearch",
"number" : <version>,

“build type" : <build-type>,
"build hash" : <build-hash>,
"build date" : <build-date>,
“build snapshot" : false,

“lucene version" : <lucene-version>,
“minimum wire compatibility version" : "7.10.0",
"minimum index compatibility version" : "7.0.0"
I
"tagline" : "The OpenSearch Project: https://opensearch.org/"
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OO000O0000 /etc/opensearch/opensearch.yml
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e JOODOO

i Network

# Set the bind address to a specific IP (IPv4 or IPv6):
network.host: 0.0.0.0

# Set a custom port for HTTP:

http.port: 9200

# For more information, consult the network module documentation.

e IO OOOOOOODOOO

A T T Paths

# Path to directory where to store the data (separate multiple locations by
comma) :

path.data: /var/lib/opensearch
# Path to log files:
path.logs: /var/log/opensearch

gobobobobbodoooobobobboooooooooo

cluster.name: pandorafms
node.name: ${HOSTNAME}
network.host: 0.0.0.0

e cluster.name: 0000000000 DOOOODOODOOOODOOO

e node.name: ${HOSTNAME} 0000000000 D0OO0O0OODOOOODOOOOOOOOOOO
gooooogo

e network.host 00 0.0.0.00000O0penSearch 000000000 OO0OOOOOOOONO (NIC)
0000000000 OO0 NCOOOooooooOooooooboooooooo

gobobbbboooooobobbobbbodoooobobbbobbouooooobbbbougg
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oooad
discovery.type: single-node
O00000000D00000discovery.seed hostsOO OO OO0O0O00O00O0O0O0O0OOO0O

discover.seed hosts : ["ip:port", "ip", "ip"l]

OpenSearch 000000000 Qava® DO OCOOO0O
godogougodgouoougouoouooouogo
dooooobooooooooooopgvmoooooon
godogoougo

OpenSearch 00000000000 ODOODOOOO0O
systemctl start opensearch.service

Ob0b0 restartb0 000 stopUUUOUOOODODO statusUddooon

O00000o0ooooood/var/log/opensearch/
O0000 @OOoooooon pandorafms.logO OO
doooooDoo0oooO0)y)yoooooooooo

OpenSearch 000000000000 0ODOOOOOODOODOOODOOOO

curl -X GET https://<node-ip> -u 'admin:admin' --insecure
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export OPENSEARCH JAVA HOME=/usr/share/opensearch/jdk

O00000000000000000000 OpenSearch0 000000000 ODOOOOOO
O0000000000 (< password >00000000000O0OOO0O0O)O

/usr/share/opensearch/plugins/opensearch-security/tools/hash.sh -p <password>

O:

[root@test ~1# [usr/share/opensearch/plugins/opensearch-security/tools/hash.sh -p pandora
ThEEREREEA R AR R hhhkEdhhhhhkdhhhhhkihhhrhhihhkidhihhkdhhhhhkixhhhrhhihhkhkhhihhkxitk

#* This tool will be deprecated in the next major release of OpenSearch #*+*

**% https://github.com/opensearch-project/security/issues/1755 ok
FhkhkkkkkkhkkEkEdkddkdktkhikhkikdhkkhhkkhhkkhkikkhkkhkkkdhkkdkbkdhhktkhkhkdhkikhhkkhhkkhhkkhkkhikd

$2y$12$a00rXV/hLZ88gGrwobXuM. 61K1IHWmpLgXHiPQKWRmgEJDeSncecné

O0000000000 vimOOO nanoO00OO0O0O /etc/opensearch/opensearch-
security/internal users.yml 0000000000000 DOOO0ODOODOOOO

PandoraFMS O OO UOOUOOO adminD OO OO OQoOoQ
dodooddooodonnooogoooooooogoog
0

gooon:

_meta:
type: "internalusers
config_version

description
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cd /usr/share/opensearch/plugins/opensearch-security/tools

OPENSEARCH JAVA HOME=/usr/share/opensearch/jdk ./securityadmin.sh -cd
/etc/opensearch/opensearch-security/ -cacert /etc/opensearch/root-ca.pem -cert
/etc/opensearch/kirk.pem -key /etc/opensearch/kirk-key.pem -icl -nhnv-t
internalusers -icl -nhnv -cacert /etc/opensearch/root-ca.pem -cert
/etc/opensearch/kirk.pem -key /etc/opensearch/ kirk-key.pem

00000000 Done with successO00O00OO00OO0 OODODOODOOODOOODOODO
(pandora00000000D0OODO)0DODOODOOODO:

) curl https://10.235.50.104:9200 -ku 'admin:pandora’
{
"name" : "node-1",
"cluster_name" : "my-application",
"cluster_uvuld" : "3MDBPQFtSS0BPhK9AWNn&6YQg",
"version" : {
"distribution" : "opensearch",
"number" : "2.11.0",
"build_type" : "rpm",
"bulild_hash" : "4dcadéddlfd4Sb6bd91f041a041829c8687278fa",
"bulld_date" : "2023-10-13T02:56:26.505314582Z",
"bulld_snapshot" : false,
"Lucene_version" : "9.7.0",
"minimum_wire_compatibility_version" : "7.10.0",
"minimum_index_compatibility_version" : "7.0.0"
},
"tagline" : "The OpenSearch Project: https://opensearch.org/"

}
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0000000000000 0000000000D000D000D000D0O000O0d Pandora FMS O
gobobbobboogoooobobbbdoogoobobobboooooooboboobbooaa
goobobboogoooobbobbboodgd
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goobobobooodd

gobobbobbuodgooooboobbodoogoobobboooooon

curl -X PUT -ku 'admin:admin' https://<node ip>:9200/ index_ template/pandorafms
-H 'Content-Type: application/json' -d'
{
"index patterns": [
"pandorafms*"
1,
“template"”: {
"aliases": {
"pandorafms logs": {}
},
"settings": {
“number of shards": 1,

"auto _expand replicas" : "0-1",
“number of replicas": "0"
},
"mappings" : {
"properties" : {
"agent id" : {
Iltypell : II'Longll
},
“group_id" : {
Iltypell : Il'l-ongll
I
“group _name" : {
Iltypell : Il.textll
},
"logcontent” : {
Iltypell : Iltextll
H
“source id" : {
Iltypell : Il.textll
}
"suid" : {
Iltypell : Iltextll
}
Iltypell : {
Iltypell : Iltextll

}I
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"utimestamp" : {

"type" : "long"
b
"@timestamp": {
"type": "date"
}
}
}
}
¥

00o0o0oooooooboobooboobooobooooDbooboooo
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e GET template/<templatename> 000000 GET template/pandorafms 000

goobboooodggn
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e JO0O0OO0O(SONOO)ODODOOUODDOOUDOUODDODUOUODODOOODUODODOUOODOOOOD
oooboboooboboboooboboooboboboooboboob10o0bOonbogg

O0000300000000000 Pandora FMS OO OO number of shardsO0O0OOOO
number of replicas 000000000 DOO0DOO0ODOOODOOOOO

{
"index patterns": ["pandorafms*"],
"settings": {
“number of shards": 3,
"auto expand replicas" : "0-1",
"number of replicas" : "2"
H

0000000000000 D0O0O0O0000000ooDooOoo000oooooDoon
curl -X GET "localhost:9200/ cat/templates/*?v=true&s=name&pretty"”

0000000000000 00D00 pandorafms00000000D0OO0O0DOOODOOODOOODO
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curl -X GET "localhost:9200/ template/pandorafms*?pretty"”

O000000DbOobOooOOg )sONODDbOoboboonog


https://pandorafms.com/manual/!776/ja/documentation/pandorafms/monitoring/09_log_monitoring
https://pandorafms.com/manual/!776/ja/documentation/pandorafms/monitoring/09_log_monitoring
https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

O000000OPandoraFMS OO0 OODOOODOODOOODOOODOO

e PUT template/<template name> {json data}: 0000000000000 0OOOOODOOO
e GET template/><template name>: 00 0000000000000 OOO

OpenSearch0 OO0 OO0 PandoraFMSO OO OOOOO" "D O0oooooooo


https://pandorafms.com/manual/!776/ja/documentation/pandorafms/monitoring/09_log_monitoring
https://pandorafms.com/manual/!776/ja/documentation/pandorafms/monitoring/09_log_monitoring
https://pandorafms.com/manual/!776/ja/documentation/pandorafms/monitoring/09_log_monitoring
https://pandorafms.com/manual/!776/ja/documentation/pandorafms/monitoring/09_log_monitoring
https://pandorafms.com/manual/!776/ja/documentation/start
https://pandorafms.com/manual/!776/ja/documentation/start
https://pandorafms.com/manual/!776/ja/documentation/start
https://pandorafms.com/manual/!776/ja/documentation/start
https://pandorafms.com/manual/!776/ja/documentation/start
https://pandorafms.com/manual/!776/ja/documentation/start
https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

	OpenSearch のインストールと設定
	サーバ要件
	OpenSearch のインストールと設定
	インストール

	ノード設定
	OpenSearch クラスタのセットアップ
	OpenSearch ユーザ管理
	OpenSearch を使用する Pandora FMS 設定
	データモデルとテンプレート
	複数ノードテンプレート



