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pandorafms

Jodotdod

PandoraFMS OO DO OOOOODOODO

O

GPandoraFMSDDDDDDDDDDDDDD 200 00000000000

1. 00000000: 00000000 Pandora000000DOO0O0ODOOOODOODOOODODODOOO

goobogoboodoobobooobboobobbooobboobobooo bbooobboobLboon
goboooobobooooo

l. 000O0O0O00o0o0obOobooob0obobooobobooooo
2. 000000000DOO0OO0bCOoDbOoO

2. 0000000:ODO00bOO0O0obDO0O0oO0O0bObOO0ObDO0ObDOOoDbDOoO0obOO0bD 100000 bbOOoDbOoOoD
gobogobbodobobooobobooobbuooobboooboboo

00000 70NG7120000PandoraFMS OO0 OO0 O
O000000D0 Elasticsearch0OD0OODODODODOO
guooobouoooooobogogd

Jodood

gooooooo

XML Read =
— Parse — CONSOLE —
— [ ] I MYSQL
— | S
AGENT e % amfae
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. OO0000000 (eventlogO OO ODOODOOODOO)OOPandoradd
Oo0doooooooooooooooooon O RAW)OOOOOOOOOOOO

Pandora FMS O OO OOOOOOOOOODODODO XMLOOOOOODOOODODOOOOOOOOOOO
O0ooooooooon

0o0o0oooo XMLOOOOO0OOOO0OO0O0oOO00oO0ooOoo0o0o0oo0oo0oooooooboooooooao
0000000000000 000000000000000000000O0000A0 ElasticSearch
oo0ooonOon

Pandora FMS OO OO DO Elasticsearch 0O OO0 D0OO0OO00O00O0O0 PandoraFMSOOOOOOOOOO
O0ooooooooon

PandoraFMSO O OODOO0OODODOODOODODODOO@ODODOOe0oD)YDDOoOoOooooOod
O0dooooooooooooOon

Jodoogod

Pandora FMS OO OO Elasticsearch D 00D 00000000 OOODOUOOOOOOO

e Rocky Linux 8 0 0O 00 RHEL 8[]

OO0 46GBO0OO0O0O0ODODO ElasticSearch O ODOOOOOOeGBOOOOOOOODOOO

Elastic OO DODOOODOOOO SWAPOODOOO

00 2CPubC OO

OO0 206BO0000000000000040

00 50GB O ElasticSearch D D00 000D O00OO0@UOOODOODOOOODOODOOOOOOO
OO0O)Elasticsearch 000000000000 OOOO0OODOOO0OODODOOOOOOOCODOOOO
Oddooooooooooooaqn

Pandora FMS 0 0O O O O [JElasticsearch API (DD O OO ODO OO 9200/TCP) DO OO OO

O00000000bO0DbO0obOO0oDO0ooDOoDOOo0OO00 16BO00000O0OODbOODbODOD 800
guoooobn

0000000000000 000000000000000OA0OElasticsearch0 00000000
goodooboo@Eoboobooboboobooob3oooboOo)y ooboobooooboo
00o0o0obooboooobooboooobou 20@EOooooO)yoooooboooo oo
goobbobbboooooobobobobbooooooobobobooog

Elasticsearch D 0 0O O0OO0O0OOdd

Elasticsearch O 00D O 00000000 OOoOoOoOonO

gooooo

Rocky Linux 8O OO[RPM O OO DO0ODOOOOOODOOODOODOODOODOODOOODO
O[Elasticsearch 00 0000000000000 0D0ODOO0DOOODOO0ODOOODOOODOOOOOO

guoooobogd 0000 Linux x86 64 (
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AMD® 00O Intel®@ 64 000000 OO)0O0DOOODOO

0000000000000 0O0O((Eleasticsearch 0000000 OO0ODOOODOODODOODOOODOO
gogbobobobboogoooobobobbooooguoboobbooooooon

dnf install ./downloaded packet.rpm

guooobuoggoooobn

NOKEY

The generated password for the elastic bullt-in superuser 1s : W5N8
Lment-token <token-here>'

You can complete the following actions at any time:

Reset the password of the elastic built-in superuser with
"Jusr/share/elasticsearch/bin/elasticsearch-reset-password -u elastic'.

Generate an enrollment token for Kibana instances with
"fusr/share/elasticse: bin/elasticsearch-create-enrollment-token -s kibana'.

"ch nodes with
G rollment-token -s node’.

Line refer
/runfelasticsearch; please
[root@rocky8-nodel ~

gobobobobbbdgoooobobobbdoooooboobboooooooobooo

systemctl status elasticsearch.service

guoooobuoggoooobn
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Js elasticsearch.service

'system/elasticsearch.service; disabled; vendor preset: disabled)

oc

[root@

Elasticsearch 00 000000000000 0ODOOOOOODOOO

gooooo

godooooood
/etc/elasticsearch/elasticsearch.yml 000
OOElasticsearch OO0 D O0O0OOO0OOOOOOOOOOO

O0000O00OOOElasticsearch 00000000 0ODODOO0ODOOODOOODOOODOOODOOOOOO
gooboobbbuooogobooboboodad

00000000000 0000000000000OPandoraFMSOO0O0O0OO0OOO0OOOOOOOO

e JO0O0O0OD0DDOO0ODLDOOODDOOODLDDOOODLDUOODDO:

# Set a custom port for HTTP:
http.port: 9200

# Path to directory where to store the data (separate multiple locations by a
comma) :

path.data: /var/lib/elastic

# Path to log files:

path.logs: /var/log/elastic

e xpackOODOOODO:

xpack.security.enabled: false
xpack.security.enrollment.enabled: false


https://www.elastic.co/guide/en/elasticsearch/reference/current/settings.html
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xpack.security.enabled

ck.security.enrollment.enabled

e OO0 goono

#http.host: [ local ]
#transport.host: [ local ]

guoooobobgoouobbooooobobobboooooooon

cluster.name: pandorafms
node.name: ${HOSTNAME}
network.host: 0.0.0.0

cluster.name

goodooodooooooodooonn

node.name

000000000 ${HOSTNAME} D00 D0D00D00D00D0D00D0D0O00D0O00DOOO0O0n
network.host

network.host 0 0.0.0.0 000000 Elasticscearch O OO OO0O0OO0OO0ODDOOOOOO(NIC)O
O0o00o0oooooNCOODOUoOooOooooooooooooo

O0000000000000discovery.seed hostsOO OO OO0 O0OO0OO0OO0@OOOOO
gd Ooooooooo):

discover.seed hosts : ["ip:port", "ip", "ip"]
ooo@oooooo):

discovery.seed hosts:
- 192.168.1.10:9300
- 192.168.1.11
- seeds.mydomain.com
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Elasticsearch DO OO O0OOO0OO0OQJava® OO OO OO0
goddoooooooooooooooooooogo
000000000000 D0O00OOdd(Elasticsearch O
VMOOOoOoOOoOoOoooooooooQg

OoooooOoooooooo:
systemctl start elasticsearch.service

Elasticsearch 000 0000000000000 OOOOODDOODOOODOODOOODOOOOO
goog

systemctl status elasticsearch.service

guoooobobuogoooog

; vendor preset: disabled)

Main PI
Task

resauto -Des
platform/1lin

l: Starting Ela:
Ma : Started Elasti

ines 1-13/13 (END)

O00o00ooooooooooo/var/log/elastic/
O0000@ODOoOoD0oO00 pandorafms.logd OO
Oo0ooooooooOo)yoooooooooo

Elasticsearch 0000000000 OOO0ODOOOOOOOODOOODOOODOOODOOODOOODOO
HEN

curl -q http://{IP}:9200/
{IP}0000000DO0DOO0O0 ElasticsearchO IPOOOOOODO URLOOOODOODOO

guooobbuogoooog

{
"name" : "3743885b95f9",
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"cluster name" : "docker-cluster",

"cluster uuid" : "70JV9hXqRwOIZVPBRbWIYw",
"version" : {
"number" : "7.6.2",
"build flavor" : "default",
"build type" : "docker",
"build hash" : "ef48eb35cf30adf4db14086e8aabd07ef6fbl13f",
"build date" : "2020-03-26T06:34:37.794943Z",
“build snapshot" : false,
"lucene version" : "8.4.0",
"minimum wire compatibility version" : "6.8.0",
"minimum_index compatibility version" : "6.0.0-betal"
b
“tagline" : "You Know, for Search"

}

O00000000OElesticsearch 0000000000000 0ODOO0ODOOODOOOOO

Elasticsearch O OO0 OO0

e Elasticsearch 0O 0000000000 3000000 0quorumOD0 000000000 OO0DOOO
doodoooooooooooooooooooo

e 3 I0O0D0O0OOODU0OOODOO0OODOUOO0DODDOOODODOO 9200000 9300 IO OOO
doooooobooooon

guoobbobbbbogoooooooobbuuooaooada
guooobogooooobobugoooooobn

00000 Elasticsearch OO OO Oooooogono

systemctl stop elasticsearch.service
000000 /etc/elasticsearch/elasticsearch.yml OO0 0OO0OO0O0O0O0OOO

#discovery.seed hosts: ["hostl", "host2"]
#cluster.initial master nodes: ["hostl", "host2"]

goon OO0000o00o POOODOODOUVURLOODOODODO

discovery.seed hosts: ["hostl", "host2", "host3"]
cluster.initial master nodes: ["hostl", "host2", "host3"]

POODODODO:
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discovery.seed hosts: ["172.42.42.101", "172.42.42.102", "172.42.42.103"]
cluster.initial master nodes: ["172.42.42.101", "172.42.42.102",
"172.42.42.103"]

cluster.initial master nodesOOOOOOOOO
goi1bbodgoogobbobbtodoooooobooo
goobobobbbodoooooobobobbo 2000booo
gooooo

000000 ooooO@oooboooD)yobooooboooooooooooDoooboooooOon
O0O0@Ooooooo /var/lib/elasticsearch/) 0000000000000 OOOOOO
ogoooooo

rm -rf /var/lib/elasticsearch/*

guooubobotooooobbouoooob booooobbbuoooooobbbooo
gooog

systemctl start elasticsearch.service && systemctl status elasticsearch.service

guoooobobuogoooog

me status elasticsearch.service
-lasticsearc
rvice; abled; vendor preset: disabled)
UTC; 49 o

/.elastic.co

imit: 11401)

re:auto -Des.ne

goboboobbbuoooggspboougooobbobbooooooobobbbouoooooonoobon
gobobobobbuoooogobbobbbuooooobobboooooon

curl -XGET http://127.0.0.1:9200/ cat/nodes
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[rootUrockvd nodel ~Hf curl -XGET http://127.0.0.1:9200/_cat/nodes
172 .42.102 46 89 3 0.16 0.23 0.17 cdfhilmrstw rocky8-node2
17L.42 42.103 3 3 0. 0.17 0.12 cdfhilmrstw * rocky8-node3

0. 0.

172.42.42.101 15 93 0
[rootUrochvd nodel ~Ht |

00 0.00 cdfhilmrstw rocky8-nodel

0000000920000 930000000000 00000O0O00DOOODOQOPandoraFMS OO0
000 PandoraFMSWeb OO O OOOOOOO 92000 0000000000000 00O0DOO0OO
0000000000000 00O00bO00DO00oDOD0oooOoooOoobogOogPandoraFMS OO0
0000000000000 00O0 ElasticsearchDO0O000O0O0OOOOOODOO

Doooooboooboogd

guooobbuooooobobbudooobobbbbouoooobobboooooooobbn
0000000000000 0000000000000000 PandoraFMSOODOOOOOOO
guooobbuooooobobbudooobobbbbouoooobobboooooooobbn
guoobobbodooooobobogod

guoobobbuogooobbuogoooooobn
guoobobbuogooobbuogoooooobn
guoooobggd

guooobbtbgooobbbbgoooobbbbuooooon

{

"index patterns": ["pandorafms*"],
"settings": {
“number of shards": 1,
"auto expand replicas" : "0-1",
"number of replicas" : "0"
¥,
"mappings" : {
"properties" : {
"agent _id" : {
"type" : "long",
"fields" : {
"keyword" : {
"type" : "keyword",
"ignore_above" : 256
}
}
b
"group_id" : {
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Iltypell : "-Long"’

"fields" : {
"keyword" : {
"type" : "keyword",
"ignore above" : 256
}
}
}
“group _name" : {
"type" : "text",
"fields" : {
"keyword" : {
"type" : "keyword",
"ignore above" : 256
}
}
I
"logcontent" : {
"type" : "text",
"fields" : {
"keyword" : {
"type" : "keyword",
"ignore above" : 256
}
}
}
“source id" : {
"type" : "text",
"fields" : {
"keyword" : {
"type" : "keyword",
"ignore_above" : 256
}
}
}
"suid" : {
"type" : "text",
"fields" : {
"keyword" : {
"type" : "keyword",
"ignore_above" : 256
}
}
}
"type" : {
"type" : "text",
"fields" : {
"keyword" : {
"type" : "keyword",
"ignore above" : 256
}

}
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}
"utimestamp" : {
Iltypell : II'LongII

Pandora FMS [0 Elasticsearch D OO OO0 OO0 O (00O OO O (Admin tools) = Elasticsearch 0 0O 0O O
O 0O 0O O (Elasticsearch Interface))D 0 000000000 Elasticsearch D OO0 OO0 O0O0O0OOOOO
godoooooododod

00000000000 000 ElasticsSearch O OO OO OO OO Pandora FMS O ElasticSearch O
Jdodoodooooooooogn

e PUT template/<template name> 00000 PUT template/pandorafms
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ELASTICSEARCH INTERFACE & [

This is a view to interface with Elasticsearch directly from WEB cansole.
Please note that yvou can damage vour Elasticsearch if you don't know exactly what are yvou are doing.
This wview is intended to be used anly by users with a knowledge of Elasticsearch

Query Results
1 PUT _template/pandoratms -
2 1
3 "index_patterns": [“pandoratms*"],
4 "settings": |
5 "number_of_shards": 1,
6 "auto_esxpand_replicas" : "@-1",
7 "number_of_replicas™ : "@"
& I
9  "mappingz" : {
18 "properties” 1 {
11 "agent_id" : {
12 "type" : "long",
13 "fields" 1 {
14 "keyword" : {
15 "type" : "keyword",
16 “ignore_above"” : 254
17 }
18 3
19 ¥a -

Execute query »

OO0 PandoraFMS OO0 000000 DOOO0ODOOOOODOOOOODOOOOO

e GET template/<template name>: 00000 GET template/pandorafms
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Elasticsearch Interface @ =

WARNING
g

X
This is a view to interface with Elasticsearch directly from WEB console. Please note that you can damage

your Elasticsearch if you don "t know exactly what are you are doing. This view is intanded to be used.
only by users with a knowledge of Elasticsearch .

Query

Results
1 GET _template/pandorafms|

e,
“pandorafms": {
“"order”™: 0,
“index_partterns": [
“pandorafms*"
1,
“settings": {
“index": {
"number_of _shards™: "1°,
“auto_expand_replicas”: "0-1",
“number_of_replicas": "0"

}
1,
"mappings": {

“properties”: {

“agent_id": {
“type”: “long",
"fields": {
“keyword”: {
“ignore_above": 256,
) “type”: "keyword"
}
b
“group_id": {
"type": "long",

"fields"s {
“keyword”: {
“ignore_above": 256,
} 'l l: L rdl
}

|
“group_name": {
"type": “text’,
"fields"s {
“keyword": {
“ignore_above": 256,
} "type": " "
}
b
“utimestamp”: {

“type”: “long"

"source_id": {
“type”: “text’,
"fields": {
“keyword": {
“ignore_abowve": 256,
"type”: " "

Execute query »
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goobbooooguoo

guooobotoooouobobouoooobbbooooobob oo ooo

eJOD0O0DO(YSON)DOODOODOUODOOOODODOUOODDOUOUOODODOODOUODODODOOOO
goobogoboooboooobboobbuoobobuoo bbbt D booLobboOod

000030000000000 Elasticsearch 0 PandoraFMS OO0 OD0OOO
00 number of searchO 00O number of replicas0 000000000 ODOOOOOO

{
"index patterns": ["pandorafms*"],
"settings": {
“number of shards": 3,
"auto _expand replicas" : "0-1",
“number of replicas" : "2"

}I

0000000000000 dElasticsearchn 0000000 OOOOO
gboboggbbuogobbooobboobobooonobooobboo

guooobbtbogoooobbuoooobbbouooooobobn

curl -X GET "localhost:9200/ cat/templates/*?v=true&s=name&pretty"”

O000000000000D0000000000000000D000000 pandorafms 00O 0O
gobobobobbuogoooobobo

curl -X GET "localhost:9200/ template/pandorafms*?pretty"

OOo0ooooo)soNODoooobonb

O00000000000000 ElasticsearchD 00O 00O O OO O[JPandora FMS O Elasticsearch O
ooooooouobooooooon

e PUT template/<template name> {json data}: 000000000000 DOOOOODOOOOO
e GET template/<template name>:0 0000000000000 O000O0O
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Elasticsearch Interface @ =

WARNING
g

X
This is a view to interface with Elasticsearch directly from WEB console. Please note that you can damage

your Elasticsearch if you don "t know exactly what are you are doing. This view is intanded to be used.
only by users with a knowledge of Elasticsearch .

Query

Results
1 GET _template/pandorafms|

e,
“pandorafms": {
“"order”™: 0,
“index_partterns": [
“pandorafms*"
1,
“settings": {
“index": {
"number_of _shards™: "1°,
“auto_expand_replicas”: "0-1",
“number_of_replicas": "0"

}
1,
"mappings": {

“properties”: {

“agent_id": {
“type”: “long",
"fields": {
“keyword”: {
“ignore_above": 256,
) “type”: "keyword"
}
b
“group_id": {
"type": "long",

"fields"s {
“keyword”: {
“ignore_above": 256,
} 'l l: L rdl
}

|
“group_name": {
"type": “text’,
"fields"s {
“keyword": {
“ignore_above": 256,
} "type": " "
}
b
“utimestamp”: {

“type”: “long"

"source_id": {
“type”: “text’,
"fields": {
“keyword": {
“ignore_abowve": 256,
"type”: " "

Execute query »
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gogg

Elasticsearch OO OO0 OO O0QOQOQg

O O:Elasticsearch0 0000000 O0OOOO(/etc/logrotated 000000000 O0OOOOOO
doddoooooooooon

cat > /etc/logrotate.d/elastic <<EOF
/var/log/elastic/elaticsearch.log {

weekly

missingok

size 300000

rotate 3

maxage 90

compress

notifempty

copytruncate

}
EOF

guoooobogd

ElasticSearch 0000000 curl OO0 O0DO0O0ODOO0ODOOODOOO god
guooobbuogoooog

curl -q http://elastic:9200/ cat/indices?
ODO00OelasticOOOODO IPOOO
000000000000 OQ0DPELETECO D OODOOODODOOO
curl -gq -XDELETE http://elastic:9200/{index-name}

000 elasticOO0OO0O0O IPOO“{index-name}" 00 000000000000 ODOOOOOO
gobobbobbuodgooooboobbodoogoobobboooooon

Pandora FMS Syslog [ [1 [
00000 NG71700

O00000000000gPandora0d0nd O00000O0OpfSyslegO0OOOOOODOO
OOElasticSearch D 000000 0O0DOO0OOOOOO

SyslogServer 0 0 0000000000000 0000000DOODOQLInuxOODO UNIXOO


https://www.elastic.co/guide/en/elasticsearch/reference/current/cat-indices.html
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O SsysLoGOoooaooaoopsyslogServer0 00100000000 (PandoraFMSOODOODOO
O000ooo0)looooobOoooooooooobo0oooooooooOobooo0ooon

Syslog OO0 O0D0OO0O0DOO0ODOO0ODOOOOOODOODOOODODOODOODODOOODOO

yum install rsyslog

00000000000 Syslog00O000O00O000000000O /etc/rsyslog.conf OO
D00 TCPOOO UDPOOOOOCOODOOOOOOOOOODODOOOOOO

(...)

# Provides UDP syslog reception
$ModLoad imudp
$UDPServerRun 514

# Provides TCP syslog reception
$ModLoad imtcp
$InputTCPServerRun 514

(...)
OO00000O0OrsyslogOD O0OOO00OOOOOOO
gobobbobbodgogoub s14ubonoobboogoogon

netstat -ltnp

rsyslog0 000000000 gooooobbod

Syslog O 000000000 O0OOOODOOODOOODOODODODODOOOOOO
O00/etc/rsyslog.conf 000000000 rsyslog0 0000000000 0DOOOOOOO
guooobbtooooooobn

.* @@remote-host:514

guooubobbtuoogoouobobuogooooooobon
guooubobbtuoogoouobobuogooooooobon
guouoobbouooooooooboogog oo oo
guoouooboooooobobuooooono

O000000000000pandora server.confOOO0O0O0O0O0OO0O0OOOOOOO

# Enable (1) or disable (0) the Pandora FMS Syslog Server
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# (PANDORA FMS ENTERPRISE ONLY).
syslogserver 1

# Full path to syslog's output file (PANDORA FMS ENTERPRISE ONLY).
syslog file /var/log/messages

# Number of threads for the Syslog Server
# (PANDORA FMS ENTERPRISE ONLY).
syslog threads 2

# Maximum number of lines queued by the Syslog Server's
# producer on each run (PANDORA FMS ENTERPRISE ONLY).
syslog max 65535

syslogserver
Opoogoosystocoooooooooo@uuoooooooooooon
syslog file

sysLoG o oOooooooono

syslog_threads

SyslogServer 0 000000000000 ODOOOO0O

syslog_max

SyslogServer 0 0 0000000000000 0D0O0ODOOOOOODOOODOOO SYSLOGO OO
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gooog
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# 7.0NG 712 000OO0OOODODOOOO7.6NG 712 DOOODDOOOO
/usr/share/pandora server/util/pandora migrate logs.pl
/etc/pandora/pandora_server.conf
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PANDORA Bytes

Metaconsole DB engine

Management
My SOL

General Setup Metaconsole DB name

Password policy

l Enterprise
Metaconsole DB user

Historical database

Log collector

Activate Log Collector
Authentication

|
Performance

Legacy HA database management
Visual styles
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MNetflow

Critical threshold for occupied addre:
eHorus
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Integria IMS
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Password policy
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Visual styles

Setup
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Number of logs viewed
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ElasticSearch Status
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Elasticsearch Interface

This is a view to interface with Elasticsearch directly from WEB console. Please note that you can damage
your Elasticsearch if you don”t know exactly what are you are doing. This view is intended o be used only

by users with & knowledge of Elasticsearch .

Query Results

GET _search
1{
"query": |
"match_all": {}
¥
H

(5 RN, B o T O By =

Execute query
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/mnt/pandorafms/elk repo
0000 elasticsearch 0000000000
chown elasticsearch: /mnt/pandorafms/elk repo

Elasticsearch 00000000000 OO0ODOO@UODOODO)YO0O00DO00ODOOOOOOOOOO
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path:
repo:
- /mnt/pandorafms/elk repo
OO000000000@ObooDOdOO)elasticsearchO 0000000 ODOOOOOOOOO

systemctl start elasticsearch.service && systemctl status elasticsearch.service
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curl -X PUT "localhost:9200/ snapshot/backup repo?pretty” -H 'Content-Type:
application/json' -d'
{

"type": "fs",

"settings": {

"location": "/mnt/pandorafms/elk repo/"

}
}

0000 0000L0UDODLUODODODODUDOLOODLDUODLO

O000ooObOoO00000oooooobooooao
"acknowledged" : true
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curl -X POST "localhost:9200/ snapshot/my unverified backup/ verify?pretty"

my unverified backup00O0OO0DOO000O0ODOO00OODOODOOODO OO0DO0ODOOOOO
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PUT snapshot/my repository/<my snapshot {now/d}>

my repository 0000000000000 O0O0my snapshot00000000000O000O
000000 cul 000000000000000000000000000000000000
00000000000

PUT snapshot/my repository/%3Cmy snapshot %7Bnow%2Fd%7D%3E
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000000000 APIO000DO00000oooooObO000ooooooooboDooooon
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wait for completionO true0 0O 0O0OOO

PUT snapshot/my repository/my snapshot?wait for completion=true

snapshot today OO ODOOOOOODOOODOODODOODOOODOODOOO 100000DOOOO
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curl -X PUT

“localhost:9200/ snapshot/backup repo/snapshot today?wait for completion=true&pr
etty"”
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curl -X PUT "localhost:9200/_snapshot/backup_repo/snapshot_today?

wait_for_completion=true&pretty"

{
"snapshot” : {

"snapshot" : “snapshot_today",

"yuid" : "70pWobAlR3GCirpjREdisg",

"repository" . "backup_repo",

"version_id" : 8010199,

"version" : "8.1.1",

"indices" :
"pandorafms-a047762063edllecae4effBc29f05369-2022.04.18",
"pandorafms-eeab618e1825411eb8d587ee88f349bd9-2022.02.18",

"pandorafms-3b32000h825911eh?17ee22e0c51316e-2022.04,11",

"pandorafms-9139d75dfeél1leb%baebéelfdfeceeb-2022.03.08"
"data_streams"

"ilm-history-5",

".logs-deprecation.elasticsearch-default"
"include_global_state" : true,
"state" : "SUCCESS",
"start_time" : "2022-05-12T17:07:08.642Z",
"start_time_in_millis" : 1652375228642,
"end_time" : "2022-05-12T17:10:29.848Z",
"end_time_in_millis" : 1652375429848,
"duration_in_millis" : 201206,
"failures" : ;
"shards"

“total" : 445,

"failed" : 0,

"successful"
"feature_states" :

_{

"feature_name" : "geoip",
"indices" : [
".geoip_databases"

"feature_name" : "tasks",
"indices" : [
".tasks"

"feature_name" : "kibana",

"indices" : |
.kibana_task_manager_7.12.0_001",
.apm-custom-1link",
.kibana_task_manager_8.1.1_001",
.apm-agent-configuration",
.kibana_8.1.1_001",
.kibana_7.12.0_001"
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curl -X PUT

"localhost:9200/ snapshot/backup repo/snapshot 2?wait for completion=true&pretty
" -H 'Content-Type: application/json' -d'
{
"indices": "pandorafms*",
"metadata": {
"taken by": "PandoraFMS admin user",
“taken because": "backup before upgrading"

}
}

gboobooooogan
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curl -X GET "localhost:9200/ snapshot/backup repo/*?pretty"

OO000Obackup repo0 00000 IDOODOO*0O00OO0O0DOOODO(QElasticsearch0Od 000
0000000000000 000000D00 WebOOODOOoooooooO
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curl -X DELETE "localhost:9200/ snapshot/backup repo/snapshot today?pretty"
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goboboobooggd:

curl -X DELETE "localhost:9200/my-index?pretty"
0oooooooooooo:

curl -X POST

“localhost:9200/ snapshot/backup repo/snapshot today/ restore?pretty" -H
'Content-Type: application/json' -d'

{

"indices": "my-index,logs-my app-default"”

}

e JODODOOOODOOO
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guoooobboggd

guooobbuooooobobbudooobobbbbouoooobobboooooooobbn
gubouobbouooooobbuogoooobbbuoo

e 00000 DOOODLDOOODDLOOODDOOODLD OOODDLOLOUOOLDDbOOUODLDbOObDOD
gobogobboobbooobbooobbuoooobooobboo
e JU0OO0ODODOOODLDOODODDOOODDOOODO


https://www.elastic.co/guide/en/elasticsearch/reference/current/snapshots-restore-snapshot.html#restore-snapshot-considerations
https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

curl -X POST
“localhost:9200/ snapshot/backup repo/snapshot today/ restore?pretty"” -H
'Content-Type: application/json' -d'
{
"indices": "my-index,logs-my app-default”
“rename_pattern": "(.+)",
“rename_replacement": "restored-$1"

}

gbobooobooood
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* Advanced options

Search "4 ‘ Export to CSV >

16-04-2020 14:50:01 - varian (Syslog) :

Rpr 16 14:50:01 vazian systemd: Started Fessicn 645 of user Doot.

16-04-2020 14:50:01 - varian (Syslog) :

Epx 16 14:50:00 vazian systamd: Ftartad Feassicn BEd7T of wsazr oot

16-04-2020 14:50:01 - varian (Syslog) :

Apr 1€ 14:80:0f varian systesd: Started Sessicn EBE48 of user ress.

16-04-2020 14:4%:32 - varian (varian pandora console log)
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> Advanced options

‘ Search “L ‘ Export toCSV 3

16-04-2020 14:50:01 - warian [Syslog) :

Ape 16 14:50:01 varian systemd: Smarted Session 5648 of user roac
16-04-2020 14:50:01 - varlan [Syslog) :

Ager 16 14-50:01 varian systemnd: Started Session 5647 of user rooc
16-04-2020 14:50:01 - varlan (Syslog) :

Apr 16 14:50:01 varian systernd: Swarted Session 5648 of user rooc
16-04-2020 14:4%:01 - varlan [Syslog) :

Ager 16 14:45:01 varian systernd: Started Session 5845 of user rogt.

16-04-2020 14:45:01 - varlan (Syslog) :
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> Advanced options

16-04-2020 14:50:01 - varian (Syslog) :

Apr 16 14:50:01 varian systemnd: Stared Session 5649 of user root
16-04-2020 14:50:01 - varian (Syslog) :

Apr 16 14:50:01 varian systemd: Stared Session 5647 of user root
16-04-2020 14:50:01 - varian (Syslog) :

Apr 16 14:50:01 varian systemnd: Stared Session 5648 of user root

16-04-2020 14:4%:32 - varian (varian pandora server error) :

16-04-2020 14:4%:01 - varian (Syslog) :

2020-04-16 14:47:13 - varian 5tarting Pandora FMS Server. Error logging activated.
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Search mode Exact match ¥

Search GET /pandora_console/operation/agentes, e YT — -
Agemt - v Group Al v
Start date 2018/08/01 i8] « 00:00:00 End date | 2018/09/24 8] « 11:10:17

»w Advanced options

Display mode Graph log results =

Use capture model Apache log model * " @ Create new model

Graph type Vertical bars v
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Apachelogmodel D 000000000000 0OOOODOONO ApacheO O (access log)0DO0O0O
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Search mode Exact match v

Search GET /pandora_console/operation/agentes, | Source httpd_access v
Agent Al v Group All v
Start date 2018/08/01 i8] « 00:00:00 End date  2015/09/24 38 « 11:10:17

w Advanced options

Display mode Grapgh log results

Use capture model Apache log model * , ®Cmﬂum:wmndel

Graph type Vertical bars v

EIEIEIEIEI!DEIEIEIEIEIEIEIEIDDDDDDDDDDDDDDDDDDDDDDDD'G)EI[IEI
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Title Apache log model

Capture regexp A ENsH F s N L s L s

LY

Fields pagina, html_err_code, _tiempo_
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000000000 (Capture regexp)
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Sep 19 12:05:01 nova systemd: Starting Session 6132 of user root.
Sep 19 12:05:01 nova systemd: Starting Session 6131 of user root.
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gogo:

Starting Session \d+ of user (.*?)\.
oooog:

username
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“ Advanced options

Display mode | Graph log results |w

Use capture mndele | Apache sccesses perclient and status |~ f @ Create new model

Graph type | ‘ertical bars |

‘ SE.archQH Exportto CSV »

20

goobooooggn
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00000 00000000000000000000000d (SavefilteDOO0OO0OO0ODOOOO
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Monitoring / Log viewer

Log viewer o % @ a
#  Filters
Search mode Order
Allwords W Descending W
Search Group
] O All v
Select dates by range Start date
custom ~ ,‘
Load filter X
Agent
Load filter .

All
- |

Loadjgter E

»  Advanced options e

[ Savefilter B ] [ Load filter [Bj ] [ Export to CSV -ﬂ-]
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OO00O0OgNG77000
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Pandora FM5S

=
@ PANDORAFMS the Flexible Monitoring System

Monitoring / Log viewer

Operation Management . e
Log viewer 0
#  Filters
a Meonitoring hdl
tf’ Topology maps e
I | .
<) Reporting v Searchmode | ajl words v
"' Events e
W Favorite e Search
Log viewer = D t
Databases log view...
Workspace ""'
Pﬂ' b Select dates by range
x Tools bl
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2023/02/27 10:14:153 End date

All -

Please choose a title

000000 000000D000DODOOO0O (Favorite) (OO (Operation) 00 00)0000OO0O0OO0O
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Pandora FM5
the Flexible Monitoring System

@ PANDORAFMVIS =

Operation Management
# Pandora FMS Overview
a Monitoring V
LK)
% Topology maps V
‘.J- Reporting . Server health i 1
Monitor health [ I
5’ Events e
. Module sanity [ I
W Favorite ~
Alert level | I
Visual Console V
Reporting o .
Defined and triggered alerts
Metwork map e
Modules e "' - " -
Log viewer e
Maonitors by status
Groups o
Events V a
Dashboard v E]
Agents e e
Fﬂ! Workspace o
}! Tools V

oooodgod
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Windows O Unix 000000000000 OO00OOO

Windows [0 [ [J
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Logchannel module

41/43


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

module begin

module name MyEvent

module_ type log

module logchannel

module source <logChannel>

module eventtype <event type/level>
module eventcode <event id>

module pattern <text substring to match>
module description <description>

module end

Logevent module

module begin

module name Eventlog System
module type log

module_ logevent

module source System

module end

Regexp module

module begin

module name PandoraAgent log

module_ type log

module regexp C:\archivos de programa\pandora agent\pandora agent.log

module description This module will return all lines from the specified logfile
module pattern .*

module end

guooobbugooooobbguoooobooboooooon

module type log

000000 module typelogD ODODOD0O0ODODOODO00ODOODOO0OODOODOOOODODOO
gobobbbboooooobobbobbbodoooobobbbobbouooooobbbbougg
gobbbbbuogoogobbbbbouooooobbobboooooon

O0: 00000000000 5000000000Enterprise0000000000DOODOO0OO
goobboboboododd

UnixOOOO
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module plugin grep log module /var/log/messages Syslog \.\*
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O000000000O0(grep logDO0O00OO0Ogrep log module 00D OOO0OOOODOOOO0O
000000000000 “syslog" 000000000000 DOO0ODOOODODODOODOOODDOOd
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Pandora FM3 e R ™ — R Y- =
the Flexible Monitoring Syatem z i Q — o [-1 i ) - .... |_ »
pandorafms O @& 0O E = TSR

pandorafms & = Agent contact 0o

Interval S minutes

Last contact / Remote I minutes 04 seconds /

ALgusT 19, 2020, 10:43 am
Jﬂl e Mext contack 107
192.188.207 135
a F2168.207.13 Group R
Q) 7-NG745(Buna 200804
REsoUurces Secondary groups A
Created by hodai
Parent A
E] Remoie corfiguraton enabled
®: 1 @13 Last status change 1 minutes 08 seconds
% Agentinfo
»  Agent access race (Last 24n) »  Events (Last 24h)
% List of modules @ 2 1 @® 13
% Full list of alerts
" LOg sources status
Source Review Last contact
Hupdaccess Q 2 minutes 08 seconds

PandoraFMS OO OO QOUOQOOOOO
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