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Permissions Policy usage Policy versions Access Advisor

{}JSON Edit policy
Q -
Service Access level
Allow (4 of 171 services) Show remaining 167
Billing Limited: Read
CloudwWatch Limited: List, Read
Cost Explorer Service Full access
EC2 Full: Read Limited: List

jSsoNO00000D0Oo0ooooon

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorQ",

"Effect": "Allow",

"Action": [
"ec2:Describelnstances"”,
"ec2:DescribeVolumesModifications",
"ec2:GetHostReservationPurchasePreview",
"ec2:DescribeSnapshots"”,
"aws-portal:ViewUsage",
"ec2:DescribePlacementGroups"”,
"ec2:GetConsoleScreenshot",
"ec2:DescribeHostReservationOfferings"”,
"ec2:DescribelnternetGateways",
"ec2:GetLaunchTemplateData",
"ec2:DescribeVolumeStatus",
"ec2:DescribeScheduledInstanceAvailability",
"ec2:DescribeSpotDatafeedSubscription”,
"ec2:DescribeVolumes",
"ec2:DescribeFpgalmageAttribute”,
"ec2:DescribeExportTasks",
"ec2:DescribeAccountAttributes”,
"aws-portal:ViewBilling",
"ec2:DescribeNetworkInterfacePermissions",
"ec2:DescribeReservedInstances",
"ec2:DescribeKeyPairs",
"ec2:DescribeNetworkAcls",
"ec2:DescribeRouteTables",
"ec2:DescribeReservedInstancesListings"”,

Resource

rEs0Urces

resources

resources

resources
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"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
:DescribeVpcEndpointServiceConfigurations",
"ec2:

"ec2

DescribeEgressOnlyInternetGateways",
DescribeSpotFleetRequestHistory",
DescribelLaunchTemplates",
DescribeVpcClassicLinkDnsSupport",
DescribeVpnConnections"”,
DescribeSnapshotAttribute”,
DescribeVpcPeeringConnections",
DescribeReservedInstancesOfferings",
DescribeIdFormat",

DescribePrefixLists",

"cloudwatch:GetMetricStatistics",

"ec2

"ec2

"ec2

"ec2

:GetReservedInstancesExchangeQuote",
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
:GetPasswordData",
"ec2:
:DescribeImageAttribute",
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
:DescribeDhcpOptions",
"ec2:

DescribeVolumeAttribute",
DescribelInstanceCreditSpecifications"”,
DescribeVpcClassicLink",
DescribeImportSnapshotTasks",
DescribeVpcEndpointServicePermissions"”,

DescribeScheduledInstances",

DescribeVpcEndpoints",
DescribeReservedInstancesModifications",
DescribeElasticGpus",

DescribeSubnets",

DescribeVpnGateways",
DescribeMovingAddresses",
DescribeAddresses",
DescribeInstanceAttribute",
DescribeRegions",

DescribeFlowLogs",

DescribeVpcEndpointServices"”,

"ce:GetCostAndUsage",

"ec2:

DescribeSpotInstanceRequests”,

"cloudwatch:ListMetrics",

"ec2:
"ec2:
"ec2:

DescribeVpcAttribute",
GetConsoleOQutput",
DescribeSpotPriceHistory",

"ce:GetReservationUtilization",

"ec2:
"ec2:
"ec2:

DescribeNetworkInterfaces",
DescribeAvailabilityZones",
DescribeNetworkInterfaceAttribute",

"ce:GetDimensionValues",

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
:DescribeIdentityIdFormat",

"ec2

DescribeVpcEndpointConnections",
DescribelInstanceStatus"”,
DescribeHostReservations",
DescribelamInstanceProfileAssociations",
DescribeTags",
DescribelLaunchTemplateVersions",
DescribeBundleTasks",
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"ec2:DescribeImportImageTasks",
"ec2:DescribeClassicLinkInstances"”,
"ec2:DescribeNatGateways",
"ec2:DescribeCustomerGateways",
"ec2:DescribeVpcEndpointConnectionNotifications",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSpotFleetRequests”,
"ec2:DescribeHosts",
"ec2:DescribeImages",
"ec2:DescribeFpgalmages",
"ec2:DescribeSpotFleetInstances",
"ec2:DescribeSecurityGroupReferences"”,
"ec2:DescribeVpcs",
"ec2:DescribeConversionTasks",
"ec2:DescribeStaleSecurityGroups",
"ce:GetTags"

1)

"Resource": "*"
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User name -

Roles
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Identity providers
Account settings

Credential report

Encryption keys
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Pandora FIMS Enter keywords to search () f:, ° = N VY (] » [Ca

the Flexible Monitoring System

Aws S3

Task name Scan buckets

Discovery server pandorafms «

Group Applications N

|I'|tEWEI| Defined % | Sminutes .'

Tentacle options

Select Buckets to be monitored
=] us-east-1

BUCKET-s3-bucket1
[[] us-east-2
[ us-west-1
] us-west-2

ca-central-1

[[] sa-east-1

Mext

ONext) 000 0D0O0O0OO0OOO0OOO0OOOO0OOO0DOOODOODOODOOODOOOOOOO
000000 OO(FinishyDOOODOODOOOODODOOQAWSOOOODOODODOoOoooooooooo
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bucket.size <bucket-id> (region)
bucket.items <bucket-id> (region)
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e Microsoft Azure® OOOOOOOOOO
e “Azure Active Directory” DO DO ODODOO

- S azure dired A -

Services Marketplace

@ Azure Active Directory

@ A Azure Maps Accounts Documentation
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Mo results were found. Resource Groups

e 'App registrations'> 'New registration' 0 00 0 OO
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Ei‘i Default Directory - App registrations

Azure Active Directory

| D Search (Ctrl+/) | « == New registration s Endpaoints

- o Welcome to the new and improved A

D Overview

:" Getting started A\ Looking to learn how it's changed f
Still want to use App registrations {

Manage

& Users All applications  Owned applicatio

.;,; GrDLIpE | p Start r_:r'.rl.".".'g a name srﬁpp.'.-c.at.-}:lr.- 10 te

80 Organizational relationship DISPLAY NAME

- . -

pa Roles and administrators H example-app-registration

i Enterprise applications

B Devices

i#  App registrations

i#  App registrations (Legacy)
&} Identity Governance

" Application proxy

e JODOOOODDOO
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Register an application

* Name

The user-facing display name for this application (this can be changed later).

‘ example-app-registration o

Supported account types

Whao can use this application or access this API?

g e

@ Accounts in this organizational directory only (Default Directory)

L ——————— g P |

O Accounts in any organizational directory

O Accounts in any organizational directory and personal Microsoft accounts (e.g. Skype, Xbox, Outlook.com)

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

‘ Web A | | e.q. https,//myapp.com/auth

e Application (client) ID client id O 0O O Directory (tenant) IDdirectory 000000000

16/27

Home » Default Directory - App registrations » example-app-registration

EE‘; example-app-registration

[ D [search (Ctrles) l hd @l Delete & Endpoints
B Overview
o Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more
&4 Quickstart
Manage f . : : B .
Display name . example-app-registration Supported account types : My organization only
B8 Branding Application (client) 1D XXXEXX 1 Redirect URIs : Add a Redirect URI
) Authentication Directory (tenant) 1D - XX Managed application in ... : example-app-registration
bject | :
Certificates & secrets Object ID XXXXXX
2
2 APl permissions
& Expose an AP Call APls Documentation
& Microsoft identity platform
¥ Owners F 9 v ] Ah__T:'p.
@] Py uthentication scenarios
il Manifest = Authentication libraries
= Code samples
x 3 s 33 o -
Support + Troubleshooting - % Microsoft Graph
Glossary
A Troubleshooting Build more powerful apps with rich user and business data Help and Support
. from Microsoft services and your own company's data
w MNew support request sources,

View APl Permissions
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e 100 'certificates &secrets' 0D OO0 O0OUOOUOOOOOQ

Certificates & secrets

THUMBPRINT START DATE  EXPIRES

2 API permissions

& Expose an AP Client secrets

® Owners A secret string that the application uses to prove its identity when requesting a token.

Also can be referred to as application password.
N Manifest

Support + Troubleshooting Mew client secret

#% Troubleshooting DESCRIFTION EXPIRES VALUE
2 New support request demo secret2 12/31/2299 1) i DI |
demo secret 12/31/2299 T AR LA LT ﬁ

0000000000000 00Oapplication secret
goodod

gbobogoogd

0000000000000 000000000000000%ome”" 0O00000D0OO0O0DOOOO
goooobooodd
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Microsoft Azure £ Sparch resources, services, and docs

“©

AzZure services Seeall (100+) Create a resource

+ Create a resource

S0L databases

- —
M Home S E @
(S &
(& Dashboar Virtual machines App Services Storage accounts
*= All services
FAVORITES
A Microsoft Learn (=) Azure Monitor
All resources b . \ .
= Learn Azure with free Maonitar your apps and
() Resource groups online training from infrastructure

Microsoft
# Quickstart Center

50 App Services

<> Function App Recent resources Seeall your recent resources >

& SOL databases NAME TYPE
&7 Azure Cosmos DB Free Trial Subscription
£ virtual machines Bl test Virtual machine

4% Load balancers
= storage accounts
2 Virtual networks

b Azure Active Directary

- N

O00000D00000d"“Access control (IAM)" DO OO0OOOO

+.® Free Trial - Access control (IAM)
hd Subscription

| L Search (Ctil+/)

. ~ |: Add role assignment
G. Overview L

E Activity log Add co-administrator

1
2ia Access control (IAM) I

See all your resources >

Azure Database for
PostgreSQL

Azure Cosmos DB

Security Center

Secure your apps and
infrastructure

LAST VIEWED
21 h ago

7dago

| m

mianage access w o ALure resources for users, groups, service pri
scope by creating role assignments. Learn more &

7% Diagnose and solve problems Mame @ Type @
O Security | Search by name or email | | All
Events 2 items (2 Service Principals)

|:| NAME

Cost Management

00000000000000000000000 “reader 0000000000


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

Add role assignment s

Role @

Reader A

Assign access to @

Azure AD user, group, or service principal N

Select @

example-app-registration

example-app-registration

“save" O 0DO0OD0OODOODOODOOOOODOODODOO

OO000OOpandora-cm-api 00000000000 O0DOOODOOODOOODOOOO

PandoraFMS OO OOOO

Pandora FMS O O O 0O O Microsoft Azure® D000 O0D00O00O0OOD0OOOUOOUOOODOOOOO
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gooodd

ODO000000D0O0oooO(Profiles)>00000000000OO(Manage agentgroups) 0 OO0
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@ Service account details

Grant this service account access to project
(optional)

Grant this service account access to My First Project so that it has permission to
complete specific actions on the resources in your project. Learn more

Role Condition

[ ]
Compute Network Viewer Add condition

Read-only access to Compute Engine
netwaorking resources.

Role Condition -
Compute Viewer A u
P Add condition
Read-only access to get and list information
about all Compute Engine resources,
including instances, disks, and firewalls,
Allows getting and listing information about
disks, images, and snapshots, but does not
allow reading the data stored on them.
Role Condition -
Monitoring Admin hd .
g Add condition

All current and future monitoring
PErmissions

-+ ADD ANOTHER ROLE

CONTINUE

€ Grant users access to this service account (optional)

DONE CANCEL
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