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PacnpoctpaHeHue Tonosnoruu: Satellite Server

Satellite Server

BBepeHue

Satellite Server ncnosb3yetcs onsa obHapy>XeHUs 1 MOHUTOPUHIa yAaJIeHHbIX CEeTen U
obopynoBaHus, nmbo ceTeBbIX 3NeMeHTOB (routers, switches, n T.4.) Yyepe3s SNMP unu ICMP, nnéo
cepsepoB MS Windows® (4epe3 WMI) unu Linux® (4epe3 SNMP). 3T0 He «00bI4HbIA» CepBep, ero
CKOpee MOXXHO pacCcMaTpuBaThb Kak MPOrpaMMHbIN areHT C PaCLUIMpPEHHbIMY
(OYHKLMAMMN, ITO 0COBEHHO NOME3HO AN MOHUTOPUHIA YAANEHHbIX CeTel, HeJOCTYMHbIX C
cepsepa Pandora FMS, 1 rge Mbl TakXXe He MOXXeM YCTaHOBUTb NPOrPaMMHbIX areHTOB.
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Satellite Server paboTaeTt kak B Windows®, Tak 1 B GNU/Linux® (pekoMeHayemas onepaLnoHHas
CMCTEMA) N UMEeET HEKOTOPbIE 0CODEHHOCTHN, KOTOPLIE AeNaloT ero ocobeHHbIM, bonee 4yem
NoOAXOOALWMUM ANS ONpefesieHHbIX Cpea.

e OH MOXeT BbINOJHATL ceTeBble TecThl (ICMP, Latency n SNMP v1 1 v2) € 4Ype3BblHalHO BbICOKOW
ckopocTbto (500 npoBepok B cekyHAy). Ansa SNMP v3 Heobxoanmo
, @ U3-3a WNhPOBaAHNA OaHHbIX NPoBepKa byneT meHee ObICTPONA.
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e OH oTNpaBAsieT faHHble Ha CepBep TOJIbKO Kaxble X ceKyHZ (no ymonyanuio 300), HO MoxeT
BbIMOJIHATb TeCTbl IaTeHTHOCTK, ICMP 1 SNMP ¢ MeHbLIMM nHTepBanoM (Hanpumep, 30 cekyHA),
4T0bbI, €C/IN COCTOAHNE U3MEHNTCS, HEMeAJIEHHO YBEAOMSATb CepBep. ITU U3MEHEHNS COCTOSHUS
LO/DKHbI ObITb ONpefeneHbl 3apaHee, ecv TUN MoAyns He aABaseTcs * proc (Hanpumep, ceTeBble
nHTepgencel nnm obline ceTeBble COeANHEHNS).

e OTO aBTOHOMHbIV CepBep, OH He TpebyeT noaknyeHns K 6ase gaHHbIx Pandora FMS. OH
OTnpaBnseT BCe AaHHble B (hopMaTe XML, noaTomy paboTaeT Kak He3aBUCUMbIN cepBep, NOA0OHO
NPOrpaMMHOMY areHTy B pexunme bpokepa nnn cepepy 3KCrnopTa.

¢ OH nMeeT MexaHun3M aBToobHapyxeHunsa ansa SNMP n WMI, Tak 4To OH co3aaeT 0bHapy>XeHHbIe
areHTbl (no IP-agpecy), 0bHapyXnBaeT ANHAMUYECKNE 3JIEMEHTHI (CEeTEBbIE MHTEP(ENCHI,
XpaHWnLLa) N OTCNEXUBAET X aBTOMATUYECKN.

e B cuctemax Windows® oH obHapy>XunBaeT ANCKW, MPOLLECCOp U NaMsThb.

e B ceTeBbIx cuctemMax ¢ SNMP oH obHapy»xmBaeT coCTOAHME NHTepgenca, BXOAALNA N NCXOOALLLMIA
Tpauk Ha UHTeP(ENC, a TakXKe UMS CUCTEMBI.

e ABTO-CO3aBaeMble MOAYAN MOTYT ObiTb M3MEHEHbI, KaK 1 060 Apyron Moay/b, MyTeM
YyNpaBJIEHNS areHTOM U3 KOHCONW, KaK ecnin Bbl 3T0 Bbia 06bI4HbIN AreHT (B pa3gene MaccuBHbie
onepauuun; Satellite).

e Bbl MOXETe C034aTb areHTOB BPY4YHYI0, CO34aB haln KOHGUrypauum areHTa B KaTtanore
KOHurypauwmm Satellite Server (06baCHEHNE NPUBELEHO HUXKE).

Bepcua NG 759 nnmn 6onee no3gHsas.

e HauynHas c Bepcumn 759 NG, Kak cepsep Satellite, Tak n cepsep Enterprise Network Server
nogaepXuaatoT IPv6 BO BCeX paClUMpPeHHbIX PYHKLNOHAJIbHbIX BO3MOXXHOCTSAX.
BblCOKONPOM3BOANTENbHbLIN KO, KOTOPbLIA paHee nogaep»xmBancsa TonbkKo B IPv4, Tenepb
npuMeHseTcs n B IPv6, paclumpss cyLwecTByoLwme BO3MOXHOCTN polling.

MoLuHOCTDb

MakcmnmanbHaa MolHocThSatellite Server NOAHOCTLIO 3aBUCUT OT cepBepHOro obopynoBaHmMs, Ha
KOTOPOM OH paboTaeT, 1 TMna NPOBEPOK, KOTOpble HeEObX0AMMO BbINOHUTL. B TecToBOM Cpege
HaM yaanock BbiNoAHUTL 500 ICMP 1 SNMP npoBepok B ceKyHAY, HO 3TO CUJIbHO 3aBUCUT OT
BPEMeHW OTKJIMKA yAaJIeHHOr0 YCTPONCTBA (BpeMs OTKANKA B 10 MUSISIMCEKYHS - 3TO HE TO Xe
camoe, 4YTO BpeMs OTK/IMKA B 2 CEKYHAbI). B naeasbHbIX TEOPETUYECKNX YCI0BUAX C MOMOLLbIO
ogHoro Satellite Server MoXXHO KOHTponmposaTb 0kos10 150 000 cpencTs KOHTPOIA. B peasibHbIX
ycnoBusx okoso 50 000 moaynen 611 NpoTeCcTUpoBaHbl B 601ee nnm MeHee KOHTPOMpPYEMOW
cpege (nokanbHble ceTun) ¢ noMowbio Satellite Server Ha KoMNblOTEpPe € 04€Hb OUCKPETHbLIM
obopypnosaHuem (npoueccop Intel i5®, 2 'y, 4 I'b O3Y).

Ecnn nmeeTcs MHOro Moayfnen B KPUTUYECKOM COCTOSHUN,
NPON3BOANTENIBHOCTb MOXKET CMJIbHO NOCTpaaaThb..
HacTpoeHHbIN TanMayT Takxe HeobX0ANMO YyYNTLIBATS,
MOCKOJIbKY 3@ TalMayT BbINOJIHAETCS TOJIbKO OfHa
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Kputn4yeckas nposepka. Ecam y sac 1000
HeobpaboTaHHbIX MOAYeN, a TalnMayT yCTaHOB/EH Ha 4
CeKyH[bl, TO AJ15 BbIMOJIHEHNS BCEX 3TUX NPOBEPOK O4HUM
notokom notpebyetcsa 4000 cekyHa.

YcTaHOBKa

Satellite Server pacnpocTpaHsaeTcs Kak tarball (GNU/Linux®) nnn .exe (Windows®), no3ToMy HeT
HeobxoaMMoCTK ycTaHaBAMBaTb Perl nnu kakne-nnbo gononHmutensHble bubnnotekn. Pabota Ha
Bepcuax Windows® mnu Linux® Hu4eM He oTanydaeTtcs. B cnyvyae Windows® OH ycTaHaB/MBaeTCA
B KayecTBe cybbl, a B clyyae Linux® - B KayecTBe AeMOHa CMCTeMbl. KOHPUIypaLMOHHbIN
dann n cneundmrkaumm 060nMx NAEHTUYHBI.

Bepcusa Linux gna Satellite Server 3aBUCAT OT BHELIHUX NAaKETOB, KOTOPbLIE YKa3aHbl B
COOTBETCTBYIOLLEM pa3gesne 4aHHOW SOKYMeHTaLM N,

YcTtaHoBKa Satellite Server B Linux

PekomeHpyemas onepaumoHHas cuctema GNU/Linux - CentOS.. lMNocne 3arpy3kun nakeTa,
cogepxxallero Satellite Server, HeobxoaMMo NepenTn B NaNKy 3arpy3kn ¢ NpUBMAErnamMm root un
pacrnakoBaTb ABOWYHbIN hann:

tar -xvzf pandorafms satellite server X.XNG.XXX x86 64.tar.gz

Mocne 3Toro bygeT co3paHa nanka ¢ uMeHeM satellite server. lepenguTe B 3Ty Nanky,
BBEAS:

cd satellite server/

Mpexxae 4em NpUCTYNUTb K YCTaHOBKE, He0BX0AMMO NPOSCHMTL, Kakne yHAaMeHTallbHble


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

3aBUCMMOCTN uMmetoTca y Satellite Server: Perl, Braa, Wmic, Fping n Nmap.
YcTtaHoBuTe Perl ¢ nomoLLblo cnefytowen KoMaHabl:
yum install perl

3aBucmmocTy Braa 1 Wmic npunaratoTcs K nporpamme yctaHoBku. Fping u Nmap 0o/kHbl 6bITb
YCTaHOBJIEHbI OTAEJIbHO:

yum install fping nmap
YT0b6bI ycTaHOBMTL cam Satellite Server, Heobxo04MMO BbINONHUTL KOMaHAY YCTaHOBKMU:

./satellite server installer --install

[Mocne 3aBepLUeHNs npouecca HeobxoaMMo oTpedakTMpoBaTb (haa KoHgpurypauun satellite,
PacrnonoXeHHbI Mo afpecy:

/etc/pandora/satellite server.conf

B CentOS sasnsetca VIM. Hanaoute TokeH
pandora license, OTKOMMEHTUPYNTE ero 1 BBeAuUTe NnLeH3no cepeepa Pandora FMS
Enterprise. [Tocne 3Toro Bbl MOXXETe COXPaHUTL ala 1 3anyCcTuTb cyXby, BbINOAHMB
cnenytoulee:;

sudo /etc/init.d/satellite serverd start
B cnyvae ntobon owmnbkm nnm c6osi Bbl MOXXETE NPOBEPUTL (halsl XKypHaaa no agpecy:

/var/log/satellite server.log
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YctaHoBka B Windows

3anycTuTe NporpaMmy yCTaHOBKMU C LMDPOBON NOANUCKLIO (Bepcma 762 1 Bbile), HaxxMuTe Yes:

User Account Control

Do you want to allow this app to make
changes to your device?

~ pandorafms_satellite_server_7.0NG.762_x86_
64_signed.exe

Verified publisher PANDORA FMS LLC

File origin: Hard drive on this computer

FProgram location: "CA\Uszers\JimmyDownloads
\pandorafms_satellite_server_7.0NG.762_x86_b64_signed.exe”
Show information about the publisher's certificate

Change when these notifications appear

Hide details

BbibepuTe A3bIK AN YCTaHOBKMW:

Installer Language

Flease select a language.

English

Ha)xmnTe Ha «Crnepyouiee»;
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@ Pandora FMS Satellite Server 7.0MG. 762 Setup

Pandora FMS Satellite Server
~# PANDORAFMS 7.0NG.762 Windows

This wizard will guide you through the installation of Pandora
FMS Satellite Server 7.0MG. 752,

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue.

BbibepnTe MecTo AN YCTaHOBKU NPOrpaMMmbi:

@ Pandora FMS Satellite Server 7.0MG. 762 Setup

Choose Install Location
Choose the folder in which to install Pandora FMS Satelite Server 7.0MNG. 762, @

Setup will install Pandora FMS Satellite Server 7.0MG. 762 in the following folder, To installin a
different folder, dick Browse and select another folder. Click Install to start the installation.

Destination Folder

C:'\Program Files (x856)\PandoraFMS\Satelite Server

Space reguired: 45, 9MB8
Space available: 31.8GE

PandoraFmMs «7.0



https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

pandorafms 9/41

Takxe Heobxoanmo byaeT ycTaHoBUTb WinPCap. Ha 3TOM 3Tane yCTaHOBKM MOSIBUTCS OKHO
YCTaHOBKMW.

{37 WinPcap 4.1.3 Setup

k‘ » License Agreement
n ch Please review the license terms before installing WinPcap 4. 1.3,

Press Page Down to see the rest of the agreement.

opyright (c) 1999 - 2005 MetGroup, Politecnico di Torino (Ttaly).
Copyright (c) 2005 - 2010 CACE Technologies, Davis (California).
Copyright (c) 2010 - 2013 Riverbed Technology, San Frandsco (California).
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disdaimer.

2, Rgdistribuﬁprjs in b_inary Fo_rm_must repr_ndu_::e the above mm_rright notice, this _Iist of w

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install WinPcap 4. 1.3,

Mullzaft Install System w2, 46

= Back || I Agree | | Cancel

YcTaHoBuTe BKoYeHUe WinPCap npu 3anycke MallUHBbI:
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{51 WinPcap 4.1.3 Setup

4.1.3

U) , Installation options
n caP Please review the following options before installing WinPcap

Automatically start the WinPcap driver at boot time

Fullsoft Install System w246

Mocne 3aBepLueHns ycTaHoBky WinCap Bbl yBUAUTE CNEAYIOLLNA SKPaH:

{51 WinPcap 4.1.3 Setup

Completing the WinPcap 4.1.3
Setup Wizard

WinPcap 4. 1.3 has been installed on your computer,

Click Finish to dlose this wizard,

< Badk Cancel

BeeauTe nuueH3noHHbIN KNty Pandora FMS Enterprise, 4Tobbl NPOA0/IKNTL YCTAaHOBKY:
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@ Pandora FMS Satellite Server 7.0MG.762 Setup

Pandora FMS Agent for Windows Configuration
Set up pandora_agent. conf file

Enter your Pandora FMS server license Key

License Key License Key

PandoraFrs «7.0

B cnepytouwiem pasgene HeobxoamMMo HaCcTPOUTb aapec cepeepa Pandora FMS gnsa oTnpaBku
[LlaHHbIX; MOXKHO onpenennTb NpaBuia CKaHMpoBaHUs cetn gna Satellite Server.
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@ Pandora FMS Satellite Server 7.0MG.762 Setup

Pandora FMS Agent for Windows Configuration
Set up pandora_agent. conf file

Write here the IP of FOQM address to your Pandora FMS server

Pandora FMS Server address: myserver.ipaddress.net

Configure the network or netwarks you want to make the RECON

Metwork addresses 192, 1658.0.0/24,172.16.0.0/16

PandoraFMs w70

Y7066l BCE U3MEHEHWSA BCTYNWAN B CUY, HEOOXOAMMO Nepe3arpy3nTb MaLLUHY.

@ Pandora FMS Satellite Server 7.0MNG. 762 Setup

Completing the Pandora FMS
P PANDORAFMS Satellite Server 7.0NG.762 Setup

Pandora FMS Satellite Server 7.0MG. 752 has been installed
on your computer,

Click Finish to dlose this wizard,

[+] Run Pandora FMS Satellite Server 7.0NG. 762
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Mocne 3aBepLUeHNs NpoLecca Bbl MOXKETe 3aMnyCKaTb M 0CTaHaB/MBaTb cyXby Satellite Server

PFMS un3 meHio Myck Windows.

®PyHKuuoHuposaHue mopynen WMI B HekoTopbix Bepcuax Windows

Mo coobparkeHmam 6e3zonacHocTn Windows® B HEKOTOPbIX BEPCUSAX OrpPaHNYeHbl MOb30BaTENN
ANnda ynaneHHblx 3anpocos WMI. B cnyvyae ecnm 3Ty 3anNpocCkl HE MOTYT OCYLLLEeCTBIATLCA,
peleHnem aBaseTcs 3anyck cnyxbol Satellite Server oT umeHn agMuHUCTpaTopa.

Mpouecc fo/MKeH NPOUCXOANTL CieayioLnum obpasom:

OTKponTe CepBuUChI:

All Apps Documents Settings Photos

Web More -

Best match

Services
App

Apps
# Component Services ’
Settings

[*2 Use online services with Narrator >

Ha)XMnTe Ha 3Ha4yoK cepBuca u 3anaunTte B CBONCTBA:

b+

Services

App

) Open
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% Services — O >
File Action View Help
¢ HEGE HE »mnw
. Services (Local] 5‘;‘ Services (Local)
Pandora FMS Satellite Server MName Description Status Startup Type Log ™
. Network Setup Service e Metwor... anual (Trig... Loci
EEN k Setup 5 The M M | {Trig L
Start the service # . . . . i
5k Network Store Interface Ser...  This service ... Running  Automatic Loci
L'z{; Offline Files The Offline ... Manual (Trig... Loci
Description: L‘J:!;OpenSSH Authentication A, Agent to ho.., Disabled Loci
Pandora FM5 Satellite Server i€} Optimize drives Helps the c... Manual Loci

andora FMS Satellite Server
L':!;Parental Controls

'-.':J_';Pa}rments and MFC/SE Man...

'-.':!;Peer Mame Resoluticn Prot...

L':{;Peer Metworking Grouping

'-.'J:J_';Peer Metworking ldentity M...

@;Performance Counter DLL ...
L':{;Perfu:urmance Logs & Alerts
L‘J:!;Phnne Service
@;Plug and Play

{C1PNRP Machine Name Publi...
L':!;Pu:urtable Device Enumerator...

L':J_';Pu:uwer
'-.'EJ_';Print Spooler

L':{;Printer Extensions and Motif...

) PrintWorkflow_2a846
€

Pandora FM...
Enforces pa...

Manages pa...
Enables serv...
Enables mul...
Provides ide...
Enables rem...
Performanc...
Manages th...
Enables a c...
This service ..
Enfarces gr..
Manages p...
This service ..
This service ...

Provides su...

Running

Running

Running

Running

Automatic
Manual

Manual (Trig...

Manual
Manual
Manual
Manual

Manual

Manual (Trig...

Manual

Manual

Manual (Trig...

Automatic
Automatic
Manual
Manual

Log
Loc
Loci
Loci
Loci
Loci
Loci
Log
Loci
Loci
Log
Loc
Loci
Loci
Loci v
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Extended AStandard f

B okHe BonTtun BblﬁepVITe YHETHYIO 3anncb C npaBaMn agMMHNCTPaTOPa N NPpUMEHNTE NSMEHEHNA:
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H G5
Pandora FMS Satellite Server Properties (Local Cormnputer) *
Senvice |
General LogOn  Recovery Dependencies 1
ora FM!
Log on as:
the serd
sthesel ') Local System account
rt the e Allow service to interact with desktop i
(® This account: |.'-Jimm'_.' | Browse...
iption:
ora FM3 Password: |""' |
I ndows
/pandg L
Corfim password: |'"" | fdministra
LY service =
ator user
o]l
Ext =
Cancel Apply

ANna npUMeHeHNs n3MeHeHUNn HeobXoAnMOo nepe3anyCcTuTb Cyxoy.

HacTpomka

Bce napameTpsl, Tpebytowmne TariM-ayT (BpeMS OXXUAaHUSA) AOSKHbI ObITb YKa3aHbl B CEKYHAAX
(no ymonyaHuto 300 cekyHA paBHbl 5 MUHYTaM).

Ba)XHO OTMEeTUTb, YTO BpeMs oTBeTa U MHTepBasibl SNMP 3aBUCAT OT U3MEHEHNsA COCTOAHMUS. B
cny4ae bysieBbix NPOBEPOK (COCTOAHME NOPTaA, COCTOSHME MaLUMHbLI), NOPOr, onpeaensowmmn
N3MEeHeHMe COCTOAHUSA, ABSIAEeTCA aBTOMAaTMYeCKMM. B ciiy4yae YnCnoBbIX 3HaYeHU (3a4epxKa,
ceTeBon Tpaumk Ha nHTepdence, ANCKOBOE NPOCTPAHCTBO, MPOLLECCOP U T.4.), OH OCHOBLIBAETCS
Ha MOPOroBOM 3Ha4yeHuW. Mo YMOIHaHMIO MOPOroBble 3HAYEHUSA He ONpeaensTCs; 370
Heobxo4MMO caenaTb B OnpefeneHnn Mogyns.

agent_interval

agent_interval xxx

Mo ymonyaHuio, 300 cekyHA (5 MUHYT). 9TO BpeMS, Yepes KOTOPOE AaHHbIE OTNPaBAATCA Ha
cepBep, He3aBUCKMMO OT TOro, AenaeT v npoBepku Satellite Server yepes bosee KOPOTKUY
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mHTepBas. NMpn Heo6Xo0AMMOCTK, a TaKXKe N0 YMOAYaHMI0, Co34anTe AreHToB Ha
CoOTBETCTBYlOWEM cepBepe Pandora FMS B COOTBETCTBUM C YKa3aHHbLIM 3[,€Cb BPEMEHEM.

agent_threads

agent threads xxx

Kosin4eCcTBO NOTOKOB, MCMNO/Ib3yEMbIX AN OTrpaBku (hannos gaHHbIX XML.

xxxxxx_interval

XXXXXX_interval xxx

BoinonHseT BCe npoBepku (3agepxka, SNMP 1 T.4.) Kaxkable XXX CekyHA. Ecnn cobpaHHble
LaHHbIEe OTINYATCA OT NpeablayLWwmnx, oHN 6yayT OTNpaB/ieHbl B TOT XXe MOMeHT. EC/in oHn He
OT/INYAOTCS, TO OHM ByAyT OTNpaB/EHbI, KOrAa 3TO NPUKaXXeT MHTepBan 3Toro AreHTa. lNonesHo
NPOBOANTL O4EHb MHTEHCUBHbLIE MPOBEPKN 1 YBEAOMAATL TOJILKO B C/IyHae U3MEHEHUS
COCTOSAHUS.

XXXXX_retries

XXXXX_retries xxx

KonnyecTBo NOBTOPOB XXX Npu nposepkax (latency, SNMP, ping n T.4.).

xxxxx_timeout

XXXXX_timeout xxx

TavimayT B CeKyHOax ans nposepok Tuna SNMP, latency u ping.

xxxxx_block

XxXxxx_block xxx

3acTaBsiseT cepBep BbINOJHATL 3anpockl (latency, ping n SNMP) 6nokamum no XXX 3anpocoB. Yem
BblLLE 3TO 4Yncno (Makcmmym 500), Tem b6osbLue Bbl bByaeTe MMeTb BblYUCANTENBHON MOLLHOCTU, HO
3T0 OyneT yBennyinmBaTh 3a4€PXKN. B HEKOTOPLIX CyYasx LenecoobpasHo YMEHbLWNTb 3TO YMCO.
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xxxxx_threads

XXxxx_threads n

KonnmyecTBo NOTOKOB N, Ha3HAaYeHHbIX 18 Ka)XA0ro Tuna NpoBepKn AN 04HOBPEMEHHOM
paboTbl. ByayT 3aBMCETb OT MOLLHOCTY (MpoLeccopa 1 onepaTUBHOM NaMATK) MaLUUHbL. Yem
6onblie NOTOKOB, TeM BosiblLE Harpy3ka Ha CUCTEMY, HO TeM 60JibLLIEN BbIYUCNTENTbHON
MOLLHOCTbI0 OHa byneT obnanaTk. MNpu npesbiweHnn 20 NOTOKOB, B 3aBUCMMOCTU OT CUCTEMBI,
NPON3BOANTENIBHOCTb MOXET YXYALINTLCS.

log_file

log file <path file>

YKa3blBaeT haitn, B KOTOPbIN 3anucbiBaeTcs XypHas Satellite Server, no ymon4yaHuio B
/var/log/satellite server.log.

recon_task

recon_task xxxxx[,yyyyl
IP-agpeca/ceTu, nCnonb3yemble Aa aBTOOOHaAPYXXEHUS, pa3aeneHHble 3anaTeiMu. MNpumep:

192.168.50.0/24,10.0.1.0/22,192.168.70.64/26

server_ip

server ip <IP>

IP-agpec unn DNS-umsa cepsepa Pandora FMS nns otTnpasku uHdopmaunn. JaHHele bynyT
OTNpaBJieHbl Yepes , MO3TOMY CBfi3b C CEPBEPOM A0JIKHA ObITh paspelleHa 1 3aLLmLieHa
Ha nopTy 41121/tcp.

recon_mode

recon_mode <mode discovery>

Pexxum camoobHapyxeHus ( <mode discovery>) gnsa ncnonb3oaHus. CucteMa goJKHa
MCNOb30BaTb Caefdyowme NPOTOKObI AN 0BHapyXeHUs cucTem:

e recon _mode icmp OH npoBepseT, HAXOAUTCA NN XOCT B ceTu (ping), N n3mepseT BpeMs 3aL4epPXKKK.
e recon_mode snmp Ecan ycTponcTtso nogaepxusaet SNMP (Tonbko v1 1 v2), oHo byneT nckaTb Bce
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ceTeBble NHTepdEeNChl 1 NonyYaTb TPAaUK ONA BCEX U3 HUX, a TakXe nx paboyee COCTOAHUE, UMSA U
MeCTOMnoNI0)KeHNe yCTponcTBa. OH ByaeT nNbiTaTbCA NOAKIYNTLCS
. Ans ncnonb3osaHmnss SNMP v3, pacriosHaBaHune
KOToporo He TpebyeTcsa , nepenauTe no KaK HaCTpoOUTb M3BECTHbIE YYeTHbIe AaHHble
JocTyna.
e recon_mode wmi AHafOrM4YyHO NpefbigyLleMy cayyalo, B JaHHOM CJlyvae rnokasblBaeTCs 3arpyska
npoueccopa, NaMaTn U ANCKa (BCe AOCTYMHbI).

recon_community

recon_community <aaa>,<bbb>,<ccc>...

YKa3biBaeT cnucok coobuiectB SNMP <xxx> gna ncnosb3oBaHus B obHapyxeHun SNMP,
pasfeneHHbIX 3anaTbiMK. ICNONb3ynTe 3TOT CANCOK NpKU cCKaHupoBaHu SNMP: ona Kaxaoro
HangeHHoro IP-agpeca npoBepbTe, OTBEYAET JI OH Ha OOHO U3 3TMX COOBLLECTB.

wmi_auth

wmi auth Administrator%spassword[,userspass]

YKa3blBaeT CMNCOK Nap YY4eTHbIX AaHHbIX MOJSib30BaTeNd, KaXaas N3 KOTOPbIX MMeeT hopMaT
<unM$ nonb3oBaTena>%<naposib> N pasaesieHHble 3anaTbIMU.

Hanpumep: admin%1234, supersqwerty. cnonb3yeT 3TOT CNUCOK B ckaHuposaHum WMI. Ona
Ka)XKOoro HangeHHoro IP-agpeca NpoBepbTe, COOTBETCTBYET /M OH KaKon-1nbo m3 aTunx
KOMBUHaLNA.

wmi_ntimv2

wmi ntlmv2 [0]1]

AkTnsupyeT(1l) nnn geaktmsmpyeT (0) ayTEHTUDMKALNIO W ans WMI.

agent_conf dir

agent conf dir <path>

MyTb ( <path>) K KaTanory, B KOTOPOM aBTOMaTUYECKMN CO3AAKOTCA N XPaHATCA
KOH(MIypaLMOHHbIe (halinbl KaXkaoro AreHTa, cosgaHHoro Satellite Server. Mo ymonyaHuto
/etc/pandora/conf. Takne areHTbl Tak)e MOryT ObITb
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group

group <group name>

Onpepenute nMa rpynnbl areHTOB <group _name> rno yMon4aHuio, Co3faHHbIX Satellite Server.
Hanpumep, «Servers».

daemon

daemon [1]|0]

Ecnn ero 3HaveHme paBHO 1, OH 3anyckaeT geMoHa (cepBuc) B hOHOBOM pexmMme (3HavyeHue no
YMOJI4aHMIO).

hostfile

hostfile

9TO aNbTePHATUBHbLIN UAN SOMNONHUTENbHBIA METOA UCCNe0BaHNA CEeTU A5 NOUCKa XOCToB. B
3TOM (halne, Kaxxgas CTPoKa COAepPXUT 0AMH afpec. B KavyecTBe afbTepPHATUBbLI, Bbl MOXKETE
nepenaTb B TOW )Ke CTPOKE UMS XOCTa, 3a KOTOpbIM criegyeT IP, Torga areHT byaeT co3aaH ¢
3TUM UMEHEM U Takxe ByaeT ncnonb3oBaTth 3TOT IP-agpec Ana moaynen (Hanpumep:
192.168.0.2 <hostname>). [Mpn oTnpaBKe 3anpoca ¢ Fping Ha onpeaesieHHbIe afpeca,
pe3ysbTaT foJHKeH 0TobpaxaTbCa OHNaNH, 4Tobbl 3TN agpeca bbin LeNCTBUTENbHBIMK.

pandora_license

pandora_license XXXXXXX

3anuwmnTe n coxpaHuTe nuueHsuto cepsepa Pandora FMS Enterprise, kak Noka3aHo B pasgene
Setup - License KoHconun Pandora FMS.
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Bbl MOXeTe nCnosb30BaTh OOHY U Ty XKe INLEH3MI0 Ha CTosbKKX Satellite Servers, Ha CKOJIbKUX
notpebyeTcs, NOCKObKY 0bLiee KOnM4YecTBO AreHTOB, NCNOb3YIOLWNX INLEH3MIO, MPOBEPSAETCSH
Ha cepsepe Pandora FMS, a He Ha Satellite Server.

remote_config

remote config [1]|0]

Mo yMONYaHUIO aKTUBUPYET Y aaneHHY 0 KoHhUrypaLnio gna obHapy>XeHHbIX AreHTOoB,
HeobXxoanMyt0, eC/M Bbl XOTUTE YNPaBAATb UMW U3 KOHCOM NOCse ux 0bHapyxeHuns. Takxe
Nno3BoNseT yaaneHHo KoOHurypuposaTh caM Satellite Server.
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temporal_min_size

temporal min size xxx

Ecnn cBoboHOE NpOCTPaHCTBO (B MerabanTax) pecypca, B KOTOPOM HAaXOANTCS BPEMEHHbIN
KaTaJlor, MeHbLUe 3TOro 3Ha4YeHNs, NakeTbl AaHHbIX HE FEHepUPYTCA. 3TO NpeaoTBpaLlaeT
3anoJIHEHNE ANCKaA, eC/IN N0 KaKON-TO NPUYMHE CoeanHEHNE C cepBepoM byaeT noTepsHO Ha
ANNTENbHbIA Nepunog BPeEMEHN.

xml_buffer

xml buffer [0]1]

3HaveHue no ymonyaHuio 0. ECim 3HavyeHne yCTaHOBJIEHO Ha 1, areHT coxpaHuT XML-naHHble,
KOTOpPbI€ eMYy He yAas0Cb OTNPaBMTb, YTOObl MOBTOPUTL MOMbITKY MO3XXeE.

Ha Unix, ecan Bbl HaxoauTeck B 6e3onacHom cpene,
nogyManTe 0 CMeHe BPEMEHHOr0 KaTasora, MOCKOJIbKyY
/tmp nMeeT NpaBa Ha 3anuncb Aas BCEX MOJb30BaTeNEN.

snmp_version

snmp_version xx

Bepcua SNMP, koTopas bygeT ncnonb3oBaTbCs No yMoadaHuto ( 1 ). Ytobwl y3HaTb, Kak
nonb3oBaTbca SNMP v3 nepengunte KakK HaCTpOUTb N3BECTHbIE YYeTHble AaHHble
JocTyna.

Mpy N3MEHEHWN 3TOr0 3HAYEHNS HEKOTOPbLIE MOy
MOryT nepecTaTb paboTaTh.

braa

braa <path>

MyTb <path> K gBon4yHomy thanny Braa. 3Ha4yeHune no ymonyaHuwo /usr/bin/braa.

fping

fping <path>
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MyTb <path> k aBonyHoMmy hanny Fping. 3HavyeHune no ymonyaHuio /usr/sbin/fping.

fsnmp

fsnmp <path>

MyTb <path> Kk gBonMYHOMY (hanny Fsnmp. 3Ha4yeHne no ymon4yaHuio /usr/bin/pandorafsnmp.

latency packets

latency packets xxx

KonnyecTtso naketoB ICMP XXX, 0OTNpaBfieHHbIX Ha 3anpoC 3a4epPXKKMW.

nmap

nmap <path>

MyTb <path> k gBoM4YHOMY (hanny Nmap. 3Ha4eHne no ymondaHuo /usr/bin/nmap.

nmap_timing_template

nmap_timing template x

3Ha4vyeHne XXX, yKa3blBaloLlee ypoBeHb arpeccmsHocT Nmap, ot 1 oo 5. OanH o3Havaet
MedJieHHee, HO HaZleXXHee, NATb - ObICTpee, HO MeHee HafeXXHO. 3HaYeHNe N0 YMOAYaHNIO: 2.

ping_packets

ping packets xxx

Konnyectso ICMP-nakeToB, OTrpaBieHHbIX 3@ OA4WH ping.

recon_enabled

recon _enabled [0]1]

AkTusupyet (1) nnn geaktueupyet (0) aBToobHapyxeHne obopyaoBaHuMs.
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recon_timing_template

recon_timing template xxx

MoaobHo , HO MpnUMeHAeTCA OJid CKaHNPOBaHNA CETI.

server_port

server _port XxXxx

MopT cepsepa Tentacle.

server_name

Sserver_name XXXXX

Nms cepeepa Satellite (no ymonyaHuio npuHUMaeT hostname MaluvHbl).

server_path

server path <path>

MyTb <path>, no koTopomy KonupytoTcs anbl XML, ecnm Haxo4UTCA B
nokanbHom ceTtu (no ymonyaHuio /var/spool/pandora/data in).

server_opts

MapaMeTpbl cepBepa, KoTopble NepenatoTcs B Tentacle.

transfer_mode

transfer mode [tentacle|local]

Pexxum nepegayv annos. 3T0 MOXeT ObITb TONILKO TeHTaK/b UM NNOKasbHbLIN (MO YMOMYAHWIO
TeHTak/b).

BTopuuHbIA cepBep

secondary mode [on error|always]
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OcobbiM THMoM 06LLero napaMeTpa KOHDUIypaLun SBASETCS onpeaeneHne BTOPUYHOMO cepBepa.
OH NO3BONSET ONPeaeNuTb CEPBEP, Ha KOTOPbIA OTNPABNAIOTCA faHHbIE, B AOMNOJIHEHME K
CTaHOapPTHOMY cepBepy. PexxuM BTOPUYHOrO cepBepa paboTaeT ABYyMs cnocobamu:

 on_error: OH ByaeT 0TNpaBNATb AaHHbIE HA BTOPUYHbIA CEPBEP TOJILKO B TOM CJlyyae, ec/in He
MOXXET OTMPaBUTb X Ha NEPBUYHbLIA CEPBEP.

* always: [laHHble Bcerga 6yayT oTNpaBAsTbCS Ha BTOPUYHbLIA CEPBEP, HE3ABUCKMO OT TOT0, MOXXHO
NI CBA3ATbCS C NEPBUYHLIM CEPBEPOM UMW HET.

Mpumep KoHGpUrypaummn:

secondary server_ip 192.168.1.123
secondary_server_path  /var/spool/pandora/data_in
secondary_mode on_error

secondary transfer mode tentacle
secondary server port 41121

snmp_verify

snmp_verify [0]1]

BknoyaeT (1) nnm Boikno4vaeT (0) nposepky monynen SNMP v1, koTopble Bbi3biBalOT cOon Braa B
peasibHOM BpeMeHu. 3T Moayam 6yayT oTbpolieHbl 1 6onblie He ByayT BbINOAHATLCA. CMOTpUTE
Kak , TaK 1

snmp2_verify

snmp2_verify [0]1]

BknovaeT (1) unm Boikno4vaeT (0) nposepky monynen SNMP v2, KoTopble Bbi3biBalOT cOon Braa B
peasbHOM BpeMeHu. 3Tn moaynm byayT otbpowweHsl n 6onblie He ByayT BbINOAHATLCA. CMOTpUTE
Kak , Kak n

MpoBepka Mmoaynen SNMP Bepcun 2 MOXET BbITb 04EHb
mMegJsieHHoNn!

snmp3_verify

snmp3 verify [0]1]

BkntoyaeT (1) nnn BoiknodaeT (0) npoBepky moaynenn SNMPv3, KoTopble Bbi3biBatoT cboi Braa B
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peXuMe peasibHOro BpeMeHU. 3T Moaynu byayT oTbpolueHbl 1 6osblie He ByayT BbINOAHATLCS.
CMOTpUTE Kak , Tak 1

startup_delay

startup delay xxx

MoAoXANTE XXX CEKYH[, Nepes NnepBoi 0TNpPaBKon haiiioB AaHHbIX.

temporal

temporal <directory>

BpeMeHHbI KaTasior, B KOTOPOM co3gatoTcs anabl XML, no ymondaHuio /tmp.

tentacle_client

tentacle client <path>

MyTb <path> knneHTa Tentacle. 3HaveHne no ymonyanuio /usr/bin/tentacle client.

wmi_client

wmi client <path>

MyTb <path> k gBonMYHOMY (hanny wmi_client. 3Ha4eHune no ymonyaHuo /usr/bin/wmic.

snmp_blacklist

snmp_blacklist <path>

MyTb <path> k cnncky BbinonHeHns moaynen SNMP. 3HaveHme No ymoa4aHuo
/etc/pandora/satellite server.blacklist.

add_host

add _host <IP-appeca> [uMa_areHTal]

llobasnseT yKaSaHHbIM XOCT B CMNCOK OTCJIeXMBaeMbiX areHToB. [locse IP-agpeca MOXHO yKa3aTb
nms areHTa. MoxxHo 0o06aBUTb HECKONLKO XOCTOB, MO O4HOMY B Ka>X 10 OTOEe/1IbHOW CTpoOKe.
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Hanpumep:

add host 192.168.0.1
add host 192.168.0.2 localhost.localdomain

ignore_host

ignore host <agent name>

Yoansert yKa3aHHbIIZ XOCT U3 CNUCKA KOHTPOJIMPYeMbIX AreHTOB, fa)ke eCc/in OH 06Hapy>KeH npu
BbIMOJIHEHUM 3aa4M CKaHUpPOBaHMA ceTu Recon Task. XocT gonxeH bbITb NnaoeHTUpnUNpPoBaH
nMeHeM AreHTta. MoO)XXHO UTHOPUPOBATbL HECKOJIbKO XOCTOB, N0 OAHOMY Ha CTPOKY. Hanpumep:

ignore host 192.168.0.1
ignore host localhost.localdomain

keepalive

keepalive xxx

Satellite Server coobLiaeT 0 CBOEM COCTOAHUN 1 NPOBEPSAET U3MEHEHUS B YAAIEHHON
KOHurypaunm (AreHToB 1 CBOEN) KaXKble XXX CeKyHA. 3HayeHne no yMmoad4aHuio: 30 CeKyHA.

credential_pass

credential pass xxx

Maposib, UICMO/b3YEMBbI ONS LWMPOBAHNS NaPOSE Mol y4eTHbIX 3anncen. OH OO/MKEH
CoBMajaThb C TEM, KOTOPLIA onpeaeneH B KoHconn Pandora FMS. Mo yMon4aHWio NCNonb3yeTcs
NM$ XOCTa.

timeout_bin

timeout bin <path>

Ecan onpegeneHo, To nporpamma timeout (0bbi4HO /usr/bin/timeout) byaeT ncnonb3oBaThCs
npu Bbi3oBe KaneHTa Tentacle.

timeout_seconds

timeout seconds xxx
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BpeMs oxxugaHus, B CeKyHAax, A5 Nporpammbl TaM-ayT. MapameTp A0JXKeH ObIThb
HaCTPOEH.

proxy_traps_to

proxy traps to <dir IP[:port]>

MepeHanpasnseT SNMP-f0ByLWKK, NonyYyeHHble CMyTHUKOBbLIM CEPBEPOM, Ha YKa3aHHbIN agpec (1
nopT, OMNUUOHasbHO). Mo yMONYaHMIO UCnonb3yeTca nopTt 162.

proxy _tentacle_from

proxy tentacle from <dir IP[:port]>

MepeHanpaBnseT AaHHble, NoslyvyeHHble Tentacle Server ¢ ykasaHHoOro agpeca (1 nopta,
OMNuUKnoHanbHO). Mo yMonyaHuio ncnonb3yeTca nopt 41121.

proxy _tentacle_to

proxy tentacle to <dir IP[:port]>

MepeHanpaBnseT 3anpockl KAMeHToB Tentacle, nony4eHHble Satellite Server, Ha yKa3aHHbIN agpec
(v nopT, onuMoHanbHO). Mo ymonyYaHuo ncnosblyetcs nopt 41121,

dTa onuns MOXET KOH(JIMKTOBaTb C yAa/leHHOW
KOH(hMrypaLmen areHToB, ec/iv Bbl cobupaeTtech
ncnosb3osaTb Satellite Server B KayecTBe npokcy Ans
HEKOTOPbIX MPOrPaMMHbIX areHTOB Y KOHTPOMPOBATb NX
yaaneHHo ¢ camoro Satellite Server (ICMP, SNMP n T.4.) C
BKJIIOYEHHOW yAaneHHON KOHurypaunen s 0bomnx
cny4vasax. B aTon cutyaumm Bam cnegyet nnbo
MCNOJIb30BaTb pa3Hble AreHTbl 415 NPOBOAMMbBIX
NPOBEPOK (T.e. ¢ pa3HbiMK agent name), nMnMbo 0CTaBUTb
yOaneHHY KOH(Urypauno BKJIKOYEHHON TOJIbKO B OHOM
n3 Hux (Satellite Server nnn Software Agents).

dynamic_inc

dynamic inc [0]1]
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Mpw 3Ha4YeHUN 1 OH NepeMeLLaeT aBTOMaTUYeCKM 0bHapyXeHHble AguHaMmnyeckme moagynm (SNMP,
WMI...) B oTAeNbHbIE halnbl, 4TOObI OHM HE Melann yaaaeHHON HaCcTPoKe AreHTOB.

vlan_cache_enabled

vlan cache enabled [0]1]

AkTusmpyeT(1l) unun geaktusumpyet (0) k3 VLAN aBTOOOHapyXEeHHbIX XOCTOB.

verbosity

verbosity <0-10>

YpoBeHb feTanusaunmu B 3anucu sora, rae 10 - caMmbli N0APOOHbIA ypOBEHb MHGOpMaL K.

agents_blacklist_icmp

Bepcusa NG 713 nnu Bbiwe.

agents blacklist icmp 10.0.0.0/24[,8.8.8.8/30]

Cnmncok nckntodeHmn ansa nposepok ICMP. 310 none MoxeT BbITb CKOH(UIYPMPOBAHO CO CANCKOM
IP-agpecos ¢ ncnosib3osaHmeM npuMmedaHus CIDR ona npefoTepalleHnNs BbINOJIHEHUSA
fanbHenwmnx moaynen tuna ICMP. MoXHO yKa3aTb HECKOJIbKO NoACEeTeN, pa3aenss ux 3anaTbiMu.

agents_blacklist_ snmp

Bepcns NG 713 nnm BbliLwe.

agents blacklist snmp 10.0.0.0/24[,8.8.8.8/30] (Version> 7.00UM713)

Cnncok uckntodeHnin gna nposepok SNMP. 310 none MoxeT 6biTb CKOHOUIYPUPOBAHO CO CANCKOM
IP-anpecoB ¢ ncnonb3osaHnem npmmedanusa CIDR aons npenoTepalleHns paboTel 6onbLuero
Konn4yecTtea moaynen Tuna SNMP. MoXXHO yKa3aTb HECKOIbKO MNOACETEN, pa3fensas ux 3ansaTbiMu.

agents_blacklist_ wmi

Bepcns NG 713 nnm Bbliwwe.
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agents blacklist wmi 10.0.0.0/24[,8.8.8.8/30]

Cnncok nckntodeHmn ana nposepok WMI. 310 none MoXeT OblTb CKOH(OUIYPUPOBAHO CO CMIUCKOM
IP-appecos ¢ ncnosb3oBaHnem npuMedaHus CIDR ona npefoTepalleHUs gajbHenwWero 3anycka
mogynein WMI. MOXKHO yKa3aTb HECKOJIbKO NoACceTen, pa3gensas nx 3anaTbiMu.

general_gis_exec

Bepcusa NG 734 wnn Bbilwe.

general gis exec XxX

Mpw BKAOYEHUN 3TON onumm ByaeT NCnonb3oBaTbCA CKpunT Ana obecnevyeHms GIS-
NO3MUNOHNPOBAHNSA ANS BCeX AreHToB, 0bHapyXeHHbIX CNyTHUKOBbLIM cepBepoM. CKpUMT [OMKEH
ObITb pa3pelleH aas 3anycka 1 nevyaTn KOopAnHaT B hopmaTe
<ponrota>,<wupoTta>,[<BbicOTa>] TpeTui napameTp, BbICOTA, ABNSETCA Heobsa3aTeNbHbIM.

forced_add

Ecnn ycTaHoOBNEHO 3HaYeHue 1, XoCThl, f0DaBneHHble BPY4YHYIO (Yepes nnn ),
Bcerpa bynyT co3paBaThCs, aXke eCsiv OHU He OTBEYaloT Ha ping, C KOHPUIrypaLMOHHbIM (halniom
6e3 mopynen.

Co3paHue areHToB B Satellite Server

CywiecTByeT Tpu cnocoba co3faHna areHToB Ha CNYTHUKOBOM cepBepe: Recon Task, thann
satellite_hosts.txt nnu Bpy4Hyto co3gasas .conf areHToB A1 MOHUTOPUHra.

Co3pnaHue areHToB Yepe3 Recon Task

Co3paHue areHToB € nomoLlblo Recon Task aBnseTcs Hanbonee 4acTo UCNOJIb3yeMbIM CPeam
nosb3oBaTenen Pandora FMS. 1ng 3TOro Mbl fO0/MKHBI NOAYYUTh AOCTYN K Pany KOHGUrypauum
Satellite Server n HacTpouTb CriefyoLine napameTpsbl:

e recon_community: Heo6xoamMMo yka3aTb pa3geneHHbIn 3anaTbiMy CANCOK coobwects SNMP ans
ncnosib3oBaHma npu obHapyxeHun SNMP (B ciyyae BbINOAHEHUSA 3adayn Recon Tvna SNMP).

e recon_enabled: JomxHO BbITb YCTaHOBIEHO 3HaYeHMe 1, 4Tobbl BKAIOYMTL 3aady Recon
CNYTHUKOBOrO CepBepa.

e recon_interval: UHTepBan BpeMeHu, B Te4eHne KOTOPOro CKaHNpyeTCs CeTb, B CeKyHAax (no
ymondaHuo 604800 cekyHa, 7 OHER).

e recon_mode: Pexxum BbinosiHeHna Recon Task (SNMP,ICMP,WMI), pa3geneHHble 3anaTbiMU.


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

e recon_task: Cnucok ceTei, KOTopble HEOOX0AMMO UCCNef0BaThb, Pa3feNeHHbIX 3anATbIMU.

e recon_timing_template: 3Ha4yeHune, yka3biBaloLLlee, HACKOJIbKO arpeccnBHbIM fosKeH bbiTb nmap, oT
1 no 5. OgnH 03Ha4YaeT MeasieHHee, HO HaeXHee; NATb 03Ha4vYaeT bbiICTpee, HO MEHEee HalleXXHo (Mo
ymMon4aHuo 3).

MprMep BbiNoSHeHKA Recon Task:

recon_community public

recon_enabled 1

recon_interval 604800

recon_mode icmp,snmp,wmi

recon_task 192.168.0.0/24,192.168.1.0/24
recon_timing template 3

Mocne Toro Kak AaHHble HaCTPOoeHbl, 3anycTuTe CNyTHUKOBLIA CEPBEP C MOMOLLbI KOMaHAbI:

/etc/init.d/satellite serverd start

AreHTbl, KOH(UIypPaLMOHHbIE Palsibl KOTOPbIX He
CoLEepXXaT HUKAKUX Moayen, UrHOPUPYoTCA
CnyTHWKOBbLIM CEepBEpPOM.

Co3paHue areHToB € noMoLlbio (hanna

Mpexnae Bcero, 4Tobbl CO3aaTh areHTa Yepes ann satellite_hosts.txt, Heobxoaumo 3anTn B hann
KOHurypaumm Satellite Server n yoannte CTPOKY KOMMEHTapUS:

host file /etc/pandora/satellite hosts.txt

Bo-BTOpbIX, HE0BX0AMMO CO3AaThb (haiin Mo paHee yKasaHHOMY nyTu ¢ IP-agpecamm xocTos,
KOTOPbIE Bbl XOTUTE CO34aThb, NOMeCTMB IP-agpec n UMs co3gaBaeMoro AreHTa:

192.168.10.5 Server5
192.168.10.6 Server6
192.168.10.7 Server?7

POns Toro 4Tobbl AreHThl € 3TUMKM IP-agpecamu 6binn
CO3[JaHbl, OHN O0J/IKHbI OTBETUTb Ha BbI30B fping, nHave
OHW He ByayT co3aaHbl.

[Mocne TOro Kak AaHHble HAaCTPOEHbI, 3anyckaeM Satellite Server ¢ noMoLLbl0 KOMaHAbI:

/etc/init.d/satellite serverd start
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YKa3aHHbIN hatn YUTaeTCs Kaxkable CeKyHAa(bl).

Co3pnaHue areHToB BPY4HYIO

B kaTanore /etc/pandora/conf (no ymon4yaHuio) pasmMeLLanTCcs KOHPUrypaunoHHble (ansibl
HOBbIX AreHToB. OTKpONTe TepMUHa NPOLaXK U NepenauTe B 3Ty Nanky:

cd /etc/pandora/conf

CospanTe (hann c pacwmpeHuem . conf, Hanpumep «file.conf». 3anonHKUTe cnenyowwme nons
BPYYHY!IO:

e agent_name: MM, KoTopoe ByLeT NPUCBOEHO areHTy.

agent_alias: MNceBAOHUMbI, KOTOpblE OyAYT NPUCBOEHBI areHTy.

address: IP-agpec 3nieMeHTa, NoAanexalero MOHUTOPUHTY.

e group: 'pynna, B KOTOPYK HY>XHO Ha3HA4YNTb areHTa.

e gis_exec: CKpurnT No3uumnoHnpoBaHus (HeobssaTenbHo). ECaM ncnonb3yeTcs, OH NepesanuncbiBaeT
MeCTOMoNI0)KEHNE, YKa3aHHOE NapamMeTpoMm CnyTHMKOBOro cepBepa.

e [lobaBbTe MOAYNU, KOTOPbIE ByAyT CO3AaHbl B areHTe.

MpuMepoM MoXeT bbiThb:

agent _name Example

agent alias This is an example
address 127.0.0.1

group Servers

module begin

module name Ping
module ping

module end

module begin

module name Latency

module latency
module end

Mocne Toro Kak AaHHbIe HAaCTPOEHbI, 3anycTuTe Satellite Server ¢ NoMoLbIO KOMaHAbI:

/etc/init.d/satellite serverd start

YnaneHue areHtoB B Satellite Server

Bbl MOXXeTe BbIMOMHUTbL MOSHOE yhaJieHne AreHTOB MK YaCcTUYHOE yoaneHune AreHToB.
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Mpexne YeM NPUCTYnuTL K paboTe, co3JanTe pe3epsHyio
KOMMI0 BCEX MarokK 1 aiios B HUX.

Ina nonHoro yaaneHna AreHToB Mbl OOJIKHbI MPUHATL BO BHUMaHWe MeTo[, NCMOJSIb30BaHHbIN
npu co3gaHnm AreHToB:

e Manual: Mpexae Bcero, He06X0AMMO yaanuTb (hannbl . conf areHToB, co3faHHbIe B Manke
/etc/pandora/conf, a 3aTeM yaannuTb areHTOB B KOHCOJIN.

o ®ann satellite_hosts.txt: Bam npugeTca ynanntb 3TOT haln, a Takxe . conf, co3gaHHbIA B nNarnke
/etc/pandora/conf, a 3aTeM yaananTb areHTOB B KOHCOJIN.

e Recon_task: Heobxoanmo byaet oTkN4nTb KOHGUrypauuio recon task B panne . conf
CnyTHMKOBOro cepsepa, yaanutb .conf, koTopble co3gannce B nanke /etc/pandora/conf un
nocse 3Toro yaaJsuTb areHTbl U3 KOHCON.

NS YaCTUYHOr0 yOaneHUs Mbl TakXXe A0JKHbI YYUTbIBAaTb METOA, MCMOJIb30BaHHbLIN Npwn
CO3JaHUN AreHTOB.

e Manual: CHa4ana Heobxogumo yganute aisibl . conf yaansembix AreHTOB B Nnarnke
/etc/pandora/conf, a 3aTeM yaoanuTtb AreHTbl B KOHCOJIN.

e ®ann Satellite_hosts.txt: Bam npupetcsa ynanuTtb 13 anna CTpoku IP-agpecos, KOTOpPbIe HY>XHO
yOoanuTb, a Takxke .conf, koTopble bbinn co3fgaHbl B nanke /etc/pandora/conf ¢ aTumm IP-
agpecamu, a 3aTeM yaanuTb AreHTbl B KOHCOJIN.

e Recon_task: BaM npuaeTca HaCTPOUTb CAUCOK UCKNOYeHUn recon _task B paine . conf
CnyTHMKOBOro cepBepa, 3aTeM yaanuTb .conf, co3gaHHbIn B nanke /etc/pandora/conf ¢ atumun
IP-agpecamun, n yaoanute AreHToB B KOHCOJIN.

MHAMBMﬂ,yaﬂbele KOHCI)VIpraI.I,VIVI Ana KaXkagoro areHta

B nononHeHne K «aBTOMaTMYeCKMM» MogynsaM, nobele focTynHble nposepku TCP, SNMP, WMI nnwn
SSH moryT 6bITb fL0OaBNeHbl K MOHUTOPUHTY, UCMONb3YSA CUHTAKCUC, @aHANOTrUYHbIA TOMY,
KOTOPbIV UCMOJIb3yeTCa 415 IOKabHbIX MOAYNEN B . MpuBeneHsbl
HeKOTOopble NpUMepbl 4ONYCTUMbIX Moaynen ans Satellite Server, camocTosTeNbHO
CreHepupoBaHHbIX Nocne 0bHapy>XeHNs CUCTEMBI.

iYbeoutech, 4To OID Ha4YMHAKTCA C TOYKW, MHAYe MOy
SNMP He bynyT paboTaThb!

CocTosHue nHTepenca Yepes SNMP. CnyTHMKOBbLIA CepBep aBTOMaTUYeCKN 0OHapyXunsaeT
KaXKObln MHTepgenc:

module begin

module name if ethl OperStatus

module description IP address N/A. Description: The current operational state
of the interface. The testing(3) state indicates that no operational packets can
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be passed.

module type generic data string
module snmp 192.168.70.225

module oid .1.3.6.1.2.1.2.2.1.8.3
module community artica06

module end

Y106bI 3aCTaBUTL MOAY /b UCMONb30BaTb SNMP Bepcun 2¢, nobaBbTe CTPOKY:
module _version 2c

YT106bI 3aCTaBNTb MOAYb NCNosb3oBaTb SNMP Bepcumn 1, nobaBbTe CTPOKY:
module version 1

Hanpumep:

module begin

module name if ethl OperStatus

module description IP address N/A. Description: The current operational state
of the interface. The testing(3) state indicates that no operational packets can
be passed.

module type generic data string

module snmp 192.168.70.225

module version 2c

module oid .1.3.6.1.2.1.2.2.1.8.3

module community artica06

module end

MogknoyeHne K MawwmnHe (4epes PING)

module begin

module name ping

module type generic data
module ping 192.168.70.225
module end

MpoBepka nopTa (4epe3 TCP):

module begin

module name Port 80
module type generic proc
module tcp

module port 80

module end

O6wmn 3anpoc SNMP. B aTom cnyyvae CnyTHUKOBbLIN CEPBEP aBTOMATUYECKUN U3BNEKAET Tpaduk
N3 KaXKZ0ro uHTepdenca c ero onncaTeslbHbIM «peasibHbIM» UMEHEM:
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module begin

module name if ethO OutOctets

module description The total number of octets transmitted out of the interface,
including framing characters.

module type generic data inc

module snmp 192.168.70.225

module oid .1.3.6.1.2.1.2.2.1.16.2

module community public

module end

WMI-3anpoc Ha ncnonb3osaHue LM (B npoueHTax):

module begin

module name CPU

module type generic data
module wmicpu 192.168.30.3
module wmiauth admin%none
module end

WMI-3anpoc cBobogHON NamsaTh (B NPOLLEHTaXx):

module begin

module name FreeMemory
module type generic data
module wmimem 192.168.30.3
module wmiauth admin%none
module end

O6wmn 3anpoc WMI:

module begin

module name GenericWMI

module type generic data string

module wmi 192.168.30.3

module wmiquery SELECT Name FROM Win32 ComputerSystem
module wmiauth admin%none

module end

Obw,as komaHaa SSH:

module begin

module name GenericSSH

module type generic data
module ssh 192.168.30.3

module command ls /tmp | wc -1
module end

YT106bI BBECTM NMOPOr, 3TO HE0BXO0AUMO CAenaTh Kak B TEKCTOBOM ONpenesieHNUNn MOy NS
(module min warning, module min critical), Tak n npu onpeaeneHnm NOporos Yyepes Bebd-
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NHTepgenc. Hanpumep:

module begin

module name Latency

module type generic data
module latency 192.168.70.225
module min warning 80
module min critical 120
module end

Bbl MOXXETe Bpy4HYI0 CO34aBaTb MOAY/IM BbIMONHEHUS. CKpUMThbl WX KOMaHAbl, BbINOJIHAEMbIe
Satellite Server, LoMKHbI ObITH NpeABapUTENLHO Pa3BEPHYTHI 1 AOCTYMHbI Ana Satellite Server. B
3TOM CMbIC/1e OH paboTaeT Tak Xe, kak module exec AreHTa. ObpaTuTe BHUMaHWE, 4TO
ncnosib3oBaHue module exec MOXET MPUBECTU K CHUXEHUIO Npon3BoaunTesibHoCTKM Satellite
Server.

module begin

module name Sample Remote Exec

module type generic data

module exec /usr/share/test/test.sh 192.168.50.20
module min warning 90

module min critical 95

module end

HauyuHasa ¢ 7- Bepcun Pandora FMS, Mo)XHO fobaBnaTh rniaruHel. Cnegyet oTMETUTb, 4TO
rnaaruHbl 3anyCcKalTCca Ha MallnHe, Ha KOTopon 3anyuleH Satellite Server. MNoaTomy Heobxoanmo
byneT peann3oBaTb B 3TUX MJarmHax cnocob noakAyYeHmnsa K yaaseHHoMy obopynoBaHuio,
KOTOpoe HeobXxoaAnMmMo KOHTPOAMPOBaTh. [MpenMyLecTBO 3TOro MeToda nepes npeabiayLwmnmm
3aKno4aeTca B ero bonblien rmbkocTn. Takmm 0bpasom, Bbl MOXXETe peasin3oBaTb YCN0BMA 1
Apyrue MexaHusMmbl, Aaa KoTopbix module exec He noaxoauT. CUHTaKCUC TakomW XXe, Kak 1 ans
AreHTOB. [pUMEpPOM NCMOJSIb30BaHWS MJ1arMHa MoXXeT BbITb cnefgyloLlee:

module plugin /usr/share/pandora/remote advanced checks.sh 192.168.0.1

SNMPv3

Y1066l HacTpouTb Moaynb SNMPV3, ycTaHoBUTE Ha 3 1 onpepennTe:

e module seclevel: YpoBeHb 6e3onacHocTu ( noauth, authnopriv wam authpriv).
e module secname: ims 6e3onacHocTw.

e module authproto: MNpotokon ayteHTudpmkaumm ( md5 nnam sha ).

e module authpass: Knoy ayTeHTudgunkauun.

e module privproto: NpoTokoa KOHpUAeHUMaNbLHOCTK ( aes un des ).

e module privpass: Koy KOHPOMAEHUNANBLHOCTU, MPU HEOBX0AMMOCTN.

Hanpumep:
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module begin

module name snmp noauth

module type generic data string
module snmp 127.0.0.1

module version 3

module oid .1.3.6.1.2.1.1.1.0
module seclevel noauth

module secname snmpuser

module end

module begin

module name snmp authnopriv
module type generic data string
module snmp 127.0.0.1

module version 3

module oid .1.3.6.1.2.1.1.2.0
module seclevel authnopriv
module secname snmpuser
module authproto md5

module authpass 12345678
module end

module begin

module name snmp authpriv
module type generic data string
module snmp 127.0.0.1

module version 3

module oid .1.3.6.1.2.1.1.2.0
module seclevel authpriv
module secname snmpuser
module authproto sha

module authpass 12345678
module privproto aes

module privpass 12345678
module end

KoHkpeTHasa KoHpurypaumns SNMPv3 MoxeT bbiTb pa3fgeneHa Mexxay MoaynaMu nyTeM n3batus
ee 13 ONUCcaHnsa Moayns, B C/ly4ae eCcsiv OHa OAUHAKOBa AN151 BCeX (OHa TakXe MoXeT bbITb
pa3fefieHa Mexay areHTaMu NyTeM nepeMeLleHuns ee B hann KoHuUrypauumm cepeepa-
CMyTHMKA):

agent _name snmp
address 127.0.0.1

seclevel authpriv
secname snmpuser
authproto md5
authpass 12345678
privproto des
privpass 12345678


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

module begin

module name snmp authpriv 1
module type generic data string
module snmp

module version 3

module oid .1.3.6.1.2.1.1.1.0
module end

module begin

module name snmp authpriv 2
module type generic data string
module snmp

module version 3

module oid .1.3.6.1.2.1.1.2.0
module end

Mona pna yyeTHbIX AaHbIX

Ecnn ayTeHTU(MKaUNA He HAaCTPOEHa C MCMOJIb30BaHMEM 3aKPbITOr0 U OTKPLITOrO KJYen, ans
paboTbl Moaynen SSH TpebyeTcs nms nonb3oBatens ( <user>) n naponb ( <pass>). Oba
PerncTpupyroTCa B r1aBHOM KOH(UrypaunoHHoM anne satellite server.conf c nomoulbio
nona 4519 y4eTHbIX faHbix (credential box ) B cnepylowmx hopmaTax:

red/macka, noJsib3o0BaTesb, Maposb
red/macka, nonb3oBaTtesb,[[3awmdpoBaHHbIA Naponb|]]

Hanpumep:

credential box 192.168.1.1/32,<user>,<passl>
credential box 192.168.1.0/24,<user>,<pass2>

[MoncK B nonsx Y4€THbIX AaHHbIX OCYLLEeCTBNAETCA OT bonee K MmeHee CTPOrnM.

Maposv MOXXHO 3alungpoBaThb € noMoLbto Blowfish B pexxmume ECB. Ybegutech, 4To

onpepesieHo, UHa4ve MMs xocTa byneT ncnonb3oBaTbCA B KaYeCTBe napos
WngpoBaHUa No ymonyaHuo. LlecTHapuaTepnyHoe npeacTaB/ieHne WNMPOBAHHOIO TeKCTa
LLOJKHO ObITb OKPY>XXEHO ABOMHBIMU KBagpaTHbIMU CKOBKamu

credential box 192.168.1.0/24,<user>,[[80b51b60786b3de2|]]

KOHCO/IbHbIN NPOCMOTP BCEX areHTOB

Ecnn CI'IyTHI/IKOBbII;I cepBep HaCTpPOEH rNMpaBUJIbHO, Bbl AO0JI>)KHbI MOJY4UTb NpencTaB/1EHNE areHTa,
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KOTOpOE BbIrNAAnT cieayowmnm o6pa30M:

Agent :

192.168.70.157

192.168.70.159

102.168.70.165

102.168.70.168

AP 4SS TN AT

Description : Remote
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[
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Kak npaswuno, mogynu ICMP (Ping 1 Latency) co3gatoTcs Ha BCeX MalllMHaX, HO HEKOTOpble MOryT
TakxXe reHepuposaTb Moayan SNMP n WMI. 1na Tex, y koro BkaoveH WMI, 6yayT co3gaHbl
criegyiouime Mogynu, eciim OHU SOCTYMHbI:

F P Type
=/
2/
=/
2/

Module name : Description Status

CPU Load CPU Load (%) -
Free memary Total free memory in kilobytes -
FreeDisk C: Available disk space in kilobytes -
FreeDisk D: Available disk space in kilobytes -

: Thresholds

MAA - NFA

MAA - NFA

MAA - NFA

TAA - NAA

Diata Graph

21 % o]
7,635,884 KB E &
214,845 685,284 KB 101}
78,945,619 KB = @

Last contact

3% =econds

39 =econds

39 =econds

39 =econds

Ha mawwuHax ¢ nogaep>xkon SNMP 6yayT co3faHbl cnegytowme Moayam, eCim OHU AOCTYMHbI:
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F. P.Type :Mudule name = Description

_ ) The motal number of input datagrams received from
! & ipinReceives .
interfaces...

The total number of IF datagrams which local IF user.

! & ipOutRequests e

An administratively-assigned name for this managed
! }’ sysMName node. By...
! & sysUpTime The trme (in hundredths of a second) since the network
MENSE...
; The total number of octets received on the interface,
B /£ x0ifinOcess includ...

. MAC CO:EACE4:6E:9B:20 IP 192.168.80.1. Description: The
= / X0_ifOperStatus o

B The total number of octets transmitted out of the
! ’ XQ_ifQutQctets interface, ...

- The total number of octets received on the interface,
! & xn includ...

! J" X1_ifOperStatus EhiCEED:EkE&EE:QE:TI IP 192.168.90.254. Description:

! &" X1_ifOutQ The total number of octets ransmitted out of the
interface, ...

B pa3nene maccoBbix onepaumin KoHconm Pandora FMS ecTb cneunanbHbIn pa3aen, NOCBALEHHbIN

Srarus *
b

Thresholds Data Graph  Lastcontacr

A - NIA

MIAA - NIA

MR - NIA

MIA - NIA

MAA - NIA

MAA - NIA

AR - NIA

WA - NIA

AR = NIA

MIA - NIA

"
v
2z @ u 3 minutes 24 seconds
16 @ u 3 minutes 34 seconds

pacifico E n 3 minutes 34 seconds

1378258510 [5T] [ 3 minutes 34 seconas
438702 [5c] [ 2 minutes 34 seconas
1 u 3 minutes 34 seconds
60,0519 u 3 minutes 34 seconds
213,040.1 u 2 minwes 34 seconds

1 @ u 3 minutes 34 seconds

1,609,405 @ u 3 minuces 34 seconds

CNYTHWKOBOMY CEPBEPY, e Bbl MOXKETE BbINOJHUTb HECKOJIbKO AENCTBUIA 419 MacCOBOro

pefakTUpoBaHWA U yaaneHus AreHToB 1 Moaynen.:
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Update

Cnucok ucknoyeHun SNMP

Mpwn MOHMTOPUHre Bonblnx ceten moaynm SNMP, Bo3BpallaloLLne HeAOCTOBEPHbIE AAHHbIE,
MOryT MOBJIMATb Ha NPOM3BOAUTENBHOCTE CNYTHNUKOBOIO CcepBepa 1 nepesecTy apyrve Mogynu B
cocTosiHNe «HenssecTHO». YTobbl n3bexaTb 3Toro, Satellite Server MoXeT CHUTbIBATb CIIMCOK
nckadeHni mogynen SNMP, koTopble 6yayT oTbpackiBaTbCsA NPU 3anyCKe nepes BbiNoJHEHUEM.

Y106bI CO34aTh CANCOK NUCKIOYEHNI, OTPEeAaKTUPYNTE haa KOHGUrypaumm
/etc/pandora/satellite server.conf nybeaoutech B ToM, 410 snmp_blacklist
ABNSETCA HE OTKOMMEHTUPOBAHHbLIM N HAaCTPOEH Ha NMyTb K (anny, rae byayT XpaHUTbCAa MOLY AN
CMNCKa UCKJIIOYEHUI. [lanee BbINOJHUTE:

satellite server -v /etc/pandora/satellite server.conf

Mepe3anycTtute Satellite Server. CNUCOK UCKNIOYEHNN MOXKET BbITb pereHepupoBaH CTONLKO pa3s,
CKOJIbKO Heobxoanmo.

dopMaT CNNCKa UCKIIIOYEHNN:

agent:0ID
agent:0ID
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Hanpumep:

192.168.

0.1:.1.3.6.1.4.1.9.9.27
192.168.0.2:.1.3.6.1.4.1.9.9.27

BepHyTbcs B ornasnieHne [lokymeHTauum Pandora FMS
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