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Packet Loss Standard fusr/share/ps

SMTP Check Standard fusr/share/ps

SNMP remote Standard perl fusrishat
Standard fusr/share/ps
Starvdand fusrishare/p:
Standard fusr/share/ps
Starvdand fusrishare/ps

Setup
Admin tools
inks

Update manager

Module library

O000000000PandoraFMSOO0O0OOO0OOOOOOODOOODODODOODOOODOOOOO
guooobbuogoooog

e JU0OOO0ODODOOODLDOODDOOODLDDOOODDLOOUOODLDDOUOOODLDbDUOObODDOOODDO
gobooooobooooo

e JO0DOOOO0DOOODLDOUOOODLObOOODDOOODDLOOO

ePandora00000OCO00O0DOODOOSODO0O0DOOOODOOOUOODOODOOODOOOODOOO
good

e J000D0000DDOOUO0ODOOOUODODODOOPandoral000DOOO0OOODODOOOODOOOO
gobogobooobooboooon

guoobobbtuogooobobugoooooobn guooobuoooooooon
guooobobotdgooooobuogoooobbbuoooobbbuoooooo bbooa
guoobobbogooooobobouooooooon


https://pandorafms.com/manual/!775/ja/documentation/start
https://pandorafms.com/manual/!775/ja/documentation/start
https://pandorafms.com/manual/!775/ja/documentation/start
https://pandorafms.com/manual/!775/ja/documentation/start
https://pandorafms.com/manual/!775/ja/documentation/start
https://pandorafms.com/manual/!775/ja/documentation/start
https://pandorafms.com/manual/!775/ja/documentation/pandorafms/monitoring/03_remote_monitoring#monitoring_with_server_remote_plugins
https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

goobooooodd

OO00OPandoraFMS OO0 0O0O0OOO0OCOOOODOOODOOO

O00000000DO00O00DLO0DO0DO0D00DO0DO00000O0bO0ODbOODOODOODOOg SNMP O
gouooon

guooobbuooooooooon

#!/usr/bin/perl -w

use strict;
use warnings;

sub get param($) {

my $param = shift;
my $value = undef;
$param = "-".$param;

for(my $i=0; $i<$#ARGV; $i++) {

if ($ARGV[$i] eq $param) {
$value = $ARGV[$i+1];
last;

}

return $value;

}

sub usage () {

print "iface bandwith.pl version v1rl\n";

print "\nusage: $0 -ip <device ip> -community <community> -ifname
<iface name>\n";

print "\nIMPORTANT: This plugin uses SNMP v1\n\n";
}

#Global variables

my $ip = get param("ip");

my $community = get param("community");
my $ifname = get param("ifname");

if (!defined($ip) ||
ldefined ($community) ||
ldefined($ifname) ) {
usage();
exit;

}

#Browse interface name
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my $res = “snmpwalk -c $community -v1 $ip .1.3.6.1.2.1.2.2.1.2 -On ;
my $suffix = undef;

my @iface list = split(/\n/, $res);

foreach my $line (@iface list) {

#Parse snmpwalk line
if ($line =~ m/~([\d|\.]+) = STRING: (.*)$/) {
my $aux = $1;

#Chec if this is the interface requested
if ($2 eq $ifname) {

my @suffix array = split(/\./, $aux);

#Get last number of OID
$suffix = $suffix _array[$#suffix array];

}

#Check if iface name was found
if (defined($suffix)) {

#Get octets stats

my $inoctets = “snmpget $ip -c $community -vl
.1.3.6.1.2.1.2.2.1.10.%$suffix -OUevqt ;

my $outoctets = “snmpget $ip -c $community -vl
.1.3.6.1.2.1.2.2.1.16.%$suffix -0OUevqt";

print $inoctets+$outoctets;

gobobbbbougoooobbbbbuoooooon

sub usage () {

print "iface bandwith.pl version v1rl\n";

print "\nusage: $0 -ip <device ip> -community <community> -ifname
<iface name>\n";

print "\nIMPORTANT: This plugin uses SNMP v1\n\n";
}

guoobobbotoooobbobbouooobobbbbooooobbbboooooobbn
0000000000000 000000000000 -hO -helpO0O000O0D0OO0O0DOOOO0O
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print $inoctets+$outoctets;

0000000000000 0000000000D0000 Pandorad0 0000000 OOOO
guooobbuogggoooobn

O0000000000000QPandora0 0000000 O00O0OO snmpwalk 000 snmpget [
guotdgougougouoougooogo

goobobooodd

PLUGIN REGISTRATION

General

Mame

Plugin type Standard v

Max.

. P -
timeout 15 seconds !

Description

e 10 (Name)
doooooooood
e 0D ODOOODOO(Plugin type)

0000000000000D000 NagiosO200000000 0O000OD0OO0O00ODOOOOO
O0000000000000000000000NagiosOODO0O00O0ODOO0O0ODOOOO
O0Nagios 0O OO OO000O0ODO0000O0OD0O000O0OD0O000O0OD0OO00O0ODOO Nagios
gobbobobbouoooooboboboodo

OO0 NagiosOOOODODODODODODODODODOMOKNGODDOOD)YDOODOUOOUOUUOUUONagiosO
goooboo*“ og” bugogogooobob
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e OO0 DOOOO (Max. timeout)

gobbboodgbobbuoogooobbobuoooobobuoooobbbuoooobbboooon
gobobobbbuodgogogobobbbougoooobobbbouooooobobobbougo
gobobbbboogoooobobbbdoogoobobobobbouooooobboobobougg
gobobbbboogoooobobbbdoogoobobobobbouooooobboobobougg
0000000000000 000000 0000000 oogoplugin_timeout00O0O0OOO
goon

Command

Plugin

command

Plugin

parameters

Command

preview

e JOIODOODOODOO(Plug-in command)

gutdgotugouobobobobooboboouobouobouoouoouooon

00 O /usr/share/pandora_server/util/plugin/ O 0 0000000000000 O0DOOOOOOOOO
O0000000000OJ Jusr/share/pandora_server/util/plugin/udp_nmap_pluginshO0 000000
g

guboobobbtotboooooobbuoooobbbboooooobbbooooooobbn
gg

e 000D ODOODOOO(Plug-in parameters)

00000000000000000000000000000000000000000000
0O00[ fieldl_ field2 .. fieldN 0000000000000


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

pandorafms

Macro parameters

Description Default value

[_field1) (_field1_)

Hidevalue () ]

Help (_field1_}

Add macro G:}

‘ Create ‘

e 00O OOO (Parameters macros)

gobbobboogogbobbbuooooobbbouooobobbbooooobobooooon
gobobbbbougoooobbbbbuoooooon

gooooood

PandoraFMSO OO0 O0O0O0OOOOOOOOOOOOOODNSOODOOOODOOOODOOOODOO
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Plug-ins registered on Pandora FM$S

Mame Type Command Op.
DMS Plugin Standard | /usrisharefpandora_server/util/plugin/dns_plugin.sh j’ ﬁ
IPMI Plugin Standard /usrisharefpandora_server/util/plugindpmi-plugin.pl j’ ﬁ
My5QL Plugin Swandard  /usrisharefpandora_server/util/plugin/mysgl_olugin.sh & f ﬁ

Metwork bandwidth SNMP  Standard  perl fusr/sharefpandora_server/util/plugin/pandora_snmp_bandwidth_pl j’ ﬁ
Packet Loss Standard /usrisharefpandora_server/util/plugin/packet_loss.sh & f ﬁ

SMTP Check Standard Jusrisharefpandora_server/util/plugin/SMTP_check_p j’ ﬁ

O0D0000O0WebODOOOOOODODODO IPODNSOODOOODOODODODODOO

e -1 :J000DOOOOIPOODOOO
e -d 0000 WebOOOOO
e -s :0JO00OO0OODNSOODODO

dodo3goooboobooooooooonod OO000“New DNSPlugin”0OdooOd

0000000000000 000000D 0D00D000DDOO00OO false(0) D OO true(l) 00O
0000000000000 00D0 0000000000000 DoOogoodgPandora FMS OO

generic proc0000000 O0O0OO0O ODOODOODOO (Macro parameters) 0030000

000000 fieldl, field2 000 field3 0000000

_fieldl O0OOOOOOOO -i0000000O0O0OOCOOOOOOOO-dOOO -sOO0O0O0O
00000 00000((default) 0000000000000 0O0 OOO(Help)ODODODOOOOO
gouooon

guooobobboboooobbbuooooobobbod

/usr/share/pandora_server/util/plugin/dns plugin.sh
O000000000(Pluginparameters) 00000000000
-i fieldl -d field2 -s field3
000000000000 bO000o0OoobOOooooon

goboboobbuoooooobobobbuoooooon
DNSPlugin OO O OOoOOnO
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/usr/share/pandora_server/util/plugin/dns plugin.sh -i fieldl -d field2 -s
_fiel

HEN

0000 fieldl, field2,(..), fieldN 00000000000000O00O0O0O0O0O0O0O0O0OO
0000000000000000000000000

fieldN 000000000000 O0OOO0ODOO0OOOO0ODOODODOODO0O field2 OOOOO
0000000000 module ODOODOOO

guoobobbtobogooobbugoooooobn
guoobobbtobogooobbugoooooobn
gooog

~module 000000 0ODOO0ODOOODODOODODODODODOODOODOODOOODOOOOOO
0000000000000 000000 0000000000“DNSverify" 0000000000
000000000 0000000000000 00000 (Create a new plugin server module)
gboodooodooodooodooooooodn

=]

O0000000000000000000000 “NewDNSPlugin"OOOOOOOOOOOO module
gbobogobooobooboooo
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Type @ Generic boolean v
Min. | ©
Warning 100
threshald  Max. O o0 B Mormal Status
inverse interval [_| &0 Warning Status
a0 B Critical Status
20
i 0
Min.| O
Critical - -20
threshold V9% C -40
Inverse interval |:I 60
-20
-100
Historical
L
data G
Pluging MNews DMNS Plugin hd This plugin is used to check if a specific domain return a specific IP address.

IP
Domain module

Server DNS

O0000000O0000 “Genericboolean" D0 O00O0O0OCOOOO0OOOOOOOOOOOODOO
0000000000000 000DNSOODOO IPOOODOOODOOO WebOOODOOOOOO
googdgobbobbboogoooobon

0000000000000 0000000000000000 WebODOODODOODODOODOOODO
goooobooboobbo@uoobobooboobbooo)ybbooboobboobobo

goood

e agent :0J00000O0OO0OOOODODOODDOODLOO0ODOODLDOODDOODDOODOODbDOODOO
_agentalias :000000O0OOO

_agentdescription :0000000O0O0OO

_agentstatus 0000000 OOOOOO

e agentgroup D000 0O0O0OODOOOO

_agentname 00000000 (Cagent DOOODOOODOO)

_address 0000000 O00ODOOO

_module 0000000

~modulegroup :0000000OOODOO

_moduledescription : 000000000

~modulestatus :O00000O0O0OO

~moduletags 0000000000 OO0OODO URLY

_id module :000000 ID]

e id agente :000O0OOO IDOPandoraFMS 000 O0OOOOOOOO URLOOOOOOOOO
ooo

_id group:O00O0O0OOOOOOO IDO
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_interval :000000O0O0DODOO

_target ip :0000000O00O0 IPY

_target port :OD00OO0OQOOOOODOOOOODOO
_policy :00000D0O0O0O00ODOODOOOO@OOODOON)
o plugin parameters :0000000000O0O0O00OO0O
_email tag :00000000OOODODOOO Emailg
_phone tag :00000000D0OOOO0OODOOOODO
“name_tag :000000000O0000O00O00O

PSPZOO00OO0O

Pandora0 0000000 ZipOO OO (.pspz)

Pandora FMS 3.00 000000000000 OOO0OOOOO@MOODOOODOOODOOODOOOO
gbooobooboo)yhoobooooboobobooobooboboobuoooboobooobobo
gudU.pspzUUO0O0OUbobgooooobbgoooobobbbgooooobbbd
guoobobbtgoooooobbuogoobbbouooooobbboooooon
O0OPandoraFMSO O 0O 00000 O0ODOOO0OOODOOODOOO.pspz00O00D0OO0OOODOOO
guooobbtooooooobn

gobobobOfespzU U0 oobooooooooon

guboggobood

pspz0000020000000000zip00OODOOO

plugin_definition.in: 0 0000000000000 0D000D0O0ODOO0OOOO@OODOOOOO
gooooo)ypooooobo

<script file>: 0D O000O000OO0OOOOOOOOOOOODOOODOOODOOODOOODOOOOO
gooobooboodd O0pspz0 OO OODOODOO@OODODOOzZipOODOODOOODOO)DOO
ERERN

plugin_definition.ini 0 0 O

oooo/dd

gobobobobboogooobooon gooboboobbodooooobboon
000000 plugin definitionODO0O0OO0OD0O0ODOODOOOO

[plugin definition]
name = Remote SSH exec
filename = ssh _pandoraplugin.sh
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description = This plugin execute remotely any command provided
timeout = 20

ip opt = -h

execution command =

execution postcommand =

user opt = -u

port opt =

pass opt =

plugin_ type = 0

total modules provided = 1

filename: O O<script file>O 0000000 Qpespz0 000000 DOOODOODOOODOOODOOO
000000000000 %sh pandorapluginsh"0 000000000 OOOO

*optt JO0DOO0O0ODOO0ODOOODOOODOOODOOOOOPandoraFMSOOOODOO ODOO” OOO
gobobbobbuodoooobbobobbuoogooobooo

plugin_type: 0 00O 0O Pandora FMSO OO DO OO O OOOONagiosD DO DO OODOOODOOO1000O
goog

total_modules provided: 0000000000000 OOOOODOOODOODOOODOOODOOOO
0000 (XXX)

execution command: 0000000000000 OOOOOOOOOOOOOQ"ava-jar'00dQ
000000000000 bodD00bO0o00o0DOO0DoO0DOdDPandoraFMSO OO OOOO
0 0O 0O “java -jar <plugin_path>/<plugin_filename>“00000000O

execution_postcommand: 0000000000000 O0OOOOplugin_filenameD OOOO0O0O
doddoudoboooooodoodoooooooo

oooooDooD/OOOooooooooooo

00000000 total modules provided DO OOO
guodgougouoouoouoooo

0040 0000000000000000000 modulel, module2, module3 OO O moduled
dodooodogoodd

guouobogoooooboood

[modulel]

name = Load Average 1Min

description = Get load average from command uptime
id group = 12

type = 1

max = 0
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min = 0

module interval
id module group
id modulo = 4
plugin user = root
plugin pass
plugin parameter = "uptime | awk '{ print $10 }' | tr -d ',"'"
max_timeout = 20

history data =1

min warning = 2

min critical = 5

str warning = "peligro"

min critical "alerta"

min ff event = 0

tcp port = 0

critical inverse = 0

warning inverse = 0

300

Il
1

critical instructions = "Call head of department"”
warning instructions = "Calling the server manager to reduce the load"
unknown instructions = "Verify that Pandora FMS agent is running"

gobobobobbooooooooon

gooobooooo” booo™mooubobodo oobbbooouobbooobbbooobboooo
O0000plugin pass0 000000000000 DOOOOO
O0000plugin parameter0 000 0000000000000 COOOO00O0O0OOOOOOOOODODO

OoDoogogNIDoooog *“/-_() gooooobooooooooooa
00000000000 bOO00 "0 boooDbOoOoooobOooooOoOooooboooooo NGO oOad
goooooon

0000000000000 000D00000O00PandoraFMSODOOOOODO tnetwork component
dooooooooooooooobooooooogoooooooooo b oooouooooooa
doooooboooooooooboooooooooooobooooo b oooboooooooa
id moduleOODDODODO400000000000ODOOOOOOODOOOOODO)YODOO

typeO OO DOOOO0ODOODOOOODOJttipo_modulod O O O O generic_data (1), generic_proc (2),
generic_data_string (3), generic_data_inc (4) 0000000000

eidgroup0 00000000 Otgrupo0 OO O OPKOODODODODO)YOOODDOODODO1O0” 0DO0OO
O 0oogoooooooooobooooooooo

e id_module groupO O O tmodule group0 000000000 O0OXXXX]"1“"DODODOOODOOODODOO
dooooooooooooooo

gogoogz

Pandora FMSVv5.1SP1 000000000000 O0DOOODOOOOOO

O00000000D0OO.pspz200000000O0O0ODOO
ud

0O O 0Oplugin_definition.inf 00 0000000000000 0ODO0ODOOODOOOOO
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plugin_definition0 0 0O OO :
e total macros provided D0 00000000000 DOOOOOOODOO
module<N>000 00O

e macro <N> valueO OO OD0ODO0OO0O00ODOODOO0OODOOOODOOOOOOOOOOOOOOO
goboooooo

gobobbbbuoggggobobbbdoooobobobbuoooooobooo

[macro <N>]

hide = 0

description = descripcién
help = texto de ayuda
value = valor

doobbobbbooooogz2b0b0004d
execution postcommand 00000000000 OOO

(fileldx )0 0000000 DOOO0ODOODOOODOOOOOO
guoooooggd

guoobobbtuogooobobugoooooobn
guoubobuogogoobobobudogroooooboog

cooooboz2000000000

[plugin definition]
name = PacketLoss
filename = packet loss.sh

description = "Measure packet loss in the network in %"
timeout = 20
ip opt =

execution command =

execution postcommand =
parameters = fieldl field2
user opt
port opt
pass _opt =

plugin_type = 0

total modules provided = 1
total macros provided = 2

[macro 1]
hide = 0
description = Timeout


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

help = Timeout in seconds
value = 5

[macro 2]

hide = 0

description = Target IP
help = IP adddress
value = 127.0.0.1

[modulel]

name = Packet loss

description = "Measure target packet loss in %

id group = 15

type = 4

max = 0

min = 0

module interval

id module group

id modulo =1

max_timeout = 20

history data =1

min warning = 30
4
0

300

I
N

min _critical = 40
min ff event =

tcp port = 0

macro_1 value = 5

macro 2 value = localhost

unit = %

oo PSPZOOO0OOOOO

PandoraFMS OO OO0 40000000000000000O00DOO0O0DOOODOOODOOOOO
O00PSPZODO ODOODOOODOOO pandorad00000O00O0O0O

gobobbobbodogoooobobbbooogoobobobbooooooboboobobouaa

HEN

/usr/share/pandora_server/util/pandora migrate plugins.pl <dbname> <dbhost>

<dbuser> <dbpass>

gooobooooodd

gobobbobbuoogooobbobbbodoooobboobbooao
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