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Pandora FMS U O 00 SELinux [0 [

HEN

PandoraFMS O OO OO0 OO O OO O O Security-Enhanced Linux ( Yyoooooooooo
000000 000000 DO00000oDoOo0bOo0DbOoonDooD CentOS7000000O
godogouooooo

CentOS 7
Audit2allow 0000000

CentOS700000000O0O0OCEOHODOODOO OO
goobobobbbooooooobobbooood.
Audit2allow D0 0000000000 O0OOOOOOODOOOOOOOOOOODOOODOOOOO

0000000000000 00000Audit2allow 00000000000 0DOO0ODOOOOOO
goobobbodgooobbooboodgreotdggdobbbbboooooobbbobogd
O(@O00D0000 sudoOdoono):

yum install selinux-policy-devel -y
yum install policycoreutils-python -y

SELinux 000000000

CentOS70000000DOODOEOHODODODO OO
guooobogoooooobonuooooon.

SELnux 00 0OO0O0D0DO0O00DO0O0DoOoOooO

e /var/log/audit/audit.log
¢ /var/log/messages

ogd:

00000 747000000000000 /var/log/audit/audit.log O OO
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ouMOOOOO0ODOODOOOO0DODO logrotate goboobobooooooan

gobobbobboogoooobobbbdoogoobobobboooooooboboobbooaa
gooooo

syslogO O OOOON(rsyslogO O OOOOOO)

# /etc/init.d/syslog stop

audit.log0 00O 000D ODOODOODOODOOOODODOOO

# rm /var/www/html/pandora console/log/audit.log /var/log/messages
syslog OO OOOO

# /etc/init.d/syslog start
SELinux [0 [

CentOS70000000DODOEOHODODODO OO
guobobboooooobbooooooon.

SELnux 00 0000000000000 0O0ODOO0DOOO0DO0O0O0O0

# This file controls the state of SELinux on the system.

# SELinux= can take one of these three values:

# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELinux=enforcing

# SELinuxTYPE= can take one of these two values:

# targeted - Targeted processes are protected,

# mls - Multi Level Security protection.
SELinuxTYPE=targeted

000000000000 D0000O00QSELinuxd “enforcing” 00O OOO(SELinuxOOOdO0OO
O audit.logOODOOO0OO0)DODOOO0OODDOOODO SELinux O “permissive” OO0 O0O0O0OOOO
000000000000 O00audit.logd0D0O0O0OO0O0OO0OO0DOODOOODO

gogobobbooguobbobooooobooobood

CentOS700000000O00OEOHODOODOO OO
goobobobbbooooooobobbooood.
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O000oo0ooOo0oooooooooooaao
# tail -f /var/www/html/pandora console/log/audit.log /var/log/messages
dd00ooooOo000o0ooooooboooaoao

# type=AVC msg=audit(1431437562.755:437): avc: denied { write } for pid=1835
comm="httpd" name="collections" dev=dm-0 1in0=266621
scontext=unconfined u:system r:httpd t:s0
tcontext=system u:object r:var spool t:sO tclass=dir

00000000 SELnuxO0000000D0O0O

# grep collections /var/www/html/pandora console/log/audit.log | audit2allow -M
pandora

goobb20000goboboobboooooaog

- pandora.pp
- pandora.te

00000000 DbOo0bOoOoDobOoooooooa
# sudo semodule -i pandora.pp

0000000000000000000000000000000SELInux0000O0O0ODO0O00O
gooooo

PandoraFMS O 00000000 OOO0O

CentOS700000000O00OOCEOHODOODOO OO
goobobobbuoogoooobobboooood.

PandoraFMS OO O0OO0OO0DOO0O0DOO0OO0ODOODOOODOOOOOODOOODOODODOODOOODOO
goobbobbbugoooobobobboudga

-gggbbobboboodoooon
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-ggobobouogogon
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SELinux 0000000000 PandoraFMSOOODOOOOOOOODOOODOOODOODOOO
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goon

# grep -e data in -e collections -e var _spool t -e zip -e md5 -e denied
/var/log/audit/audit.log | audit2allow -M pandora

gobobobobboooooobbobobbooooooboobobbooad

# sudo semodule -i pandora.pp
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