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Monitoring with Policies

Policies

Introduction

(E

The policy system is conceived to make large monitoring environment management easier. It
allows to propagate modules, alerts, external alerts, plugins, remote inventories and collections to
the agents in a centralized and homogeneous way, by modifying its configuration files through the
remote edition feature called More information can be found in the
video tutorial

To apply any changes you may have made in policies,
apply the policy in the corresponding section ( ).

Policy management can be performed by clicking on Configuration - Manage policies on the left
side of the Pandora FMS web console as shown below.

You can also get more information with the quick guide “

n

Policy management

Policy search
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You may search policies in Pandora FMS from the search header both in the Metaconsole and
node. Example:

Search: "Basic" M & [ o 2 e Q

ld_group 4

Description & W v

Basic logal checks to moniter Windows Systems. Reguires a
Powershell 3+

b

Basic Windows Monitoring

Basic Limux Monitoring Basic local checks to monitar: - CentQ5 - RedHat - Debian - SUSE

R
o

Baslc Solaris Local
Monitaring

-."_m

Basic local checks to manitor Solaris systems.

Basic AlX Local Monitoring Basic local checks to monitoring AlX systems

-

Basic HP-UX Loca

[P
Maonitoring

Basic |ocal checks o moninor ng HPALE SYSDEMS.

) L
b

Basic Remote Checks Basic Remote Checks (ping, latency, pores).

o

Totzl items. &

Metaconsole searches return two types of results:

e Centralized search: Policies shown are those in the Metaconsole itself. In the table you see the Server
field filled out with a dash to indicate that data are retrieved from the Metaconsole itself.

Language seltings Enalish £ UKl -
Automatic lbogin (hash)] pascword = |rvesoes

Thima courca {_) Symnem =
Enferca hitps Fas | Mo | .

Cantralized managament o gy WO |
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POLICIES FOUND

pandorafms

* Non-centralized search: Policies shown are those obtained directly from each node. In the table you
see the name of the server filled out with the name of each node.

Language settings

Baser DebdanfUbuntu Local Monson ng

i Wb Chacks

sir Wieaheris Liscal Mo toving

Ewntos/fedHal local Moniboring

Su%e Loal Monitoring

i ALK Leeal Moniboring

HP-LIE Local Mamtnring

Butmmatic lagim {hash ] passward

Times source -':j

Enfarce hitps

Cantralized manageemanl

POLICIES FOUND

asic koo

asic Aemote Checks (pir

asic chacks woomonltoring webs

checks 10

cx 10 Mo taring Deb

Q. latend

monitoring ALK sy

1o smoini toring Windows Systair

i manitoring Sule systeors

maomntaring Salaris system

ports_|

o

(LI

&0 g0 §® EW

v J W B 9 &

T ]

T

B ~ B X B

panduri

panduri

pandori

nandnn

Basic Wal Chects

Banic Wendows Lical Manibor

Basic ContosfedHat

inmi Seifie Local Monanng

nfllsuntu Local M

wiz HIUX Local Monitarmg

Lovcad Moiks

Bane Remote Checes (ping, Latsncy

Soi Spklaive

j CanoruRadHal sysbams

g Sl syt

nmg Detmanilibur

rmg AKX wy st

wab e

G @ B E® BB G0 Em Em &N
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Adding a Policy

Click on Configuration > Manage Policies and all available policies will be shown.

Group | Al v Recursion [ |  Free text for search (*) Filter =
Total ivems: 11

Status Hamea : faen G : o

14 Basic Web Checks 0 .' g ﬁ

m Basic Windows Local Monitering 0 = Eﬂ “

'T;I, Basic Centos/RedHat Local Monitoring o a U i}

i'._J.. Basic SuSe Local Monitoring o = ﬂ “

'4‘ Basic Deblan/Ubuntu Lecal Menitering W] a g ﬁ

1:]‘ Basic AlX Local Monitoring 0 = Eﬂ “

E Basic HP-UX Local Monitoring o a U L}

i'cl., Basic Solaris Local Monitoring o r ﬂ “

1:]‘ Basic Remote Checks 0 a Eﬂ

.I-i Politica de prueba 3 E Ij [

! Routers principales alerta 15° 0 < 0 @

To create a new policy, click on Create to create a new policy. Then enter the name, the group it
belongs to, and an optional description. Afterwards, click on Create.
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Add policy

MName
Group

Applications | E

Description

‘ Create ‘
Duplicating a Policy

There is also a button to duplicate a policy in the options column:

Pollcles management

¥ Filters

¥ Registration

Skatur  Hame Agents Group G,

Banic AU Lol Monitoring

Bavic AL Leseal Monitoring | 1)

aa °

Copy

niing | Collectons | Modules | Agent Wizard | Aleris | Extermal alens | Guewse | Agents | Plugins | ieventery

Badee A0 Lestal Bomborning | 10)

The created policy copy will appear as “not applied”,
regardless of the original policy's state.

Deleting a Policy

To delete any policy, it must not have any agents
associated.

If a policy contains agents, the delete button is disabled and a button to delete all its agents is
shown.
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Bassr HIP-LIX Local IMonetboring

Horse (Linux Mocaniboring E I *"

Dielete al agentt

1

Linking | Collections | Modubes | Agent Wizard | Alerts | Extemnal alerts | Queus | Agents | Flugins | Irveniory

Bacsr Resnabe Chicks

o W

Barier Solaris Locsl Mondorsg —

This button will add the delete process to the queue. Once processed, the policy delete button will
be enabled again.

Configuring a Policy

In order to configure the policy, use the policy name under Configuration > Manage Policies. Once
inside, access the different setup sections through the upper right menu. You may also edit
elements directly by clicking on the direct accesses provided when hovering the mouse over the
policy you intend to configure.

Basic Windows Local Monitoring 0 @ E

Policy configuration contains the following tabs in addition to the setup:

e Agents

Modules
Inventory modules
Alerts

External alerts

e Collections

e Linking

e Queue

¢ Agent plugins

e Agent wizards
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Politica de prueba - Setup - K A Ey (e

Name Politica de prusbs
Group Applications |~ E
Description

‘ Update ‘

The options available in a policy are:

e Adding/deleting one ore several existent policy agents.
 Creating/editing/deleting a module.

¢ Defining/editing/deleting an agent plugin.

e Creating/editing/deleting an alert.

e Creating/editing/deleting an external alert.

e Adding/deleting an existing collection.

e Adding/deleting an existing inventory module.

e Linking the policy to one or several adopted modules.
e Applying changes on the policy.

The different executable actions are not applied until the policy is applied. For instance, if you add
an agent to the policy, you may create several modules and alerts, but they do not go into effect
until the policy is applied.

Likewise, if you have a policy applied and you modify or delete elements, the changes do not take
effect until it is applied again.

All changes are displayed within the Queue window, where changes may be applied.

Policy queue management

The policy operations queue contains a summary of the elements changed since its last
application:
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Policies / Queue

Basic Windows Manitoring - Queue /s

>  Filters

A Queue summary

Update pending )33 . PP S P /0

Delete pending O o3 H 0/1 ﬂ 0/0 :l 0/1 ‘ 0/o 2, Boo * 0/2

This list contains the elements yet to be updated and the ones yet to be deleted:

e Pending to be updated
o Agents
o Groups
o Adopted modules pending to be linked
o Adopted modules pending to be unlinked
¢ Pending to be deleted
o Agents
o Groups
Modules
Inventory modules
Alerts
External alerts
Plugins

[¢]

[¢]

[¢]

o

o

This summary shows whether the policy should be applied or not. Sometimes, a button will be
shown to apply them next to the icon of agents pending to be applied.

If the pending changes only affect the database, e.g. changes in alerts, this button will apply the
changes just at that level, so the application will be faster.

w Queue summary (7 Advices)

Update pending m) ?;’? = o/0 oo 0/0 o/o

However, if the configuration that affects configuration files has been changed, e.q. if collections
or local modules have been modified, the application is complete.
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w Queue summary (7 Advices)

Update pending -) ?f‘?@ = o/0 coofo o/o

Under summary, there is a button called 'Apply All' at the right side, to apply everything regardless
of the pending modifications.

w Queue summary (7 Advices)

Update pending =) 7/7 # = o/0 cpofo o/o

Delete pending m) 0/7 = oo [ENo/7 o/o0 M o/1 !_' 0/0 =g 0/0

¥ Queue filter

Empty queue Refresh O B Apply al m

When selecting “apply”, the policy agents are added to the application queue. The Pandora FMS
Server will be in charge of applying the pending policies to the queue. You may see in the same

screen the application's progress, and when it is finished, it will appear as complete in the queue
together with the time passed since it finished.

Policy Agents Operation Progress Finished Delete

Basic AIX Local Monitoring all Apply - ﬁ

Agents and Groups

Agents

To add agents to the poicy, you have at the top filtering options to select the agents you need in
bulk by selecting them through the keys Ctrl or Shift.
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I
. 4 o P
Basic Web Checks - Agents SO & 2@ % %

Applyto| Agents [
Fiter group | Al [« Group recursion [ ] Filter group| A [ Group recursion [
Filter agent Filter agent
Agents Agents in policy

182.168.70.121 ~ 127.0.01

182.168.70.122 192.168.50.183

192.165.70.123 p 192188701

192.165.70.124 192.168.70.10

1582.168.70.125 192.168.70.11

192.168.70.126 192.168.70.15

1592.168.70.128 192.168.70.24

152.165.70.12% £ 192.168.70.42

1582.168.70.130 192.168.70.50

192.168.70.131 W 192.168.70.51

Agents

Group All Group recursion | Search
Applied O Mot applied O All @ Search CL ‘

Total itemns: 57

Active Directory e

Exchange e

MSSqL b o

At the bottom, there is a list with all agents associated to the policy, including those that are yet to

be deleted from the policy.

Group

Last application

August 19, 2015, 2:47 pm

August 19, 2015, 2:47 pm
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Applyto| Agents |w

Aiter group | A

Fiter agent

Agents

192.1658.70.121
192.1658.70.122
192.1658.70.123
192.165.70.124
192.1658.70.125
192.165.70.126
192.1658.70.128
192.165.70.128
192.1658.70.130
192.1658.70.131

pandorafms

Fileer group . A w
Group recursion [ srene

Filter agent

Agents in policy

127.0.01

s 192.168.50.183

) 192168701
192.168.70.10
192.168.70.11
192.168.70.15
192.168.70.24

{ 1921687042
192.168.70.50
192.168.70.51

The agent list has a filter by group, substring or application status.

Agents

Group All

Applied (7 Not applied ()

Total items: 57

Active Directory

Exchange

List of items displayed:
Name

Agent Name

R.

Remote Configuration

S.

Group recursion ] Search

All @ Search ‘

Group Last application

August 19, 2015, 2:47 pm

August 19, 2015, 2:47 pm

Group recursion [

=i

=
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Policy agent status

U.

Number of unlinked modules in the agent

A.

Button to add the agent to the policy

Group

Icon group in order to find out whether that agent was applied by a policy group
Last application

Timestamp of the last time that the policy was applied
D.

Delete/Undo button.

When an agent is deleted, its name will appear crossed out and the delete button will be replaced
by a button to undo the deletion and link the agent to the policy again.

Group  Last application D.

ECRREL TeaE) 0 1
e o 1
ECLREL S o 1
1s21cz7061 0 L}
192.168.70.70 0 1]
192.168.70.87 0 1]
102.168.70.100 0 1]

Of course, adding or deleting policy agents will take effect when the policy is applied on the Queue
page.
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Groups

From version 760 onwards, if new agents are assigned to
any of the groups configured in this option, they will
automatically receive the policy settings.

At the top there is the group recursion option. If it is checked, all child groups will be also added to
the policy. The desired groups can be selected through the Ctrl or Shift keys.

Basic Web Checks - Agents /S o £ AW H %

Applyto Groups |+

Group recursion [
Groups Groups in policy

Banco-PFichincha L] Applications
Applicacion )
Red

Client

clientegra

Colombia

Databases

Firewalls {

hyper-y

MNetwork “

Last application

Applications (] 24/24 Augusti9,2019,254pm (I

At the bottom, there is a list containing all the groups linked to the policy, including those yet to be
deleted.
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pandorafms

Applyte Groups |

Group recursion [_]

Groups Groups in policy

Firewalls S Applications
hyper-v

Metwork )
SAP

SAP test

Satélite

Securi y
Unknowr {

WImware
hLTEY

The group list shows the following information:

Last application

Applications ® ', 2424 augusti19 2019 254pm (1]
Databases Ml oo o
Network Wl 44 1]
Servers Wi 33 [}

Name

Group Name

S.

Policy group status

A.

Button to add that group to the queue in order to be applied
T.

Number of agents belonging to that group that have that policy applied, over the total number of
group agents

Last application

16/60
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Timestamp of the last time that the policy was applied
D.
Delete/Undo button.

When a group is deleted, its name will appear crossed out and the delete button will be replaced
by a button to undo the deletion and link the group to the policy again. The agents belonging to
that group will also appear crossed out.

Last application

sppliczions (@) 24724 August19,2019,254pm T
Databasss 0/0 i
Faarusel 474 i
—— 3/3 1]

Of course, adding of deleting policy groups will not take affect until this one is applied.

Modules

The modules menu allows to configure the modules to be added to the policy.
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Basic Web Checks - Modules SO0 K 2 mx » %

Total itemns: &

Name Type Action

Check 443 port =ric ' D] ﬁ D
Check BO port e ed T O
Check Web Content e ' D] 'ﬁ [
Check Web Latency fera L 4 D] wO
Host Alive (m Pt e T O
Host Latency BATA ' D] ﬁ 0

Delete ©
. Type ]
Search Filter ©L Create >
Create a nevw data server module |«

Get more modules on Monitoring Library

Copy modules

Copy selected modules to policy: ActiveDirectary - Copy OJ ‘

In order to add modules, choose the type of module in the drop-down menu. Select one of the
available ones, and click Create:

>  Filters
Create a new data server module
Create a new network server module

Information X

Create a new plugin server module
There are no defined modules
Create a new Wil server module

Create a new prediction server module

Create a new webserver module

Basic AlX Local Monitoring [ Copy @ ]

Create a new data server module I [ Create @ ]
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Nota: This is the same procedure as that of creating a module in an agent.
Creating a Data Server module

(=) Data Server modules are modules added to software agents. In order to work with these
modules, the agents must have remote configuration enabled.

Select the option Create a new data server module and click Create in order to create a new data
server module.

Type -
‘ Create ‘
Creats & nevw data server moduls -

Create a new data server module

Create a new network server module
Create a new plugin server module
Create a new WHI server module

Create a new webserver module

Later, configure all module fields. The field called Data Configuration is the one that allows to
enter the module's code which is applied to the agents subscribed to this policy. This change will
be displayed in this particular agent's pandora agent. conf file.
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Uﬂqhﬂmﬁg

Nﬂne@
Typea

Dynamic Threshold Interval

Warning status

Critical status

Historical data

Data configuration ~

> Advanced options

> Custom macros

pandorafms

--hianusl setup--

(SEMEriC NUMeric
Mona ;#

Min.| D
Max. 0
inverse interval [_]

Min.| O
Max, D
Inverse interval D

keep counters [
@ Change all statuses - 0

D Change each status : To 'normal”

4]

b

Disabled [ | pioauie zroup cenersl

Hormal Status B Warning Status

To “warning' O To 'critical”

Load basic  # @

e

Go to advanced options by clicking on Advanced Options.

Critical Status Il
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/" Advanced options

Deescription

Custom ID
Interval

Min. Value

Export target

FF interval

Tags available

Quiet

Critical instructions

Warning instructions

Unknown instructions

Cron from

Cron to

Either fill out the fields, or if you defined previously a local component, select it. Finde more
information about the description of said fields in Templates and components.

pandorafms

Uniit ~
Diefault: 1 Post process
Maa. Value
Mot nesded Discard unknown events
o FlipFlop timeout
configuration ~ >
Cpu_Us3ge
Critica Tags selected
disk_rate
disk_usage W '4
D Cascade Protection Services

Day ol the manth Manth

Dray aof the month Manth

Aery | Ay [v Ay [ Any

Retries

Mane |

Creating a Network Server Module

Erebled

Day ol the weak

To create a Network Server module, choose the option Create a new Network Server Module and

click on Create.

21/60
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Type

Create a new network server module |

Create a new data server module

Create a new network server module

Create a new plugin server module
Create a new WHI=erver module

Create a new webserver module

Then configure all module fields.

ADD MODULE - NETWORK SERVER MODULE

Using module component

Type @

Dynamic Threshold Interval

Warning status

Critical status

FF threshold

Historical data

Target IP

» Advanced options

» Custom macros)

--lanual setup--

Remote ICMP network agent [

yo= L

Min. | O
Max| 0

inverse interval [_]

Min. | O
Max. O

inverse intervai [

Keep counters [
(@) Change all statuses = O

() Change each status : To 'normal’ O
‘critical| O
G|

Force primary key

Disabled [ |  podule group | Geners!

Normal Status ® Warning Status =~ Critical Status M

100
a0
60
40
20

0
-20

To 'warning' To

22/60
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Click on Advanced Options.

Advanced options

Description
Custom ID Unit nzex ot
Interval R mr. Post process w s
Min. Value Max. Value
Export target Not ne=ded Discard unknown events I:l
FF interval o FlipFlop timeout Di=zabled
configuration s »
CPU_Usage
Tags available Critica Tags selected
disk_rate
disk_usage W '

Quiet

Critical instructions

Warning instructions

Unknown instructions

D Cazcade Protection Senvices

Minute Day of the rmonth Manth Day of the waak
Cron from By e o A Ay e An "
Dray of the rmonth Manth
Cron to By [ hr s [ Any - e -
Timeout Retries
Category None | s
Check the description of these fields and screens in the section.

Click on Create once all fields have been filled out.

Keeping in mind that modules are repeated most of the time. Instead of filling out the fields any
time a module is added, the best option is to preliminarily define it as a component and to use it
as such.

To use a component, fill out the combo located under Using module component where it is
possible to choose between the different component groups:
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Using module component

Type @

Dynamic Threshold Interva

Warning status

Critical status

pandorafms

--IManual setup--

v

—Manual =etup—
General group
Network Management
Cizco MIBs
Catalyst 2500
Operating Systems
UCD Miks (Linux, UCD-SNMP)
WK
Windows IS
Windows Exchange
Exchange TCP Ports
Databases
M3 S0L Server
Oracle
MySaL
DB2

0o
20
60
40
20

0
20

-40

Module group | General

Hormal Status M Warning Status

Critical Status [l

Once the group has been selected, another combo pops up where to choose the desired

component.

Using module component

Type @

Dynamic Threshold Interval

Warning status

Critical status

FF thrachnld

Metwork Management

Remote ICMP network agent [

SV A

Mone

Min. O
Max| O

inverse interval [

Min. |
Max| O

Inverse interval [

Keep counters [
(@) Change all statuses : |0

Disabled [_|

Normal Status @ Warning

---Manusl setup---
—Manual setup—
Check FTP Server
Check HTTP Server
Check POP3 server
Check SMTP gerver
Check SSH Server
Check Telnet server
FERMIN

Host Alive

Host Latency
ifinOctets_if1
ifinOctets_if2
ifinOctets_if3
if0perStatus_if1
if0perStatus_if2
ifOperStatus_if3
ifOutOctets_if1
ifOutOctets_if2

ifOutOctets_if3

In this example, the component called Catalyst CPU Usage from the Cisco MIBs Group has been

chosen.

24/60
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Using module component

Type @

Dynamic Threshold Interval

Warning status

Critical status

FF threshold

Historical data
Target IP

SNMP community

SNMP OQID

pandorafms

Cisco MIBs
Catalyst CPU Ussge &840 5min&#41;

Remote SNMP network agen—_,E|

Mone

EPau

Min. O
Max| 0

Inverse interval [

Min. |
Max. O

Inverse interval [

Keep counters [
(@) Change all statuses: O

() Change each status : To 'normal’ O
‘critical| O
i

Force primary key E‘ Port

public

13614192158

SNMP version

E| Catalyst CPU Usage (Smin) E|

Disabled ] Module group | System E‘

Critical Status [l

Normal Status @ Warning Status

100

To 'warning) O To

]

Once the component is selected, any of its fields may be modified. Click on Create once all fields
have been filled out appropriately.

Creating a Plug-in Server module

Choose the option Create a new Plug-In Server Module and click Create.

Type

Creste a new plugin server module |v

Create a new data server module
Create a new network server module

Create a new plugin server module

Create a new WhI server module
Create a new webserver module

Then configure all module fields.

25/60
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Type ©

Dynamic Threshold Interval

Warning status

Critical status

FF threshold

Historical data

Plllglne

» Advanced options

» Custom macros)

Fill in the advanced options:

pandorafms

--IMManual setup--

o %

Generic numeric

Min. | O
Max| O

inverse interval [

Min. QO
Max. O
inverse interval [

Keep counters [
(@ Change all statuses: O

() Change each status : Te 'normal’ O

‘critical| O

B

Mone

Disabled [ ] Module group  General

Critical Status [l

Hormal Status @ Warning Status

100

To 'warning' O To

26/60
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pandorafms

+ Advanced options

Drescription
Custom 1D Unit ot - ra
Interval R | Post process o - 4
Min. Value Max. Valua
Export target Not ne=ded Discard unknown event D
FF interval o FlipFlop timeout Disabled
dmz - > [None |
MEmory_Lsags
Tags available netweark Tags selected
network_ussge
performance b {
Quiet D Cazcade Protection Services Erebled |

Critical instructions

Warning instructions

Unknown instructions

Day af the month Manith Day of the week
Cron from ;
Pty | Ay o] [ Ay [ Ay ~ An i
Day of the rmonth Manith Day of the week
Cron to ; 5 ; 5
.-\‘\.""_J St Ay _—\'\.""5' L Ay L ATy b
Timeaut Retries
Category MNone |

Either fill in the fields, or if you defined previously a local component, select it. Find more
information about the description of these fields in Templates and components.

Once you have filled out all the fields appropriately, click on Create.
Use macros to configure dynamic parameters, like the IP

address of an agent. To see the list of available macros,
click on the help(?) button on Plugin(?)
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@ randora:Documentation en:Remote Monitoring - Pandora FMS Wiki - Firefox Dev... — O *
Critical status )] pandorafms.com
1.5.1 Internal Macros "
Like the alerts, it is possible to use internal macros in the plugin configuration, too.
FF threshold The supported macros are:
® _agent_ o _agentalias_: Alias of the agent to which the module belongs.
Historical data ® _agentname_: Mame of the agent to which the module belongs.
Hugmﬂ m _agentdescription_: Description of the agent to which the module belongs.
® _agentstatus_: Current status of the agent to which the module belongs.
2 Advanced optior m _address_: Address of the agent to which the module belongs.
s _module_: The module's name.
" Custom macros
s _modulegroup_: The medule's group name.
Custom macros @ » _moduledescription_: A description of the module.
®» _modulestatus_: The status of the module.
m _meduletags_: The module's associated tags.
w

Copy modules

Creating a WMI Server module

To create a WMI Server module, click on Create a new WMI Server Module and click on Create.

T
ype Create > ‘

Creatz a new W | server moduls

Create a new data server module

Create a new network server module

Create a new plugin server module

Create a new WHMI 2erver module

Create a new webserver module

Then define all module fields.
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ADDMODULE - WMI SERVER MODULE

" Base options

Uzing module component | -—-Manual setup-- ¥

Mame

Type 9

Warning threshold

Critical threshold

Historical data

TargetIP a
Username
WHhI query

Key string C:'

> Advanced options

> Custom macros

pandorafms

Generic numeric

Min. 0

Max. 0o

Inverse interval ||
Percentage | @

Min. o

Max| 0

Inverse interval [_|

Percentage @ J

| Force primary key

Click on Advanced Options:

Disabled |

Module group| General

M Mormal Status
Warning Status

M Critical Status

Mamespace (_:'

Password

Field number O

Create %, ‘
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Advanced options

Description
Custom 1D Unit ot » ra
Interval e w | #F Post process o - &
Min. Value Max. Value
Export target Not ne=ded Discard unkmown events D
EF interval o FlipFlop timeout Di=zabled
Cpu_usage " >
critical
Tags available disk_rate Tags selected
disk_uzags
dmz W {
Quiet D Cascade Protection Services Erabled |»

Critical instructions

Warning instructions

Unknown instructions

MimuLe Day ol the month Moanth Day of the week
Cron from Arry | A [ Any [w Ary - o~ >
MinuLe Day of the month Manth
Cron to Ay | Ary | By v Ay ot Ay e
Timeout Retries
Category Nome [
Check the description of the fields of these screens in the section.

Once all the fields have been filled out appropriately, click on Create.

Keeping in mind that the modules are repeated most of the time. Instead of always filling out the
fields any time a module is added, the best option is to preliminarily define it as a component and
to use it as such. Component use is further explained in the section named “create a network
module”.

For more information, check
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Creating a Web Server module

To create a Web Server module, select the option called Create a new Web Server module and
click on the Create button.

Type
Create > ‘
Creat= a new webserver maduls

Create a new data server module
Create a new network server module
Create a new plugin server module

Create a new WHI server module

Create a new webserver moduls

Then configure all the module's fields. Later access Advanced options.
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“" Advanced options

Description
Custom 10 Unit — i *
Interval 2 mimazz e f Fost process o W *f
Min. Yalue Mlax. Walue
Edport target Mot nesded Discard unknown events D
FF imzerval o FlipFlop timeout Dizablied
e
dma ~ b hoe |
Memory_usage
Tags avallable neteark Tags selected
nerwark_usage
perfarmance b L 4
Quiet D Cascade Protection Servioes Enablad | %

Critical instructhons

Warning instructions

Unkniown Instructions

Minute Dy of the moath Day of the week
Cren from Ay S Al R L S A S A S
Miinurte Day of the week
Cren to Ay | s Ay | ae Arvy | ar A o Am ot
Timeout Retries
Category Mone |a
Check type Arnyauth s
Reguests 1 Agent browser |D Pardoira FRAE S W
HTTF auth {lagin] HTTP auth [password)
Proxy URL
Proxy auth {login] Frowy auth [pass)
Froxy auth (server) Promy awth [reaim)

Check the description of the fields in the Templates and Components section. Once all the fields
have been filled out appropriately, click on Create.
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Using module component

Mame
Typea

Dynamic Threshold Interval

Warning status

Critical status

Historical data

Web Checks

pandorafms

--hiEnuel setup--

Remote HTTP module to chec

Mong I#

Min.| O
Max. O
fnverse intarval ||

Min.| O
Max, O
Inverse interval I:l

Heepmunberslj
@ Change all statuses: 0

D Change each status - To 'normal’ O

4]

&

In the particular case of Web modules, there are no

components.
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Disabiled [_|

Mormal Status @ Warning Status  Critical Status Bl

Ta ‘warning' O To 'critical”

For more information about Web module creation check \Web monitoring.

Modifying a previously created module

It is possible to modify all modules assigned to a policy.
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Name Type Action
CPU % g @O0 W
CPU User [g°* @ m
Load Average (g @ T
Memory Free % [go @0 T
Pagination use [ge= @[ @
Service sshd status [ @ 1]
U ptime (g @ T

In order to do so, click on the module's name so the module configuration options are shown.
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EDIT MODULE - DATA SERVER MODULE

Name () CPU%
Type ﬂ Generic numeric (generic_data)
Dynamic Threshold Interval None E| rd #
Min. | 80.00
Warning status Max| 90.00
Inverse interval [
Min. | $1.00
Critical status Max. 0.00
Inverse interval [

Keep counters [
(@) Change all statuses : O

FF threshold
res (C) Change each status : To ‘normal’ O
‘critical’| O
Historical data ()

rmodule_begin
module_name CPU %
rmodule_type generic_dsta
Data configuration rmodule_cpuusage all
rmodule_unit %
moduls_end

> Advanced options

> Custom macros (@)

Disabled [_|

Module group | System E|

Hormal Status ™ Warning Status

To ‘warning)| To

Loadbasic # |@

L

Once they have been modified appropriately, click on Update.

If the policy module is renamed, the name will be updated
like any other field when the policy is applied.

If a policy module is renamed but a module with the new
name already exists in one of the agents, this module will
be adopted while the module with the old name is deleted.

Critical Status [l
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Deleting an already created Module

In order to delete the module from the policy and remove it from agent configuration, click on the
trash button to the right of the module's name. Once done, the module will still appear but crossed
out. The Delete button will have been replaced by the Undo button.

If you wish to delete several modules, select the check box to the right of the trash icon and click
Delete.

Total iterns: 9

Mame Type Action
Account deleted El"om" ! ﬁ L]
CPU % [ @ W O
Free percent disk C: B"ﬂm" ! ﬁ L]
Load Average Q”’"‘“L ! ﬁ L]
Memeory Free % El"om" ! ﬁ L]
Processor User Time % gmmL ! E L]
Total processes Bmm" ! ﬁ L]
Uptime Q”’“‘L ! ﬁ L]
WMI Service [geas @ w O

‘ Delete ""."

Inventory modules

(E

It is also possible to create inventory modules within a policy by picking one from the list of the
available ones in the system, thereby picking an interval and the credentials.
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Basic Windows Local Monitoring - Inventory modules® Z © T & & 8 % co EZ]L)

Madule Select inventory moduls e Interval L haur v #

Use custom fields |

Usernamie adrmin Password sssssEsseREs
Add >

Like the rest of the policy elements, if you remove an inventory module, it will appear crossed out.

The “Undo” button will replace the delete one to undo the action.

Name Type Action

:}LIJCAL ,ﬁu

For more information about adding remote inventory modules check Inventory modules.

Policy module states

When a module is created based on a policy is applied, it is referenced through the policy icon.

These policy modules may have several states:

Linked
Unlinked
Adopted

Linked adopted

A ! & Free RAM  Percentage Mem Free- M/ - N 990,272
O[] W& ringaurso - N/A-N/A 1
(o] o /&  PruebauDP ) wa-nm o

+ B S swuws Percentage Free Disk [N N/A-N/A 1

Linked Modules

August 21, 20719, 212 pm

August 21, 20719, 216 pm

August 21, 20719, 274 pm

August 21, 2013, 212 pm

These modules are created in the policy and once the policy is applied, they are also created

within the agent. These are the average modules created within policies.
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T} BB /F Freeram  Percentage Mem Free - N/A - NJA
QE @] & rFingaurso - NAA - NAA
(o] % /& PruebaUDP B va-na

Tl =B F swauws Percentage Free Disk - /A - N/A

990,272 101}

1

& @
& @
E @

August 21, 2019, 212 pm

August 21, 2019, 216 pm

August 21, 2019, 214 pm

August 21, 2019, 212 pm

You may link and unlink modules from the module setup page by clicking on this button.

Historical data
a

Target IP

192.166.80.231

Policy linking Module linked |I|

> Advanced options

Unlinked Modules

Unlinked modules are modules that belong to a policy but which are not affected by policy
changes. They can be useful because the enable establishing individual exceptions to modules
that belong to a certain policy. That way you may customize a specific agent module within a

policy without taking it out from said policy.
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o B
oM &~
o[ ]~

- B/

Free_RAM  Percentage Mem Free - MAA - NAA

Ping curso - MAA - MAA
Prueha UDP - NJA - NJA

Status Percentage Free Disk ([N N/A - N/A

Policy changes are only applied if the module is linked

again.

Adopted Modules

These modules were created within the policy with the same name of an already existing module
within the agent. When applying the policy, Pandora FMS uses the existing module's data instead

990,272 B sueust21.2013. 212 pm

1 Bl u August 21,2019, 216 pm
0 n August 21,2013, 274 pm

1 =) u August 21,2013, 212 pm

of creating a new module and it will keep on being managed from the agent.

Policy changes do not affect this type of modules.

[2)e-

Of m#
o &/
s B/

Free_RAM Percentage Mem Free - MAA - NAA

Ping curso - MAA - NAA
Prueha UDP - N/A - NJA

Status Percentage Free Disk [ A - /A

If you delete a policy, adopted modules are not deleted
from the agents, they use the local definition again.

Linked adopted modules

990,272 [ [
B =
o EHm
T Hm

August 21, 2019, 212 pm

August 21, 2019, 216 pm

August 21, 2019, 214 pm

August21, 2019 212 pm

An adopted module can be linked to use the definition set in the policy instead of the local one.
That way, when managing the module from the policy, when there is some change the module

changes too.
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iy B & Free RAM  Percentage Mem Free - na-na 990272 5G] [l Aveust21.2019.2120m

o E' E & Ping curso - NJA - N/A 1 u August 21, 2019, 216 pm
W # Prueha UDP - N/A-N/A O M Aususc21.2013. 214 pm

@ ! &* Status Percentage Free Disk - MAA - NAA 1 u August 21,2013, 212 pm

When an agent is deleted from a policy, linked modules are
deleted and just the linked and linked adopted modules
stay.)

Alerts

The Alert menu allows to configure the alerts of the modules that belong to the policy.
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Basic Windows Local Monitoring - Alerts @ /° © £ 2 W R %

Total items: 9

Template Maodule Actions

© Create a ticket in Integria IM5 {From 2 to 3}
Critical condition CPU% L ¥ SON |

¢ Restart agent (From 3 to 4)

B B B
] "

»

®

=]

Critical condition Memaory Free % o Create a ticket in Integria IM3 {From 2 o 3}

o Mail to Admin (From T to J)
Critical condition Total processes L ¥ SON|
o Create a ticket in Integria IM5 (Ffrom 2 to 3}

o Mail to Admin (From 1 to0 2)

Critical condition Free percentdisk C: o Create a ticket in Integria IMS (From 2 to 3)

8 8 a8 6

o Mail to Admin (From T to 2]

o Create a ticket in Integria IMS {From 2 to 3) ﬁ

Critical conditon Wil Service , _._ @ m
o Mail to Admin (From 1 to.2) ]

Critical condition Free percentdisk C: © Create a ticket in Integria IMS (From 2 to 3) 1]} L B YOR

o Mail to Admin (From T to 2]
Critical condition Load Average L ¥ SON |
o Create g ticket in Integria IMS (From 2 to 3}

b

o Mail to Admin (From T to 2) (1]

Critical condition WMl Service L ¥ SON |

o Create 3 ticket in Integria IMS (From 2 to 3}

o Mail to Admin (From T to 2) .
. ¥ YON

Critical condition Total processes
@ Create a ticket in Integria IMS (From 2 to 3}

8 8 &k

Alert template Select ~ Policy module Select e

Add >‘

Adding Alerts

In order to add an alert, link it to one of the predefined alert templates or to a module that belongs
to the policy and click on Add.
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Test Alerts - Alerts C V). £ A B F 0 (3

Test ]
Test 2

Alert template  Ss|sct v Policy module

‘ﬂdd.\

Modifying Alerts

It is possible to add actions to alerts, set them on stand-by mode or disable them. If you intend to
change any module or template, delete it and create a new one.

Deleting Alerts

In order to delete an alert from the policy and remove it from the agents that have it installed,
click on the trash button at the right of the module's name. Once done, the alert will still be visible
but crossed out. Then, the “Delete” button will be replaced by an “Undo” button.

Taotal items @ 3

Template Module Actions Op.

Critical condition Memory Free % Default @ Mail to XX ! ! o ﬁ
Manual alert Pagination use ! ! o ﬁ
Manual alert Pagination use ! ; o ﬁ

External Alerts

External alerts allow to link alerts to agent modules not included in the policy module's main list. It
is sometimes very useful to assign alerts to some agent modules but not to all of them.
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Adding External Alerts

In order to create an external alert, fill out this form.

Test Alerts - External alerts 7 /e i} !h ‘ . * co @ E]x

summary. azure.compute.instances -

summary. azure.compute.NetworkPacketsIn

summary.azure.compute.NetworkPacketsOut

Test 1

Test 2

WM Metwork_connectedVMs Alert template Select 5
VM Network_ifinOctects

VM Network_ifOperStatus

VM Network_ifOutOctects

VM Metwork_overaliStatus

Modules in policy agents

The first field is intended to select the agent's modules. Only those not contained in the policy. The
second field is intended to select the appropriate alert template. Click Add.

This feature is available both in the Metaconsole and the nodes.

Modifying External Alerts

Considering how easy it is to create new external alerts and their few variables, the possibility of

modifying external alerts does not exist. In order to modify an external alert, delete it and create a
new one.

Deleting External Alerts

In order to delete an external alert from the policy and remove it from the agents that have it
installed, click on the trash button on the right of the external alert.

Modules in policy per agents Actions

Criti fisi I . " Daf - Monitaring E -ﬁ\-

Default - Mail to Admin

Warning condition TotalMessagesDelivered @ Add action

The deletion system is the same as the one of the regular alerts. The deletion does not take effect
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until the policy is applied. Until that very moment, the policy will still appear but crossed out and
the “Delete” button will be replaced by an “Undo” button to undo the action.

External alerts from several policies

NG 766 version or later.

One or several modules may have different actions from different policies.

For example, for an agent module:

e Proceed to two separate policies and include the module agent.
policyl 1 6 "(
policy2 1 ﬁ "(
e Proceed to the external alerts in each policy. Add the selected agent module.
POLICE 1- EXTERNAL ALERTS S 9 £ 2 B % = 50

Alert control filter

Total items: 1

Modules in policy per agents

o Monitoring Event (Always)

g

Critical condition Host Alive
@ Add action

. , All )
Modules in policy agents Alert template Select Actions | Mone ¥

‘Add >‘

e Apply the
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* By going to the module view of the selected agent, you will be able to see the external alerts for the

two policies, i.e. one alert per template, module and policy:

=/ Status - N/A - NAA 1 [104] 3minutas 31 seconds
=/ System_Load_AVG - AR - MIA 18 [104] 3 minutes 31 seconds
Metworking
o E /’ Host Alive  Check if host is alive using ICMP ping check. - FLAA - MAA 0 EI u 1 minutes
" Fulllist of alerts
Free text for search [*): ) Filter ¥
Show 20 w entries
|:| P 5. F. & Module Template Action Last triggered Status
o Monitoring Event
O [ © Hostalive  Q Critical condition o Send Report by e-mail {0/ 5) 1 hours [
Mail to Admin (Default)
o Monitoring Event
Il D o Host Alive Q Critical condition 1 hours [ |

Mail to Admin (Default)

As an advanced example, a direct alert, which does not belong to any policy, can be added to the

same module.
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" Full list of alerts

Free text for search {*): ® Filter ¥

Show| 20  entries

|:| P 5. F. & Module Template Action Last triggered Status

o Monitoring Event

[l D o Host alive Q Critical condition ¢ Send Report by e-mail (0/3) 1 hours |
Mail to Admin (Default)
o Monitoring Event

[ Host Alive Critical condition 1 hours [ |
m o Q Mail to Admin (Default)

) o Monitoring Event
[ o Host Alive Q Critical condition 1 hours [ |
Mail to Admin (Default)

Showing 1to 3 of 3 entries

This will generated, when the module changes its status to the specified condition, three different
alerts (of which the last two correspond to policies):

" Latest events for this agent

Show all Events 24h

5. Type Ewventname Timestamp Status WL

I @ Module ‘Host Alive' is going to CRITICAL (O} 1 hours CRITICAL

I !’ fired [Critical condition) assigned to (Host Alive) 1 hours
I !’ nodo-1-pandorafms Host Alive generated an event alert (0] 1 hours
I ‘!.u nodo-1-pandorafms Host Alive generated an event alert (0] 1 hours

This feature can be found in the Metaconsole too.
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Agent plugins

The process to add policy plugins is the same as that of the agent. Check the section Plugins in
software agents .

In order for the agent plugin to be applied by a policy, the
plugin must exist in the path specified by the agent.

For more information about the development of these plugins go to Agent plugin development.

Basic Windows Local Monitoring - Agent plugins @/~ ®© 0 & & B % ©0 i)

Mew plugin | Add >

File collections

(I These are resources used to massively deploy scripts or plugins to be used in Software Agents,
monitoring policies on agents and Satellite servers. It is accessed from the menu Configuration —»
Collections.

COLLECTION MANAGEMENT

Free text for search () ‘ Search ‘
Caollection : Short name Group : Description Actions
Apache Enterprise ) Apache Enterprise Plugin to moni... server using a m

) apache_plugin ﬁ i -
Plugin Perlscript. () (_j
) . . m
File collection example FCE ﬁ For documentation purpose

‘ Create >‘

To create a new file collection, click Create:
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MANAGER CONFIGURATION = NEW e
Mame: File collection example
Group: all ¥
Shortname: () FCE
Drescription:
For documentation purpose
Vi
‘ Create @ ‘

Fill in the name, group, short name and description and click Create.

To add resources to a collection go back to the collection list and click on the name of the
collection resources will be added to.

MAMNAGER CONFIGURATION = EDI...FILE COLLECTION EXAMPLE O . R

Files
®
Index of FCE
Namsa Last modification Size Actions
BE Example directory October 25,2022, 10:41 pm 1]
B Eempleted October 25, 2022, 10:57 pm 19B i1}
B ruiusini October 25, 2022, 10:20 pm 5B 17}

In the three icons highlighted in the image above, from left to right you may create a directory, create a
text (which you can then edit) or store a new file.
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Once the resources have been added, return to the collection list and an icon with a yellow
triangle will appear where you may click to synchronize the changes with the different Pandora
FMS elements (agents, Software Agents, monitoring policies and Satellite servers).

COLLECTION MANAGEMENT

Free text for search (%) Search

Collection : Short nama Group : Description Actions

Apache Enterprise Plugin to moni.. server using a Perl script. [}
Apache Enterprise Plugin apache_plugin ﬁ he P uE ne Bt E(HJ
o . m
File collection example FCE ﬁ For documentation purpose
Create

Each collection has its own base directory. In the Web Console these are stored in the directory
/pandora_console/attachment/collection with a name like fc_XXX, where XXX is the
numeric ID of the collection. File collections can contain subdirectories. File collections are
transferred as ZIP (compressed) files to the Agent, through . File collections are only
supported with Tentacle transfer mode.

File Collections and Software Agents

Go to Resources -» Manage agents and click on the name of a Software Agent. Click on the
Collection tab. You will have a list of available collections similar to this one:
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Resources / Manage agents / Collection .
KEPLER S W -k 0oa K B B X e
Free text for search ) Search ©

Lhort name Crescription

Q Apache Enterprise Plugin apache_plugin Apache Enterprise Plugin to moni... server using a Perl script. () a @

Q File collection example FCE For documentation purpose @

It a Software Agent has remote configuration disabled, it will display the following
warning:

Resources f Manage agents / Collection
KEPLER S " o om B %o kR K e
INFORMATION
i
This agent has no remote configuration, please configure it.
To add a collection, click on the plus icon in the Add column:
Resources / Manage agents / Collection .
KEPLER S T e x B N oAk P B KX e
Free text for search (*) Search ©
SUCCESS
v

Collection added successfully

Lhort name Crezcription

Q Apache Enterprise Plugin apache_plugin Apache Enterprise Plugin to moni... server using a Perl script. | (] ®

Description Remowe

Q File collection example FCE For documentation purpose

=]

[T you see an icon with a yellow warning triangle in the Status column, either the collection is
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empty or the collection has not been synchronized. If the collection contains files or directories,
click on the yellow icon. Once you have applied the changes, the collection status will indicate the
successful synchronization.

Resources / Manage agents / . -
KEPLER VA noa Kk B E KX e
Free testt for search () Search
SUCCESS
)

Collection package created successfully

Short name Drescription

Q Apache Enterprise Plugin apache_plugin Apache Enterprise Plugin to moni... server using a Perl script. e @

Description

Q File collection example FCE For documentation purpose e m

After a few minutes you may go to Configuration - Collections and click on the name of the
collection added. The newly added Software Agent will be displayed in the Agents tab.

SHOW AGENT >ID O -

KepleR (KEPLER)

Location of file collections in the Software Agent

Each file collection has a short name; for this example fc_13830334393. This means that the
utilities, scripts or executables inside the collection will be in:

%sProgramFiles%s\pandora agent\collections\fc 13830334393

It is important to know that the collection is compressed to be sent to the Software Agent, so the
latter must have the unzip.exe tool in order to decompress the file. As of version 3.2 of the Agent,
this utility is installed within:
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%sProgramFiles%\pandora agent\utils

You need to know this to be able to use Modules that work when working with those files, so that
you may specify the full “real” path. Each file collection is stored at different addresses, to prevent
different file collections from overwriting or conflicting with each other.

The collection control system is based on md5 hashes, similar to Agent configuration file
management. When creating the collection in the Pandora FMS Web Console, an md5 hash is
created and sent to the Software Agent. This md5 will only be updated when there are changes in
the collection in Pandora FMS Web Console, and not in the Software Agent. Therefore, the changes
in the collections made locally in the agents will remain as long as the collection is not modified in
the Web Console.

If any change is made in the collection in the Web Console, the md5 will be recalculated, and when
it does not match the existing one in the Agents, it will apply the last collection configuration,
overwriting the previous one and deleting possible local modifications on the collections.

If you want to use a Module that uses a file included in the collection, reference only the directory
that contains the collection, using its fixed identifier. This is an example using a
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Resources / Manage agents / Modules

KEPLER

})

pandorafms

- m x (B %

8, cE B

M % e

" Baseoptions

Using local
--hanual setup-- v
component
Name [ DiskFrees C Module group| General
Type ﬂ GEneric numeric
Min. O
Warning Max O 100
M MNormal Status
threshold .
resho Inverse interval [_] 80 Warning Status
Ty &0
(i)
ercentage [[] - 20 M Critical Status
20
Min. O o
Critical Mok O -20
threshold . -40
Inverse interval [_] 50
Percentage ) [] 80
100
Historical
data
module_begin
module_name DiskFree%_C
module_type generic_data
module_description
Data module_plugin_script /B "%ProgramFiles%\pandora_agent\collections\fc3\df_percentvbs” _
configuration | maodule_end Check 9|

File collections and monitoring policies

It works much like individual Agent collections, but instead of applying a collection to a specific

Agent, it is applied to a policy:

A

=

53/60
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Collection

' AL
KEPLER S =
Free text for search (*) ‘ Search |
SUCCESS
(v

Collection added successfully

Short name De=cription Status

Q Apache Enterprise Apache Enterprise Plugin to moni... server using a o @

apache_plugin . —
Plugin Perlscript. (1)

Description Remowve

=]

Q File collection example FCE For documentation purpose o

Refer to this section to manage and synchronize collections.
Satellite server file collections

(3 Click on the Servers - Manage servers menu and then click on the remote configuration icon of
the Satellite server to which the collection will be added. Click on the Collections tab and in the list
of available collections, in the Actions column add the respective collection by clicking on the +
icon. You may also delete the added collections by clicking on the trash can icon.
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Q COB QX[ ®un b

Collections

Actions

-0 monitor Apache web server using a Perl script.

When you save the changes, after a few minutes, you will see in the configuration file the new
section created with the added collections and their respective short name.


https://pandorafms.com/
https://pandorafms.com/
https://pandorafms.com/

pandorafms 56/60

Configuration

# Threads dedicated to WMI polling

wmi_threads 5

# Secondary server configuration

# If secondary_mode is set to on_error, data files are copied to the secondary
# server only if the primary server fails. If set to always, data files are

# always copied to the secondary server,

#secondary_mode on_error

#secondary server ip localhost

#secondary_server_path /var/spool/pandora/data_in

#secondary server port 41121

#secondary_transfer_mode tentacle

#secondary server opts

#INIT add_host

add_host 192.168.50.45 192.168.50.45
#INIT ignore_host

ignore_host 192.168.50.9

#INIT delete_host

delete_host 192.168.50.5

# File collections
file_collection test5
file_collection test2

‘ Update 7 ‘

Refer to this section to manage and synchronize collections.
File collections in Metaconsole

From Pandora FMS 729 OUM you may centralize collection management from the Metaconsole. To
access it, go to the Centralised management -» Agent management menu and click on the
Collections tab.
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PandoraFM5 Metaconsole i . P
Centralized operation console ./

Agent Module Alert Component User Policy Category SErver
management management management management management management management management
@
5 R g vYE R 9
’ Show Ophons
"
EI Total items: 4
s Collection aw Short name Groupaw Description
i
‘ collection collection tj test
Example file collection EFC
%, 9]
Da
Cia
fat_collection fat_collection fj
test_merge test_merge fj
Total items: 4
to manage and synchronize collections, as they work similarly in the Web
Console.

Policy management from the Metaconsole

E v
ADMIN METACONSOLE ' e o (®)
. POLICIES gy foeeieicaainaee : JODE #1 =
O : : &)
L

EDIT 0O e ecmeceessascessssesasasases
APPLY ON O o : ;t\
REMOTE " Bo c mmia)
AGENTS IN (@] : o =
DIFFERENT " —(@)
NODES ; Y

It is possible to manage policies from the Metaconsole. The process consists of distributing the
information to all the nodes for each of the servers in charge of applying them. This distribution of
information is complex because it is important that all nodes have the same data as the
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Metaconsole.

Configuration. Centralized management mode

The Metaconsole has a centralized management mode. This means that, as far as policies are
concerned, management is done from the Metaconsole and not from the node. In the Metaconsole,
the selection of this mode is made from the general configuration.

(@) PANDORAFMS D Lo % D3 0005wm
Mnnlrnnnu Events Reports Screens Advanced Extensions
Synchronising User Agent Module Alert Event Compaonent Palicy Category Server Lo
management management management management alerts management management management management
® O % XN m & L 8 %X B
- e
Language settings English {UK) v
Auto login (hash) password
Time source o System ¥
Enforce hitps Yes Mo (=
Centralized management Yes (a) Mo
Attachment directory Marfwwnwihtmiipandora_consolefattachment
Timezone setup Europe/Berlin s
Public URL
Disable custom live view filters Yes Mo (=
Command line snapshot Yes (a) Mo
Disabled sections Enabled sections
MNetflow Tree view by tags
Web Checks Visual Console
Customise sections >
4

For the configured nodes to know that the mode is centralized, just go to the license screen and
synchronize. That way, all policy management pages will be informative only, that is, available in
read-only mode. The new nodes that are added will be automatically configured in this mode.
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] User Agent Module Alert Event Component Palicy Category Server .
Swenily management management management management alerts management management management management —iEEE IR

Licence

Customer key

Expires

Platform Limit

Current Platform Count

Current Platform Count (enabled: items)
Current Platform Count (disabled: items)
Licence Mode

NMS

Satellite

Licensed to

Validate and sync F equest new licence

Finding out if a node is in centralized mode or not. If so, a warning message will appear in the
policy view.
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PANDORAFM o . O A . ('_) .ﬁ (admin)

E M T E R P R I 5 E

This node is configured with centralized mode. All policies information is read only. Go to metaconsole to manage it

Group All ¥ Recursion Free text for search (*)

Total items : 9

® R e w[FE X6

Name.&¥ Group&y

Basic Web Checks 6

Basic Windows Local Monitoring

[2]
N
a

™

Basic SuSe Local Monitoring

i

Basic Centos/RedHat Local Monitoring 0 a

Policy queue in Metaconsole

The policy queue in the Metaconsole is different from that of the nodes. While in the latter, you
can see the status of the implementation of the incomplete policies and a history of those already
completed, in the Metaconsole this second part has been deleted. Only those that have not been
applied or are in progress are shown indicating the node they belong to.

However, if you want to check the history, it is available at the node. In fact, it is the only thing
that can be managed from the node, since all other pages are in read-only mode.

Data integrity

Node and Metaconsole data of each policy must match. Modules, alerts, inventory module,
collections... have to be consistent. Therefore, when applying a policy from the Metaconsole, all
this data is copied to the involved nodes.

It is very diverse and very sensitive information. There may be an error when copying the data. In
this case, the console will display an error and the node will be rolled back with the previous data.
In clean installations there should be no problem, but it is recommended to delete the previous
policy configurations made manually in the nodes, transferring them to the metaconsole to later
synchronize them from there.
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