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AlarmManager-PRO on ManageEngine OpManager

1. About this howTo

This document describes in short steps, how to setup ManageEngine OpManager for monitoring Kentix
AlarmManager-PRO with connected MultiSensors and sending E-Mail notifications.

2. Initial Setup
1. Download and install ManageEngine OpManager
2. Download the Kentix MIB file archive from the Kentix Website.

3. Take the file kampro.mib of this archive and copy it into the mibs folder of the
OpManager's install directory.

4. Start and login to the OpManager (if not already running).
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3. Adding the AlarmManager to OpManager‘s devices

1. Create a new devices template by selecting Admin | Device Templates | New template.

2. Enter a name for the template, select Vendor name and Category and the monitoring interval.
Search the System OID by clicking Query Device.

ManageEngine A~
O;Mgnage?)

Home Network Virtualization Alamms Reports

Discover Devices  AddDevice  Rule Engne  Device Templates  Notification Profles  Quick Configuration Wizard

New Device Template

Devica Template : Kentix AlarmManager
vendor Name : Kentix GmbH [v] New
Category : Kentix :]
Monitoring Interval H 1 mins
Device Image : firewall.png AR Select
System OID Delete
3

.1.3.6.14.1.332.11.6

Add D
S—

Monitors

@ Edit Thresholds I

Create Cancel

3. Click on Add Monitors to preconfigure monitoring for connected MultiSensors.
4. Select Add Bulk to add one or more Sensors to be monitored.

Add Monitors Add Bulk ew Monitor v

] Monitors Protocol Description Delete
] vendor Monitors
[ sensor 1 Temperature SNMP Custom Monitor 3
OK | _Cancel
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5. Add a new Sensor with its OID (for temperature, humidity and dew point the OID has to be divided by 10,
e.g. .1.3.6.1.4.1.37954.1.2.1.2.0/10), query interval and Threshold Settings.
Finish with OK and then click on Create.

Add Bulk Monitors

Interval Threshold Settings

Monitor Name SNMP OID Numeric Tabular (mins Units i E— =T ST e Con.Times
Sensor 1 Temp. ..37954.1.2.1.2.0/10 O 1 °C > [w]20 > [w]2s > (sl 30 < 19 1
O > (vl > (sl > (sl < 1
O > (vl > (v > (vl < 1
0 > [v] > (vl > v < 1
0 > vl > vl > v < 1
O > (v > (vl > (vl < 1
O > (v > (v > (v < 1
O > (v > (v > [ < 1
2} O > vl > [l > (v < 1
O > vl > [v] > < 1
M Cancel

6. Add a new device by selecting Admin | Add Device. Enter the AlarmManagers IP-Address and finish with
»-Add Device".

ManageEngine AN
O?Ménageﬁ

Home Me 2 Virtualization WS Admin Reports

Active &larms Al Alarms | Devices to watch  Event Log Alarms  Unsolicited Traps — Syslog Alarms  Web alarms  Alarm Escalation  Notification Profih

Add Device

Device name / IP Address  :  |10.15.0.253|

10.15.0.253

Netrmask ! |255.255.255.0

Credentials to use : add Credential

[] Select all
SNMP v1/v2

1 Kentix
Public

Add Device Cancel |
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7. Open Home | Overview to see the added AlarmManager. An existing temperature alarm would now be
shown in one of the overviews views.

Managefngine

OpManage\

intualization

CCTV Views v Commurity  Getting Started

Dashboards v

Overview  Top 10

Overview

Infrastructure Snapshot A0

Name Alarms Devices

@ Server
@ Router
@ Switch
@ Desktop
@ Firewall
@ DomainController
@ UPS
@ Printer
@ Virtual Device
@ Unknown
L Kentix 1 1/1
@ URLs
@ WAN RTT Monitors
@ \olP Monitors
+New Infrastructure View

Tech Docs & Videos

Actions v| | Dashboards v

Recent Alarms 02
Source Alarm Message

' Digi International Sensor 1 Temp, is 25 %, threshold value for this monitor is 20 %

Event Summary 2L
Event Type Count
Y  Threshold viclated 2

4. Activating alarm notification for MultiSensor value alarms

1. Select Admin | Mail Server Settings

2. Enter the data or your E-Mail provider or E-Mail server.

ManageEngine

=)

OpManager

Yirtualization

Reports

Alarms

Discover Devices ~ Add Device  Rule Engine

Mail server settings

Device Termplates

Notification Profiles  Quick Configuration Wizard

Server Name

Port

From Email ID {optional)
To Email ID

Time Out (seconds)

Authentication Details (optional)
User Name

Password

Secure Connection Details (optional)

[J ssL Enabled
SSL Certificate

SSL Certificate KeyPassword

[ add a secondary mail server (optional)
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3. Select Admin | Notification Profiles and click Add New in Email Profiles.

4. As subject select Message of the Alarm and press Save. Test your settings with the Test Actions
Button.

ManageEngine A
er)

OpManag

Home Metwork Serve Virtualization Alarms Maps Workflows Admin Reports

Discover Devices  Add Device  Rule Engine  Device Templates  Notification Profiles  Quick Configuration Wizard

Configure Profile Details

Profile Name EMail_Notification

Mail Composition

To Email Address OpManager@kentix.de
From Email Address Alarm@Kentix.de
Mail Farmat O plain Text O HTML @ Both

Mail Subject
Subject $stringseverity - $displayName $messa Message of the alarm v

Mail Message

Message Message: $message ...Select Message Variables...
Device: $displayName
Category: $category
Error Condition: $stringseverity
Generated at: $strModTime

Test Actions Save Cancel

5. Select Home and click on your infrastructure category. Move to List view and click on the name of the
AlarmManager (shown as ,Digi International®).

6. Open the Notification Profile and Click here to add a new Profile.

Managengine —~
OpM'Zmage?)

Overview Top 10 Dashboxds v  CCTV Views v Community  Gettng Started  Tech Docs & Videos
g lected profile(s) s

Snapshot - Digi International Custom Links ¥| | Actions ¥| | Device Info | | Reports v

Device Details | Device Notes | -‘ Availability Response Time Today's Packet Loss
@ Diai International 04| 7» ECENED [ETENED
1P Address 10.15.0.253
Viendor Kentix GmbH
o Rk ninly mN
Type Kentix AlarmManager UUU lT|l:' U Uo/

entix Ala; anage 1 ] 70
Dependency None
Poll Using 1CMP
Monitoring S _Mn
Sys Desc. Digi Connect Device, Version Unk...
Passwords < re & 2 - PR " P
CPU Utilization Memory Utilization Disk Utilization
Tools @EFOW 2 Add To Google Map
Recent Alarms No Data No Data
Available Available
@  Currently there are no open Alarms.
Troubleshoot... Troubleshoot...
Troubleshoot...

| Monitors Notification Profile nterfaces | IT Automation

Notification Profiles

[ No Notification Profiles asso:mcd Notification Profiles. ]
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7. Select the created profile and click Next.

Marageingine /\X)

OpManager

intualization

Overview  Top 10  Dashboxcs v CCTV Views v Community  Getting Started  Tech Docs & Videos

Notification profiles

Select a Notification Profile
Profile Name

O alarmManager_Value_Alarm
Oplay Sound

Profile Type
& Send Email
& Run Program

Back Next Cancel

8. Activate the setting when any Threshold rule is violated and press [selected...]. Activate the threshold
rule in the popup. Close the popup and press Next.

ManageEngine r§)

OpManager

intualization

Overview  Top 10 Dashbowds v CCTV Views v Community — Getting Started  Tech Docs & Videos

Define Criteria for profile AlarmManager_Value_Alarm - 10,15.0.253

Oselect al

[ when the Device misses [1(s] poll(s)

[Jwhen any [selectad..] Interface is having some problems
[ when any [selectad,.] Service is down

[when any [selectad...] Windows Service is down

[ whas 18] WP traprisreseiyed from the device.
[“l when any [selectad...] Threshold rule is violated

[Jwhen any [selectad...] Script Monitor is down or has violated a threshold
[Jwhen any [selectad...] Process is down or has violated a threshold
Cwhen any [selected...] Syslog Rules generates alarm

[when any [selected...] Exchange Monitors are down

Clwhen any [selected. ] Active Directory Monitors are down

[Cwhen any [selected...] MSSQL Monitors are down

[lwhen any [selected...] Virtual Device has problem

CInotify when the alarm is cleared

Advanced >>

Back Next Cancel

9. Define a time period or keep the preset setting Apply this profile all the time. Finish setup by pressing
Save.

ManageEngine SN

OpManager

Overview Top 10 Oashboards v | CCTV Views v Community | Getting Started  Tech Docs & Videos

Define Criteria for profile AlarmManager_Value_Alarm - 10.15.0.253

® apply this profile all the time
O apply this profile during the below mentioned time window

Back Save Cancel

10. The notification is now configured. Make a test by setting one of the threshold values below the
measured temperature.
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