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2 INTRODUCTION

This document has as main objective the description of the monitoring of any machine with the

Windows Operative System.

Some modules have been chosen according with our experience in system monitoring and the

requirements of some of our clients.
To extract the information we use these:

* Collection layer, for the Pandora FMS modules that are susceptible to it, cutting down the

load of the systems to monitor.
*  Modules kind module_exec if it is a command.

* Modules kind module plugin if it is an agent plugin.
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3 CompATiBILITY MATRIX

The compatibility matrix for the plugin is shown here:

Suse Linux 11.x and higher

Systems where it has been tested * Ubuntu Linux 10.x and higher
* RHEL 5.x and higher
Systems where it should work « Same system or higher
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4 CoMPULSORY DOCUMENTATION TO HAND IN BY THE AREA THAT REQUIRES
THE MONITORING

The information that the area who requires the monitoring should hand in is the following:

* The user that executes the Pandora FMS agent should have the necessary permissions to

execute the commands and have access to the necessary files without any problems.
» The requirements to this monitoring works right are the following:

o Pandora FMS agent installed
* Information for the modules:

© Services to monitor

o Disks to monitor
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5 PLUGIN MODULES

* CPU Free: This module returns the percentage of free CPU.

* Last Login: Module that returns a text string with the last user connected

* Load Average: Measure the CPU average load

* Process Running: Checks if an specific process is executing in the machine.

* Physical mem. Free: Retursn the percentage of free space of the physical memory.
» Free swap: Returns in percentage the swap memory free space

* Pagination memory: Quantity of paginated memory

* Free Disk: Returns the number of processes that are running in the machine
» Free inodes: Returns the percentage of a partition free i-nodes

* Zombie processes: Counts the number of processes that are in Zombie status
* Number processes: Cuenta el nimero de procesos del sistema

* Processes high CPU: Returns the pid of the process that is consuming more than the 90% of
the CPU.

* Used inodes: Returns the free i-nodes percentage of one partition

* Time sync: Returns the schedule difference with the NTP server.
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6 MODULES DEFINITION

We describe next the different monitoring modules, and also the code of each one of them.

6.1. General Modules

6.1.1. CPU Free

This module returns the free CPU percentage. The syntax for the module would be this:

module_begin

module_name CPU Free

module_type generic_data

module_exec echo $(( 100 - *vmstat 1 2 | tail -1 | awk '{ print $15 }""))
module_max 100

module_min 0

module_description Percentage CPU Free

module_end

6.1.2. Last Login
Module that returns a text string with the last user connected. It is defined as a module of

asyncrhonous type.
Its syntax is the following:

module_begin

module_name Last Login
module_type async_string
module_exec last | head -1
module_description User last logged

module_end
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6.1.3. Load Average

It measures the CPU average load. The module definition would be like this:

module_begin

module_name Load Average

module_type generic_data

module_exec uptime | awk -F "," '{print $3}' | awk '{print $3}' | tr -d “\n”
module_description Average load last minute

module_end

For Suse 11.4 : (carriage return)

module_exec uptime | awk -F ":" '{print $4}' | awk -F " " '{print $1}' | sed "s/.$//" | tr -d “\n”

6.1.4. Process Running

Checks if an specific process is being executed in the machine. For it, we should created one module

in this way:

module_begin

module_name Process xxx

module_type generic_proc
module_service xxx

module_description Process XXX running

module_end

Replacing xxx by the specific process that we want to monitor.

6.1.5. Physical mem. Free

This module returns the percentage of free space of the physical memory. The definition for this

module would be this:

module_begin

module_name Physical mem. free

module_type generic_data
module_freepercentmemory
module_description Percentage Mem Free Phys

module_end
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6.1.6. Free swap

Returns in percentage the free space of swap memory. Its definition in the configuration file would
be this:

module_begin

module_name Free swap

module_type generic_data

module_exec free -m | grep Swap | awk '{print (($4 / $2)*100)}'
module_description Percentage Mem Swap Free

module_end

6.1.7. Pagination memory

Quantity of paginated memory:

module_begin

module_name Pagination memory

module_type generic_data

module_exec vmstat 1 2 | tail -1 | awk '{ print $8 }' | tr -d “\n”
module_description Mem Paged

module_end

6.1.8. Free Disk

It returns the number of processes that are running in the machine. The module syntax is this:

module_begin

module_name Free Disk

module_type generic_data
module_freepercentdisk /
module_description Percentage Free Disk

module_end
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6.1.9. Free inodes

It returns the percentage of free i-nodes of one partition:

module_begin

module_name Free inodos /

module_type generic_data

module_exec df -i | grep -E "/$" | awk '{print 100-(($3/$2)*100)}'
module_max 100

module_min 0

module_description Percentage Free i-nodos

module_end

To see the partition /var for example, you should change the command grep of -E “/$” to

grep -E “/var$”. Besides changing the name of the module from inodo / free to inodo /var free.

For Ubuntu:
module_exec echo -n $(( 100 - "df -i | grep -E "/$" | awk '{print $5}' | tr -d “%”"))
For Suse:

module_exec echo -n $((100 - "df -i | grep -E “/$” | awk '{print $5}' | tr -d ‘\n” | awk -F “%”
{print $1}' *))

6.1.10. Zombie processes

It counts the number of processes that are in the Zombie status. The structure of the module would
be this:

module_begin

module_name Zombie processes

module_type generic_data

module_exec ps -eos | grep Z | we -l | tr -d “\n”
module_description Number of zombie processes

module_end
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6.1.11. Number processes

Counts the number of processes of the system:

module_begin

module_name Number processes
module_type generic_data

module_exec ps -e | we -1 | tr -d “\n”
module_description Number of processes

module_end

6.1.12. Processes high CPU

It returns the pid of the process that is consume more than the 90% of the CPU. Its syntax:

module_begin
module_name Processes high CPU
module_type generic_data_string

module_exec ps -eo pcpu,pid | sort -n | grep -v CPU | tail -1 | awk '{if ($1>90)
print $2; else print "NA"}' | tr -d "\n"

module_description PID Processes > 90% CPU

module_end

6.1.13. Used inodes

Returns the percentage of free i-nodes of one partition

module_begin

module_name Used inode /

module_type generic_data

module_exec df -i | grep -E "/$" | awk '{print $4}' | tr -d “%\n”
module_max 100

module_min 0

module_description Percentage use of i-nodes

module_end
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To look for the partition /var, for example, you should change the command grep from
grep -E “/$” to grep -E “/var$”. Besides, you should also change the name of the module
form inodo / free to inodo /var free.

For Ubuntu:
module_exec df -i | grep -E "/$" | awk '{print $5}' | tr -d “%\n”
For Suse:

module_exec df -i | grep -E “/$” | awk '{print $5}' | tr -d “\n” | awk -F “%” '{print $1}' | tr -d
“\n”

6.1.14. Time sync

Returns the schedule difference with the NTP server.

module_begin

module_name Time sync

module_type generic_data

module_exec ntptrace 2>/dev/null | tr -d “\n” | awk '{print $5}' | tr -d “,\n”
module_description Time difference with NTP

module_end
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