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These release notes 
describe new features, 

improvements and fixed 
issues in Pandora FMS NG 

761. They also provide 
information about 

upgrades and describe 
some workarounds for 

known issues.

For more information 
on previous versions, 

visit the release notes 
section on our website. 
For information about 

minimum system 
requirements, visit 

the installation 
section in our official 

documentation.
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New TOP-N connections report
A new item has been included in Pandora FMS reports, TOP-N connections. With 
this report you can have a summary table with the total data from connections and 
with connections of the interval by port pairs.

New Agent/Module Report 
A new item has been included in Pandora FMS reports, Agents/modules status. 
With this report you will be able to have in a table the state of agents/modules with 
the last data and the timestamp of this last-received data.
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Through Update 
Manager, in Pandora 

FMS console itself, 
automatically (it requires 

console internet 
connection).

Through Update 
Manager, in Pandora FMS 

console itself, manually, 
through OUM update files.

By manually installing 
packages (rpm, deb...) and 
later updating the console 
through the web interface.

The server will have to 
be manually updated 

through RPM or tarball 
packages.

You can find more 
information about 

Pandora FMS downloads 
on our website:

OpenSource version 
packages. 

Enterprise version 
packages. 

For detailed information 
and the steps to follow 

to update each item, 
classified by operating 

systems, go to our Wiki

How to update 
Pandora FMS

There are several ways 
to update Pandora FMS 

console: 

New Custom Render Report
A new item has been included in Pandora FMS reports, Custom Render. With this 
report you can manage in a more customized way with SQL queries, module graphs 
and HTML output customization. It allows to create fully customized reports 
visually, including graphs.  

http://pandorafms.com
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New Agent/Module status Report
It allows to show a list of agents/modules with their state, filtering previously
by group.

New alert templates
(For new installations)

If you want to use the new template, it is available in our module library. Download 

here the templates 

Other resources 
for your interest

Documentation of
Pandora FMS online

Plugin Library

Pandora FMS official 
technical support

http://pandorafms.com
https://pandorafms.com/library/alert-templates-2022/
https://pandorafms.com/library/alert-templates-2022/
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New Heatmap view
A new view has been added, Heatmap. In this view you will be able to see all 
the information from Pandora FMS organized by groups and groups of modules 
or agents. It is a view that refreshes constantly and that allows to see all the 
monitored information at a glance.

New SLA services Report
A new item has been included in Pandora FMS reports, SLA services. With this 
report you will be able to see the SLA of the services that you want to configure, 
combining data from different nodes in a single report.

Thanks to the information provided by Faisal FS
In this release, different entryways (CSRF, Clickjacking) to Pandora FMS code 
through the web browser in the following views have been solved:

Fixed vulnerabilities

Case # GitLab # Description

N/A 8679 File Manager

New features and 
improvements

http://pandorafms.com
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Feature extinction
From now on, the Linux versions supported in new installations with Pandora 
FMS will be RockyLinux 8, AlmaLinux 8.x and RHEL 8.x . However, we will 
maintain compatibility with existing installed systems via tarball and rpm packages 
for CentOS 7.x.

Case # GitLab # Description

N/A 8633 User editing

N/A 8611 Mass user editing

N/A 8610 Profile editing

Changes and improvements
Support # GitLab # Description

N/A 8400 Added feature to delete backups created using console tasks

N/A 7690 Added Update Manager warning capability for LTS versions only

12764 8607 Added custom ID column to VLANs in IPAM

N/A 8300 Added console task enable/disable token, which will be automatically activated when 
a task fails to be performed

N/A 7928 Generated Update Manager update history entry in the audit log

N/A 8557 Created new mail templates for warning and OK and modified the critical template

12117 7699/8761 Changed the way to generate Satellite agent configuration to differentiate it from 
software agents and be able to do parallel monitoring on the same machine

N/A 7169 Added certificate to digital signature in Windows software agents

N/A 8540 Added new Custom Render report in Pandora FMS reports

N/A 8521 Updated windows agent wmic binary to support new Windows security policies

N/A 8463 Added pandora_ha monitoring to the tentacle_server to activate it in case of failure

N/A 8243 Added new TOP-N connections report

N/A 8777/8496 Added summary notifications of successful and failed discovery tasks in case of lack of 
configuration

N/A 8399 Added new token for phantomJS cache cleanup to prevent mail sending and reporting 
failures

Fixed 
vulnerabilities

http://pandorafms.com
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Support # GitLab # Description

12855 8374 Added disabled agent view in the Metaconsole

N/A 8102 Added database interface for the Metaconsole

N/A 7933 Added new filtering in external alerts in policies both in node and in the Metaconsole

N/A 7398 Added the option to export events to CSV in the Metaconsole

N/A 7225 Added tokens to reject within VMWare monitoring tasks in Discovery

10105 5886 Created a table in the active scheduled downtimes to be able to see their agents/
modules

12689 2152 Added secondary group editing options when mass editing agents

N/A 8340 Added custom fields option within the event view

N/A 8338 Modified custom field saving to be JSON instead of Base64

12001 7653 Added new module and agent status report

N/A 7063 Added new service SLA report

11774 7461 Changed the way to obtain the OS of the installed software agents

N/A 8706/8704 Added the option of monitoring with SNMP in the recon task of the Satellite server

N/A 8622 Changed the way to manage alert server queuing by having a non-master server

N/A 8594 Changes to permission management in errorlog_file

N/A 8547 Added new macros for the response of events: _owner_username_ and _current_user-
name_

N/A 8780 Improved the msql_query.py plugin to add outputs to the plugin in case of success 
without result

N/A 8614 Added improvements to pandora_ux plugin: phase addition, description and error 
correction

N/A 8541 Modified licensing management on Satellite servers

N/A 8533 Added new data display options on agent/module views, on the dashboard widget and 
on reports

N/A 8458 Added heat map view

N/A 8339 Included new macros to include custom data in events

N/A 8332 Added the possibility to configure a second LDAP server

13378 8800 Improved Metaconsole and node event view performance

Changes and 
improvements

http://pandorafms.com
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Bug fixes
Support # GitLab # Description

13250 8760 Fixed inventory view loading for Metaconsole environments with mass inventory

N/A 8759 Fixed opening agents from the inventory view from the Metaconsole

13270 8693 Fixed the general search in Pandora FMS console so that it is not case sensitive

N/A 8432 Fixed automatic history database partitioning using pandora_db

N/A 8394 Fixed errors in Pandora FMS audit log when using the Update Manager

N/A 8359 Fixed Web server false critical points when the machine runs out of memory

N/A 7621 Fixed the use of API users for environments with external authentication configured, 
where only the API user can now be used

N/A 8782 Fixed policy alert application in new installations

N/A 8764 Fixed new SLA item creation error in reports

N/A 8742 Fixed GIS map new generation, where it could not be displayed

13348 8740/8719 Fixed the SQL error in the agent view when searching

12903 8739 Fixed error 500 in module and SNMP real-time graphs using PHP 8

13325/13257 8736 Fixed WUX checks when the recording has an accent

13310 8727 Fixed authentication in the AWS view when containing a space in the ID tag

N/A 8724 Fixed API calls to the Metaconsole, by which all failed

N/A 8722 Fixed visual console name updating when going to another from the link

N/A 8714 Fixed policy view in the Metaconsole in PHP 8

N/A 8703 Fixed package loading/downloading error in the file repository. Added also an error 
message in case of failure due to apache configuration

N/A 8702 Fixed the "db_maintenance" token updating in the history database when passing the 
pandora_db

N/A 8699 Fixed SQL error when creating a new user to which profiles are not added

13244 8697 Fixed event actions when performing through the Dashboard widget

N/A 8694 Fixed excessive CPU usage and policy self-enforcement error by group when there are 
non-existent policy IDs due to previous failures

13244/13259 8692 Fixed lack of remote agent configuration display

N/A 8689 Fixed the lack of display of agent wizards

N/A 8688 Fixed the lack of agent collection display

http://pandorafms.com
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Bug fixes
Support # GitLab # Description

N/A 8687 Corrected the schedule editing in alerts to be able to edit on weekends

13205 8683 Solved agent generation duplicity by means of the syslog server

N/A 8681 Fixed autologin in the node when clicking on an element of a visual console in the 
Metaconsole

N/A 8676 Solved several failures in visual consoles in mobile devices

N/A 8670 Corrected new Supernet IPAM creation when trying to create them without required 
fields

N/A 8667 Fixed the possibility that there are two pandora_ha processes running so that it can no 
longer happen

N/A 8664 Fixed disabling/enabling modules when using PHP 8

N/A 8662 Fixed the non-appearance of items with an assigned parent within the tree view

N/A 8656 Fixed the search engine in event responses when trying to change its owner

N/A 8654 Fixed manual policy enforcement to a single assigned group

N/A 8651 Fixed visual bugs in the console settings section

N/A 8649 Fixed report wizard creation for the Custom Graph item

12800 8648 Fixed SLA report creation for non-Latin languages, as well as their submission in 
scheduled tasks

N/A 8645 Changed the setting of Dashboard widgets

13199 8634 Fixed action filtering in creating and editing created alerts

N/A 8627 Fixed supernetwork assignment in IPAM when having different sites

N/A 8624 Modified the display of command snapshow view captures

N/A 8612 Fixed several report display errors and exported them to Netflow item contenter

13165 8609 Modified the agent installation perl package for RHEL 8

N/A 8605 Fixed the multiple-choice box in the custom charts view

13158 8599 Fixed the module creation bug in a policy if it contains a macro

N/A 8596 Fixed calculation of state by critical elements in visual consoles

N/A 8591 Fixed the error when sending feedback from Pandora FMS console

N/A 8583 Fixed visual errors when forcing the status of a service

N/A 8577 Fixed not being able to create an IPAM task without location that could not then be 
deleted

13127 8573 Fixed tactical view count whereby child groups were not well taken into account

N/A 8569 Modified the link of visual consoles so that it is enabled by default

http://pandorafms.com
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Bug fixes
Support # GitLab # Description

N/A 8566 Fixed several visual bugs in the mobile version of Pandora FMS

N/A 8565/8283 Modified pandora_db performance so that they do not generate blockages when being 
passed in the history database

N/A 8562 Fixed overlay of aids with the main menu in the Metaconsole

13097 8555 Fixed Field1 deletion in alert templates by which they did not take into account 
whether the field was empty in the actions

N/A 8530 Fixed scheduled task generation in the Metaconsole by which agents were not saved 
in reports forwarding by mail

13084 8524 Fixed event response creation by which they could be generated without a name

N/A 8511 Fixed visual error in IPAM user creation for user "none"

13243 8494 Fixed custom check performance in Discovery SAP

N/A 8447 Fixed counting users created in Pandora FMS tactical view

N/A 8415/8390 Fixed visual error in the template list when the user does not have RM permissions

N/A 8386 Fixed server icon display for users who do not have permissions to see it

N/A 8381 Fixed agent filtering in the interface view where agents that did not have this type of 
modules appeared

N/A 8351 Fixed visual error of success message when changing to a report item

N/A 8282 Solved entity errors in software agent repositories

N/A 8112 Fixed visual errors of the portable version of Pandora FMS

12525 8100 Fixed the size lag in graphs between visual consoles and dashboards

N/A 8077 Fixed source mirroring when the syslog server is enabled

13300 8713 Corrected translation deficiencies in multiple menus in Spanish

13445 8833 Fixed the menu for new users in environments with php 8 where it could not be 
displayed

12868 8851 Fixed the non-display of agents for standard users when generating reports in the 
Metaconsole through templates

Documentation update
Case # GitLab # Description

N/A 8680 Updated dependency documentation to add "libnsl" as a server dependency

N/A 8776 Added new documentation for custom fields in the event view

http://pandorafms.com
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Case # GitLab # Description

N/A 8705 Updated the boot documentation of services used by Pandora FMS

N/A 8640 Pandora UX documentation refactored

N/A 8602 Updated installation documentation for new supported OS, and removal of those 
unsupported

N/A 8510 Added CentOS 7 to RHEL 8 system migration documentation

N/A 8704 Added documentation for SNMP v3 monitoring in the Satellite server recon task

N/A 8748 Updated external login documentation for administrator users

N/A 8746 Updated the call to CLI create_event

N/A 8684 Added new documentation for new event response macros

N/A 8629 Added new VLAN documentation in IPAM

N/A 8613 Added TOP-N connections reporting documentation

N/A 8595 Updated CLI documentation

N/A 8593 Added translations of the list of SAP modules

N/A 8572 Added Agent/Module status reporting documentation

N/A 8531 Added mass agent editing documentation with secondary groups

N/A 8504 Added new API element information

N/A 8671 Added documentation for the new options in the "Admin Tool" menu

Documentation 
update

http://pandorafms.com
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© 2021 Pandora FMS LLC. All rights reserved.

This document may not be reproduced by any means nor modified, decompiled, disassembled, 
published or distributed, in whole or in part, or translated to any electronic medium or other means 
without the prior written consent of Pandora FMS. All right, title, and interest in and to the software, 
services, and documentation are and shall remain the exclusive property of Pandora FMS, its 
affiliates, and/or its respective licensors.

PANDORA FMS DISCLAIMS ALL WARRANTIES, CONDITIONS, OR OTHER TERMS, EXPRESS OR 
IMPLIED, STATUTORY OR OTHERWISE, ON THE DOCUMENTATION, INCLUDING WITHOUT 
LIMITATION NONINFRINGEMENT, ACCURACY, COMPLETENESS, OR USEFULNESS OF ANY 
INFORMATION CONTAINED HEREIN. IN NO EVENT SHALL PANDORA FMS, ITS SUPPLIERS, NOR 
ITS LICENSORS BE LIABLE FOR ANY DAMAGES, WHETHER ARISING IN TORT, CONTRACT OR ANY 
OTHER LEGAL THEORY, EVEN IF PANDORA FMS HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH 
DAMAGES.

The Pandora FMS trademarks are the exclusive property of Pandora FMS LLC or its affiliates, are 
registered with the U.S. Patent and Trademark Office, and may be registered or pending registration 
in other countries. All other Pandora FMS trademarks, service marks, and logos may be common law 
marks or are registered or pending registration. All other trademarks mentioned herein are used 
for identification purposes only and are trademarks of (and may be registered trademarks) of their 
respective companies.

Legal Information

Remember that you 
can install the official 
Pandora FMS update 
through the Update 

Manager:

Contact 

Unites States
255 Alhambra Circle, 

Suite 1100 Coral 
Gables, Florida. 33134
Tel.: +1-305-900-6683

info@pandorafms.com 

Europe, Middle East 
and Africa

Casas de Miravete 22-
24 Street.

Madrid. Spain
Tel.: +34-91-559-72-22
Tel.: +33-7-555-39-209

info@pandorafms.com 

Latin America
Tel: +51-164-190-94

Tel: +52-5585-264-997
info@pandorafms.com 

Pacific Asia 
Rworks, Inc

Tel: +81-3-5946-8405 
rw-sales@rworks.jp 

Update

http://pandorafms.com

