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As mentioned in the last release 740, even updates
will focus on fixing bugs and odd ones on developing

new features and improvements that help all users.

In this release 741, a new Discovery integration has
been added to monitor SAP centrally and remotely,
a system to report bugs and suggestions, in addi-
tion to Omnishell, the first step of Pandora FMS
in the world of automation and IT infrastructure
management. This update also contains the new
log alert correlation system, which is merged with

the event alert system.

At the request of many users and clients, an integrated
SSH and Telnet console has been incorporated
into Pandora FMS, to help all sysadmins to access
local computers with a single click. In addition, a
new type of remote command execution check has

been added for Windows and Unix systems.

Finally, the Metaconsole has also been improved in
this update, since now those customers who have
it will be able to see millions of events in seconds

with noticeable performance improvements.

SSH and Telnet remote access from the console

A new console extension has been added, which will allow any agent with a configured IP to be connected

via SSH or Telnet. The QuickShell feature provides a management screen of the new GoTTY subservice

where to configure the connection.

Pandora FMS
the Flexible Monitoring System

pandorafms

[root@pandorafms ~]# pwd
/root
root@pandoratms ~]# 11
total 4
-rw-r--r-- 1 root root 307 nov 26 11:25 README
[root@pandorafms ~]# cd /etc/pandora/
@pandorafms pandoral# 11

root root 36 120 col

root root 33 120
root root 43 120
:25 pandora nt

root root 2091
root root 20969
root root 20969

Q COBQXT®wm b

:20 pandora server.conf
:24 pandora server.conf.new

root root 224 :24 pandora_server.env

4 root root 32 120
[root@pandorafms pandora]#

->
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New help feedback

A new feedback system has been created, so that Pandora FMS Enterprise users can send their

opinions, report bugs, make suggestions and comments about the software’s features.

The feedback window will appear in the console of all clients both in the navigation bar and in the

documentation help of sections that provide assistance.

Pandora FMS T = T VY Ml o
the Flexible Manitoring Systemn Enter keywords to search Q g o p o }‘(’) LH {adminy [‘>

Pandora FMS servers

[ JoN ] Pandora FMS - the Flexible Monitaring System Op.
A No es seguro | 192.168.80.173/pandora_consolefindex.php?sec=view&sec2=general/help_feedback&b=aHROcHMELy9Z WACE
i

1.5 Server management

Server detailed view is used to know, besides the general status of the Pandora FMS servers, their load level and

execution delay.

Some icons have special relevance, as you can see in the screenshot above:

= Poll request: It requests the remote test server to execute all the checks it has, forcing it to execute

them again. Valid for all network servers, e.g. Network server, WMI server, Plugin server, WEB Server,

etc.

=]}

= Edit recon server tasks.

= Edit remote server configuration: Valid for Pandora FMS or Satellite server servers.

n this view, you may see different information on each column:

= Server name: Generally the hostname of the machine ©  Suggestion Something is wrong T
= Status: (green = active, gray = stopped or down). What happened? .
= Server type: Data server, network server, etc. L
= Version: It shows the current version of Pandora FMS g o (1]
= Modules: Number of modules of this type executed -
maodules of this type. : —
‘Your Email test@panderafms.com o

= Server Lag / Delayed Modules: Highest time that t

Y Y Y Y Y Y Y Y Y Y Y Y NN
s

Number of modules that are out of their life time. This .
Submit >

maodules and to know if the server is at the limit of itg
00—

New alert correlation system for logs

From version 741 onwards, a series of rules can be defined to trigger alerts based on the collected logs.
Pandora FMS will be in charge of analyzing logs and in case the previously set rules match, the user will

be allowed to perform a response action.
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Available items Rule definition

Block:
0D
Fields: m Log source e

Operators:

Variables

Modifiers:

Remote execution modules

Monitoring modules can be added to remotely execute commands on Windows and Linux systems, so

as to not have to deploy agents on remote systems.

To configure this new module, only the connection data against the target must be registered in the
safe credential store, without the need for using public keys or extensive configurations, making it

easier for users to work.

Monitor detail B =

Group Al v Monitor Al N Module Al N

status group
Madule Product 1D "
v

name Search Tags All Show

Server Al v Show Only enabled v Data Al v

type monitors type

Agent custom fields
Total items: 1
p. Agent §  Datatype & Module name 3 Servertype 3 Interval 5 Status & Graph Warn Data Timestamp %
Windows [ 2 Product ID 0 5 minutes N/A-NfA  Product ID: 00330-80000-00000-44154 W 55 seconds

Total items: 1
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SAP monitoring integrated in Discovery

SAP can now be monitored centrally and remotely with just a couple of clicks from the Discovery
tool. In addition, a specific view has been added within agent view, where filters can be established

and graphics displayed with the received values.

PANDORAFMS IS Enter keywords to search Q OB Q%[O Wean &

the Flexible Monitaring System

0

Discovery

Applications

m e w @I
M DATABASE
Y ®
MySQL Oracle SAPR3 VMware

Pandora FMS B ~ a8 v B e
the Flexible Monitoring System B Q OB Q X [ ®ewn [
Discovery / Application SAP R3 detals
Task name: SAP Client: Group: ©
s2psample 001 Applications
Databases
Discovery server () SAP System: Firewalls
Network
varian s 00
Unknown
Interval ) Define 4 Srint= : SAP Credentials: () Web
U ‘Workstations
DESET2 B
SAP Hostnames: (-
sap.articalan
p
Update and continue
Pandora FMS T ~ N B
the Flexible Monitoring System (i b Q S @8 QX[ Wewn B
Discovery / Application / SAP R3 task / SAP
SAPR3
Available modules Selected modules
Tools 2
Discovery
<

SAP IDOC OK
SAP List lock

Finish >

Admin tools
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Administration and automation through Omnishell

Omnishell is conceived as the first step of Pandora FMS towards IT infrastructure management. This
new feature will allow you to define commands or command blocks and select targets to execute

commands simultaneously on tens or hundreds of systems at the same time, unattended.

This system will be present in Pandora FMS agents from version 741 onwards, and no changes will be
necessary, except for having remote configuration activated. Omnishell is based on communication
between the different Pandora FMS components through Tentacle protocol to safely coordinate executions
and responses of the commands that must be programmed. Right now, it is only available for Unix

environments, but it will also be available for Windows soon.

Pandora FMS e R B
the Flexible Monitoring System Enter keywards ta search Q Q o D () % ﬁ _R admin [—)

Detailed view: Install HTTP

Command Install HTTP execution in pandorafms had been success.
©3 hours ago:

‘ Loaded plugins: fastestmirror .
Loading mirror speeds from cached hostfile ...
* base: mirror.tedra.es
. * extras: mirror.airenetworks.es
* remi: mirror.netweaver.uk
‘ * remi-php72: mirror.netweaver.uk ......
‘ * updates: mirror.tedra.es
. Resolving Dependencies
--> Running transaction check
. ---> Package httpd.xB6 64 0:2.4.6-88.el7.centos will be
updated
--> Processing Dependency: httpd = 2.4.6-88.el7.centos ..........

... for package: l:mod_ssl-2.4.6-88.el7.centos.x86_64
---% Parkans httnd YRR Rd A*? 4 R-QA 17 rantns will he -

Refresh
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Other improvements

* Diagnostic Tools

In this update, the diagnostic tool has been improved in order to assess the current state of an installation

and thereby improve Pandora FMS performance.

® Monitoring from Pandora FMS initial installation

In the final process of new Pandora FMS installations, a new welcome window will appear, by which
users can start monitoring and perform actions such as: creating an agent that contains a module,
creating an alert on a module, making a network examination with Pandora FMS Discovery, configu-

ring the mail or sending a comment using the new feedback tool to report a failure or suggestion.

Welcome to Pandora FMS b 4

PANDORAFMS
E N T E A P R | =3 E
Please ensure mail configuration matches your needs -
Learn to monitor
Create an agent ==

Create a module to check if an agent is online

Be warned if something is wrong, create an alert on the module

4

I Discover hosts and devices in your network

S

| If something is not working as expected, look for this icon and report!

Do not show anymore

* Better performance in Metaconsole event

With this release 741, the time it takes for Pandora FMS Metaconsole event view to load has been redu-

ced. Now, millions of events can be viewed in a few seconds.
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Sample_Agent: the dummy agent for testing

Within update 741, a dummy agent with random data has been added, called Sample_Agent. Its purpose
is performing tasks such as network checks, like SNMP, alert launching, graph creation, etc. The code of

this agent comes as an extension and is automatically enabled.

Fixed Module Groups view issue that allowed access to it regardless of the group the user was
assigned.

Fixed error where visual consoles were created without data when generated from templates, using
the Wizard.

Reported performance issue when using module_logevent that blocked the agent when processing
large amounts of information. A new method is suggested: log_channel.

Fixed error that prevented generating alerts using the agent Wizard in the Metaconsole.

Fixed issue inside a dashboard whereby, when adding a custom graph widget and selecting the Gauge
stack, it stayed blank.

Fixed error of Windows agents that did not send XML files, when the agents were delayed at the start
of each interval execution.

Fixed bug where a policy with plugins was not added to an agent.

Fixed error of access to the scheduled downtime creation screen, when there were specific and
customized ACLs to access that menu.

Fixed issue in event filter, when the user’s language was in Catalonian.

Fixed error by which no event was shown when filtering by warning/critical or critical/normal in the trap
console.

Fixed bug where, if a PDF report was downloaded, from the HTML view and an initial and final date
was established, the date formats were changed.

Fixed error by which some minor changes in database fields were missing, when migrating from
Pandora FMS 6 to its most current version, Pandora FMS 7.0 NG.
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